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CompactLogix 5380 and Compact GuardLogix 5380 Controllers

Important User Information

Read this document and the documents listed in the additional resources section about installation, configuration, and operation of this
equipment before you install, configure, operate, or maintain this product. Users are required to familiarize themselves with installation
and wiring instructions in addition to requirements of all applicable codes, laws, and standards.

Activities including installation, adjustments, putting into service, use, assembly, disassembly, and maintenance are required to be carried
out by suitably trained personnel in accordance with applicable code of practice.

If this equipment is used in a manner not specified by the manufacturer, the protection provided by the equipment may be impaired.

In no event will Rockwell Automation, Inc. be responsible or liable for indirect or consequential damages resulting from the use or
application of this equipment.

The examples and diagrams in this manual are included solely for illustrative purposes. Because of the many variables and requirements
associated with any particular installation, Rockwell Automation, Inc. cannot assume responsibility or liability for actual use based on the
examples and diagrams.

No patent liability is assumed by Rockwell Automation, Inc. with respect to use of information, circuits, equipment, or software described in
this manual.

Reproduction of the contents of this manual, in whole or in part, without written permission of Rockwell Automation, Inc., is prohibited.

Throughout this manual, when necessary, we use notes to make you aware of safety considerations.

WARNING: Identifies information about practices or circumstances that can cause an explosion in a hazardous environment, which may lead to personal
injury or death, property damage, or economic loss.

ATTENTION: Identifies information about practices or circumstances that can lead to personal injury or death, property damage, or economic loss.
Attentions help you identify a hazard, avoid a hazard, and recognize the consequence.

> >

IMPORTANT: |dentifies information that is critical for successful application and understanding of the product.

These labels may also be on or inside the equipment to provide specific precautions.

SHOCK HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that dangerous voltage may be present.

BURN HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that surfaces may reach dangerous temperatures.

ARC FLASH HAZARD: Labels may be on or inside the equipment, for example, a motor control center, to alert people to potential Arc Flash. Arc Flash
will cause severe injury or death. Wear proper Personal Protective Equipment (PPE). Follow ALL Regulatory requirements for safe work practices and for
Personal Protective Equipment (PPE).

B> > >

The following icon may appear in the text of this document.

Q |dentifies information that is useful and can help to make a process easier to do or easier to understand.

Rockwell Automation recognizes that some of the terms that are currently used in our industry and in this publication are not in alignment
with the movement toward inclusive language in technology. We are proactively collaborating with industry peers to find alternatives to
such terms and making changes to our products and content. Please excuse the use of such terms in our content while we implement
these changes.
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CompactLogix 5380 and Compact GuardLogix 5380 Controllers

Preface

This manual provides information on how to design a system, operate a CompactLogix® or Compact GuardLogix®-based controllers system,
and develop applications.

You must be trained and experienced in the creation, operation, and maintenance of safety systems.
For information on Safety Integrity Level (SIL) and Performance Level (PL) requirements and safety application requirements, see the
GuardLogix 5580 and Compact GuardLogix 5380 Controller Systems Safety Reference Manual, publication 1756-RM012.

The procedures in this manual use the Studio 5000 Logix Designer® application. For information about using FactoryTalk® Design Studio™
software, see the FactoryTalk Design Studio Quick Start, publication FTDS-0S001.

Summary of Changes

This publication contains the following new or updated information. This list includes substantive updates only and is not intended to
reflect all changes.

Topic Page

Updated secure controller systems description Secure Controller Systems on page 28

Removed CIP Security considerations that do not apply Manage Controller Communication on page 127
Added information to the Security Certification Requirements Security Certification Requirements on page 182
Updated the History of Changes appendix History of Changes on page 275

Download Firmware, AOP, EDS, and Other Files

You can download firmware, associated files (such as AOP, EDS, and DTM), and access product release notes from the Product Compatibility
and Download Center at rok.auto/pcdc.

Additional Resources

These documents contain additional information concerning related products from Rockwell Automation®. You can view or download
publications at rok.auto/literature.

Resource Description

CompactLogix® 5380 controllers and Compact GuardLogix® 5380 controllers technical Quickly access and download technical specifications, installation

documentation instructions, and user manuals.

Hardware Installation CompactLogix 5380 Contraollers Installation Instructions, Provides installation instructions for CompactLogix® 5380
publication 5069-IN013 controllers.
Compact GuardLogix 5380 SIL 2 Controllers Installation Provides installation instructions for Compact GuardLogix® 5380
Instructions, publication 5069-IN014 SIL 2 controllers.
Compact GuardLogix 5380 SIL 3 Controllers Installation Provides installation instructions for Compact GuardLogix® 5380
Instructions, publication 5069-IN023 SIL 3 controllers.

Rockwell Automation, Inc. 5069-UMOOIN-EN-P - January 2026
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CompactLogix 5380 and Compact GuardLogix 5380 Controllers

Industrial Automation Wiring and Grounding Guidelines,
publication 1770-4.1

Provides general guidelines for installing a Rockwell Automation®
industrial system.

Technical Data

Compact 5000 1/0 Modules Specifications Technical Data,
publication 5069-TD001

Provides specifications for Compact 5000® I/0 EtherNet/IP™
adapters and Compact 5000® 1/0 I/0 modules.

CompactLogix 5380 and Compact GuardLogix 5380 Controllers
Specifications Technical Data, publication 5063-TD002

Provides specifications for CompactLogix® 5380 and Compact
GuardLogix® 5380 controllers.

Network

ENET-UM0O6

EtherNet/IP Network Devices User Manual, publication

Describes how to configure and use EtherNet/IP™ devices with a
Logix 5000° controller and communicate with various devices on
the Ethernet network.

Safety application requirements

Logix SIS Safety Reference Manual, publication 1756-RM015

Describes Logix SIS systems, which are type-approved and
certified for use in safety applications.

GuardLogix 5580 and Compact GuardLogix 5380 Safety Reference
Manual, publication 1756-RM012

Contains detailed requirements to achieve and maintain SIL
2/PLd and SIL 3/PLe with the GuardLogix® 5580 and Compact
GuardLogix® 5380 controller systems via the Studio 5000 Logix
Designer® application.

Design Considerations

Logix 5000 Controllers Design Considerations Reference Manual,
publication 1756-RM094

Provides information to help design and plan Logix 5000°
systems.

Replacement Guidelines: Logix 5000 Controllers Reference
Manual, publication 1756-RM100

Provides information on how to replace earlier generation
controllers with controllers in the same family but newer
generations, for example, replacing ControlLogix® 5570
controllers with ControlLogix® 5580 controllers.

HIGHAV-RM002

High Availability System Reference Manual, publication

Provides information to help design and plan high availability
systems.

Redundancy System User Manual, publication 1756-UMO15

Provides information about how to set up, configure, program,
monitor, and troubleshoot high availability systems that use Logix
SIS, ControlLogix® 5580, or ControlLogix® 5570 redundancy.

System Security Design Guidelines Reference Manual, publication
SECURE-RMO0QT1

Provides guidance on how to conduct security assessments,
implement Rockwell Automation® products in a secure system,
harden the control system, manage user access, and dispose of
equipment.

0PC UA in 5580 and 5380 Controllers User Manual, publication
1756-UM023

Describes how to implement and use OPC UA communication with
ControlLogix® 5580 and GuardLogix® 5580 controllers.

Programming Tasks and
Procedures

Logix 5000 Controllers Common Procedures Programming
Manual, publication 1756-PM001

Provides access to the Logix 5000° controllers set of
programming manuals. The manuals cover such topics as how to
manage project files, organize tags, program logic, test routines,
faults, and more.

Logix 5000 Controllers General Instructions Reference Manual,
publication 1756-RM003

Provides information on the programming instructions available
to use in Logix Designer application projects.

GuardLogix Safety Application Instruction Set Reference Manual,
publication 1756-RM095

Provides information about the GuardLogix® safety application
instruction set.
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CompactLogix 5380 and Compact GuardLogix 5380 Controllers

Advanced Process Control and Drives and Phase and Sequence
Instruction Reference Manual, publication 1756-RM006

Provides details about the available General, Motion, Process, and
Drives instruction set for a Logix-based controller.

Product Certifications

Product Certifications website, rok.auto/certifications

Provides declarations of conformity, certificates, and other
certification details.

Rockwell Automation, Inc.
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Standard and Safety Controller Systems

Standard controllers include.

Controller Type

Cat. No.

CompactLogix® 5380 Standard controllers

5069-L306ER, 5069-L306ERM, 5069-L310ER,
5069-L310ERM, 5069-L310ERMK, 5069-L310ER-NSE,
5069-L320ER, 5069-L320ERM, 5069-L320ERMK,
5069-L330ER, 5069-L330ERM, 5069-L330ERMK,
5069-L340ER, 5069-L340ERM, 5069-L350ERM,
5069-L350ERMK, 5069-L380ERM, 5069-L3100ERM

CompactLogix® 5380 Process controllers

5069-L310ERXK, 5069-L320ERP, 5069-L340ERP

Safety controllers include.

Controller Type

Cat. No.

Compact GuardLogix® 5380 SIL 2 controllers

5069-L306ERS2, 5069-L306ERMS?2, 5069-L310ERS2,
5069-L310ERS2K, 5069-L310ERMS2, 5069-L310ERMS2K,
5069-L320ERS2, 5069-L320ERS2K, 5069- L320ERMS2,
5069-L320ERMS2K, 5069-L330ERS2, 5069-L330ERS2K,
5069-L330ERMS2, 5069-L330ERMS2K, 5069-L340ERS2,
069-L340ERMS?, 5069-L350ERS?2, 5069-L350ERS2K,
5069-L350ERMS?, 5069-L350ERMS2K, 5069-L380ERS2,
5069-L380ERMS?2, 5069-L3100ERS?2, 5069-L3100ERMS2

Compact GuardLogix®5380 SIL 3 controllers

5069-L306ERMS3, 5069-L310ERMS3, 5069-L310ERMS3K,

5069-L320ERMS3, 5069-L320ERMS3K, 5069-L330ERMSS,
5069-L330ERMS3K, 5069-L340ERMS3, 5069-L350ERMSS,
5069-L350ERMS3K, 5069-L380ERMS3, 5069-L3100ERMS3

Minimum Requirements

The controllers have these minimum requirements:

» CompactLogix 5380 and Compact GuardLogix 5380 controllers have minimum hardware
requirements. For more information on the hardware requirements, see Design the

System on page 18.

 The controller firmware revision must be compatible with the software version that
you use. For more information, see Controller Firmware and Logix Designer Application

Compatibility on page 57.
*  Programming software

5069-UMOOIN-EN-P - January 2026
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Standard and Safety Controller Systems

Rockwell Automation, Inc.

System

Cat. No.

Studio 5000 Logix Designer®
Application

{For compatible Linx-based
communication software and
ControlFLASH Plus® software, see
the Product Compatibility and
Download Center (PCDC).

CompactLogix® 5380 controllers

5069-L306ER, 5069-L306ERM,
5069-L310ER, 5069-L310ERM,
5069-L310ERMK, 5069-L310ER-NSE,
5069-L320ER, 5069-L320ERM,
5069-L320ERMK, 5069-L330ER,
5069-L330ERM, 5069-L330ERMK,
5069-L340ER, 5069-L340ERM,
5069-L350ERM, 5069-L350ERMK,
5069-L380ERM, 5069-L3100ERM

Version 28 or later

5069-L306ER, 5069-L306ERM,
5069-L310ER, 5069-L310ERM,
5069-L310ERMK, 5069-L310ER-NSE,
5069-L3520ERM, 5069-L320ERMK,
5069-L330ER, 5069-L330ERM,
5069-L330ERMK, 5069-L340ER,
5069-L350ERM, 5069-L350ERMK,
5069-L380ERM, 5069-L3100ERM

Version 29 or later

5069-L350ERM, 5069-L350ERMK,
5069-L380ERM, 5063-L3100ERM

Version 30 or later

Compact GuardLogix®5380 SIL 2
controllers

For more information on safety

ratings, see Compact GuardLogix
Functional Safety on page 47.

5069-L306ERS2, 5069-L306ERMS2,
5069-L310ERS2, 5069-L310ERS2K,
5069-L310ERMS2, 5069-L310ERMS2K,
5069-L320ERS2, 5069-L320ERS2K,
5069-L320ERMS2,
5069-L320ERMS2K, 5069-L330ERS2,
5069-L330ERS2K, 5069-L330ERMS2,
5069-L330ERMS2K, 5069-L340ERS2,
5069-L340ERMS2, 5069-L350ERS2,
5069-L350ERS2K, 5069-L350ERMS2,
5069-L350ERMS2K, 5069-L380ERS2,
5069-L380ERMS?2, 5069-L3100ERS2,
5069-L3100ERMS2

Version 31 or later

Compact GuardLogix®5380 SIL 3
controllers

For more information on safety

ratings, see Compact GuardLogix
Functional Safety on page 47.

5069-L306ERMS3, 5069-L310ERMS3,
5069-L310ERMS3K, 5069-L320ERMSS,
5069-L320ERMS3K,
5069-L330ERMSS,
5069-L330ERMS3K,
5069-L340ERMS3, 5069-L350ERMSS,
5069-L350ERMS3K,
5069-L380ERMS3, 5069-L3100ERMS3

Version 32 or later

5069-UMOOIN-EN-P - January 2026
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System

Cat. No.

Studio 5000 Logix Designer®
Application

{For compatible Linx-based
communication software and
ControlFLASH Plus® software, see
the Product Compatibility and
Download Center (PCDC).

CompactLogix® 5380 Process
controllers

5069-L310ERXK, 5069-L320ERP,

5069-L340ERP

Version 33 or later

IMPORTANT: If safety connections or safety logic is required for your application, then you must use a Compact

GuardLogix® controller.

IMPORTANT: This equipment is supplied as open-type equipment for indoor use. It must be mounted within an
enclosure that is suitably designed for those specific environmental conditions that are present and appropriately
designed to help prevent personal injury resulting from accessibility to live parts.

The enclosure must have suitable flame-retardant properties to help prevent or minimize the spread of flame,
complying with a flame spread rating of 5VA or be approved for the application if nonmetallic. The interior of the
enclosure must be accessible only by the use of a tool. For more information about enclosure type ratings that are
required to comply with certain product safety certifications, see the following:

»  Compact GuardLogix 5380 SIL 2 Controllers Installation Instructions, publication 5069-INO14.

»  Compact GuardLogix 5380 SIL 3 Controllers Installation Instructions, publication 5069-IN023.

CompactLogix® 5380 control systems are DIN rail-mounted systems that can operate in various
applications. One of the simplest controller configurations is a standalone controller with 1/0

assembled in one chassis, as shown in the following graphic.

Figure 1. Standalone CompactLogix 5380 Controller and Compact 5000 1/0 Modules
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The controller can also operate in more complex systems with devices that are connected to the
controller via an EtherNet/IP™ network, as shown in the following graphic.
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Figure 2. CompactLogix 5380 Controller and Compact 5000 /0 in a Complex System
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CompactLogix 5380 Process Controllers
CompactLogix® 5380 Process controllers (5069-L320ERP, 5069-L340ERP) are extensions of the
Logix 5000° controller family that focus on plant-wide process control, and support motion.

The process controllers come configured with a default process tasking model and dedicated
PlantPAx® process instructions that are optimized for process applications, and that improve
design and deployment efforts.

The process controllers are conformal coated to add a layer of protection when exposed to
harsh, corrosive environments.

5069-L310ER-NSE No Stored Energy (NSE) Controller

The NSE controller is intended for use in applications that require the installed controller to
deplete its residual stored energy to specific levels before transporting it into or out of your
application.

The residual stored energy of the NSE controller depletes to 400pJ or less in 40 seconds.

WARNING: If your application requires the NSE controller to deplete its residual stored energy to
400 pJ or less before you transport it into or out of the application, complete these steps before you
remove the controller.
«  Turn off power to the chassis. After you turn off power, the controller’s 0K status indicator
transitions from Green to Solid Red to OFF.
»  Wait at least 40 seconds for the residual stored energy to decrease to 400 pJ or less before

you remove the controller. There is no visual indication of when the 40 seconds has expired.
You must track that time period.

IMPORTANT: The Real Time Clock (RTC) does not retain its time and date when the power is off.

Some applications require that the installed controller to deplete its residual stored energy
to specific levels before transporting it into or out of your application. This requirement
can include other devices that also require a wait time before removing them. See the
documentation of those products for more information.
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Compact GuardLogix 5380 System

Compact GuardLogix® 5380 SIL 2 and SIL 3 controllers are programmable automation controllers
with integrated safety.

For SIL 3/PLe safety applications, the Compact GuardLogix® 5380 SIL 3 controller system
consists of a primary controller, with an internal safety partner, that functions together in a
Too2 architecture.

Figure 3. Compact GuardLogix 5380 SIL 2 and SIL 3 Controllers

Compact GuardLogix 5380 SIL 2 Compact GuardLogix 5380 SIL 3

For more information on safety ratings, see Compact GuardLogix Functional Safety on page
47.

The Compact GuardLogix®5380 system can communicate with safety 1/0 devices via CIP
Safety™ over an EtherNet/IP™ network (Guard 1/0™ modules, integrated safety drives, integrated
safety components).

With a Compact GuardLogix® 5380 controller, you can interface to standard I/0 via standard
tasks while you interface with safety 1/0 via the safety task.

IMPORTANT: For the safety task, Compact GuardLogix® 5380 controllers support Ladder Diagram only. For
standard tasks, Compact GuardLogix® 5380 controllers support:
Ladder Diagram (LD)

e Structured Text (ST)
Function Block Diagram (FBD)
Sequential Function Chart (SFC)

The controllers can operate in various applications that range from standalone systems that
contain local I/0 modules, as shown in the following graphic.
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Figure 4. Compact GuardLogix 5380 Controller in a Standalone System
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The controllers can operate in more complex system with devices that are connected to the
controller via an EtherNet/IP™ network, as shown in the following graphic.

Figure 5. Compact GuardLogix 5380 Controller on an EtherNet/IP Network
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Compact GuardLogix® 5380 controllers can communicate with safety devices on a DeviceNet®
network via a 1788-EN2DN linking device, as shown in the following graphic.
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Design the System
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Figure 6. Compact GuardLogix 5380 Controller on a DeviceNet Network
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When you design a system, you must decide what system components your application needs.
The following table describes components that are commonly used in CompactLogix® 5380 and
Compact GuardLogix® 5380 control systems.

Table 1. CompactLogix 5380 or Compact GuardLogix 5380 System Components

Component Purpose Required More Information
DIN rail Mounting system Yes CompactLogix
5380 Controllers

End cap (5069-ECR) | The end cap covers the exposed Yes Installation
IMPORTANT: The end interconnections on the last module in the Instructions,
cap ships with the system. If you do not install the end cap publication
controller. before powering the system, equipment 5069-IN013

;jjsmuﬁge or injury from electric shock can Compact GuardLogix

' 5380 SIL 2

IMPORTANT: You install the end cap after Controllers

the last module is installed on the DIN rail. Installation

This design helps to prevent the end cap Instructions,

from going beyond the locked position. publication

If you push the end cap beyond the locked 5069-IN014

position or insert it from the backwards Compact GuardLogix

direction, you can damage the MOD power 5380 SIL 3

bus and SA power bus connector. Controllers

Installation

Removable terminal | Connect these power types to the controller: | Yes Instructions,
blocks (RTBs) « MOD power publication

« SA power 5069-IN023
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Table 1. CompactLogix 5380 or Compact GuardLogix 5380 System Components (continued)

Component Purpose Required More Information
External power Provides Module (MOD) Power to the system | Yes Power CompactLogix

supply

We strongly
recommend that
you use separate
external power
supplies for MOD
power and SA power,
respectively.

External power
supply

We strongly
recommend that
you use separate
external power
supplies for MOD
power and SA power,
respectively.

Provides Sensor/Actuator (SA) Power to the
system

Yes - Only if the
system requires SA
power.

If the system doesn't
require SA power,
this external power
supply is not needed.

5380 Controllers on
page 30 or Power

Compact GuardLogix
5380 Controllers on

page 36

Studio 5000 Logix
Designer application

Configure the project that is used to define
controller activity during system operation

Yes

See the following:

e Minimum
Requirements
on page 12

+ Createa
Controller

Project on page
63

Linx-based
communication
software

Used as follows:

«  Assign the controller an IP address

< Maintain communication over the
EtherNet/IP™ network

Yes

See the following:

«  For compatible
Linx-based
communication
software, see
the Product
Compatibility
and Download
Center (PCDC).

* Connect to the
Controller on

page 52

ControlFLASH Plus
software

Update controller firmware

Yes

See the following:

«  For compatible
Linx-based
communication
software, see
the Product
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Table 1. CompactLogix 5380 or Compact GuardLogix 5380 System Components (continued)

Component Purpose Required More Information
Compatibility
and Download
Center (PCDC).

+ Use
ControlFLASH
Plus Software
to Update
Firmware on
page 58
USB programming Complete tasks that only require a - Connect a USB Cable
port temporary connection to the controller, for on page 53
example, when you download a project or
update firmware
Ethernet port Al Connects to these network types: - EtherNet/IP Modes
« Enterprise-level network on page 103
»  Device-level network
Ethernet port A2 Connect to device-level networks -
Memory card Store data, such as the controller project We recommend that | Use the Memory Card

IMPORTANT: The
1784-SD4 card ships
with the controller.

and diagnostics that are required by
technical support to obtain information if
non-recoverable controller faults occur.

you leave the SD
card installed, so

if a fault occurs,
diagnostic data is
automatically written
to the card.

on page 88

Ethernet cables

Used as follows

» Access the controller from the
workstation over an EtherNet/IP™
network to set IP address, update
firmware, download, and upload
projects

e Connect controller to an EtherNet/IP™
network and perform tasks that are
required for normal operations

Yes

Connect an Ethernet
Cable on page 53

USB cable

Access the controller directly from the
workstation to set IP address, update
firmware, download, and upload projects.

The USB port is intended for temporary
local programming purposes only and not
intended for permanent connection.

Yes - Only if you
perform tasks that
are listed in the
previous column via
the USB port.

You can also perform
the tasks via the
controller Ethernet
ports.

Connect a USB Cable
on page 53

5069-UMOOIN-EN-P - January 2026

Rockwell Automation, Inc.


https://compatibility.rockwellautomation.com/Pages/home.aspx
https://compatibility.rockwellautomation.com/Pages/home.aspx
https://compatibility.rockwellautomation.com/Pages/home.aspx

Chapter 1

Standard and Safety Controller Systems

Controller Features

Table 1. CompactLogix 5380 or Compact GuardLogix 5380 System Components (continued)

Component Purpose Required More Information
Integrated Safety Connected to safety input and output Yes for Compact Safety 1/0 Devices on
1/0 devices on an devices, for example, Compact 5000°® GuardLogix®5380 page 148
EtherNet/IP™network | 1/0 1/0 safety modules or Guardmaster® controllers
Multifunctional Access Box.
IMPORTANT: CompactLogix® 5380
controllers cannot use safety devices.
Compact 5000® Used as follows: Yes See the following:
/0modules * Local standard I/0 modules that are + Standard I/0
installed in the CompactLogix® 5380 Modules on page
system 131
» Remote standard I/0 modules that « Safetyl/0
are accessible via the EtherNet/IP™ Devices on page
network 148
* Local safety I/0 modules that are
installed in the CompactLogix® 5380
system
*  Remote safety I/0 modules that are
accessible via the EtherNet/IP™
network
Devices that are Dependent upon device type. Examples Yes See the following:
installed on an include: . Standard /0
EtherNet/IP"network | | Remote standard 1/0 modules Modules on page
* Remote safety /0 modules 181
«  Ethernet switches + Safety /0
 Motion control devices, such as drives Devices on page
»  HMldevices 148
Develop Motion
Applications on
page 221

CompactLogix® 5380 and Compact GuardLogix® 5380 Controller Features lists features available
on the controllers. The features are described in detail in the rest of this manual.

Table 2. CompactLogix 5380 and Compact GuardLogix 5380 Controller Features

Feature

CompactLogix® 5380 Controllers

Compact GuardLogix® 5380 Controllers

User memory

5069-L306ER, 5069-L306ERM | 0.6 MB 5069-L306ERS2, 0.6 MB
5069-L306ERMS2,
5069-L306ERMS3

5069-L310ER, 1MB 5069-L310ERS2, 1MB

5069-L310ER-NSE,
5069-L310ERM, 5069-L310ERMK

5069-L310ERS2K,
5069-L310ERMS2,

Rockwell Automation, Inc.
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Table 2. CompactLogix 5380 and Compact GuardLogix 5380 Controller Features (continued)

Feature

CompactLogix® 5380 Controllers

Compact GuardLogix® 5380 Controllers

5069-L310ERMS2K,
5069-L310ERMS3,
5069-L310ERMS3K

5069-L320ER, 5069-L3520ERM,
5069-L320ERP

2MB

5069-L320ERS2,
5069-L320ERS2K,
5069-L320ERMS2,
5069-L320ERMS2K,
5069-L320ERMSS,
5069-L320ERMS3K

2MB

5069-L330ER, 5069-L330ERM

3MB

5069-L330ERS2,
5069-L330ERS2K,
5069-L330ERMS?,
5069-L330ERMS2K,
5069-L330ERMSS,
5069-L330ERMS3K

3MB

5069-L340ER, 5069-L340ERM,
5069-L340ERP

4MB

5069-L340ERS2,
5069-L340ERMS2,
5069-L340ERMS3

4MB

5069-L350ERM

5MB

5069-L350ERS2,
5069-L350ERS2K,
5069-L350ERMS?,
5069-L350ERMS2K,
5069-L350ERMSS,
5069-L350ERMS3K

5MB

5069-L380ERM

8 MB

5069-L380ERS2,
5069-L380ERMS2,
5069-L380ERMS3

8 MB

5069-L3100ERM

10 MB

5069-L3100ERS2,
5069-L3100ERMS2,
5069-L3100ERMS3

10 MB

Safety memory

5069-L306ERS2,
5069-L306ERMS2,
5069-L306ERMS3

0.3 MB

5069-L310ER,
5069-L310ER-NSE,
5069-L310ERM, 5069-L310ERMK

0.5MB

5069-L320ERS2,
5069-L320ERS2K,
5069-L320ERMS2,
5069-L320ERMS2K,

1MB

22
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Table 2. CompactLogix 5380 and Compact GuardLogix 5380 Controller Features (continued)

Feature

CompactLogix® 5380 Controllers

Compact GuardLogix® 5380 Controllers

5069-L320ERMSS,
5069-L320ERMS3K

- 5069-L330ERS2,
5069-L330ERS2K,
5069-L330ERMS2,
5069-L330ERMS2K,
5069-L330ERMSS,
5069-L330ERMS3K

15MB

- 5069-L340ERS2,
5069-L340ERMS2,
5069-L340ERMS3

2MB

- 5069-L350ERS2,
5069-L350ERS2K,
5069-L350ERMS?,
5069-L350ERMS2K -
5069-L350ERMS3,
5069-L350ERMS3K

25MB

- 5069-L380ERS2,
5069-L380ERMS2,
5069-L380ERMS3

4MB

- 5069-L3100ERS2,
5069-L3100ERMS2,
5069-L3100ERMSS

5MB

Controller tasks

32 tasks 32 tasks 31 standard tasks 1safety task

1000 programs/task 1000 programs/task

Event tasks; all event triggers Event tasks; all event triggers

Communication ports

1- USB port, 2.0 full-speed, Type B
2 - Embedded Ethernet ports, 10 Mbps, 100 Mbps, 1Gbps

EtherNet/IP™ network
topologies supported

Device Level Ring (DLR)
Star

Linear

EtherNet/IP™ modes

Linear/DLR mode

Dual-IP mode - Available with the Logix Designer application, version 29 or later.

EtherNet/IP™ nodes supported,
max

A node is an EtherNet/IP™
device that you add directly
to the I/0 configuration, and

5069-L306ER, 5069-L306ERM | 16 nodes 5069-L306ERS2,
5069-L306ERMS2,
5069-L306ERMS3

16 nodes

Rockwell Automation, Inc.
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Table 2. CompactLogix 5380 and Compact GuardLogix 5380 Controller Features (continued)

Feature

CompactLogix® 5380 Controllers

Compact GuardLogix® 5380 Controllers

counts toward the node limits
of the controller. For more
information on EtherNet/IP™

nodes, see Manage Controller
Communication on page 127.

5069-L310ER,
5069-L310ER-NSE,
5069-L310ERM, 5069-L310ERMK

24 nodes

5069-L310ERS2,
5069-L310ERS2K,
5069-L310ERMS2,
5069-L310ERMS2K,
5069-L310ERMS3,
5069-L310ERMS3K

24 nodes

5069-L320ER, 5069-L320ERM,
5069-L320ERP

40 nodes

5069-L320ERS2,
5069-L320ERS2K,
5069-L320ERMS2,
5069-L320ERMS2K
5069-L320ERMSS,
5069-L320ERMS3K

40 nodes

5069-L330ER, 5069-L330ERM

60 nodes

5069-L330ERS2,
5069-L330ERS2K,
5069-L330ERMS2,
5069-L330ERMS2K,
5069-L330ERMSS,
5069-L330ERMS3K

60 nodes

5069-L340ER, 5069-L340ERM,
5069-L340ERP

90 nodes

5069-L340ERS2,
5069-L340ERMS2,
5069-L340ERMS3

90 nodes

5069-L350ERM

120 nodes

5069-L350ERS2,
5069-L350ERS2K,
5069-L350ERMS2,
5069-L350ERMS2K,
5069-L350ERMSS,
5069-L350ERMS3K

120 nodes

5069-L380ERM

150 nodes

5069-L380ERS2,
5069-L380ERMS2,
5069-L380ERMS3

150 nodes

5069-L3100ERM

180 nodes

5069-L3100ERS2,
5069-L3100ERMS2,
5069-L3100ERMS3

180 nodes

Integrated motion axes
supported

Only controllers with an'M' or ‘P’
in the catalog number support
motion.

5069-L306ERM

2 axes

5069-L306ERMS2,
5069-L306ERMS3

2 axes

5069-L310ERM, 5069-L310ERMK

4 axes

5069-L310ERMS2,
5069-L310ERMS2K,
5069-L310ERMS3,
5069-L310ERMS3K

4 axes

5069-L320ERM, 5069-L320ERP

8 axes

5069-L320ERMS2,
5069-L320ERMS2K,

8 axes
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Table 2. CompactLogix 5380 and Compact GuardLogix 5380 Controller Features (continued)

Feature

CompactLogix® 5380 Controllers

Compact GuardLogix® 5380 Controllers

5069-L320ERMSS,
5069-L320ERMS3K

5069-L330ERM

16 axes

5069-L330ERMS?,
5069-L330ERMS2K,
5069-L330ERMSS,
5069-L330ERMS3K

16 axes

5069-L340ERM, 5069-L340ERP

20 axes

5069-L340ERMS2,
5069-L340ERMS3

20 axes

5069-L350ERM

24 axes

5069-L350ERMS?,
5069-L350ERMS2K,
5069-L350ERMSS,
5069-L350ERMS3K

24 axes

5069-L380ERM

28 axes

5069-L380ERMS2,
5069-L380ERMS3

28 axes

5069-L3100ERM

32 axes

5069-L3100ERMS?,
5069-L3100ERMS3

32 axes

Local I/0 modules, max

5069-L306ER,

5069-L306ERM, 5069-L310ER,
5069-L310ER-NSE,
5069-L310ERM, 5069-L310ERMK

8 modules

5069-L306ERS2,
5069-L306ERMS2,
5069-L306ERMSS,
5069-L310ERS2,
5069-L310ERS2K,
5069-L310ERMS2,
5069-L310ERMS2K,
5069-L310ERMSS,
5069-L310ERMS3K

8 modules

5069-L320ER, 5069-L3520ERM,
5069-L320ERP

16 modules

5069-L320ERS2,
5069-L320ERS2K,
5069-L320ERMS2,
5069-L320ERMS2K,
5069-L320ERMSS,
5069-L320ERMS3K

16 modules

5069-L330ER,
5069-L330ERM(2),
5069-L340ER, 5069-L340ERM,
5069-L340ERP, 5069-L350ERM,
5069-L380ERM, 5069-L3100ERM

31 modules

5069-L330ERS2,
5069-L330ERS2K,
5069-L330ERMS?,
5069-L330ERMS2K,
5069-L330ERMSS,
5069-L330ERMS3K,
5069-L340ERS2,
5069-L340ERMS2,
5069-L340ERMSS,
5069-L350ERS2,
5069-L350ERS2K,

31 modules

Rockwell Automation, Inc.
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Table 2. CompactLogix 5380 and Compact GuardLogix 5380 Controller Features (continued)

Feature CompactLogix® 5380 Controllers Compact GuardLogix® 5380 Controllers

5069-L350ERMS2,
5069-L350ERMS2K,
5069-L350ERMSS,
5069-L350ERMS3K,
5069-L380ERS2,
5069-L380ERMS2,
5069-L380ERMS3,
5069-L3100ERS2,
5069-L3100ERMS2,
5069-L3100ERMS3

Programming languages *  Ladder Diagram (LD) «  For the safety task, Compact GuardLogix® 5380 controllers
o Structured Text (ST) support Ladder Diagram only.
«  Function Block Diagram (FBD) «  For standard tasks, Compact GuardLogix® controllers

Sequential Function Chart (SFC) support:
* Ladder Diagram (LD)

«  Structured Text (ST)
«  Function Block Diagram (FBD)
«  Sequential Function Chart (SFC)

Supported controller Features

Data access control
Firmware Supervisor
Secure Digital (SD) card
Standard Connections

Data access control
Firmware Supervisor
Secure Digital (SD) card
Standard Connections

« Safety Connections

O When you use a controller with the Logix Designer application, version 29, the application limits the
number of local I/0 modules in the project to 16. For more information, see Knowledgebase Article 5380
CompactLogix controllers limited to 16 local Compact 5000 I/0 modules in V29 of Studio 5000.

With the Logix Designer application, version 30 or later, the controller supports as many as 31 local 1/0
modules.

IMPORTANT: When you use a CompactLogix® 5380 or Compact GuardLogix® 5380 controller, you do not need to
configure a System Overhead Time Slice value.

Features Supported by Compact GuardLogix 5380 Controllers via the Safety
Task

You can use the Compact GuardLogix® 5380 controllers in safety applications via the Safety
task in the Logix Designer application. In the Logix Designer application, the Safety task
supports a subset of features that are supported in the standard task as listed in this table.
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Feature

(Studio 5000 Logix Designer® Application, Version 31 or Later

Compact GuardLogix® 5380 SIL 2 controllers are compatible with

Logix Designer Application, version 31 or later.

Compact GuardLogix® 5380 SIL 3 controllers are compatible with

Logix Designer Application, Version 32 or later)

Standard

Safety Task Task
Add-On Instructions X X
Instruction-based alarms and events - X
Tag-based alarms - X
Controller logging X X
Event tasks - X
While the safety task cannot be an Event task, standard Event tasks can be triggered with the
use of the Event instruction in the safety task.
Function Block Diagrams (FBD) - X
Integrated motion X X

Limited to the use of Drive Safety Instructions with

Kinetix® 5700 ERS4 drives.
Drive Safety Instructions X -
Ladder Diagram (LD) X X
Language switching X X
License-based source protection - X
Import program components - X
Export program components X X
Sequential Function Chart (SFC) routines - X
Structured Text (ST) - X
Rockwell Automation, Inc. 5069-UMOOIN-EN-P - January 2026 27
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Secure Controller Systems
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IMPORTANT: Safety Consideration Compact GuardLogix® 5380 controllers can produce standard tags as unicast
or multicast, but they can only produce safety tags as unicast. The controllers can consume safety tags as
either unicast or multicast. When you configure a produced safety tag, you are only allowed to configure unicast
connection options. Logix Designer does not allow you to configure multicast connection options. When you
configure a consumed tag, you must consider the capabilities of the producer:
» If the producer in the 1/0 tree of this controller is a GuardLogix® 5580 or Compact GuardLogix® 5380
controller, and you are consuming a safety tag, you must configure the consumed tag to use unicast.
» If the producer in the 1/0 tree of this controller is a GuardLogix® 5570 or GuardLogix® 5560 controller, or
a Compact GuardLogix® 5370 controller, the safety-consumed tag can be configured as either unicast or
multicast. A GuardLogix® 5560 controller requires Studio 5000 Logix Designer® application version 19 or
later for unicast produce/consume safety tags.

The CompactLogix® 5380 and Compact GuardLogix® 5380 controllers support |EC-62443-4-2
SL Trequirements. For security features and system requirements, see Develop Secure
Applications on page 182.

The CompactLogix® 5380 and Compact GuardLogix® 5380 controllers also support CIP
Security™ with firmware revision 34.011 or later.

CIP Security™ is a standard, open-source communication mechanism that helps to provide
a secure data transport across an EtherNet/IP™ network. CIP Security™ lets CIP™-connected
devices authenticate each other before transmitting and receiving data.

CIP Security™ uses the following security properties to help devices protect themselves from
malicious communication:

 Device Identity and Authentication
 Data Integrity and Authentication
+ Data Confidentiality
Rockwell Automation uses the following products to implement a CIP Security™ solution:

« FactoryTalk® Policy Manager software (includes FactoryTalk® System Services)

« FactoryTalk® Linx software (lets workstation software communicate securely using CIP
Security™)
« Studio 5000 Logix Designer® application (This application required to interface with
CIP Security™-enabled Logix controllers. The minimum application version varies by
controller product family.)
See the requirements for your products to verify the correct product versions for your solution.

For more information on CIP Security™, for example, a list of CIP Security™-capable
products and publications that describe how to use the products, including limitations and
considerations, see the following:

» Rockwell Automation Industrial Cybersecurity Solutions

CIP Security with Rockwell Automation Products Application Technigue, publication
SECURE-ATOOT1 (describes the CIP Security™-capable products, minimum software
versions and product firmware revisions, and publications that describe how to use the
products)
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Real-time Clock

CompactLogix® 5380 controllers can retain the date and time of the real-time clock (RTC) for a
number of days, depending on the temperature of the controller.

Table 3. RTC- Hold-up Time Duration

Ambient Temperature Hold-up Time (Typical)
40 °C (104 °F) 7 days
60 °C (140 °F) 5 days

Rockwell Automation, Inc. 5069-UMOOIN-EN-P - January 2026
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Power CompactLogix 5380 Controllers

The CompactLogix® 5380 controllers provide power to the system as follows:
» MOD power—System-side power that powers the system and lets modules transfer data
and execute logic.
System-side power is provided through the MOD power RTB.

»  SA power—Field-side power that powers some Compact 5000® I/0 modules and field-side
devices that are connected to them.
Field-side power is provided through the SA power RTB.

Connect external power supplies to the RTBs to provide MOD power and SA power.

Figure 7. MOD Power and SA Power RTBs on a CompactLogix 5380 Controller
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Item Description
A MOD Power Connection
B SA Power Connection

Power begins at the controller and passes across the Compact 5000® I/0 module internal
circuitry via power buses.

MOD power passes across a MOD power bus, and SA power passes across a SA power bus. The
MOD power bus and SA power bus are isolated from each other.

IMPORTANT: We recommend that you use separate external power supplies for MOD power and SA power,
respectively. This practice can help prevent unintended consequences that can result if you use one supply.

If you use separate external power supplies, the loss of power from one external power supply does not affect the
availability of power from the other supply. For example, if separate MOD and SA external power supplies are used
and SA power is lost, MOD power remains available for the CompactLogix® 5380 controller and Compact 5000® 1/0
modules. As such, data transfer continues in the system.

See 5069-IN0O13 for more information on how to connect MOD power and SA power.

MOD power is a DC power source that is required to operate the system. Do not connect AC
power to the MOD Power bus.
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SA Power
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Q When external power is disconnected, the controller stores enough power to save the project to the

onboard NVS memaory.

Remember the following

Every module in the system draws current from the MOD power bus and passes the
remaining current to the next module.

MOD power lets Compact 5000° I/0 transfer data and the controller execute logic.

The system only uses one MOD power bus.

The total continuous current draw across the MOD power bus must not be more than 10 A,
mayx, at 18...32V DC.

We recommend that you use an external power supply that is adequately sized for the
total MOD power bus current draw in the system.

You must consider inrush current requirements when you calculate the total MOD power
bus current draw in the system.
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Item Description
A 24V DC Power Supply connected to the MOD power RTB
MOD Power Bus

When the MOD power source is turned on, the following occurs:

1.

The controller draws current from the MOD power bus and passes the remaining current
through to the next module.

The next module draws MOD power bus current and passes the remaining current through
to the next module.

The process continues until MOD power bus current needs are met for all modules in the
system.

See 5069-TD001 for more information on the currents that Compact 5000® I/0 modules draw
from the MOD power bus.

SA power provides power to devices that are connected to some of the Compact 5000® I/0
modules in the system. SA power is connected to the controller via an SA power RTB.
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Remember the following:

Some Compact 5000° I/0 modules draw current from the SA power bus and pass the
remaining current to the next module.

Some Compact 5000° I/0 modules only pass current along the SA power bus to the next
module.

The system can have multiple SA power buses. The first SA power bus starts at the
controller and passes across the 1/0 modules that are installed to the right of the
controller.

You use a 5069-FPD field potential distributor to establish a new SA power bus. The new
SA power bus is isolated from the SA power bus to its left in the system.

If the SA power source uses DC voltage, the total continuous current draw across the SA
power bus must not be more than to 10 A, max at 18...32V DC.

We recommend that you use an external power supply that is adequately sized for the
total SA power bus current draw on an individual bus.

You must consider inrush current requirements when you calculate the total SA power
bus current draw in the system.

Connections to an SA power bus use a shared common. All inputs that draw current from
an SA power bus to power field-side devices have a return through circuitry to the SA -
terminal on the SA power connector.

IMPORTANT: Each SA power bus has a shared common unique to that bus because SA power buses are isolated
from each other.

The SA power bus that the controller establishes has a shared common. If you use a 5069-FPD field potential
distributor to establish a new SA power bus in the system, the second bus has its own shared common for modules
that draw current from it.
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Item Description
A 24V DC or 120/240V AC Power Supply connected to the MOD power RTB
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SA Power Bus
When the SA power source is turned on, the following occurs:
1. The controller draws current from the SA power bus and passes the remaining current
through to the next module.

IMPORTANT: The level of current that the controller draws from the SA power bus is negligible.
It draws 10 mA (DC Power), 25 mA (AC power).

[t draws 10 mA.

2. The next module completes one of these tasks.
- If the module uses SA power, the module draws current from the SA power bus and
passes the remaining current through to the next module.
- If the module does not use SA power bus current, the module passes the remaining
current through to the next module.
3. The process continues until all SA power bus current needs are met for the modules on
the SA power bus.
If your system includes AC and DC modules that require SA power, you must use a 5069-FPD
field potential distributor to establish a separate SA power bus and separate the module types
on the isolated SA power buses.

See 5069-TD00T for more information on the currents that Compact 5000® 1/0 modules draw
from the SA power bus.

SA Power Bus Current Draw
We recommend that you track the SA power bus current draw, max, per module, and collectively
for the system.

You must make sure that the Compact 5000® 1/0 modules that are installed on an SA power bus
do not consume moare than 10 A. If so, you must establish another SA power bus.

Consider the following with this example:
» The values in this example represent a worst-case calculation. All modules that draw SA
power bus current, draw the maximum available on the module.
 Not all modules that are shown in the next figure use SA power bus current.
For example, the 5069-ARM and 5069-0W4I modules only pass SA power bus current to
the next module. Other modules that do not use SA power bus current include the 5069-
0B16, 5069-0B16F, 5069-0X4/, and 5063-SERIAL modules.

System SA power bus current, mayx, is calculated as each module draws SA power bus
current. The calculation begins with the controller. The controller SA power bus current
draw used for the calculation is 10 mA for DC power.

- Inthe next figure the 5069-IB16 module in slot 1draws SA power bus current, the
system SA power bus current, max, is 210 mA.
- After the 5069-IB16 module in slot 2 draws SA power bus current, the system SA
power bus current draw is 410 mA. This process continues until the system SA power
bus current, max, is 7.160 A.
The System SA Power Bus Current, Max = 7.160 A
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ltem Description
A Continuous MOD Power Bus Limited to 10 A, Max
B Continuous SA Power Bus Limited to 10 A, Max
C 10 mA
D 200 mA
E 150 mA
F 0mA
6 3A
H 100 mA
| 250 mA
SA Power - Additional Notes
Other examples of system configurations that use multiple SA power buses include:

» The modules in the system collectively draw more than 10 A of SA power. That is, the
maximum current that one SA power bus can provide.

» The modules in the system must be isolated according to module types, such as digital
/0 and analog I/0 modules.

« The modules in the system are isolated according to the type of field-side device to
which they are connected.

For example, you can separate modules that are connected to field-side devices that use
OC voltage from modules that are connected to field-side devices that require AC voltage.

» The actual current in the system system changes based on the operating conditions at a
given time.

For example, the SA power bus current draw on some modules is different if all channels
power field devices or half of the channels power field devices.

»  Some Compact 5000® 1/0 modules use field-side power but do not draw it from a SA
power bus. The modules receive field-side power from an external power supply that is
connected directly to the /0 module.
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For example, the 5069-0B16 and 5069-0B16F modules use Local Actuator (LA) terminals
on the module RTB, that is, LA+ and LA- terminals for all module channels.

In this case, you can use the same external power supply that is connected to the SA
power RTB on the controller to the LA+ and LA- terminals.

IMPORTANT: You must consider the current limit of an external power supply if you use it to provide power to the
SA power RTB on the controller and the LA+ and LA- terminals on a 5069-0B16 or 5069-0B16F module.

Use a 5069-FPD Field Potential Distributor to Create a New SA Power Bus

You can use a 5069-FPD field potential distributor to establish a new SA power bus in the
system.

The field potential distributor blocks the current that passes across the SA power bus to its left.
At that point, the field potential distributor establishes a new SA power bus for modules to the
right. The new SA power bus is isolated from the SA power bus to its left in the system.

You can connect either a 24V DC or 120/240V AC external power supply to a 5069-FPD field
potential distributor in the system.
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Item Description
A 5069-FPD Field Potential Distributor
B MOD Power Bus
C First SA Power Bus
D Second SA Power Bus

You can install multiple 5069-FPD field potential distributors in the same system, if necessary.
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The Compact GuardLogix® 5380 controllers provide power to the system as follows:
» MOD power—System-side power that powers the system and lets modules transfer data
and execute logic.
System-side power is provided through the MOD power RTB.

»  SA power—Field-side power that powers some Compact 5000® I/0 modules and field-side
devices that are connected to them.
Field-side power is provided through the SA power RTB.

IMPORTANT: Both the MOD and SA power must be DC power on the controller side. DC power for the Compact
5000% 1/0 controllers must come from an SELV/PELV-rated power source.

If you use an AC voltage for local /0 modules, then you must connect through a 5069-FPD field potential
distributor module. An AC voltage cannot be terminated on the controller.

Figure 8. MOD and SA Power RTBs on Compact GuardLogix 5380 SIL 2 and SIL 3 Controllers
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Item Description

A MOD Power Connection

B SA Power Connection

Power begins at the controller and passes across the Compact 5000® /0 module internal
circuitry via power buses.

MOD power passes across a MOD power bus, and SA power passes across a SA power bus. The
MOD power bus and SA power bus are isolated from each other.
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IMPORTANT: We recommend that you use separate external power supplies for MOD power and SA power,
respectively. This practice can help prevent unintended consequences that can result if you use one supply.

If you use separate external power supplies, the loss of power from one external power supply does not affect the
availability of power from the other supply. For example, if separate MOD and SA external power supplies are used
and SA power is lost, MOD power remains available for the Compact GuardLogix® 5380 controller and Compact
5000® 1/0 modules. As such, data transfer continues in the system.

See the following publications for more information on how to connect MOD power and SA

power:

» Compact GuardLogix® 5380 SIL 2 Controllers Installation Instructions, publication 5069-
INO14.

+  Compact GuardLogix® 5380 SIL 3 Controllers Installation Instructions, publication 5069-
INO23.

MOD Power

MOD power is a DC power source that is required to operate the system. Do not connect AC
power to the MOD Power bus.

When external power is disconnected, the controller stores enough power to save the project to the
onboard NVS memaory.

Remember the following

*  You must use SELV or PELV power supplies to provide MOD power to the controller.

+  Every module in the system draws current from the MOD power bus and passes the
remaining current to the next module.

» MOD power lets Compact 5000 I/0 transfer data and the controller execute logic.

The system only uses one MOD power bus.

 The total continuous current draw across the MOD power bus must not be more than 5 A,
mayx, at 18...32V DC.

»  We recommend that you use an external SELV/PELV rated power supply that is
adequately sized for the total MOD power bus current draw in the system.
You must consider inrush current requirements when you calculate the total MOD power
bus current draw in the system.
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Item Description
A 24V DC SELV-listed Power Supply connected the MOD power RTB
MOD Power Bus
When the MOD power source is turned on, the following occurs:
1. The controller draws current from the MOD power bus and passes the remaining current
through to the next module.
2. The next module draws MOD power bus current and passes the remaining current through
to the next module.
3. The process continues until MOD power bus current needs are met for all modules in the

system.

See 5069-TD00T for more information on the currents that Compact 5000® 1/0 modules draw
from the MOD power bus.

SA power provides power to devices that are connected to some of the Compact 5000® 1/0
modules in the system. SA power is connected to the controller via an SA power RTB.

IMPORTANT: More specific restrictions apply when you connect SA power to a Compact GuardLogix® 5380
controller or 5069-FPD field potential distributor.

Remember the following:

Some Compact 5000° I/0 modules draw current from the SA power bus and pass the
remaining current to the next module.

Some Compact 5000° I/0 modules only pass current along the SA power bus to the next
module.

You must use SELV or PELV power supplies to provide SA power to the controller.

If the SA power source is an AC power supply, or non-SELV/PELV DC source, then you
must terminate from an FPD before consuming the power on the SA power bus.
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» The system can have multiple SA power buses. The first SA power bus starts at the
controller and passes across the 1/0 modules that are installed to the right of the
controller.

You use a 5069-FPD field potential distributor to establish a new SA power bus. The new
SA power bus is isolated from the SA power bus to its left in the system.

* If the SA power source uses DC voltage, the total continuous current draw across the SA
power bus must not be more than to 10 A, max at 18...32V DC.

»  We recommend that you use an external power supply that is adequately sized for the
total SA power bus current draw on an individual bus.
You must consider inrush current requirements when you calculate the total SA power
bus current draw in the system.

» Connections to an SA power bus use a shared common. All inputs that draw current from
an SA power bus to power field-side devices have a return through circuitry to the SA -
terminal on the SA power connector.

IMPORTANT: Each SA power bus has a shared common unigue to that bus because SA power buses are isolated
from each other.

The SA power bus that the controller establishes has a shared common. If you use a 5069-FPD field potential
distributor to establish a new SA power bus in the system, the second bus has its own shared common for modules
that draw current from it.
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Item Description
A 24V DC SELV-listed Power Supply connected the SA power RTB
SA Power Bus

When the SA power source is turned on, the following occurs:
1. The controller draws current from the SA power bus and passes the remaining current
through to the next module.

IMPORTANT: The level of current that the controller draws from the SA power bus is negligible.
It draws 10 mA.

2. The next module completes one of these tasks.
- If the module uses SA power, the module draws current from the SA power bus and
passes the remaining current through to the next module.
- If the module does not use SA power bus current, the module passes the remaining
current through to the next module.
3. The process continues until all SA power bus current needs are met for the modules on
the SA power bus.
See 5069-TD001 for more information on the currents that Compact 5000® I/0 modules draw
from the SA power bus.

SA Power Bus Current Draw
We recommend that you track the SA power bus current draw, max, per module, and collectively
for the system.

You must make sure that the Compact 5000® 1/0 modules that are installed on an SA power bus
do not consume more than 10 A. If so, you must establish another SA power bus.

Consider the following with this example:
 The values in this example represent a worst-case calculation. All modules that draw SA
power bus current, draw the maximum available on the module.
 Not all modules that are shown in the next figure use SA power bus current.
For example, the 5069-0BV8S, 5069-ARM and 50693-0B16 modules only pass SA power bus
current to the next module. Other modules that do not use SA power bus current include
the 5069-0B16F and 5069-0X4l modules.

System SA power bus current, mayx, is calculated as each module draws SA power bus
current. The calculation begins with the controller. The controller SA power bus current
draw used for the calculation is 10 mA for DC power.

- Inthe next figure, after the 5069-1B8S module in slot 1draws SA power bus current,
the system SA power bus current, max, is 90 mA.
- After the 5069-IB8S module in slot 2 draws SA power bus current, the system SA
power bus current draw is 170 mA. This process continues until the system SA power
bus current, max, is 1.27 A.
The System SA Power Bus Current, Max =1.27 A
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Item Description

A Continuous MOD Power Bus Limited to 5 A, Max
B Continuous SA Power Bus Limited to 10 A, Max
C 10 mA

D 80 mA

E 0mA

F 900 mA

6 100 mA

SA Power - Additional Notes
Other examples of system configurations that use multiple SA power buses include:

The modules in the system collectively draw more than 10 A of SA power. That is, the
maximum current that one SA power bus can provide.

The modules in the system must be isolated according to module types, such as digital
/0 and analog I/0 modules.

The modules in the system are isolated according to the type of field-side device to
which they are connected.

For example, you can separate modules that are connected to field-side devices that use
OC voltage from modules that are connected to field-side devices that require AC voltage.

The actual current in the system system changes based on the operating conditions at a
given time.

For example, the SA power bus current draw on some modules is different if all channels
power field devices or half of the channels power field devices.

Some Compact 5000® I/0 modules use field-side power but do not draw it from a SA
power bus. The modules receive field-side power from an external power supply that is
connected directly to the 1/0 module.

For example, the 5069-0B16 and 5069-0B16F and 0BV8S modules use Local Actuator (LA)
terminals on the module RTB, that is, LA+ and LA- terminals for all module channels.

In this case, you can use the same external power supply that is connected to the SA
power RTB on the controller to the LA+ and LA- terminals.
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IMPORTANT: You must consider the current limit of an external power supply if you use it to provide power to the
SA power RTB on the controller and the LA+ and LA- terminals on a 5069-0BV8S, 5069-0B16 or 5069-0B16F module.

The 5069-0BV8S module requires a SELV/PELV-rated power supply.

Use a 5069-FPD Field Potential Distributor to Create a New SA Power Bus

IMPORTANT: If you use local Compact 5000 I/0 relay modules, or an AC voltage for local Compact 5000 I/0
modules, then you must connect through a 5069-FPD field potential distributor module. An AC voltage cannot be
terminated on the controller.

You can use a 5069-FPD field potential distributor to establish a new SA power bus in the
system.

The field potential distributor blocks the current that passes across the SA power bus to its left.
At that point, the field potential distributor establishes a new SA power bus for modules to the
right. The new SA power bus is isolated from the SA power bus to its left in the system.

You can connect either a 24V DC or 120/240V AC external power supply to a 5069-FPD field
potential distributor in the system.
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Item Description
A 5069-FPD Field Potential Distributor
B MOD Power Bus
C First SA Power Bus
D Second SA Power Bus

You can install multiple 5069-FPD field potential distributors in the same system, if necessary.

Restrictions on SA Power Connection to Compact GuardLogix 5380

Remember the following restrictions when you connect SA power to a Compact GuardLogix®
5380 system.
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Connecting SA Power To:

Restriction

Compact GuardLogix® 5380 SIL 2 or
SIL 3 Controller

You must use SELV/PELV-listed power supplies to provide SA power to
the controller.

You can only connect a 24V DC SELV/PELV-listed power supply.

The total continuous current draw across the SA power bus must not be
more than 10 A, max at 0...32V DC.

5069-FPD Field Potential Distributor
with Compact 5000° 1/0 Standard
Modules Only

You can use non-SELV or PELV power supplies if only Compact 5000
/0 standard modules are installed to the right of the 5069-FPD field
potential distributor.

You can connect a 24V DC or 120/240V AC power supply.

- If the SA power that is connected to the 5069-FPD field potential
distributor is DC voltage, the total continuous current draw across
the SA power bus must not be more than 10 A, max at 0...32V DC.

- If a Compact GuardLogix® 5380 system includes Compact 5000®
I/Orelay modules (5069-0W4l, 5069-0X41, 5063-0W16), or 1/0
modules that require SA power that is AC voltage, you must
install these modules to the right of a 5069-FPD field potential
distributor, as shown.

IMPORTANT: This requirement applies even if it means that you
must install the 5069-FPD field potential distributor immediately
to the right of the controller.

If a Compact GuardLogix® 5380 system includes Compact 5000® 1/0
standard modules that use SA power that is provided by a power supply
that is not SELV/PELV-listed, the I/0 modules must be installed to the
right of a 5069-FPD field potential distributor.

IMPORTANT: The SA power bus that the 5069-FPD field potential
distributor establishes cannot include any Compact 5000® I/0 safety
modules.

Figure 9. SA Power Connected to Compact GuardLogix 5380 SIL 2 or SIL 3 Controller
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Item Description

A MOD Power RTB

B 24V DC SELV-listed Power Supply connected the MOD power RTB

C SA Power RTB

D 24V DC SELV-listed Power Supply connected to the SA power RTB

E MOD power bus provided by an SELV-listed power supply

F SA power bus from the controller to a 24V DC safety and standard I/0

module

This example applies to Compact GuardLogix®5380 SIL 2 and SIL 3 controllers.

Figure 10. SA Power Connected to a 5069-FPD Field Potential Distributor With Compact 5000
1/0 Standard Modules Only
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Item Description
A 24V DC SELV-listed Power Supply connected the MOD power RTB
B MOD power bus provided by an SELV-listed power supply
C SA power bus from the controller to a 24V DC safety and standard I/0

module

D SA power bus from a 5069-FPD to 24V DC standard I/0 modules
E SA power bus from a 5069-FPD to 120/240V AC standard input modules
F 24V DC SELV-listed power supply connected to the SA power RTB on the

controller
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Item

Description

24V DC standard or SELV-listed power supply connected to the SA power
RTB on a 5069-FPD

120/240V AC standard power supply connected to the SA power RTB on a
5069-FPD

This example applies to Compact GuardLogix® 5380 SIL 2 and SIL 3 controllers.

Connecting SA Power To:

Restriction

5069-FPD Field Potential Distributor
with Compact 5000 1/0 Safety and
Standard Modules

You must use SELV or PELV power supplies to provide SA power to Compact
5000° I/0 safety modules that are installed to the right of the 5069-FPD
field potential distributor.

Figure 11. SA Power Connected to a 5069-FPD Field Potential Distributor With Compact 5000
1/0 Safety and Standard Modules

000000000000000D0

(- I I L
| ) L
) | |
Item Description
A 24V DC SELV-listed Power Supply connected the MOD power RTB
B MOD power bus provided by an SELV-listed power supply
C SA power bus from the controller to a 24V DC safety and standard 1/0
module

D SA power bus from a 5069-FPD to 120/240V AC standard input modules
E SA power bus from a 5069-FPD to 24V DC safety and standard 1/0 modules
F 24V DC SELV-listed power supply connected to the SA power RTB on the

controller
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Item Description

6 120/240V AC standard power supply connected to the SA power RTB on a
5069-FPD

H 24V DC standard power supply connected to the SA power RTB on a
5069-FPD

This example applies to Compact GuardLogix® 5380 SIL 2 and SIL 3 controllers.
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Compact GuardLogix Functional Safety

TheCompact GuardLogix® 5380 controller systems are certified for use in safety applications up
to and including SIL 2/PLd and SIL 3/PLe where the de-energized state is the safe state.

Controller System

IEC 61508

IEC 62061

1S0 13849-1

Type-approved and
certified for use in safety
applications up to and
including:

Suitable for use in safety
applications up to and
including:

Suitable for use in safety
applications up to and
including:

Compact GuardLogix® SIL2 SILCL2 Performance Level PLd
5380 SIL 2 controller (Cat. 3)

systems!

Compact GuardLogix® SIL3 SILCL3 Performance Level PLe

5380 SIL 3 controller
systems23

(Cat. 4)

For SIL 2/PLd and SIL 3/PLe safety system requirements, including functional validation test
intervals, system reaction time, and PFD/PFH calculations, see 1756-RM012.

You must read, understand, and fulfill these requirements before you operate a Compact
GuardLogix® safety system.

The safety network number (SNN) uniquely identifies CIP Safety™ subnets within a routable
safety network. The combination of the SNN + Node Address uniquely identifies each CIP
Safety port on each device in the routable safety network. The EtherNet/IP Mode configuration
determines the number of SNNs that a safety controller requires:

*  An SNN for the backplane
* If EtherNet/IP Mode = Linear/DLR, one SNN is used for both Ethernet ports on the

controller.

* If EtherNet/IP Mode = Dual-IP, two SNNs are needed--one for each Ethernet port on the

controller.

1. Compact GuardLogix® 5380 SIL 2 controller catalog numbers have a 2’ at the end, for example, 5069-L3xxxxxS2,
and are for use in safety applications up to and including SIL 2.

2. Compact GuardLogix® 5380 SIL 3 controller catalog numbers have a ‘3’ at the end, for example, 5069-L3xxxxxS3,
and are for use in safety applications up to and including SIL 3.

3. ForSIL 3/PLe safety applications, the Compact GuardLogix® 5380 SIL 3 controller system consists of a primary
controller and an internal safety partner that function together in a Too2 architecture.
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Figure 12. Safety Network Numbers

5 Controller Properties - safety x
Nonvolatile Memory Capacity Intemet Protocol Port Configuration Security Alam Log OPC UA
General Major Faults Minor Faults Date/Time Advanced SFC Execution Project Safety
Safety Application: Unlocked Safety Lock/Unlock ..

Safety Status:
Safety Signature:
1. Required for SIL2/PLd or SIL3/PLe controller operation.
-
() Protect Signature in Run Mode Nialedn -
Safety 1/0 can be replaced without deleting the safety signature:
When replacing Safety 1/0 with an out-of-box module:
Only Allow Automatic Configuration When No Safety Signature Exists v
Safety Level: SIL3/PLe
Safety Network Numbers: 5069 Backplane 4C77_035E_AD2B
|8/5/2025 11:42:16.383 AM
A1, Ethernet 4CT77_03A9_C4A5
£/5/2025 1:04:17.573 PM
A2, Ethernet 4C77_035E_AD2D
8/5/2025 11:42:18.385 AM
0K Cancel pply Help

Safety Network Number Assignment

When you create controller projects, the Studio 5000 Logix Designer® application generates
an SNN value automatically whenever it recognizes a new subnet that contains CIP Safety™
devices:

» Each CIP Safety™-capable port on the controller is assigned an SNN. The Compact
GuardLogix® 5380 controllers have as many as three safety network numbers: one for
each controller Ethernet port, and one for the backplane.

 If abridge or adapter device is in the I/0 tree and a child CIP Safety™ device is added, the
subnet that is created by the bridge or adapter is assigned an SNN.

For typical users, the automatic assignment of a time-based SNN is sufficient. However, manual
assignment of the SNN is required if the following is true:

*  One or more controller ports are on a CIP Safety™ subnet that already has an
established SNN.

 Asafety project is copied to another hardware installation within the same routable CIP
Safety™ system.

We recommend changing each SNN to the SNN already established for that subnet, if one exists.
That way, devices created later in the project are automatically assigned the correct SNN.

For information regarding whether the controller or Ethernet ports are being added to existing
subnets, see the GuardLogix 5580 and Compact GuardLogix 5380 Safety Reference Manual,
publication 1756-RM012.

Each safety network must have a unique safety network number. You must be sure that a
unique SNN is assigned to each CIP Safety network that contains safety devices.
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Safety Signature

Multiple safety network numbers can be assigned to a CIP Safety™ subnet or a ControlBus™ chassis that
contains multiple safety devices. However, for simplicity, we recommend that each CIP Safety™ subnet
has only one unique SNN.

The SNN can be software-assigned (time-based) or user-assigned (manual).

For more information on time-based assignment, see Automatic Assignment of Time-based
Safety Network Number on page 66. For more information on manual assignment, see Manual
Assignment of Safety Network Number on page 66.

A safety signature verifies the integrity of a safety application:

+ The safety signature applies to the entire safety portion of the controller project. The
ability to create, record, and verify the safety signature is a mandatory part of the safety-
application development process. The safety signature must be present to operate as a
SIL 2/PLd or SIL 3/PLe safety controller. Nothing in the standard application is included in
the safety signature.

+ The safety signature is a hierarchy of multiple safety signature elements. For example,
the safety task, programs, and routines are examples of safety signature elements.
Safety signature elements can help you during impact analysis by identifying the
individual changes within a controller project. If your validation plan does not require
revalidation of unchanged elements, your certification effort can be reduced.

All safety signature elements are created at the time that you generate the safety
signature for the project. To view all safety signature elements for a project, you can run
the Safety Signature report.

The safety signature and each of its elements have the following:
«  Safety signature—IDA unique 64-character alphanumeric identification number.
» Time stamp—The date and time that the safety signature was generated. For a safety
signature element, the time stamp changes whenever its signature ID changes. The time
stamp is based on the local clock of the computer that generated the signature.

Figure 13. Safety Signature

Safety ID DCAOACF6 - 4A899D32 - A9ABCAF3 - C2FFA9CO - 21B47338 - 855266DE - 8D05DB32 - 44DAAE06
Safety Updated 08/23/2023 12:29:41.076 PM

Distinguish between Standard and Safety Components

Rockwell Automation, Inc.

Components of a safety system that are not used by the safety function can be populated

with other modules that are certified to the Low Voltage and EMC Directives. See the Rockwell
Automation Product Certifications page (rok.auto/certifications) to determine that the modules
have the CE certificate.

You must create and document a clear, logical, and visible distinction between the safety and
standard portions of the controller project. As part of this distinction, the Studio 5000 Logix
Designer® application features safety identification icons to identify the safety task, safety
programs, safety routines, and safety components.

In addition, the Logix Designer application uses a safety class attribute that is visible whenever
safety task, safety programs, safety routine, safety tag, or safety Add-On Instruction properties
are displayed.
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Controller Data Flow Capabilities

Figure 14. Controller Data-flow Capabilities

Controller

Standard

Standard Programs

Standard Routines

Program Safety Data

=

====

Program Data

Item Description

A Standard tags and logic behave the same way that they do in a standard controller.

B Standard tag data, program- or controller-scoped, can be exchanged with external HMI devices, personal computers, and
other controllers.

C Controllers with safety functions are integrated controllers with the ability to move (map) standard tag data into safety tags
for use within the safety task. This is the only way to get standard tag data into the safety task. Safety logic in the safety task
cannot read or write the standard tag that is the source in the tag mapping data transfer; it can only reference the safety tag
destination of the mapping. But, it can read and write that safety tag.

ATTENTION: Mapped tag data does not have SIL rated safety integrity. Safety functions requiring a rating of SIL 2 or SIL 3
must use appropriately rated safety inputs.

D Controller-scoped safety tags can be read directly by standard logic.

E Safety tags can be read or written by safety logic.

F Safety tags can be exchanged between safety controllers over Ethernet or ControlNet networks.

6 Safety tag data, program- or controller-scoped, can be read by external devices, such as HMI devices, personal computers, or
other standard controllers. External devices cannot write to safety tags (whether the controller is protected or not).

Once this data is read, it is considered standard data, not SIL 3/PLe data.
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Safety Terminology

Rockwell Automation, Inc.

This table defines safety terms that are used in this manual.

Table 4. Safety Terms and Definitions

Abbreviation Full Term Definition
Tool One Out of One Identifies the programmable electronic controller
architecture. Tool is a single-channel system.
loo2 One Out of Two Identifies the programmable electronic controller
architecture. 1002 is a dual-channel system.
CIP Safety Common Industrial SIL 3/PLe-rated version of CIP™.
Protocol - Safety Certified
DC Diagnostic Coverage The ratio of the detected failure rate to the total failure
rate.
PFD Probability of Failure on The average prabability of a system to fail to perform its
Demand design function on demand.
PFH Probability of Failure per | The probability of a system to have a dangerous failure
Hour occur per hour.
PL Performance Level IS0 13849-1 safety rating.
SIL Safety Integrity Level A relative level of risk-reduction provided by a safety
function, or to specify a target level of risk reduction.
SILCL SIL Claim Limit The maximum safety integrity level (SIL) that can be
achieved.
SNN Safety Network Number A unigue number that identifies a section of a safety
network.
UNID Unique Node ID (also called | The unique node reference is a combination of a safety

unique node reference)

network number (SNN) and the node address of the
node.
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Connect to the Controller

Before you can connect to the controller through the Ethernet or USB port, you must configure
the EtherNet/IP™ or USB driver in Linx-based software on your workstation.

 The controller has two Ethernet ports that support 10 Mbps, 100 Mbps, or 1Gbps.
 The controller has a USB port that uses a Type B receptacle. The port is USB 2.0
compatible and runs at 12 Mbps.

+ Install and configure a communication module in the chassis with the controller as
described in the installation instructions for the communication module.
« The controller is configured to use Dual-IP mode. As a result, you must set a unique IP
address for port Aland port A2.
The EtherNet/IP™ driver:

Supports runtime communications
 Requires that the workstation and the controller are configured
+ Supports communications over longer distances when compared to the USB driver
USB driver:
» Convenient method to connect to an unconfigured controller and configure the Ethernet
port

» Convenient method to connect to a controller when the Ethernet port configuration is
unknown

+ Convenient method to update the controller firmware

 Notintended for runtime connections; it is a temporary-use only connection with a
limited cabling distance
For more information on how to install communication drivers, see the EtherNet/IP Network
Device User Manual, publication ENET-UMOQB.

When the controller is in the out-of-the-box state, the following apply regarding IP addresses:

 The controllers ship without an IP address.

* The controller is DHCP-enabled. That is, the controller is configured to obtain an IP
address via a DHCP server.
If there is no DHCP server or the DHCP server is not configured to set the IP address, you
must set the IP address manually.

To set the IP address, have the following:

»  EtherNet/IP™ or USB drivers that are installed on the programming workstation
» MAC ID from the device, which is on the label on the side of the device
* Recommended IP address for the device

Before you can begin using your controller, you must make a connection to the controller. Make
sure that you have already configured the EtherNet/IP™ or USB communication drivers.

Connection options with the controller include:

 Ethernet cable to an Ethernet port - The controller Ethernet ports support communication
rates of 10 Mbps, 100 Mbps, and 1Gbps.

» USB cable to the USB port - The controller USB port uses a Type B receptacle and is USB
2.0 compatible. The port runs at 12 Mbps.
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Connect an Ethernet Cable
The example graphic shows a Compact GuardLogix® 5380 controller. You perform the same task
to connect an Ethernet cable to a CompactLogix® 5380 controller.

ATTENTION: If you connect or disconnect the communications cable with power applied to this
module or any device on the network, an electric arc can occur. This could cause an explosion in
hazardous location installations. Be sure that power is removed or the area is nonhazardous before
proceeding.

If you are connecting a controller directly to an EtherNet/IP™ network, connect a CAT 5e or CAT
6 Ethernet cable with an RJ45 connector to an Ethernet port on the bottom of the controller.

Figure 15. Ethernet Connections

For information on how to select the proper cable, see Guidance for Selecting Cables for
EtherNet/IP Networks, publication ENET-WP0O7.

Connect a USB Cable

Use the USB connection to update firmware and download programs. The following graphic
shows a CompactLogix® 5380 controller. You perform the same task to connect an Ethernet
cable to a Compact GuardLogix® 5380 controller.

ATTENTION: The USB port is intended only for temporary local programming purposes and not
intended for permanent connection. The USB cable is not to exceed 3.0 m (9.84 ft) and must not
contain hubs.

ff WARNING: Do not use the USB port in hazardous locations.
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Figure 16. USB Connection

Methods to Set the IP Address

The controller supports the following methods to change the IP address:

*  BootP/DHCP EtherNet/IP Commissioning Tool
 FactoryTalk® Linx software
+ Studio 5000 Logix Designer®application

For more information on how to use these methods, see the EtherNet/IP™ Network Device User
Manual, publication ENET-UMOQS.

IMPORTANT: The EtherNet/IP™ mode in which the controller operates affects the setting and use of IP addresses
on the controller. For example, if the controller operates in Dual-IP mode, you must set an IP address for each
controller Ethernet port. That is, you must complete the steps that are described in this section twice-once for
each port.

Duplicate IP Address Detection

The controller verifies that its IP address does not match any other network device IP address
when you perform either of these tasks:
+ Connect the module to a EtherNet/IP™ network.
+ Change the controller IP address.
If the controller [P address matches that of another device on the network, the controller
EtherNet/IP™ port transitions to Conflict mode. In Conflict mode, these conditions exist:
Network (NET) status indicator is steady red.
» The 4-character display indicates the conflict.
The display scrolls: <IP_address_of_this_module> Duplicate IP
<Mac_address_of_duplicate_node_detected>

For example: 192.168.1.1 Duplicate IP - 00:00:BC:02:34:B4

Duplicate IP Address Resolution

When two devices on a network have IP addresses that conflict, the resolution depends on the
conditions in which the duplication is detected. This table describes how duplicate IP addresses
are resolved.
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For more information on how to assign IP addresses, see the EtherNet/IP™ Network Device User
Manual, publication ENET-UMOOG.

Duplicate IP Address Detection Conditions Resolution Process
« Both devices support duplicate IP address detection. 1. The device that began operation first uses the IP address and continues to
»  Asecond device is added to the network after the first device is operating on operate without interruption.

the network. 2. The device that begins operation second detects the duplication and enters

Conflict mode.
To assign a new IP address to the controller and leave Conflict mode, set the
network IP address with the BootP/DHCP EtherNet/IP Commissioning Tool.

Both devices support duplicate IP address detection Both EtherNet/IP devices enter Conflict mode. To resolve this conflict, follow these
»  Both devices were powered up at approximately the same time. steps:
1. Assign a new IP address to the controller. Set the network IP address with the

BootP/DHCP EtherNet/IP Commissioning Tool.
2. Cycle power to the other device.

N

One device supports duplicate IP address detection and a second device does not Regardless of which device obtained the IP address first, the device that does
not support IP address detection uses the IP address and continues to operate
without interruption.
2. The device that supports duplicate IP address detection detects the
duplication and enters Conflict mode.
To assign a new IP address to the controller and leave Conflict mode, set the

network IP address with the BootP/DHCP EtherNet/IP Commissioning Tool.

DNS Addressing

You can also use DNS addressing to specify a host name for a controller, a domain name, and
DNS servers. DNS addressing makes it possible to configure similar network structures and IP
address sequences under different domains.

IMPORTANT: Safety Considerations

Safety connections are not allowed to use host names (this requires DNS lookup, which is not allowed for Safety
1/0).

Safety devices on EtherNet/IP™ networks (such as a safety-enabled controller in a safety project) do not
present the host name parameter.

- Standard devices (not safety enabled) do present the host name parameter, regardless of whether
the project is safety or standard. When used in a standard project, the only connections are standard
consumed tags, so the controller presents the host name parameter.

DNS addressing is necessary only if you refer to the controller by host name, such as in path
descriptions in MSG instructions.

To use DNS addressing, follow these steps.

1. Assign a host name to the controller.
A network administrator can assign a host name. Valid host names must be |EC-1131-3
compliant.

2. Configure the controller parameters.

3. Configure the IP address, subnet mask, gateway address, a host name for the
controller, domain name, and primary/secondary DNS server addresses.
In the DNS server, the host name must match the IP address of the controller.
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4. Inthe Logix Designer application, add the controller to the 1/0 configuration tree.

IMPORTANT: Remember the following:

- If achild module resides in the same domain as its parent module, type the host name. If the
domain of the child module differs from the domain of its parent module, type the host name and
the domain name (hostname.domainname).

- You can also use DNS addressing in a module profile in the 1/0 configuration tree or in a message
path. If the domain name of the destination module differs from the domain name of the source
module, then use a fully qualified DNS name (hostname.domainname). For example, to send a
message from EN2T1.locationl.companyA to EN2T1.location2.companyA, the host names match,
but the domains differ. Without the entry of a fully qualified DNS name, the module adds the
default domain name to the specified host name.

Firmware Upgrade Guidelines for Safety Controllers

56

IMPORTANT: You cannot update a controller that is safety-locked.

The IEC 61508 functional safety standard requires impact analysis before you upgrade or
modify components in a certified, functional safety system. This section provides high-level
guidance on how you can perform the impact analysis for safety controller hardware/firmware
upgrades. Reference the standard to make sure you fulfill all requirements as they relate to your
application.

When you upgrade controller firmware to a newer version, consider the following:

Al major and minor firmware releases for safety controller systems are certified for
use in safety applications. As part of the certification process, Rockwell Automation®
tests the safety-related firmware functions, such as the CIP Safety™ communication
subsystems, embedded safety instruction execution, and safety-related diagnostic
functions. The firmware release notes identify changes to safety-related functions.

 Perform an impact analysis of the planned firmware update:

- Review of the firmware release notes for changes in safety-related functionality.

- Review of hardware and firmware compatibility in the Product Compatibility and
Download site to identify potential compatibility conflicts.

- Any modification or enhancement of your validated software must be planned and
analyzed for any impact to the functional safety system as described in the 'Edit
Your Safety Application’ section in the safety reference manual for your controller.

» You must remove and regenerate the safety signature as part of the firmware update
process.

IMPORTANT: When updating firmware revisions, the safety logic compiler can change. You must validate that the
application compiles correctly when making firmware revisions.

For product change management guidelines and product version management definitions, see
System Security Design Guidelines Reference Manual, publication SECURE-RMOO1.

For example:

1. From the Product Compatibility and Download Center;

a. Review all firmware release notes, starting with the original firmware revision
through the new firmware revision, to identify any changes that impact the
safety- related implementation of the application.

b. Review hardware and firmware compatibility to identify any restrictions between
the original system components and the new system components.
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2. Perform a hazard and risk assessment for any changes that are identified during the
impact analysis and determine what additional testing is necessary.

3. Perform the online and offline edit process that is described in the safety reference
manual for your controller. You can restrict the ‘Test the Application block to the
testing identified by the hazard and risk assessment.

Controller Firmware and Logix Designer Application Compatibility

In Logix 5000® control systems, the controller firmware and the Studio 5000 Logix Designer®
application must be of the same major revision level. For example, if the controller firmware
revision is 38.xxx, you must use the Logix Designer application, version 38.

There are minimum software version requirements for the software applications that you use in
your system.

Compatible builds of software have been tested together to verify they work properly. Versions
of software that are not identified as being compatible with each other have not been tested
together and are not guaranteed to work.

For more information on controller firmware revisions and software application minimum
requirements, go to the Product Compatibility and Download Center (PCDC) at rok.auto/pcdc.

In the PCDC:

« The Download section has the firmware for your controller.

» The Compare section has software compatibility information for software applications
that are used in a control system.

IMPORTANT: The controller must be in Remote Program or Program mode and all major recoverable faults must be
cleared to accept updates.

The controller ships with firmware revision 1.xxx installed. You must update the firmware
revision before you can use it in a Logix Designer application project.

IMPORTANT: Safety Consideration

For a safety system that includes a Safety Partner (SIL 3/PLe only), the firmware on the primary controller and
safety partner must match. When you update the firmware on the primary controller, the safety partner updates
automatically.

Determine Required Controller Firmware

Rockwell Automation, Inc.

IMPORTANT: The controller must be in Remote Program or Program mode and all major recoverable faults must be
cleared to accept updates.

In Logix 5000 control systems, the firmware major revision level must match the software
major version level. For example, if the controller firmware revision is 31, you must use Logix
Designer application, version 31.

IMPORTANT: Safety Consideration

For a safety system that includes a Safety Partner (SIL 3/PLe only), the firmware on the primary controller and
safety partner must match. When you update the firmware on the primary controller, the safety partner updates
automatically.
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Obtain Controller Firmware
You can obtain controller firmware in these ways:

* Install the Studio 5000 Logix Designer® application and use the packaged firmware.

IMPORTANT: The firmware that is packaged with the software installation is the initial release of the controller
firmware. Subsequent firmware revisions to address anomalies can be released during the life of a product.

We recommend that you check the Product Compatibility and Download Center (PCDC) to determine if later
revisions of the controller firmware are available

» From the PCDC, download revisions of controller firmware, and download controller
firmware, associated files, and product release notes.
ControlFLASH Plus® software version 2.00.00 or later provides integration with PCDC for
an enhanced experience while you browse for firmware revisions, downloads, release
notes, and access to important notices.

Visit the Product Compatibility and Download Center (PCDC) at rok.auto/pcdc.

Use ControlFLASH Plus Software to Update Firmware

Use ControlFLASH Plus software to flash firmware revisions on one or more devices. You browse

to the devices from the Flash Devices tab and select the network path.

Click Select a Browsing Path button to set up the browsing path on the network.

+ If apathis already established, click Select Browsing from Path.

es  Product Inventory & Registration

The network browser shows the devices in your system.

The following steps show how to select devices and firmware.

1. In ControlFLASH software, select the device, select the firmware revision as shown in
the following example, and click Next to confirm.

# ControlFLASH Plus®

vices  Manage Firmware  Manage Favorites  Product Inventory & Registration

ath: J336P131AB_ETH-1\192.168.1.11\Backplane\0 (Levels: 2) g

¥~ Device Lifecycle Status Address In Device

L e e

If a firmware revision needs to be downloaded from the Product Compatibility and
Download Center, the Download Center License Agreement dialog box opens, and you

follow the prompts to download the firmware revision.

2. If the updated screen shows the correct selections, click Flash.

3. When a dialog box prompts you to confirm whether to trust the publisher of a DMK
during the update, you must trust it to continue.

4, When the operation completes, click Close.
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Use AutoFlash to Update Firmware

If necessary, click Retry to flash devices whose flash operations have failed or were
canceled.

NOTE: For more details on how to use ControlFLASH Plus, see the online help or ControlFLASH Plus
Quick Start, CFP-0S001

To update your controller firmware with the AutoFlash feature, complete these steps.

IMPORTANT: If the Secure Digital Card is locked and set ta load on power-up, then this update can be overwritten
by firmware on the SD card.

1.

Rockwell Automation, Inc.

Verify that the network connection is made and your network driver is configured in
Linx-based communication software.
On the Path bar in the programming software, click Who Active.

Path: AB_ETHIP-2\192.168.1.82* 4F #+ { )} ) <

B No Forces ] NoEts 2. Safety Unlocked Select a communications path using RSWho

On the Who Active dialog box, select your controller under the communication driver
you want to use, and click Update Firmware.

i =)
@ Who Active (FactoryTalk Linx) o %
3

G ¥#Haq ? v Qv Fiter .
Go Online I
# J386P13

4 = FactoryTalk Linx - Desktop, J386P13 Upload...

D B3 1789-A17, Backplane Download
4 T Ethemet AB_ETH-1

» B 192168.1.8, 5069-L340ERM, 5069-L340ERM/A

1] 192.168.1.27, 1783-MS06T. 6 Port managed switch hece
> ' 192.168.1.82, 1756-L84ES, 1756-L84ES/B
D> ‘.._- 192.168.1.100, Factory Talk Linx - Desktop, J386P13
D> ';E Ethemnet, AB_ETHIP-1
D &5 Ethemet Ethernet
P & USB

Help

Browsing - node PCviaUSB. 17-Node USB CIP Port 27 found Zoom: 100%

Path: AB_ETH-11192.168.1.8 Set Project Path

Path in AB_ETH-1\192.168.1.8
Clear Project Path

On the Choose Firmware Revision dialog box, browse to the location of the firmware
files.
Select the firmware revision, and click Update.
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— e

a Choose Firmware Revision X
Name: <None>
Type: 5069-L340ERM CompactLogix™ 5380 Controller
Serial Number: 607FABBS
Revision: 33.012
Comm. Path: AB_ETH-11192.168.1.8

Look for Firmware Update Files In:
C\RA v Browse...

Revision Update Type File
37011 Upgrade ACompactLogix_5380_(5069-L3)_37.01..
36.011 Upgrade A\CompactLogix_5380_(5069-L3)_36.01...

Installed Firmware Update File Directory:
<None Installed>

On the Confirmation dialog box, click Yes.

Update Firmware X

! Updating the module's firmware from 32.012 to 37.011

! DANGER: This controller is the Coordinated System Time master.
Servo axes in synchronized controllers in this chassis, or other chassis
using SynchLink. will be turned off.

! The firmware update will force the nonvolatile memory 'Load Image'
setting to a value of 'User Initiated".

! All communications to this controller will be lost including this workstation
and any communications bridged through this controller.

! Updating the firmware may affect the size and performance of projects
downloaded to this controller. For details. see the release notes for the
controller.

Proceed with the firmware update?

Yes No Help

When the memory card warning appears on the the ControlFLASH Attention dialog box,
click OK.

The firmware update begins.

Allow the firmware update to complete without interruption. When the firmware update
is complete, the process dialog box closes.

Controllers with Firmware Earlier Than Revision 31

60

For controllers with firmware revisions earlier than revision 31, you must be aware of the
following before you set the IP address and update the controller firmware:

Controller state before you make changes
For more information, see the following tables.
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Firmware revision to which you are updating the controller
Order in which you set the IP address and update the firmware revision

Table 5. Controller is in Out-of-Box State

Controller Firmware Revision | Tasks Completed in . .

) A . Conditions After Task Completion

Configuration of Update/Change | This Order

* No P address Revision 29.01 or 1. Change the The controller EtherNet/IP™ mode is
set later EtherNet/IP™ automatically set to Dual-IP mode.

«  Unique MAC mode from e The port A/A2 IP address, network
addresss are Dual-IP mode mask, default gateway settings are
used for port to Linear/DLR applied to port A2.

Aland port A2, mode. Other port A1/A2 settings, for example,
respectively 2. SetIPaddress DNS servers and Domain Name, are lost.

« Eachporton onportAVA2. |« The port A1/A2 MAC address is applied to
the controller is 3. Install controller port A1, and a separate MAC address is
DHCP-enabled firmware. applied to Port A2.

e Firmware
revision 1.xxx

*  You must set the IP address
configuration .

1. Install controller
firmware.

2. SetIP addresses
on port Aland
port A2.

» The controller EtherNet/IP™ mode
remains set to Dual-IP mode after the
firmware is installed.

« The controller EtherNet/IP™ mode is
set to Dual-IP mode when it is in the
out-of-box state.

» Aunique MAC address is assigned to
each controller port.

* You must set the IP address and related
parameters for port Al (enterprise port)
and port A2 (device-level port).

* NolPaddressis
set

*  0OneMAC
address is used
for port A1/A2

e PortAl/A2is
DHCP-enabled

o Firmware
revision 1.xxx

Revision 28.xxx

IMPORTANT: Only
the 5069-L320ER
and 5069-L340ERM
controllers support
revision 28.xxx.

1. SetIP address
on port Al/A2.

2. Install controller
firmware.

1. Install controller
firmware.

2. SetIP address
on port A1/A2.

+ The controller EtherNet/IP™ mode is
automatically set to Linear/DLR mode.

» The IP address settings on port A1/A2
remain the same.

Table 6. Controller is Operating

Controller Firmware Revision | Tasks Completed in Conditions After Task Completion

Configuration of Update/Change | This Order

» IPaddressset | Revision 29.011 or Update controller «  EtherNet/IP™ mode changes to Dual-IP
on port Al/A2 later firmware mode.

o Firmware « The port A1/A2 IP address, network
revision 28.xxx mask, default gateway settings are
is installed applied to port A2.
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Table 6. Controller is Operating (continued)
Controller Firmware Revision | Tasks Completed in . .
. . . Conditions After Task Completion
Configuration of Update/Change | This Order
Other port A1/A2 settings, for example,
DNS servers and Domain Name, are lost.
The port A1/A2 MAC address is applied
to port Al. A separate MAC address is
applied to Port A2.
The 1/0 Configuration section in the
Logix Designer application project is
automatically assigned to port Al.
You can change the I/0 configuration in
the Logix Designer application project
to assign it to port A2.
If necessary, you can change to
DLR/Linear mode after the firmware
revision update.
«  Controller Downgrade to Downgrade EtherNet/IP™ mode remains in
operates in revision 28.xxx controller firmware Linear/DLR mode
Linear/DLR IMPORTANT: You [P address settings remain the same
mode can perform this
* IPaddressset | 4ouni0ad only on
on portAVAZ 1 416 5069-L320ER
* Firmware and 5069-L340ERM
revision 29.011 controllers.
or later is
installed
«  Controller EtherNet/IP™ mode automatically
operates in changes from Dual-IP mode to
Dual-IP mode Linear/DLR mode
» |P addresses are After the change is made, the port
set on port Al A2 Internet Protocol configuration is
and port A2 applied to the A1/A2 port.
» Firmware
revision 29.011
or later is
installed
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To create a controller project, use the Studio 5000 Logix Designer® application.
1. Open the Logix Designer application and click New Project.
2. Choose the controller catalog number, name the controller, and click Next.

© New Project ? >4

ject Types

Froject

;)’ Logix 5069-L310ER CompactLogix™ 5380 Controller =
S060-L310ERM  CompactLogix™ 5380 Controller
5069-L310ER-NSE Compactlogix™ 5380 Controller
5069-L320ER Compactlogix™ 5380 Controller
S069-L320ERM  Compactlogix™ 5380 Controller
5069-1320ERP  Compactlogix™ 5380 Controller
5069-L330ER Compactlogix™ 5380 Controller
5069-L330ERM Compactlogix™ 5380 Controller
5069-L340ER CompactLogix™ 5380 Controller
5069-L340ERM  Compactlogix™ 5380 Controller
5069-L340ERP  Compactlogix™ 5380 Controller
SORG-1 350FRM Coamnactl nan™ 5380 Controllar

Name: control_system

Location: | C:\Users\VASKON\OneDrive - Rockwell Automation, ~ Browse... ‘

3. Define the properties of the controller, and click Finish:

New Project T X
e j

[

37 v

No Protaction v
Use only the selected Security Authority for authentication and authorization
Logical Name <Controller Name>

Permission Set

=T =1 I

Safety Project Configuration

NOTE: The safety configuration descriptions only apply when you are using a Compact GuardLogix® 5380
controller.

Safety projects require additional configuration after you create the project. These topics
describe how to configure your controller.

For a safety-enabled controller, the programming software creates a safety task and a safety
program. A main Ladder Diagram safety routine that is called MainRoutine is also created within
the safety program.

A red bar under the icon distinguishes safety programs and routines from standard project
components in the Controller Organizer.
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Figure 17. Safety Components

Controller Organizer v o X

& °F

4 @ Controller SafetyProject

7 Controller Tags
Controller Fault Handler
Power-Up Handler

4 . Tasks
4 % MainTask

b MainProgre
(L) SafetyTask (20 ms)
4 _1 SafetyProgram
< Parameters and Local Tags
@ MainRoutine
Unscheduled

4 Motion Groups

Ungrouped Axes
b 1 Alarm Manager
D 1 Assets

Passwords for Safety-locking and Unlocking

Safety-locking the controller helps to protect safety control components from modification.
Only safety components, such as the safety task, safety programs, safety routines, safety tags,
and safety signature are affected. Standard components are unaffected. You can safety-lock or
-unlock the controller project when online or offline.

The safety-lock and -unlock feature uses two separate passwords. Passwords are optional.

IMPORTANT: Rockwell Automation does not provide any form of password or security override services. When
products and passwords are configured, Rockwell Automation encourages customers to follow good security
practices and to plan accordingly for password management.

Protect the Safety Signature in Run Mode

64

You can help prevent the safety signature from being deleted while the controller is in Remote
Run mode, regardless of whether the safety application is locked or unlocked.

IMPORTANT: You must complete these steps before you create a safety signature or safety-lock the controller.
Once a safety signature exists, or the application is safety-locked, the Protect Signature in Run Mode checkbox is
not editable.

With Studio 5000 Logix Designer® software, version 38 and later, if no signature exists and the Protect Signature in
Run Mode box is checked, the user will still be able to generate a new signature while in Remote Run or Test mode.
Once created, the new signature will not be able to be deleted while the checkbox is checked and the controller is
in Run Mode.

Follow these steps to protect the safety signature.

1. Open the Controller Properties dialog box.
2. Click the Safety tab.
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3. Check Protect Signature in Run Mode, and click OK.

g? Controller Properties - SafetyApplication X

Nonvolatile Memory Capacity Intemet Protocol Port Configuration Security Alam Log OPC UA
General Major Faults Minor Faults Date/Time Advanced SFC Execution Project Safety”

Safety Application: Unlocked ( Safety Lock/Unlock.... ]
Safety Status:
Safety Signature:
1. Required for SIL2/PLd or SIL3/PLe controller operation.
™
Protect Signature in Run Mode -
Safety I/0 can be replaced without deleting the safety signature.
When replacing Safety /0 with an out-of-box module:
Only Allow Automatic Configuration When No Safety Signature Exists
Safety Level SIL3/PLe e
Safety Network Numbers: 5069 Backplane 4BFA_02D1_8D67
4/2/2025 9:08:07.855 AM
A1, Ethernet 4BFA_02D1_8D68
4/2/2025 9:08.07.658 AM
A2, Ethernet 4BFA_02D1_8D69
4/2/2025 9:08:07.857 AM
OK Cancel Apply Help

Safety Network Number (SNN) Assignment

When you create controller projects, the programming software generates an SNN value
automatically whenever it recognizes a new subnet that contains CIP Safety™ devices:

» Each CIP Safety™-capable port on the controller is assigned an SNN. The safety
controllers have up to three safety network numbers: a separate SNN for each Ethernet
port, and one SNN for the backplane.

 If abridge or adapter device is in the 1/0 tree and a child CIP Safety™ device is added, the
subnet that is created by the bridge or adapter is assigned an SNN.

For typical users, the automatic assignment of a time-based SNN is sufficient. However, manual
assignment of the SNN is required if the following is true:

One or more controller ports are on a CIP Safety subnet that already has an established
SNN.

+ Asafety project is copied to anather hardware installation within the same routable CIP
Safety™ system.
Rockwell Automation® recommends changing each SNN to the SNN already established for that
subnet, if one exists. That way, devices created later in the project are automatically assigned
the correct SNN.

Each safety network must have a unique safety network number. You must be sure that a
unique SNN is assigned to each CIP Safety™ network that contains safety devices.
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Multiple safety network numbers can be assigned to a CIP Safety™ subnet or a ControlBus™ chassis that
contains multiple safety devices. However, for simplicity, we recommend that each CIP Safety™ subnet
has only one unique SNN.

The SNN can be software-assigned (time-based) or user-assigned (manual).

Automatic Assignment of Time-based Safety Network Number
When a new controller or device is created, a time-based SNN is automatically assigned.

 Devices that are created directly under the controller port default to having the same
SNN as that port on the controller.

For devices not directly under a controller port, subsequent new safety device additions
to the same CIP Safety™ network are assigned the same SNN defined within the lowest
address on that CIP Safety™ network.

The time-based format sets the SNN value as the date and time when the number was
generated, according to the computer running the configuration software.

Figure 18. Time-based Format

Safety Network Number X
Format
@ Time-based Ganarats
3/27j2023 3:44:45.60 PM
(O Manual
C\ (Decimal)
Number:
‘4919_0473_9A84 \ (Hex) Copy
Paste
Set &«

Manual Assignment of Safety Network Number

Manual assignment is useful if you lay out your network and put the SNNs on your network
diagram. It may be easier to read SNNs from a diagram than it is to copy and paste them from
multiple projects.

Manual assignment of the SNN is required if the following is true:

«  One or more controller ports are on a CIP Safety™ subnet that already has an established

SNN.
» Asafety project is copied to another hardware installation within the same routable CIP™

Safety system.
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IMPORTANT: If you assign an SNN automatically or manually, make sure that system expansion does not result in
a duplication of SNN and unique node reference combinations.

A warning appears if your project contains duplicate SNN and unique node reference combinations. You can still
verify the project, but Rockwell Automation recommends that you resolve the duplicate combinations.

However, there can be safety devices on the routable safety network that have the same SNN and node address
and are not in the project. In this case, these safety devices are unknown to the Logix Designer application, and
you will not see a warning.

If two different devices have the same node references, the safety system cannot detect a packet received by one
device that was intended for the other device.

If there are duplicate unique node references, as the system user, you are responsible for proving that an unsafe
condition cannot result.

Follow these steps to change the controller SNNs to manual assignments.

1. Onthe Online toolbar, click the Controller Properties icon.
2. Onthe Controller Properties dialog box, click the Safety tab.

3. Onthe Safety tab, click the ellipse button to the right of the safety network number for
the port that you want to change.

g Controller Properties - SafetyApplication X

Nonvolatile Memory Capacity Intemet Protocol Port Configuration Security Alam Log OPC UA
General Major Faults Minor Faults Date/Time Advanced SFC Execution Project Safety

Safety Application: Unlocked Safety Lock/Unlock...
Safety Status:
Safety Signature:
1, Required for SIL2/PLd or SIL3/PLe controlier operation.
,,,,,, -
(C) Protect Signature in Run Mode -
Safety 1/0 can be replaced without deleting the safety signature.
When replacing Safety /0 with an out-of box module:
Only Allow Automatic Configuration When No Safety Signature Exists
Safety Level: SIL3/PLe v
Safety Network Numbers:  [5069 Backplane 4BFA_02D1_8D67
4/2/2025 9:08:07.655 AM
A1, Ethernet 4BFA_02D1_8D68
4/2/2025 9:08:07.656 AM
A2, Ethernet 4BFA_02D1_8D69
4/2/2025 9:08:07.657 AM
OK Cancel Apply Help

4, On the Safety Network Number dialog box, select Manual.
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Copy a Safety Network Number

68

.

Enter the SNN as a value from 1...9999 (decimal) and then click OK.

Safety Network Number X

Format

(O Time-based

Generate

Number:
[0001_0000_0000 | (Hex) Copy
Paste
Set «
Uninitialized Safety Network Number.
Cancel ‘ Help

If you must apply a Safety Network Number to other controllers, you can copy and paste the

SNN.

To copy a Safety Network Number, complete the following steps.

1.
2.
3.

On the Online toolbar, click the Controller Properties icon.
On the Controller Properties dialog box, click the Safety tab.

0f the Safety tab, click the ellipse to the right of the Safety Network Number.
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& Controller Properties - SafetyApplication X
Nonvolatile Memory Capacity Intemet Protocol Port Configuration Security

Alam Log OPC UA
General Major Faults Minor Faults Date/Time Advanced SFC Execution

Project Safety
Safety Application: Unlocked Safety Lock/Unlock...
Safety Status:
Safety Signature:
1. Required for SIL2/PLd or SIL3/PLe controller operation.
C g aenerate -
() Protect Signature in Run Mode Delete -«

Safety 1/0 can be replaced without deleting the safety signature.
When replacing Safety 1/0 with an out-of-box module:

Only Allow Automatic Configuration When No Safety Signature Exists

Safety Level: SIL3/PLe

Safety Network Numbers: 5069 Backplane 4BFA_02D1_8D67

4/2/2025 9:08:07.655 AM
A1, Ethernet 4BFA_02D1_8D68
4/2/2025 9:08:07.658 AM
A2, Ethernet 4BFA_02D1_8D69
4/2/2025 9:08:07.657 AM

OK Cancel Apply Help

4, On the Safety Network Number dialog box, click Copy and then OK.

Safety Network Number X
| Format:
| © Timebased Gorerato
4/2/2025 9:08:07.656 AM
(O Manual
EtherNet/IP (Decimal)
Number:
4BFA_02D1_8D68 (Hex) Copy
Paste
ot ||t

5. Onthe Controller Properties dialog box, click OK.

Paste a Safety Network Number

If you must apply a Safety Network Number to other controllers, you can copy and paste the
SNN.
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To paste a Safety Network Number, complete the following steps.

1. Onthe Online toolbar, click the Controller Properties icon.
2. Onthe Controller Properties dialog box, click the Safety tab.

3. Onthe Safety tab, click the ellipse to the right of the Safety Network Number.
5 Controller Properties - SafetyApplication X
Nonvolatile Memory Capacity Intemet Protocol Port Configuration Security Alam Log OPC UA
General Major Faults Minor Faults Date/Time Advanced SFC Execution Project Safety

Safety Application: Unlocked

Safety Lock/Unlock...
Safety Status:

Safety Signature:
1. Required for SIL2/PLd or SIL3/PLe controller operation.

enerate -
(7] Protect Signature in Run Mode Delete -
Safety 1/0 can be replaced without deleting the safety signature.
When replacing Safety 1/0 with an out-of-box module:
Only Allow Automatic Configuration When No Safety Signature Exists v
Safety Level: SIL3/PLe oz
Safety Network Numbers: 5069 Backplane 4BFA_02D1_8D67
4/2/2025 9:08:07.655 AM
A1, Ethernet 4BFA_02D1_8D68
4/2/2025 5:08:07.658 AM
Az, Ethernet 4BFA_02D1_8D69
4/2/2025 $:08:07.657 AM
OK Cancel Apply Help
4. On the Safety Network Number dialog box, click Paste and then 0K.
Safety Network Number X
| Format:
© Time-based Generate '
4/2/2025 9:08:07.656 AM
(O Manual
EtherNet/IF (Decimal)
Number:
4BFA_02D1_8D68 (Hex) Copy
Paste
o | oo

5. Onthe Controller Properties dialog box, click OK.
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Use Who Active or the Network Browser to Go Online with the Controller

To go online with the controller, you must first specify a communication path in the Studio 5000
Logix Designer® application.

IMPORTANT: With the Studio 5000 Logix Designer® application version 38.00.00 and later, RSWho/Who Active has
changed to Network Browser.

1.
2.

Rockwell Automation, Inc.

Open or create a Logix Designer application project.
In the application, click Who Active or the Network Browser.

Path: AB_ETHIP-2\192.168.1.82* 4F W ¥ Ao

J » 7 : =
B¥ | No Forces -| No Edtts .| Safety Unlocked Select a communications path using RSWho

Path: AB_ETHIP-1\192. 168.1.20* & [fln id 1F ¥ () W @

A, NoForces P. NoEdits 2. Safety Unlocked Select a communications path using the Network Browser ]Bi

Expand the communication path and select the controller.
To store the path in the project file, click Set Project Path.

If you store the project path in the project, then you do not have to choose the path each time
you go online.

After choosing the communication path, click Go Online.

-~
e ==
# J386P13
4 = FactoryTalk Linx - Deskiop. J386P13 Hpoad:=
b B3 1789-A17. Backplane Download
4 5 Ethemet AB_ETH-1
Update Firmware...
» [ 19216818, 5069-L340ERM. 5069-L340ERM/A &, c ﬁ =
iﬂ_' 192.168.1.27, 1783-MS06T, 6 Port managed switch Close
b ' 192.168.1.82. 1756-L84ES. 1756-L84ES/B Help
b = 192.168.1.100. Factory Talk Linx - Desktop. J336P13
D &5 Ethemet AB_ETHIP-1
b &5 Ethemet, Ethernet
D & USB
Browsing - node PCviaUSB, 17-Node USB CIP Port 27 found Zoom: 100%
Path: AB_ETH-11192.168.1.8 Set Project Pat
Path in AB_ETH-11192.168.1.8
Clear Project Path
v’

Go Online uses the highlighted node in the tree, regardless of the setting for Path in
Project.
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Use a Recent Communication Path to Go Online with the Controller

You can also select a recent communications path and go online or apply it to your project.
1. Inthe application, click the arrow that is on the Path bar.

= e M 7 o 0 o (1) (B
Path: AB_ETH-1\192.168.1.82

B

f. No Forces ». No Edits [

2. On the Select Recent Communications Path dialog box, choose the path.

3. To store the path in your project, click Set Project Path.
4. Click Go Online.

B | Select Recent Communications Path

X
L Path | Go Online |
Logix_Project AB_ETHIP-2\192.168.1.82

CssiBaseline AB_ETHIP-11192.168.1.11\Backplane\4

P15_000190_PIAB_ETHIP-1\140.80.115.1\Backplane\0
. Download

SafetyProject AB_ETHIP-3\192.168.1.82

CssiBaseline AB_ETHIP-11192.168.1.20\Backplane\6

Upload...

Close

Help

[]Show Only Paths Matching Serial Number in Project Reset Path List SetProject Path

Serial Numberin Project 00D7C3D4
Path in Project AB_ETHIP-1\192.168.1.11\Backplane\4

Clear Project Path

5. Once you establish a communication path, you can choose Go Online from the
Controller Status menu.

| °  Path AB_ETHIP-3\192.168.1.82*

Offline fl. No Forces »_ No Edits
| Upload...

Considerations for Going Online with the Controller

72

The programming software determines whether you can go online with a target controller based
on whether the offline project is new or whether changes occurred in the offline project.

If the project is new, you must first download the project to the controller.
If changes occurred to the project, you are prompted to upload or download.
If no changes occurred, you can go online to monitor the execution of the project.

A number of factors affect these processes, including Match Project to Controller and Firmware
Revision Matching feature.

For safety controllers, additional considerations include the safety status and faults, the

existence of a safety signature, and the safety-lock/-unlock status of the project and the
controller.
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Match Project to Controller

The Match Project to Controller feature affects the download, upload, and go online processes
of standard and safety projects. This feature is on the Advanced tab of the Controller Properties
dialog box.

If the Match Project to Controller feature is enabled in the offline project, the Logix Designer
application compares the serial number of the controller in the offline project to that of the
connected controller. If they do not match, you must cancel the download/upload, connect to
the correct controller, or confirm that you are connected to the correct controller that updates
the serial number in the project to match the target controller.

Figure 19. Match Project to Controller

| . .
uj’ Controller Properties - SafetyProject X
Nonvolatile Memory Capacity Internet Protocol Port Configuration Security Alarm Log
General Major Faults Minor Faults Date/Time Advanced SFC Execution Project Safety

Controller Fault Handler: ‘<none> vl

Power-Up Handler. [<none> VI

[“]Match Projectto Controller

Serial Number. | 00D13£38

[CJAllow Consumed Tags to Use RPI Provided by Producer
[JReport Overflow Faults @

[“]Enable Automatic Diagnostics

Cancel Apply Help

Firmware Revision Matching

Firmware revision matching affects the download process. If the revision of the controller does
not match the revision of the project, you are prompted to update the firmware of the controller.
The Logix Designer application lets you update the firmware as part of the download sequence.

IMPORTANT: To update the firmware of the controller, first install a firmware update kit.

You can download firmware, associated files (such as AOP, EDS, and DTM), and access product release notes from
the Product Compatibility and Download Center at rok.auto/pcdc .

You can also upgrade the firmware by chaosing ControlFLASH Plus® from the Tools menu in the Logix
Designer application.
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Considerations for Going Online with a Safety Project

T4

The programming software determines whether you can go online with a target controller based
on whether the offline project is new or whether changes occurred in the offline project.

* If the project is new, you must first download the project to the controller.

* If changes occurred to the project, you are prompted to upload or download.

+ If no changes occurred, you can go online to monitor the execution of the project.

A number of factors affect these processes, including Match Project to Controller feature and
Firmware Revision Matching. For more information on these features, see Considerations for
Going Online with the Controller on page 72.

Additional considerations include the safety status and faults, the existence of a safety
signature, the safety-lock/-unlock status of the project and the controller, and the configured
safety level disagreeing with the presence or absence of a partner in the chassis.

Safety Status/Faults
Uploading program logic and going online is allowed regardless of safety status. Safety status
and faults only affect the download process.

You can view the safety status via the Safety tab on the Controller Properties dialog box.

Safety Signature and Safety-locked and -unlocked Status
The existence of a safety signature and the safety-locked or -unlocked status of the controller
affect both the upload and download processes.

The safety signature and the safety-lock status are uploaded with the project. For example, if
the project in the controller was safety-unlocked, the offline project remains safety-unlocked
following the upload, even if it was locked before the upload.

Following an upload, the safety signature in the offline project matches the controller's safety
signature.

The safety-lock status always uploads with the project, even when there is no safety signature.

The existence of a safety signature, and the controller's safety-lock status determines whether
a download can proceed.
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Table 7. Effect of Safety-lock and Safety Signature on Download Functionality

Controller Status

Safety Signature Status

Download Functionality

Safety-unlocked

Safety signature in the offline project matches the
safety signature in the controller.

» Al standard project components download.

o Safety-lock status matches the status in the
offline project. The safety signature does not
change.

Safety signatures do not match.

« If the controller had a safety signature, it is
automatically deleted, and the entire project is
downloaded.

»  Safety-lock status matches the status in the
offline project.

Safety-locked

Safety signatures match.

 If the offline project and the controller are
safety-locked, all standard project components
are downloaded.

« If the offline project is not safety-locked, but
the controller is, the download is blocked and
you must first unlock the controller to allow the
download to proceed.

Safety signatures do not match.

*  You must first safety-unlock the controller to
allow the download to proceed.

« If the controller had a safety signature, it is
automatically deleted, and the entire project is
downloaded.

»  Safety-lock status matches the status in the
offline project.

Checks for Going Online with a Safety Project
For a safety project, the programming software checks for the following:

If Match Project to Controller is selected, do the offline project and controller serial

numbers match?

Does the offline project contain changes that are not in the controller project?
Do the revisions of the offline project and controller firmware match?

Are either the offline project or the controller safety-locked?

Do the offline project and the controller have compatible safety signatures?

Table 8. Connect to the Controller with a Safety Project

Software Indicates

Action

Unable to connect to controller. Mismatch between the offline project and the
controller serial number. Selected controller may be the wrong controller.

Connect to the correct controller, select another project file, or choose the Update
project serial number checkbox and choose Go Online... to connect to the controller
and update the offline project serial number to match the controller.

Unable to connect to controller. The revision of the offline project and the
controller's firmware are not compatible.

Choose one of the following options:

» Choose Update Firmware. Choose the required revision and click Update. Click
Yes to confirm your selection.

Rockwell Automation, Inc.
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Table 8. Connect to the Controller with a Safety Project (continued)

Software Indicates

Action

IMPORTANT: The online project is deleted.

To preserve the online project, cancel the online process and install a version
of the Studio 5000° environment that is compatible with the firmware revision
of your controller.

You need to upload or download to go online by using the open project.

Chaoose one of the following options:

Upload to update the offline project.
Download to update the controller project.
Choose File to select another offline project.

Unable to connect in a manner that preserves safety signature. The firmware
minor revision on the controller is not compatible with safety signature in offline
project.

To preserve the safety signature when the firmware minor revision is
incompatible, update the firmware revision in the controller to exactly match
the offline project. Then go online to the controller.

To proceed with the download despite the safety signature incompatibility,
click Download. The safety signature is deleted. IMPPORTANT: The safety
system requires revalidation.

Unable to connect to controller. Incompatible safety signature cannot be deleted
while project is safety-locked.

Cancel the online process. You must safety-unlock the offline project before
attempting to go online.

When the controller and the Logix Designer application are online, the safety-locked status and
safety signature of the controller match the controller's project. The safety-lock status and
safety signature of the offline project are overwritten by the controller. If you do not want the
changes to the offline project to be permanent, do not save the project file following the go

online process.

Use Who Active or the Network Browser to Download to the Controller

When you download a project to the controller, it copies the project from the programming

software to the controller.

You can use the features of the Who Active or Network Browser dialog box to download to your
controller after you have set the communication path. Complete these steps to download to the

controller.
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IMPORTANT: With the Studio 5000 Logix Designer® application version 38.00.00 and later, RSWho/Who Active has
changed to Network Browser.

1. After you set the communication path, click Download.

& Who Active (FactoryTalk Linx) o >l
@t elaalrv Q- Fer .
£ J386P13

4 = FactoryTalk Linx - Desktop, J386P13 Upload...
> B3 1789-A17. Backplane
4 I Ethemet AB_ETH-1

Update Firmware...
» B 19216818, 5069-L340ERM, 5069-L M0ERM/A : ¢ & p

ﬂ 192.168.1.27. 1783-MS06T. 6 Pot managed switch Close
[ ' 192.168.1.82, 1756-L84ES, 1756-L84ES/B
D = 192.168.1.100. Factory Talk Linx - Deskiop. J386P13
D &5 Ethemet AB_ETHIP-1
D Z5 Ethemet Ethernet
D & USB

Help

Browsing - node PCviaUSB, 17-Node USB CIP Port 27 found Zoom: 100%

Path: AB_ETH-11192.168.1.8 Set Project Path
Path in AB_ETH-1192.168.1.8
Clear Project Path

2. After reading the warning in the Download dialog box, click Download.

Use the Controller Status Menu to Download to the Controller

Rockwell Automation, Inc.

After you select a communication path in the Logix Designer application, you can use the
Controller Status menu to download to the controller.

From the Controller Status menu, choose Download. After the download completes, the project
name appears on the scrolling status display.

Figure 20. Download via the Controller Status Menu

> | “  Path: AB_ETHIP-1\192. 168. 1. 11\Backplane\4

offline B. NoForces P NoEdits
o)) 5 ‘ Upload...
4 .| Controller SafetyProject Download

< Controller Tags
Controller Fault Handler
Power-Up Handler

Program Mode

Run Mode
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Download Considerations for a Safety Project

For a safety project, the programming software compares the following information in the
offline project and the safety controller:

«  Controller serial number (if Match Project to Controller is selected)
 Firmware major and minor revisions

« Safety status

« Safety signature (if one exists)

» Safety-lock status

- Safety partner (if one exists) - The programming software does not allow the download of
a project configured for SIL 2 if a safety partner is to the right of the primary controller.
After the checks all pass, a download confirmation dialog box appears. Click Download.

The programming software displays status messages in the download dialog, progress screen,

and the Errors window.

Table 9. Status Messages

Software Message

Action

Unable to download to the controller. Mismatch between the offline project and the
controller serial number. Selected controller may be the wrong controller.

Connect to the correct controller or verify that this is the correct controller. If

itis the correct controller, check the Update project serial number checkbox to
allow the download to proceed. The project serial number is modified to match the
controller serial number.

Unable to download to the controller. The major revision of the offline project and
the controller's firmware are not compatible.

Choose Update Firmware. Choose the required revision and click Update. Click Yes
to confirm your selection.

Unable to download a SIL 2 application, Safety Partner is Present.

Remove the safety partner.

Unable to download to controller. The safety partner is missing or unavailable.

Cancel the download process. Install a compatible safety partner before
attempting to download.

Unable to download to controller. The firmware revision of the safety partner is not
compatible with the primary controller.

Update the firmware revision of the safety partner. Choose Update Firmware.
Choose the required revision and click Update. Click Yes to confirm your selection.

Unable to download to controller. Safety partnership has not been established.

Cancel this download process and attempt a new download.

Unable to download to controller. Incompatible safety signature cannot be deleted
while the project is safety-locked.

Cancel the download. To download the project, you must safety-unlock the offline
project, delete the safety signature, and download the project.

IMPORTANT: The safety system requires revalidation.

Cannot download in a manner that preserves the safety signature. Controller's
firmware minor revision is not compatible with safety signature in offline project.

If the firmware minor revision is incompatible, to preserve the safety
signature, update the firmware revision in the controller to exactly match the
offline project. Then download the offline project.

+ To proceed with the download despite the safety signature incompatibility,
click Download. The safety signature is deleted.

IMPORTANT: The safety system requires revalidation.

Unable to download to contraoller. Controller is locked. Controller and offline project
safety signatures do not match.

Choose Unlock. The Safety Unlock for Download dialog box appears. If the Delete
Signature checkbox is selected and you choose Unlock, click Yes to confirm the
deletion.
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Table 9. Status Messages (continued)

Software Message

Action

Downloading safety signature...

The safety signature is present in the offline project and is downloading.

Following a successful download, the safety-locked status and safety signature of the controller
match the project that was downloaded. Safety data is initialized to the values that existed
when the safety signature was created.

Use Who Active or the Network Browser to Upload from the Controller

Rockwell Automation, Inc.

When you upload a project from the controller, it copies the project from the controller to the
Studio 5000 Logix Designer® application.

You can use the features of the Who Active or Network Browser dialog box to upload from your
controller after you have set the communication path.

IMPORTANT: With the Studio 5000 Logix Designer® application version 38.00.00 and later, RSWho/Who Active has
changed to Network Browser.

Complete these steps to upload from the controller.

1. After choosing the communication path, click Upload.

& Who Active (FactoryTalk Linx) ] X
O F & Q| ? v Q Fiter v ———
{ Go Online |
# J386P13
4 = FactoryTalk Linx - Desktop, J386P13 tpiosd
D =3 1789-A17, Backplane Download

4 5 Ethemet, AB_ETH-1
Update Firmware...

» [ 192168.1.8. 5069-L340ERM. 5069-L340ERM/A

13 192168127, 1783-MS06T. 6 Port managed switch Close

[ ' 192.168.1.82, 1756-L84ES. 1756-L84ES/B

b I- 192.168.1.100. Factory Talk Linx - Desktop. J386P13
D &5 Ethemet AB_ETHIP-1
'3 % Ethernet, Ethernet
D & USB

Help

Browsing - node PCviaUSB, 17-Node USB CIP Port 27 found Zoom: 100%

Path: AB_ETH-11192.168.1.8

Path in AB_ETH-11192.168.1.8
Clear Project Path

.|
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2. Onthe Connected to Upload dialog box, verify the project to upload and click Upload.

Connected To Upload X
Options General DatefTime MajorFaults Minor Faults Project Nonvolatile Memory

Condition: You can go online without uploading. (Go Online is recommended, unless SSV
instructions have made changes to the controller. and you want to update the
open projectwith those changes.)

Connected Controller.
Controller Name: controller_project
Controller Type:  5069-L340ERM CompactlLogix™ 5380 Controller

Comm Path: AB_ETH-1\192.168.1.8
Serial Number. 607FABBS
Security: No Protection

Offline Project

Controller Name: controller_project
Controller Type:  5069-L340ERM CompactLogix™ 5380 Controller

File: .eDrive - Rockwell Automation, Inc\Desktop\controller_project ACD
Serial Number. 607FABB8
Security. No Protection

Online edits performed during upload may prevent upload from completing.
] [ Prohibit online edits during upload.

Go Online [ Upload ] SelectFile... Cancel Help

Use the Controller Status Menu to Upload from the Controller

After you chose a communication path, you can use the Controller Status menu to upload from
the controller.

1. From the Controller Status menu, choose Upload.

i m RUN —_
= OK | Path: AB_ETHIP-1\192. 168, 1. 11\Backplane\4
I Energy Storage
i m o Offline fl. NoForces P NoEdits
Controller Organizer Go Online
Gila | Upload...
4 .| Controller SafetyProject Download

< Controller Tags
Controller Fault Handler
Power-Up Handler

Program Mode

Run Mode

2. Onthe Connected to Upload dialog box, verify the project to upload and click Upload.

Considerations for Upload from a Safety Controller

For a safety project, the Studio 5000 Logix Designer® application compares the following
information in the project and the controller:

«  Controller serial number (if project to controller match is selected)

+ Open project to the controller project

+  Firmware major and minor revisions

« Safety signature (if one exists)
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Controller Operation Modes

Rockwell Automation, Inc.

IMPORTANT: An upload is allowed regardless of the Safety status and the safety-locked state of the offline project
and controller. The locked status follows the state of the uploaded project.

Upload Behavior

Response

If the project to controller match is enabled, the Logix
Designer application checks whether the serial number
of the open project and the serial number of the
controller match.

«  Connect to the correct controller or verify that this
is the correct controller.

»  Select a new project to upload into or select
anather project by choosing Select File.

 Ifitis the correct controller, select the Update
project serial number checkbox to allow the
download to proceed. The project serial number is
modified to match the contraller serial number.

The Logix Designer application checks whether the open
project matches the controller project.

 If the projects do not match, you must select a
matching file or cancel the upload process.

« If the projects match, the software checks for
changes in the offline (open) project.

The Logix Designer application checks for changes in
the offline project.

« If there are no changes in the offline project, you
can go online without uploading. Click Go Online.

« If there are changes in the open project that are not
present in the controller, you can choose to upload
the project, cancel the upload, or select another file.

Uploading safety signature...

This message appears during the upload only if a safety
signature matching the one in the controller does not
exist in the offline project.

If you choose Upload, the standard and safety applications are uploaded. If a safety signature
exists, it is also uploaded. The safety-lock status of the project reflects the original status of the

online (controller) project.

O Before the upload, if an offline safety signature exists, or the offline project is safety-locked but the
controller is safety-unlocked or has no safety signature, the offline safety signature and safety-locked
state are replaced by the online values (safety-unlocked with no safety signature). If you do not want to
make these changes permanent, do not save the offline project following the upload.

The controller operates in the following modes:

* Run

* Remote Run

* Remote Program
* Remote Test

+ Program

Run Mode

In Run mode, the controller is actively controlling the process or machine. You cannot edit

projects when the controller is in Run mode.
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fr ATTENTION: Only use Run mode when all conditions are safe.

The controller can perform these functions in Run mode:

 Turn outputs to the state commanded by the logic of the project
 Execute (scan) tasks
» Send messages
» Send and receive data in response to a message from another controller
* Produce and consume tags

The controller cannot perform these functions in Run mode:

 Turn outputs to their configured state for Program mode

» Change the mode of the controller via the programming software
* Download a project

 Schedule a ControlNet® network

While online, edit the project

Remote Run Mode
Remote Run mode is identical to Run mode except you can edit the project online, and change
the controller mode through the Logix Designer application.

ATTENTION: You are able to modify a project file online in Remote Run mode. Be sure to control
outputs with care to avoid injury to personnel and damage to equipment.

The controller can perform these functions in Remote Run mode:

 Turn outputs to the state commanded by the logic of the project
« Execute (scan) tasks
» Change the mode of the controller via the programming software
+  While online, edit the project
+ Send messages
+ Send and receive data in response to a message from another controller
*  Produce and consume tags
* Generate a safety signature
The controller cannot perform these functions in Remote Run mode:

« Turn outputs to their configured state for Program mode
* Download a project
 Schedule a ControlNet® network

Remote Program Mode
Remote Program mode functions like Program mode, except you can change the controller
mode through the Logix Designer application.

ATTENTION: Outputs are commanded to their Program mode state, which can cause a dangerous
t j 5 situation.
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Rockwell Automation, Inc.

The controller can perform these functions in Remote Program mode:

» Turn outputs to their configured state commanded for Program mode
» Change the mode of the controller via the programming software
* Download a project
 Schedule a ControlNet® network
While online, edit the project
 Send and receive data in response to a message from another controller
+ Produce and consume tags
» Generate a safety signature
The controller cannot perform these functions in Remote Program mode:

» Turn outputs to the state commanded by the logic of the project
» Execute tasks

Remote Test Mode
Remote Test mode executes code, but I/0 is not controlled. You can edit the project online and
change the controller mode through the Logix Designer application.

ATTENTION: Outputs are commanded to their Program mode state, which can cause a dangerous
‘ i ! situation.

The controller can perform these functions in Remote Test mode:

+ Turn outputs to their configured state commanded for Program mode
* Execute tasks
» Change the mode of the controller via the programming software
»  While online, edit the project
» Send messages
» Send and receive data in response to a message from another controller
*  Produce and consume tags
The controller cannot perform these functions in Remote Test mode:

» Turn outputs to the state commanded by the logic of the project
* Download a project

 Schedule a ControlNet® network

+ Send messages

Program Mode
Program mode does not execute code or control I/0, but editing is available. Controller modes
cannot be changed through the Logix Designer application.

ATTENTION: Do not use Program mode as an emergency stop (E-stop). Program mode is not a safety
device.

Outputs are commanded to their Program mode state, which can cause a dangerous situation.

The controller can perform these functions in Program mode:

 Turn outputs to their configured state commanded for Program mode
* Download a project
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* Schedule a ControlNet® network
»  While online, edit the project
» Send and receive data in response to a message from another controller
*  Produce and consume tags
The controller cannot perform these functions in Program mode:

 Turn outputs to the state commanded by the logic of the project
* Execute tasks

» Change the mode of the controller via the programming software
» Send messages

Change the Operation Mode

You can use the switch on the front of the controller to change the operation mode.

To change the operation mode, you must physically change the position of the switch to
correspond with the desired operation mode, as described in the following table.

Table 10. Controller Switch Positions and Operation Modes

Switch Position Operation Mode
RUN Run mode
REM * Remote Run mode

* Remote Program mode

*  Remote Test mode

PROG Program mode

When the switch is in the REM position, there are three possible modes:

 To activate Remote Run mode, move the switch from RUN to REM.
+ To activate Remote Program mode, move the switch from PROG to REM.
 Toactivate Remote Test mode, use the programming software along with the REM switch
position.
When the switch on the controller is set to RUN mode, features like online editing, program

downloads, and firmware updates are prohibited. For a list of prohibited features, see Controller
Operation Modes on page 81.

The switch provides a mechanical means to enhance controller and control system security. The
physical switch can complement other authorization and authentication methods that similarly
control user-access to the controller, such as the FactoryTalk® Security service.

IMPORTANT: Place the switch in REM or PROG mode during controller commissioning and maintenance and
whenever access is needed to change the program, configuration, or firmware.

Use the Logix Designer Application to Change the Operation Mode

When you are online with the controller, and the switch position is set to REM, then you can use
the Logix Designer application to change the operation mode.
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Controller Reset Button

Rockwell Automation, Inc.

The Controller Status menu lets you specify these operation modes:

*  Remote Program
* Remote Run
* Remote Test

From the Controller Status pulldown menu, choose the operation mode.

Figure 21. Operation Modes in Logix Designer

™ program Mode . F
:: ™ Controller OK
i B Energy Storage OK

% = O Not Respondina Rem Prog B No Forces ),__“No Edit_s

Controller Organizer

o=
a

a °F ‘

4 . Controller SafetyProject
< Controller Tags
Controller Fault Handler
Power-Up Handler
4 .| Tasks
4 () A_Very_Safe_Task (20 ms)
> L SafetyProgram
> 1 AdditionalSafetyProgram
> L SafetyProgram1

Path: AB_ETHIP-3\192.168.1.82*

Go Offline
Upload...

Download

Program Mode
Run Mode
Test Mode

Clear Faults

Go To Faults

Controller Properties

You can reset the controller with the reset button. The reset button is only read during a power-
up or restart. If you press the reset button at another time, it has no effect.

A Safety Locked status or safety signature does not prevent you from performing a controller
reset. Because the project is cleared from the controller during a reset, the safety level of the

controller is cleared also. When you download a safety project to the controller, the safety level

is set to the level specified in the project.

For a SIL 3 safety controller, the reset button resets both the primary safety controller and the

safety partner.

A controller has two stages of reset:

» A Stage 1reset clears the application program and memory, but retains the IP address,
all network settings, and firmware revision. A stage 1reset occurs only if the controller

contains a user application.

 AStage 2 reset returns the controller to out-of box settings (including firmware), and

clears all network settings. A stage 2 reset occurs only if the controller does not contain a
user application, and the current controller firmware is not a 1.x version.

IMPORTANT: Because port enable/disable status is associated with the project, Ethernet port(s) becomes enabled

after a Stage 1or Stage 2 reset.
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WARNING: When you press the reset button while power is on, an Electric Arc can occur. This could
cause an explosion in hazardous location installations. Be sure that power is removed or the area is

nonhazardous before proceeding.

Stage 1Reset
A stage 1reset occurs only if the controller contains a user application. The stage 1reset does
the following:
* Clears the application program.
* Retains the network settings for the embedded Ethernet port(s).
* Retains APR (motion position) information.
* Retains non-volatile configuration parameters for PTP (Precision Time Protocol)/CIP Sync
time synchronization.
* Resets WallClockTime to default parameters.
 Resets the controller to begin the controller startup process.
 Helps to prevent the controller from loading firmware or software from the memory card
on first start up after the reset, regardless of the setting on the memory card and without
modifying the memory card contents (the write-protect setting is irrelevant). A memory
card will reload on subsequent powerup situations.
« Enables the Ethernet port(s), if it was previously disabled.
To perform a Stage 1reset, complete these steps. This process assumes that a memory card is
installed in the controller.
1. Power down the controller.
2. Open the front door on the controller.
3. Use a small tool with a diameter of a paper clip, to press and hold the reset button. The
button is recessed behind the panel.
4. While holding in the reset button, power up the controller.
5. Continue to hold the reset button while the 4-character display cycles through CLR, 4,
3, 2,1, Project Cleared.
6. After Project Cleared appears, release the reset button.
IMPORTANT: If you release the reset button before Project Cleared scrolls across the display, the
controller continues with powerup and does not reset
After a Stage 1reset is performed, load a project to the controller in these ways:
- Download the project from the programming software.
- Cycle power on the controller to load a project from the SD card.
This option works only if the project stored on the SD card is configured to load
the project on powerup.
Stage 2 Reset

A stage 2 reset occurs only if the controller does not contain a user application, and the current
controller firmware is not a 1.x revision.
The stage 2 reset does the following:

Returns the madule to revision 1.x firmware (out-of-box firmware revision).

* Clears all user settings to the out-of-box values including network and time
synchronization settings.
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If the controller uses firmware revision 29.011 or later, the EtherNet/IP™ mode is reset to
Dual-IP mode.
Resets the controller to begin the controller startup process.

There will be no entries in the controller log after a Stage 2 reset, but saved logs on the
memory card remain.

To perform a Stage 2 reset, complete these steps. This process assumes that a memory card is
installed in the controller.

o

Power down the controller.

Open the front door on the controller.

Remove the memory card.

Use a small tool with a diameter of a paper clip, to press and hold the reset button. The

button is recessed behind the panel.

While holding in the reset button, power up the controller.

Continue to hold the reset button while the 4-character display cycles through DFLT, 4,

3, 2,1, Project Cleared.

After Project Cleared appears, release the reset button.

On your workstation, delete all files on the memory card.

Power down the controller.

Reinstall the memory card.

Powerup the controller.

Verify that the controller is at firmware revision 1., and the controller is set to DHCP.

After a Stage 2 reset is performed, you must complete these tasks to use the

controller again:

a. Configure the Ethernet ports, set the desired EtherNet/IP™ mode, and set the
controller IP address configuration.
Update the firmware revision.

. Download a project to the controller in one of these ways:

- Download the project from the programming software.

- Cycle power on the controller to load a project from the memory card. This option
works only if the project stored on the memory card is configured to load the
project on powerup.
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Use the Memory Card

The controllers ship with a memory card installed.

The safety partners ship with a memory card installed. This card is used internally by the
product to automatically capture the module error log should a fault occur.

We recommend that you leave the memory card installed, so if a fault occurs, diagnostic data is
automatically written to the card. Rockwell Automation can then use the data to help investigate
the cause of the fault.

We recommend that you use the memory cards available from Rockwell Automation®. For
information on what memory cards are compatible with the controllers, see 1756 ControlLogix
and GuardLogix Controllers Technical Data, 1756-TD0O1.

While other memory cards can be used with the controller, Rockwell Automation® has not tested
the use of those cards with the controller and you could experience data corruption or loss.

Memory cards that are not provided by Rockwell Automation® can have different industrial,
environmental, and certification ratings as those cards that are available from Rockwell
Automation®. These cards can have difficulty with survival in the same industrial environments
as the industrially rated versions available from Rockwell Automation®.

The memory card that is compatible with your controller is used to load or store the contents of
user memory for the controller.

When you use the Store feature, the project that is stored on the memory card matches the
project in the controller memory then. Changes that you make after you store the project are
not reflected in the project on the memory card.

If you change the project in the controller memory but do not store those changes, the next time
that you load the project from the memory card to the controller, you overwrite the changes.

IMPORTANT: Do not remove the memory card while the controller is reading from, or writing to, the card. If you
remove the card during either activity, the data on the card or controller can become corrupt.

Additionally, the controller firmware at the time when the card is removed can become corrupted. Leave the card
in the controller until the 0K status indicator turns steady green.

If a memory card is installed, you can see the contents of the card on the Nonvolatile Memory
tab of the Controller Properties dialog box. If a safety application is stored on the card, the
safety-lock status and the safety signature are shown.

The project must be online to see the contents of the memory card.
Remember the following:

» A'memory card slot is on the front of the controller behind the door.

 If the memory card is installed and a fault occurs, diagnostic data is automatically
written to the card. Diagnostic data helps the investigation and correction of the fault
cause.

 The controller detects the presence of a memory card at power-up or if a card is inserted
during controller operation.

» The memory card can store all configuration data that is stored in nonvolatile memory.

» The memory card can store the back-up program.
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Store to the Memory Card

Rockwell Automation, Inc.

IMPORTANT: We recommend that you back up your controller project to a memory card regularly. If a major non-
recoverable fault occurs that removes the program from the controller memory, the backup copy on the memory
card can be automatically restored to the controller and quickly resume normal controller operation.

For detailed information on how to use nonvolatile memory, refer to the Logix 5000 Controllers
Nonvolatile Memory Programming Manual, publication 1756-PM017.

Safety Project Considerations
You cannot store a safety project if the safety task status is Safety Task Inoperable. When you
store a safety project, the controller firmware is also stored to the memory card.

If no application project exists in the controller, you can save only the firmware of the controller
if a valid partnership exists, you can only save the firmware of the internal safety partner.

A firmware-only load does not clear a Safety Task Inoperable condition.
If a safety signature exists when you store a project, the following occurs:

 Both safety and standard tags are stored with their current values.
 The current safety signature is saved.

When you store a safety application project on a memory card, we recommend that you select
Program (Remote Only) as the Load mode, that is, the mode that the controller enters after a
project is loaded from the memory card.

IMPORTANT: To help prevent the firmware that is stored on the memory card from overwriting newly updated
firmware:
»  The update process first checks the load option on the memory card and changes the load option to User
Initiated if necessary.
»  The firmware update process.
»  The controller resets.

»  The load option remains set to User Initiated.

If the memory card is locked, the load option does not change, and the firmware that is stored on the memory card
can overwrite the newly updated firmware.

We recommend that you back up your controller project to a memory card reqularly. If a major
nonrecoverable fault occurs that removes the program from the controller memory, the backup
copy on the memory card can be automatically restored to the controller to resume normal
controller operation.

To store a project to the memory card, complete these steps.
1. Make sure that the controller is online in Program mode or Remote Program mode.
2. In the Controller Organizer, double-click the controller to open the Controller Properties
dialog box.

3. Click the Nonvolatile Memory tab.
4. On the right side of the Nonvolatile Memory tab, click Load/Store.

If Load/Store is dimmed, verify the following:

- The controller is in Program mode or Remote Program mode.

- You specified the correct communication path.
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Table 11. Choose a Load Image Setting

The memory card is installed.

corner of the Nonvolatile memory/Load Store dialog box.

The memory card is unlocked. The locked status appears in the bottom-left

If the memory card is not installed, a message in the lower-left corner of the

Nonvolatile Memory tab indicates the missing card.

(1) MNonvolatile memory not present.

In the Load Image field, select a setting according to your application requirements
described in the following table.

Load Image:
Load Mode:

Safety Application:

User Initiated

On Power Up
User Initiated
URIGcKed

Application

Requirement

Load Image Setting

Description

Safety Considerations

Load image when you

turn on or cycle power

On Power Up

During a power cycle, you lose any online
changes, tag values, and network schedule
that you have not stored in the nonvolatile
memory.

The controller loads the stored project and
firmware at every powerup regardless of
the firmware or application project on the
controller.

You can always use the Logix Designer

application to load the project.

For a safety project, On Power Up loads whether

the controller is safety-locked or there is a safety

signature.

Load image when there
is no project in the
controller and you turn
on or cycle chassis

power

On Uninitialized Memory

If the project has been cleared from memory,
this option loads the project back into the
controller on powerup.

The controller updates the firmware on the
controller, if necessary. The application

project that is stored in nonvolatile memory

The controller also updates the firmware on the

safety partner, if necessary.
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Application

Requirement

Load Image Setting

Description

Safety Considerations

is also loaded and the controller enters the
selected mode, either Program or Run.
- You can always use the Logix Designer

application to load the project.

Load image only from
the Controller Properties
dialog in the Logix

Designer application

User Initiated

If the controller type and the major and minor
revisions of the project in nonvolatile memory

match the controller type and major and minor

revisions of the controller, you can initiate a load.

- You caninitiate a load, regardless of the
Safety Task status.

- You canload a project to a safety-locked
controller only when the safety signature
of the project that is stored in nonvolatile
memory matches the project on the
controller.

- If the signatures do not match or the
controller is safety-locked without a safety
signature, you are prompted to first unlock
the controller. When you unlock the controller
and initiate a load from nonvolatile memory,
the safety-lock status, passwords, and safety
signature are set to the values contained in
nonvolatile memory once the load is complete.

- If the firmware on the primary controller
matches the revision in nonvolatile memory,
the safety partner firmware is updated, if
necessary, the application that is stored
in nonvolatile memory is loaded so that
the Safety Task status becomes Safety
Task Operable and the controller enters the

Program mode.

Rockwell Automation, Inc.
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IMPORTANT: To help prevent the firmware that is stored on the memory card from overwriting newly
updated firmware:
- The update process first checks the load option on the memory card and changes the load option
to User Initiated if necessary.
- The firmware update proceeds.
- The controller resets.

- The load option remains set to User Initiated.

If the memory card is locked, the load option does not change, and the firmware that is stored on the
memory card can overwrite the newly updated firmware.

6. Inthe Load Mode field, choose the mode that you want the controller to go to after
loading:
- Program (Remote Only)
- Run(Remote Only)

IMPORTANT: Safety Consideration

We recommend that you use Program (Remote Only), when you set the Load Mode for a safety
application project

7. According to your application requirements, set the Automatic Firmware Update
properties for /0 devices in the configuration tree of the controller. The Automatic
Firmware Update property is also referred to as the Firmware Supervisor feature.

IMPORTANT: Safety Consideration

Some Safety I/0 devices do not support the Firmware Supervisor feature.

This table describes the Automatic Firmware Update options for 1/0 devices.

Setting

Description

Disable

- Disables any automatic firmware updates.
- This item only appears in the menu when you initially save the image.

Enable and Store Files to Image

- Enables automatic firmware updates for 1/0 devices in the configuration tree of the controller.
- Saves I/0 device firmware and controller firmware to the image.

- Only I/0 devices that are configured for Exact Match Keying participate in the Automatic Firmware
Update process. The devices that are used with this option must support the revision of firmware being
updated to.

Disable and Delete Files from Image

- Disables automatic firmware updates for 1/0 devices in the configuration tree of the controller.
- Removes I/0 device firmware from the image but does not remove controller firmware from the image.

- This item only appears in the menu on subsequent saves of the image.
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8.  Click Store.
9. Click Yes in the confirmation dialog box that appears.

5069-UMOOIN-EN-P - January 2026 Rockwell Automation, Inc.



Chapter7  Use the Memory Card

Rockwell Automation, Inc.

Logix Designer X

Consider the following before proceeding with
the Store:

! DANGER: This controller is the Coordinated System Time
master. Servo axes in synchronized controllers in this chassis. or
other chassis using SynchLink. will be turned off.

! All communications to this controller will be lostincluding this
workstation and any communications bridged through this
controller.

1 Storing will temporarily close the connections to the I/O modules.

! Removal of the memory card during the Store may corrupt the

stored image.
Continue with the Store?

Yes No

If you enabled Automatic Firmware Update, then a dialog box appears to inform you

which modules are not included in the Automatic Firmware Update operation.

Automatic Firmware Update X

The following module(s) will not be included in the Automatic firmware Update operation.

Module Name NPavent Name : Module Address IModuIe Type Explanation
safety_in_out_io ILocal:152_168.1,11 |1732ES-IEKXOBBIA Electronic Keying not set to Exact Match

Continue with the Store?

Yes No

IMPORTANT: Do not remove the memory card while the controller is reading from or writing to the card.
If you remove the card during either activity, the data on the card or controller can become corrupt.
Also, the controller firmware at the time when the card is removed can become corrupt. Leave the card

in the controller until the OK status indicator turns steady green.

On the Automatic Firmware Update dialog box, click Yes.

The project is saved to the memory card as indicated by the controller status
indicators. While the store is in progress, the following occurs:

- OKindicator is flashing green.

- Memory card is flashing green.
- Saving...Do Not Remove SD Card is shown on the status display.

- Adialog box in the Logix Designer application indicates that the store is in
progress.
- Controller resets.

- SAVE is shown on the status display.
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When the store is complete, the controller resets.

IMPORTANT: Allow the store to complete without interruption. If you interrupt the store, data corruption
or loss can occur.

Load from the Memory Card

After you set the communication path, are online with the controller, and changed the controller

to Program mode, you can load a project to the controller from the memory card.

IMPORTANT: With the memory card and new, out-of-box controllers:

If you insert a memory card with an image into a new, out-of-box controller (firmware 1.x), then at
powerup, the controller automatically updates the firmware up to the version of firmware that is stored on
the memaory card. The update happens regardless of the Load Image setting in the image on the memory
card (User Initiated, On Power Up, or On Uninitialized Memory).

« If the image was created with either On Power Up or On Uninitialized Memory settings, then the controller
both updates the firmware and loads in the controller application.

You can load from a memory card to a controller in one of the following ways:

Controller powerup
» User-initiated action

Controller Powerup

This table shows what happens at powerup when you insert a memory card that contains an

image into a controller.

Image Setting

Controller is in
out-of-box condition
(v1.x firmware)

Firmware > 1.x and
internal nonvolatile
memory is not valid

(“Valid” includes the No
Project condition)

Firmware > 1.x and
internal nonvolatile
memory is valid

(“Valid” includes the No
Project condition)

User Initiated

Loads Firmware Only

Does Nothing

Does Nothing

On Power Up

Loads both Firmware and
Application

* Loads Firmware if
there is a revision
mismatch

+ Loads Application

* Loads Firmware if
there is a revision
mismatch

+ Loads Application

On Uninitialized Memory

Loads both Firmware and
Application

* Loads Firmware if
there is a revision
mismatch

 Loads Application

Does Nothing

User-initiated Action

IMPORTANT: For an out-of-box controller that uses firmware revision 1.xx, you must manually update the controller
to the required firmware revision before you can load a project on the controller.
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You must complete the following before you can load a project to the controller from the
memory card when the controller is already powered-up:

Make sure that the controller has a working firmware revision.
Establish the communication path.

Go online with the controller.

Make sure that the controller is in Program mode.

To load a project to the controller from the memory card, complete these steps.

1.

Rockwell Automation, Inc.

In the Controller Organizer, double-click the controller to open the Controller Properties
dialog box.

Click the Nonvolatile Memory tab.

Under Image in Nonvolatile Memory, verify that the name of the controller project that is
listed is the correct one.

O If no project is stored on the memory card, a message on the Nonvolatile Memory tab indicates
that an image (or project) is not available.

For information on how to change the project that is available to load from nonvolatile
memory, see the Logix 5000 Controllers Nonvolatile Memory Programming Manual,
publication 1756-PMO17.

On the right side of the Nonvolatile Memory tab, click Load/Store.

Q If Load/Store is dimmed (unavailable), verify the following:
- You have specified the correct communication path and are online with the controller.

- The SD card is installed.

- The controller is not in Run Mode.

On the bottom of the Nonvolatile Memory tab, click Load.
Click Yes on the confirmation dialog box that appears.

Logix Designer X
Consider the following before proceeding with
. the Load:
! DANGER: This controller is the Coordinated System Time

master. Servo axes in synchronized controllers in this chassis. or
other chassis using SynchLink, will be turned off.

! All communications to this controller will be lostincluding this
workstation and any communications bridged through this
controller.

! Removal of the memory card during the Load may corrupt the

image being loaded.
ith the Load?

No

After you click Yes, the project is loaded to the controller as indicated by the controller
status indicators. A dialog box in the Logix Designer application also indicates that the

store is in progress.
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Table 12. Controller Status Indicators
4-character Displ
Controller SD Indicator OK Indicator characiorTispay
Message
Controller when restoring | Flashing Green Steady Red “LOAD", then followed by
firmware or project “UPDT”
SIL 2 controller when Flashing Green Steady Red “LOAD", then followed by
restoring firmware or “UPDT”
project
SIL 3 controller during Flashing Green Steady Green “Updating Firmware...Do
primary controller Not Remove SD Card”
firmware update
SIL 3 controller during Flashing Green Steady Green “Updating Firmware...Do
Safety Partner firmware Not Remove SD Card”
update
SIL 3 controller when Flashing Green Steady Green “Loading...Do Not Remove
loading project SD Card”
When the load is complete, the controller reboots.
Other Memory Card Tasks

96

You can perform these tasks with the memory card:

» Change the image that is loaded from the card

+  Check for a load that was completed

 Clear animage from the card
+ Store an empty image
» Change load parameters

 Read/write application data to the card

» View safety-lock status and safety signatures on the Nonvolatile Memory tab

For more information on how to complete any of these tasks, see the Logix 5000 Controllers
Memory Card Programming Manual, publication 1756-PMO17.
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CompactLogix® 5380 and Compact GuardLogix® 5380 controllers operate on EtherNet/IP™

networks. Before your controller can operate on EtherNet/IP™ network, you must configure
driver in RSLinx® Classic software. For information on how to configure EtherNet/IP™ or USB

drivers, see the EtherNet/IP Network Devices User Manual, publication ENET-UMOOG.

IMPORTANT: Some example graphics in this chapter use CompactLogix® 5380 controllers and some use Compact

GuardLogix® 5380 controllers.

The controller used is for example purposes only. Each example can use either controller type. For example, the
graphics shown in Linear Network Topology on page 100 use Compact GuardLogix 5380 controllers. You can use

CompactLogix 5380 controllers in the same examples.

The EtherNet/IP™ network offers a full suite of control, configuration, and data collection

services by layering the Common Industrial Protocol (CIP™) over the standard Internet protocols,

such as TCP/IP and UDP. This combination of well-accepted standards provides the capability

that is required to support information data exchange and control applications.

The controllers use socket interface transactions and conventional communication over the

EtherNet/IP™ network to communicate with Ethernet devices that do not support the EtherNet/

IP™ application protocol.

EtherNet/IP Network Functionality
The CompactLogix® 5380 controllers and some use Compact GuardLogix® 5380
controllers support the following:

*  Dual built-in EtherNet/IP™ network ports - Port Al and port A2

Support for these EtherNet/IP™ modes:

- Dual-IP mode - Available with the Studio 5000 Logix Designer® application, version

29 or later
- Linear/DLR mode
 Support for these EtherNet/IP™ network topologies:
- Device Level Ring (DLR)
- Linear
- Star
» Support for these EtherNet/IP™ network communication rates:
- 10 Mbps
- 100 Mbps
- 1Gbps
Support for only full-duplex operation
Support for CIP Sync™ technology that is based on Time Synchronization using the
|EEE-1588 Precision Time Protocol
« Duplicate IP address detection

For more information about network design, see the Ethernet Design Considerations Reference

Manual, publication ENET-RM002.

Nodes on an EtherNet/IP Network

Rockwell Automation, Inc.

When you configure your CompactLogix® 5380 or Compact Compact GuardLogix® 5380 control
system, you must account for the number of EtherNet/IP™ nodes that you include in the 1/0

configuration section of your project.
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Figure 22. EtherNet/IP Nodes Example

The Capacity tab in the Controller Properties dialog box displays the number of Ethernet nodes

that are used in a project.

Figure 23. Controller Capacity

The following table shows the maximum supported nodes for controllers with firmware revision
31 or later. Earlier firmware revisions can have lower node counts.

Table 13. Supported Nodes

CompactLogix 5380 Controllers

CompactLogix 5380 Controllers

Nodes Supported, max

5069-L306ER, 5069-L306ERM 5069-L306ERS2, 5069-L306ERMS2, | 16
5069-L306ERMS3
5069-L310ER, 5069-L310ER-NSE, 5069-L310ERS2, 5069-L310ERS2K, 24
5069-L310ERM, 5069-L310ERMK 5069-L310ERMS2, 5069-L310ERMS2K,
5069-L310ERMS3, 5069-L310ERMS3K
5069-L320ER, 5069-L320ERM, L320ERS2, 5069-L320ERS2K, 40
5069-L320ERP 5069-L320ERMS2,
5069-L320ERMS2K,
5069-L320ERMSS, 5069-L320ERMS3K
5069-L330ER, 5069-L330ERM 5069-L330ERS2, 5069-L330ERS2K, | 60
5069-L330ERMS2,
5069-L330ERMS2K,
5069-L330ERMS3, 5069-L330ERMS3K
5069-L340ER, 5069-L340ERM, 5069-L340ERS2, 5069-L340ERMS2, | 90
5069-L340ERP 5069-L340ERMS3
5069-L350ERM 5069-L350ERS2, 5069-L350ERS2K, | 120
5069-L350ERMS?, 5069-L350ERMS2K
5069-L350ERMS3, 5069-L350ERMS3K
5069-L380ERM 5069-L380ERS?2, 5069-L380ERMS2, | 150
5069-L380ERMS3
5069-L3100ERM 5069-L3100ERS2, 5069-L3100ERMS2, | 180

5069-L3100ERMS3

Devices Included in the Node Count
Any EtherNet/IP™ devices that you add to the I/0 configuration section are counted toward the
controller node limit. The following are examples of devices that must be counted:

* Remote communication adapters

 Switches that are included in the I/0 configuration section

* Devices with an embedded Ethernet port, such as drives, I/0 modules, and linking devices
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» Remote controllers when a produce/consume connection is established between the two
controllers
» HMI devices that are included in the 1/0 configuration section

 Third-party devices that are directly connected to the EtherNet/IP™ network

Devices Excluded from the Node Count
When you calculate the EtherNet/IP™ node limitation of a controller, do not count devices that
exist on the EtherNet/IP™ network but are not added to the 1/0 configuration section.

The following devices are not added to the I/0 configuration section and are not counted among
the number of nodes:

«  Computer
» HMIs that are not added to the I/0 configuration section

 Devices that are the target of MSG Instructions but were not added to the I/0
configuration section
» Standard Ethernet devices with which the controller communicates via a socket interface

Device Level Ring Network Topology

Device Level Ring (DLR) is an EtherNet/IP™ protocol that is defined by ODVA. DLR provides a
means to detect, manage, and recover from a single fault in a ring-based network.

A DLR network includes the following types of ring nodes.

Table 14. DLR Nodes

Node Description

Ring supervisor A ring supervisor provides these functions:

» Manages traffic on the DLR network

»  Collects diagnostic information for the network

A DLR network requires at least one node to be
configured as ring supervisor. By default, the supervisor
function is disabled on supervisor-capable devices.

Ring participants Ring participants provide these functions:
* Process data that is transmitted over the network.

+ Pass on the data to the next node on the network.
 Report fault locations to the active ring supervisor.

When a fault accurs on the DLR network, ring
participants reconfigure themselves and relearn the
network topology.

Redundant gateways (optional) Redundant gateways are multiple switches that connect
to a DLR network and also connect together through the
rest of the network. Redundant gateways provide DLR
network resiliency to the rest of the network.

Depending on their firmware capabilities, both devices and switches can operate as supervisors
or ring nodes on a DLR network. Only some devices, such as switches, can operate as redundant
gateways.
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For more information about DLR, see the EtherNet/IP Device Level Ring Application Technique,
publication ENET-AT007.

IMPORTANT: A CompactLogix® 5380 or Compact GuardLogix® contraoller is typically in Linear/DLR mode when it is
used in a DLR topology. If the controller operates in Dual-IP mode, it must connect to a DLR topology via an ETAP
that is connected to an Ethernet port on the controller.

Figure 24. CompactLogix 5380 Controller in a DLR Topology

CompactLogix 5380 5069-AENTR
Compact 5000 1/0 Compact 5000 1/0

Device Level Ring Network

5069-AENTR
Compact 5000 I/0

Kinetix 5500 1734-AENTR PanelView Plus 7
1734 POINT 1/0

Linear Network Topology

Alinear network topology is a collection of devices that are daisy chained together across an
EtherNet/IP™ network. Devices that can connect to a linear network topology use embedded
switch technology to remove any need for a separate switch, as required in star network
topologies.

Figure 25. Compact GuardLogix 5380 Controller in a Linear Network Topology

5069-AENTR
1794-AENTR Compact 5000 1/0
1794 FLEX 1/0

E

PanelView Plus 7

Workstation

Compact GuardLogix 5380 SIL2 or SIL3  Kinetix 5500 1734-AENTR
Compact 5000 1/0 1734 POINT 1/0

For more information on how to design a DLR network, see the EtherNet/IP Embedded Switch
Technology Application Guide, publication ENET-APOQ5.
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Star Network Topology

A star network topology is a traditional EtherNet/IP™ network that includes multiple devices that
are connected to each other via an Ethernet switch. The controller can operate in Linear/DLR or
Dual-IP mode when it is connected to a star network topology.

If the controller operates in Dual-IP mode, the Ethernet ports have unique IP configurations and
must be connected to different subnets.

For more information on how to design a DLR netwaork, see the EtherNet/IP Embedded Switch
Technology Application Guide, publication ENET-APOQ5.

Figure 26. CompactLogix 5380 Controllers in a Star Network Topology

CompactLogix 5380
Compact 5000 1/0 5069-AENTR

Compact 5000 I/0

PanelView Plus 7

Kinetix 5500

PowerFlex 527 1734-AENTR
1734 POINT I/0

EtherNet/IP Network Communication Rates

Rockwell Automation, Inc.

The CompactLogix® 5380 and Compact GuardLogix® 5380 controllers support these EtherNet/
IP™ network communication rates:

* 10 Mbps
+ 100 Mbps
* 1Gbps

Network performance in CompactLogix® 5380 and Compact GuardLogix®5380 systems is
optimal if the 1Gbps network communication rate is used. However, many Ethernet devices do
not support the 1Gbps network communication rate. Instead, they support a maximum rate of
100 Mbps.

The difference in maximum network communication rates impacts your CompactLogix® 5380
or Compact GuardLogix®5380 system and, in some applications, restricts you from using the 1
Gbps network communication rate on a controller.
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When you design a CompactLogix® 5380 or CompactLogix®5380 system and consider using the
1Gbps rate on the controller, remember the following:

You can use the 1Gbps network communication rate on the controller ports when all
network devices support the 1Gbps, for example, 5069-AEN2TR adapters with Compact
5000® 1/0 modules and a gigabit-capable switch.

When you use the 1Gbps network communication rate, configure the controller ports to

use Auto-Negotiate.

CompactLogix 5380
Compact 5000 1/0

T

i
KL

Stratix 5400
16bps -Eig? 16bps
Q-

5069-AENTR

Compact 5000 1/0
Workstation

5069-AENTR
Compact 5000 1/0

You can use the 1Gbps network communication rate on the controller ports when some
network devices support a maximum network communication rate of 100 Mbps. However,

in this case, the controller must be connected to those devices through a managed
switch. .
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The port to which the controller is connected must be configured for Auto-Negotiate and

the 1Gbps network communication rate.

CompactLogix 5380

Compact 5000 1/0 5069-AENTR

Compact 5000 1/0

—— Stratix 5400

. . 100 Mbps _ 16bps
: E ...... ol

100 Mbps

PanelView Plus 7 16Gbps

5069-AENTR
PowerFlex 527 Kinetix 5500 Compact 5000 1/0

We recommend that you do not use the 1Gbps network communication rate on the controller
ports if it operates on a linear or DLR network topology and at least one device on the network
supports the maximum network communication rate of 100 Mbps.

That is, do not use different network communication rates on device ports in the same
EtherNet/IP network without a managed switch.

Al network communication 1794-AENTR 5069-AENTR
uses the 100 Mbps rate. 1794 FLEX 1/0 Compact 5000 1/0

PanelView Plus 7

Workstation

CompactLogix 5380 Kinetix 5500 1734-AENTR
Compact 5000 1/0 1734 POINT 1/0

Use a CIP Generic MSG to Enable SNMP on the Controller

Rockwell Automation, Inc.

Simple Network Management Protocol (SNMP) enables the controller to be remotely managed
through other network management software. SNMP defines the method of communication
among the devices and also denotes a manager for the monitoring and supervision of the
devices. SNMP is disabled on the controller by default. If the port is disabled, you can enable
SNMP on the controller with a CIP Generic MSG (firmware revision 32 or later).
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For more information about SNMP, see the Ethernet Reference Manual, publication ENET-RM002.

1. Add an MSG instruction to your program.

IMPORTANT: You cannot add an MSG instruction to your program if the controller switch is in RUN
mode, or if the FactoryTalk® Security settings deny this editing option.

2. Configure the Configuration tab on the Message Configuration dialog box as described
in the table below.

Message Configuration X

Configuration® Communication Tag

Message Type: CIP Generic v

Type:

Source Length: 5 = (Bytes)
Service .
Code: |4 ] (Hex) Class: X pegtnation
1nstance: Attribute: E (Hex) Elements New Tag

QEnable O Enable Waiting QO Start QO Done Done Length: 0
Q Error Code: Extended Error Code: [JTimedOut *
Error Path: R010

Error Text

i Aoply Help

Table 15. Enable SNMP

Field Description

Message Type CIP Generic

Service Type Custom
Service Code be
Instance 1= controller with single Ethernet port or configured for Linear/DLR mode

2 = controller configured for Dual-IP mode

Class f5

Attribute 0

Source Element Controller tag of USINT[5] data type.

In this example, the controller tag is named onArray and must match the following
graphic.
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Field Description
Name =2 « Value ¢ Style Data Type
. 4 onArray {...} Decimal USINTI5]
> onArray[0] 1 Decimal USINT
> onArray[1] 161 Decimal USINT
> onArray[2] 0 Decimal USINT
> onArray[3] 17 Decimal USINT
> onArray[4] 1 Decimal USINT

IMPORTANT: The Source Element tag in your Logix Designer application project
must match the values that are shown in the graphic. If you use values that are
different than the ones shown, SNMP will not be enabled.

Source Length 5

3. Configure the Communication tab to use a Path of THIS.

IMPORTANT: Messages to THIS must be unconnected messages.

Message Configuration X
Configuration® Communication® Tag
@ Path |THIS ‘ l Browse... I
THIS
Broadcast
Communication Method
CIP DH+ hanne ‘A i 0 =
CIP With : : 0 - - n Nod 0 >
Source ID =
[JConnected Cache Connections * Large Connection
QEnable O Enable Waiting QO Start QDone Done Length: 0
QO Error Code: Extended Error Code: |:| Timed Qut *
Emor Path: R010
Ermor Text
0K Cancel Apply Help
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Use a CIP Generic MSG to Disable SNMP on the Controller

Simple Network Management Protocol (SNMP) enables the controller to be remotely managed
through other network management software. SNMP defines the method of communication
among the devices and also denotes a manager for the monitoring and supervision of the
devices. SNMP is disabled on the controller by default. If the port is enabled, you can disable
SNMP on the controller with a CIP Generic MSG (firmware revision 32 or later).

For more information about SNMP, see the Ethernet Reference Manual, publication ENET-RM002.

1. Add an MSG instruction to your program.

IMPORTANT: You cannot add an MSG instruction to your program if the controller switch is in RUN
mode, or if the FactoryTalk® Security settings deny this editing option.

2. Configure the Configuration tab on the Message Configuration dialog box as described
in the table below.

Message Configuration X

Message Type: CIP Generic v

Type:

Source Length: 5 = (Bytes)
ggtrj\_g'ce (Hex) Class: | f5 ‘(Hex} Destination
jnstance:[1 Attribute: | 0 (Hex) Element: New Tag

I W

II

QOEnable QO Enable Waiting QO Start QO Done Done Length: 0
O Error Code: Extended Error Code: |:] Timed Qut *
Error Path: R010

Error Text

Cancel Apply Help

Table 16. Enable SNMP

Field Description

Message Type CIP Generic

Service Type Custom
Service Code he
Instance 1=controller with single Ethernet port or configured for Linear/DLR mode

2 = controller configured for Dual-IP mode
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Field Description
Class fb
Attribute 0

Source Element Controller tag of USINT[5] data type.

In this example, the controller tag is named offArray and must match the following

graphic.
. 4 offArray {..} Decimal USINT[5]
> offArray[0] 1 Decimal USINT
> offArray[1] 161 Decimal USINT
> offArray[2] 0 Decimal USINT
> offArray[3] 17 Decimal USINT
> offArray[4] 0 Decimal USINT

IMPORTANT: The Source Element tag in your Logix Designer application project
must match the values that are shown in the graphic. If you use values that are
different than the ones shown, SNMP is not disabled.

Source Length 5

3. Configure the Communication tab to use a Path of THIS.

IMPORTANT: Messages to THIS must be unconnected messages.

Message Configuration X
Configuration® Communication® Tag
@ Path: ITHIS ‘ l Browse... I
THIS
Broadcast
Communication Method
cP DH+ ne ‘Al i 0 :
CIP With : 0 - - 0 >
Source ID ' 4 )
[JConnected Cache Connections . Large Connection
QEnable O Enable Waiting QO Start QDone Done Length: 0
QError Code: Extended Error Code: |:| Timed Qut *
Emor Path: R010
Ermor Text
0K Cancel Apply Help
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Socket Interface

108

The controller can use socket interfaces to communicate with Ethernet devices that do not
support theEtherNet/IP™ application protocol. The socket interface is implemented via the
socket object. The controller communicates with the socket object via MSG instructions.

MSG instructions that configure and operate the socket interface must be configured as
Unconnected and use the Message to Self path. To communicate with another device, you must
understand the application protocol of the other device.

IMPORTANT: Keep these in mind when you use sockets with the controllers:
«  Use unconnected MSG instructions for socket servers. When you configure a MSG instruction, make sure
that the Connected checkbox on the Message Configuration dialog box is cleared.
»  When a controller operates in Dual-IP mode and uses a socket object, you can use an IP address with a
Socket_Create service type.

These devices support as many as 32 socket instances each:

» Controllers, firmware revision 35.011 or later
» 1756-EN4TR modules, firmware revision 5.001 or later

For more information on the socket interface, see the EtherNet/IP Socket Interface Application
Technique, publication ENET-AT002.

TLS Support

The secure socket option adds support for Transport Layer Security (TLS) to the socket object.

HTTP(S) REST API Client Support

You can develop your application to send HTTP REST API requests and implement HTTPS via the
socket interface with TLS. For more information, see the documentation for these objects in the
Common Application Library available from the Product Compatibility and Download Center at

rok.auto/pcdc:
* raC_Impl_HTTPClient
* raC_Impl_HTTPCmdGET
* raC_lmpl_HTTPCmdPOST
* raC_lmpl_HTTPCmdPUT
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Available Network Levels
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EtherNet/IP Modes

Two EtherNet/IP™ modes are available.

e Dual-IP
+ Linear/DLR
We expect you to have a working knowledge of both modes before using the controller.

The controllers can connect to these EtherNet/IP™ network levels:

» Enterprise-level Network
*  Device-level Network
The advantage of connecting to separate network levels is that you can segment the networks

and isolate the communication on each. For example, communication that is required for the
controller to execute a task is restricted to the device-level network.

Network segmentation and the resulting communication isolation can help provided enhanced
security in your application. Additionally, the option to connect to separate network levels helps
you organize the networks in your application in a more logical manner.

Enterprise-level Network
You can connect only port AT to an enterprise-level network.

IMPORTANT: When you set the IP address and subnet mask, you establish an IP address range for the port. Make
sure that the [P address ranges that are established for each port on the controller do not overlap. For more
information on overlapping IP address ranges, see Overlapping IP Address Ranges on page 113.

When you connect a port to an enterprise-level network, you configure the following
parameters:

* IP address (required)

«  Subnet mask, also called the network mask (required)

 Gateway address (optional)

* Host name (optional)

«  Domain name (optional)

«  Primary DNS server address (required if your controller makes DNS requests.)

« Secondary DNS server address (required if your controller makes DNS requests.)

Device-level Network
Remember the following when you connect to device-level networks:

* You are not required to connect the controller to an enterprise-level network to connect
to device-level networks.

» You can connect port Al, port A2, or ports Aland A2 to device-level networks.
When you connect a port to a device-level network, you configure the following parameters:

* IP address (Required)

+  Subnet mask, also called the network mask (Required)
 Gateway address (Optional)

*  Host name (Optional)
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Dual-IP Mode

Out-of-the-box, the controller'sEtherNet/IP™ mode is Dual-IP mode.

Dual-IP mode lets you connect ports Aland A2 to separate networks. In this mode, port Al can
connect to an enterprise-level network or a device-level network. Port A2 can only connect to a
device-level network.

IMPORTANT: Dual-IP mode is first available with CompactLogix® 5380 controller firmware revision 29.011 or later.

In this mode, each port requires its own network configuration.

You must avoid overlapping IP address ranges when you configure the Ethernet ports in Dual-IP
mode. For more information, see Overlapping [P Address Ranges on page 113.

The following figure shows a controller using Dual-IP mode with connections to an enterprise-
level network and a device-level network.

Figure 27. CompactLogix 5380 Controller in Dual-IP Mode with Enterprise-level and Device-
level Connections

Plant-wide Operations System

Esoamoeno® BILTg 1 Siratix 5410

Cum Cme mw = s

CompactLogix 5380
Compact 5000 I/0

Port Al
Connected to an
Enterprise-level
Network

PanelView Plus 7

'FEEEE]
[LITTII

Port A2 Connected to an
~ Device-level Network

5069-AENTR PowerFlex 527
Compact 5000 1/0

The following figure shows a controller using Dual-IP mode in with connections to separate
device-level networks, including a DLR network.

IMPORTANT: If a controller is using Dual-IP mode, it can connect to a DLR network topology only through a 1783
Ethernet tap, in this case via port A2.
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Figure 28. Controller in Dual-IP Mode with Device-level Network Connections Only
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Controller Functionality Considerations in Dual-IP Mode
Remember the following controller functions when you use Dual-IP mode:

 The controller does not support these functions:
- TCP routing or switching between the two separate networks.
- CIP™ bridging of 1/0 connections (including produce/consume) between the two
separate networks
 The controller supports these functions:
- CIP™ bridging for non-1/0 connections such as HMI, messaging, or sockets between
the two separate networks.

- CIP™bridging for UnconnectedCIP™ messages between the two separate networks.

Linear/DLR Mode

When controllers operate in Linear/DLR mode, they can only connect to one network with one
network configuration. The two physical ports allow the controller to connect to linear or DLR
media topologies.

After firmware revision 29.01 or later is installed on a controller, the EtherNet/IP mode is
automatically set to Dual-IP mode. You must change the EtherNet/IP Mode to use Linear/DLR
mode. For more information on how to change the controller to Linear/DLR mode, see the
following:

» Change the EtherNet/IP Mode in the Logix Designer Application on page 120
» (Change the EtherNet/IP Mode in FactoryTalk Linx Software on page 122
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Figure 29. CompactLogix 5380 Controller in Linear/DLR Mode on a DLR Network
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Figure 30. Compact GuardLogix 5380 Controller in Linear/DLR Mode on a Linear Network
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Figure 31. CompactLogix 5380 Controller in Linear/DLR Mode on a Star Network
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Overlapping IP Address Ranges

IMPORTANT: Overlapping IP address ranges only applies when the controller operates in Dual-IP mode.

The IP address and subnet mask values that you assign to an Ethernet port establish an [P
address range for the port. The subnet mask value is used to establish the network part of the
|P address.

Overlapping IP address ranges occurs when any IP address from one range is also present in the
other IP address range. When a controller uses Dual-IP mode, the network parts cannot overlap
between the Ethernet ports.

The following examples describe conditions in which IP address ranges do not or do overlap.

The key difference between the port configurations in the examples is the Subnet Mask/
Network Mask value for port Al. In the first example, the value is 255.255.255.0. In the second
example, the value 255.255.252.0.

Example - IP Address Ranges Do Not Overlap
The following table describes port ATand port A2 configurations that use IP address ranges that
do not overlap.

None of the IP addresses in either port IP address range exists in the IP address range for the
other port.

Subnet Mask/Network IP Address Range
Port Number IP Address

Mask (Low to High)
Al 192.168.1.5 255.255.255.0 192.168.1.1...192.168.1.254
A2 192.168.2.1 255.255.255.0 192.168.2.1...192.168.2.254

Example - IP Address Ranges Do Overlap
The table describes port Aland port A2 configurations that use IP address ranges that do
overlap.

All'IP addresses in the port A2 IP address range are in the port A1 P address range.

IP Address Range
Port Number IP Address Subnet Mask/Network
Mask (Low to High)
A 192.168.1.5 255.255.252.0 192.168.0.1...192.168.3.254
A2 192.168.2.1 255.255.255.0 192.168.2.1...192.168.2.254

Configure Dual-IP Mode in the Logix Designer Application

Rockwell Automation, Inc.

You can configure the controller for Dual-IP mode with Studio 5000 Logix Designer® application,
version 29 or later. The EtherNet/IP™ mode is Dual-IP by default and is displayed on the General
tab in the Controller Properties dialog box.
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3 Controller Properties - safety_line_5380 X
Nonvolatile Memory Capacity Internet Protocol Port Configuration Security Alarm Log OPC UA
General Major Faults Minor Faults Date/Time Advanced SFC Execution Project Safety
Vendor. Rockwell Automation/Allen-Bradley
Type: 5069-L3100ERMS2 Compact GuardLogix® 5380 Safety Controller
Revision 3701

safety_line_5380
Description

<none>

0 -

EtherNet/IP Mode: A1/A2: Dual-IP

OK Cancel Apply Help

You set the IP address and subnet mask on the Internet Protocol tab.

O When you set the IP address and subnet mask, we recommend that you use a USB connection from the
workstation to the controller.

1. Confirm that the project is online.
2. Confirm that the controller is in one of the following modes.
- Program

- Remote Program
- Remote Run

You cannot change the IP address or subnet mask if the controller is in Run mode.
Click the Internet Protocol tab.

From the Port dropdown menu, choose Al.

Click Manually configure IP settings.

Assign the IP address and network mask values.

Click Apply.
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8.

& Controller Properties - safety_line_5380 X
General Major Faults Minor Faults Date/Time Advanced SFC Execution Project Safety
Nonvolatile Memory Capacity Interet Protocol” Port Configuration Security Alarm Log OPC UA

Port Al v
© Manually configure IP settings
- sing DHCP
IP Address: 192 . 168 1 10 Subnet Mask: 256 . 285 . 255 . 0O
o P P o
I
Domain Name: Primary DNS Server [ g 0 0 0
Address:
. Secondary DNS |
HostName: Server Address: e o o.M
OK Cancel Apply Help

Repeat the steps for Port A2.

Configure Dual-IP Mode in FactoryTalk Linx

You can configure the controller for Dual-IP mode with FactoryTalk® Linxsoftware. You set the IP
Address and Network Mask on Internet Protocol tab.

O We recommend that you use a USB connection from the workstation to the controller when you set the IP

address and Subnet Mask.

Rockwell Automation, Inc.

Confirm that the project is online.
Confirm that the controller is in one of the following modes.
- Program

- Remote Program
- Remote Run

You cannot change the IP address or subnet mask if the controller is in Run mode.
From the Port pull-down menu, choose Al

Choose Manually configure IP settings.

Assign IP Address and Network Mask values.

Click Apply.
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Internet Protocol Port Configuration P Mode CIP Security LLoP

Al

@) Manually configure IP settings |

Obtain IP settings automatically using DHCP

192.186. 1 10 255.265.255. 0

Q a 10%

7. Repeat the steps for Port A2.

Configure Linear/DLR Mode in the Logix Designer Application

116

You can configure the controller for Dual-IP mode with Studio 5000 Logix Designer® application,
version 29 or later. The EtherNet/IP™ mode is Dual-IP by default.

You must change the EtherNet/IP™ mode to Linear/DLR. For information on how to change

the controller EtherNet/IP™ mode, see Change the EtherNet/IP Mode in the Logix Designer
Application on page 120.

After you change the EtherNet/IP™ mode to Linear/DLR mode, the new mode choice is displayed
on the General tab in the Controller Properties dialog box.
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et s P

1 -3 Controller Properties - safety_line_5380

B

—

X
Nonvolatile Memory Capacity Internet Protocol Port Configuration Network Security Alarm Log OPC UA
General Major Faults Minor Faults Date/Time Advanced SFC Execution Project Safety
| Vendor. Rockwell Automation/Allen-Bradley
Type: 5069-L3100ERMS2 Compact GuardLogix® 5380 Safety Controller Change Controller...
Revision: 3701
Name: safety_line_5380
Description: |
<none>
EtherNet/IP Mode: A1/A2 Linear/DLR Change IP Mode
t
[ OK Cancel Help
[ - > |

You set the IP address and subnet mask on the Internet Protocol tab.

O When you set the IP address and subnet mask, we recommend that you use a USB connection from the

workstation to the controller.

1. Confirm that the project is online.
2. Confirm that the controller is in one of the following modes.
- Program

- Remote Program
- Remote Run

You cannot change the IP address or subnet mask if the controller is in Run mode.
3. From the Port dropdown menu on the Internet Protocol tab, choose Al/A2.

=

Choose Manually configure IP settings.
h.  Assign the IP address and network mask values.
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6.  Click Apply.
| @ Controller Properties - safety_line_5380 X
General Major Faults i /Time Advanced SFC Execution Project Safety
Nonvolatile Memory ~ Capacity | IntemetProtocol® | PortConfiguration ~ Network ~ Securty ~ AlarmLog ~ OPCUA
| Port  Al/A2 =
© Manually configure IP setlings
= using DHCP
IP Address: 192 .18 T « 1 | Subnet Mask 255 . 255 . 255 . 0
Gateway Address: o - v -
Domain Name: Primary DNS Server 0 ¥ .0 . 0|
Address:
Secondary DNS 0 0 0 0

Host Name: Server Address

L Cancel Apply Help

Configure Linear/DLR Mode in FactoryTalk Linx Software

You can configure the controller for Linear/DLR mode with FactoryTalk® Linxsoftware. The
EtherNet/IP mode is displayed on the .. tab. The EtherNet/IP™ mode is Dual-IP by default.

You must change the EtherNet/IP™ mode to Linear/DLR. For information on how to change the
controller EtherNet/IP™ mode, see Change the EtherNet/IP Mode in FactoryTalk Linx Software on

page 122.
You set the IP Address and Subnet Mask on the Internet Protocol tab.

1. Confirm that the project is online.
2. Confirm that the controller is in one of the following modes.
- Program

- Remote Program
- Remote Run

You cannot change the IP address or subnet mask if the controller is in Run mode.
3. Right-click the controller, and choose Device Configuration.
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From the Port pull-down menu on the Internet Protocol tab, choose A1/A2.

Choose Manually configure IP settings.
Assign IP Address and Network Mask values.
Click Apply.
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8.  Click Yes on the IP Configuration dialog box.

IP Configuration

The IP configuration is about to change. Do you want
to continue?

= |

® & 100%

| £S

Change the EtherNet/IP Mode in the Logix Designer Application

Before you change the EtherNet/IP™ mode, consider the possible effects of the change.
The effects of changing the EtherNet/IP™ mode differ based on the mode change.

Table 17. Effect of Changing the EtherNet/IP Mode in Logix Designer

EtherNet/IP™ Mode Change Effects

Dual-IP Mode to Linear/DLR Mode IMPORTANT: You cannot change the controller EtherNet/IP™ mode from
Dual-IP to Linear/DLR when you are connected through port A1 port. You
must be connected to the controller via port A2 to change from Dual-IP

mode to Linear/DLR mode.

»  The port A2 IP address, network mask, default gateway settings are
applied to the A1/A2 port.

»  The MAC address of port Alis applied to port A1/A2.

This scenario exists if the controller firmware is upgraded to revision
29.01 or greater before an IP address is set.

»  Attempts to change from Dual-IP mode to Linear/DLR mode are only
successful if the 1/0 configuration section in at least one port does not
contain modules.

« If the I/0 configuration sections for both ports include modules,
you cannot change the EtherNet/IP™ mode from Dual-IP mode to
Linear/DLR mode.

Linear/DLR Mode to Dual-IP Mode » The port A1/A2 IP address, network mask, default gateway settings are
applied to port A2.

«  Other port A1/A2 settings, for example, DNS servers and Domain Name,
are lost.

» The port A1/A2 MAC address is applied to port Al. A separate MAC
address is applied to Port A2.
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Table 17. Effect of Changing the EtherNet/IP Mode in Logix Designer (continued)

EtherNet/IP™ Mode Change Effects

«  Port Alis DHCP-enabled.

« The I/0 Configuration section in the Logix Designer application project
is automatically assigned to port Al.

* You can change the I/0 configuration in the Logix Designer application
project to assign it to port A2.

IMPORTANT: This example shows the EtherNet/IP™ mode change from Dual-IP mode to Linear/DLR mode. The
same tasks apply to change from Linear/DLR mode to Dual-IP mode.

1. Confirm that the project is offline.
2. Onthe General tab of the Controller Properties dialog box, click Change IP Mode.

g'f Controller Properties - safety_line_5380 X
Nonvolatile Memory Capacity Internet Protocol Port Configuration Security Alarm Log OPC UA
General Major Faults Minor Faults Date/Time Advanced SFC Execution Project Safety
Vendor. Rockwell Automation/Allen-Bradley
Type 5069-L3100ERMS2 Compact GuardLogix® 5380 Safety Controller Change Controller..
Revision: 37011
Name: safety_line_5380
Description:

<none>

EtherNetIP Mode: A1/A2: Dual-IP Change IP Mode.

OK Cancel Apply Help
L

3. From the New mode dropdown, choose the new mode and click OK.

Change EtherNet/IP Mode X
Current mode: A1/A2: Dual-IP
New mode: Al/A2: Dual-IP M
Al/A2: Dual-IP
A1/A2: Linear/DLR
0K Cancel Help
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Click OK on the Controller Properties dialog box.

Save the project.

Download the updated project to the controller.

When the following warning appears, read it carefully.
Click Yes to continue.

r
Changing EtherNet/IP Mode [ @

! L The EtherNet/IP Mode is about to be changed in the controller.

Current mode: A1/A2: Dual-IP
New mode: A1/A2: Linear/DLR

g The online project will be deared and the controller will reset.
Download will continue after power up is complete.

_;3 DANGER: The EtherNet/IP Mode in the controller is set to Dual-IP
and will be changed to Linear /DLR. Changing to Linear /DLR will
combine the Ethernet networks, resulting in disruption of the
network if wired for Dual-IP.

4\ The Internet Protocol settings for the A1/A2 interface will be copied
from the A2 interface. Ensure that these settings are correct.

Proceed with the EtherNet/IP Mode change?

Coe | |

Change the EtherNet/IP Mode in FactoryTalk Linx Software

Before you change the EtherNet/IP™ mode in the Studio 5000 Logix Designer®application,
consider the possible effects of the change.
The effects of changing the EtherNet/IP™ mode differ based on the mode change.

Table 18. Effect of Changing the EtherNet/IP Mode in FactoryTalk Linx

EtherNet/IP™ Mode Change Effects

Dual-IP Mode to Linear/DLR Mode IMPORTANT: You cannot change the controller EtherNet/IP™ mode from
Dual-IP to Linear/DLR when you are connected through port AT port. You
must be connected to the controller via port A2 to change from Dual-IP

mode to Linear/DLR mode.

» The port A2 IP address, network mask, default gateway settings are
applied to the A1/A2 port.

»  The MAC address of port Al is applied to port A1/A2.

This scenario exists if the controller firmware is upgraded to revision
29.011 or greater before an IP address is set.

« Attempts to change from Dual-IP mode to Linear/DLR mode are only
successful if the I/0 configuration section in at least one port does not
contain modules.

» Ifthe I/0 configuration sections for bath ports include modules,
you cannot change the EtherNet/IP™ mode from Dual-IP made to
Linear/DLR mode.

Linear/DLR Mode to Dual-IP Mode »  The port Al/A2 IP address, network mask, default gateway settings are
applied to port A2.

«  Other port A/A2 settings, for example, DNS servers and Domain Name,
are lost.
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Table 18. Effect of Changing the EtherNet/IP Mode in FactoryTalk Linx (continued)

EtherNet/IP™ Mode Change Effects

»  The port Al/A2 MAC address is applied to port Al. A separate MAC
address is applied to Port A2.

»  Port Alis DHCP-enabled.

» TheI/0 Configuration section in the Logix Designer application project
is automatically assigned to port Al.

*  You can change the I/0 configuration in the Logix Designer application
project to assign it to port A2.

IMPORTANT: This example shows the EtherNet/IP™ mode change from Dual-IP mode to Linear/DLR mode. The
same tasks apply to change from Linear/DLR mode to Dual-IP mode.

1. Confirm that the controller is online and there is no project in the controller.
2. Confirm that the controller is in one of the following modes:
- Program

- Remote Program
- Remote Run

You cannot change the EtherNet/IP™ mode if the controller is in Run mode.
3. Right-click the controller, and choose Device Configuration.

%)

O F &8 aql? v Q Filter et
# J386P13
4 B=FactoryTalk Linx - Desktop, J386P13
D £ 1789-A17, Backplane
> £ Ethernet, AB_ETH-1
> @ Ethernet, AB_ETHIP-1
> & Ethernet, Ethernet
A #= USB
14, 5069-L3100ERMS2, safety_line 5380 =
b &5 Al, EtherNet 8 & Add Anchor
> &5 A2, EtherNet 9 ¢  Refresh
P B3 Backplane, 5 Slot 5069 Backpl| = | Device'properties
| wll i istics
| lﬁ Device Configuration
I Delete
T EDS / Device Description Upload
Browsing - node A2, EtherNet 9 found Zoom: 100%
%3#Configure Shortcut

4, From the dropdown menu on the IP Mode tab, choose the new mode.
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DNS Requests

124

Internet Protocol Port Configuration P Mode CiP Security LLop

A1/A2: DualP
A1/A2: Dual-IP

® & 100%

=)

5. When the EtherNet/IP Mode Change warning appears, read it carefully, and click Yes.
_ .

EtherNet/IP Mode Change

The EtherNet/IP mode is about to change. Changing
the EtherNet/IP Mode will cause the controller to be
reset. Do you want to continue?

] ] 100%

(5

To qualify the address of a module, use DNS addressing to specify a host name for a module,
which also includes specifying a domain name and DNS servers. DNS addressing makes it
possible to canfigure similar network structures and IP address sequences under different
domains.

DNS addressing is necessary only if you refer to the module by host name, such as in path
descriptions in MSG instructions.

DNS requests can be generated from port AT or port A2.
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SMTP Server

Socket Object in Dual-IP Mode

DNS Request Generated From Port Al
The following apply when port AT generates the DNS request:

* If the DNS server address is in the local subnet of port A1, DNS requests leave through Al
port.

 If port A2 is enabled and the DNS server address is in local subnet of port A2, DNS
requests leave through A2 port.

+ If the DNS server address is outside of all local subnets, DNS requests leave through Al
port towards port Al default gateway.

DNS Request Generated From Port A2
The following apply when port A2 generates the DNS request:

» If port Alis enabled and the DNS server address is in local subnet of port Al, DNS requests
leave through A port.

* If the DNS server address is in local subnet of port A2, DNS requests leave through A2
port.

+ If port Alis enabled and the DNS server address is outside of all local subnets, DNS
requests leave through AT port towards port Al default gateway.

» If port Alis disabled and the DNS server address is outside of all local subnets, DNS
requests leave through A2 port towards port A2 default gateway.

The SMTP server is only available via the enterprise port. Therefore, emails can only be sent on
the enterprise port.

For more information on how to send emails via an Ethernet port, see the EtherNet/IP Network
Configuration User Manual, publication ENET-UMOOT.

When the controller operates in Dual-IP mode and uses a socket object, you can use an IP
address with a Socket_Create service type. By default this IP address is INADDR_ANY.

Remember the following:

* If you use INADDR_ANY, IP communication that the Socket Object instance initiates
follows the same routing rules as DNS request routing rules described in DNS Requests on
page 124.

* If you use the IP address of port Alinstead of INADDR_ANY, IP packets can only go to the
port Al subnet or via its default gateway.

 If you use the IP address of port A2 instead of INADDR_ANY, IP packets can only go to port
A2 subnet or via its default gateway.

 If you use an IP address other than the port Al.

Message Instructions By Ethernet Port

Rockwell Automation, Inc.

You can send Message (MSG) instructions out the enterprise port or the device-level port. The
only difference between the MSG instruction configurations is the path.
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When you configure an MSG instruction on a controller that operates in Dual-IP mode, use these
paths:

 Enterprise port (Port A1) - 3
*  Device-level port (Port A2) - 4
If the controller operates in Linear/DLR mode, the path is 2.

For more information on how to use MSG instructions, see the Logix 5000 Controllers General
Instructions Reference Manual, publication 1756-RM003.
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Manage Controller Communication

Controllers use connections in a control system. Connections are used when the system
contains these conditions:

* 1/0 modules, communication modules, and adapters are present in the I/0 configuration
of the user project.

* Produced or Consumed tags are configured in the user project.

+ Connected Messages are executed in the user application.

 External devices, programming terminals, or HMI terminals communicate with the
controller.

Controller Communication Interaction with Control Data

Table 19. Controller Behavior

The controller runs the communication task separately from the application code. The controller
runs communication asynchronously to the application. Therefore, it is important to make

sure that communication that is delivered to the controller is complete before the application
executes on the newly delivered data. This applies to data that is coming into the controller and
data that is going out from the controller.

For example, if an HMI device writes a large block of recipe data to the controller, the
application code can start to execute on that data before the data is written. This action results
in half of the current recipe and half of the last recipe in the application space.

You can use the following methods to control the effects of asynchronous communication.
Blocking access helps to prevent source data values from changing by communication during
application execution. Allowing access means that communication can change source data
values during application execution.

Application Tag Access

Construct HMI MSG 1/0 Update Produce/Consume | Other User Tasks Motion Planner
UID/UIE Alows Allows Allows Alows Blocks Allows

CPS Blocks Blocks Blocks Blocks Allows Allows

Periodic Task Allows Allows Allows Alows Allows Allows

Rockwell Automation, Inc.

These options rely on controlling when the main core can switch tasks. As a result, the
communication task cannot change data when the control task is using it. Because the
controller processes communication on an independent CPU core, these methods are no longer
effective in all cases.

Because the controllers have 32-bit data integrity, this only applies to data structures larger
than 32 bits. If word-level integrity is your primary concern, the 32-bit data integrity does not
impact your data use.

Good programming practice dictates the use of two unique words at the beginning and the end
of data. The controller validates the words to assure the entire structure has data integrity. We
recommend that the handshake data is changed and the application code validates it every
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transaction before the controller application code or higher-level system reading controller data

acts on it.

The following table shows that two data elements added to a structure for data integrity
checking: Start Data and End Data. We recommend that the controller validates the Start Data
value and the End Data value match befare the controller acts on My_Recipel.

If the Start Data and End Data values do not match, it is likely that communication is in the
process of filling the structure. The same applies to higher-level systems that are receiving data

from the controller.

Table 20. Data Elements

Structure My_Recipel My_Recipe2 My-Recipe3
Start Data 101 102 103

Sugar 3 4 8

Flour 4 3 9

Chacolate 2 2 4

oil 6 7 2

End Data 101 102 103

We recommend that you perform this test on a buffered copy of the data and not the actual data element
being written to by the communication core. If you use buffered data, you help prevent the risk of the

communication core changing data after you have passed the data valid test.

Produce and Consume (Interlock) Data

128

The controllers let you produce (transmit) and consume (receive) controller-scoped tags. Logix
5000° controllers produce the same standard tag through both the Ethernet port and the
backplane, and consumer counts apply to the total consumers from both ports.

Figure 32. lllustration of Produced and Consumed Tags

Controller_1

Controller_2

Produced Tag

Consumed Tag

Controller_3
Consumed Tag

Controller_4
Consumed Tag

The following table describes the system-shared tags.
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Send and Receive Messages

Rockwell Automation, Inc.

Table 21. Produced and Consumed Tag Definitions

Tag Definition

Produced tag A tag that a controller makes available for use by other controllers. Multiple controllers
can simultaneously consume (receive) the data. A produced tag sends its data to one or
more consumed tags (consumers) without using logic.

Consumed tag Atag that receives the data of a produced tag. The data type of the consumed tag must
match the data type (including any array dimensions) of the produced tag. The RPI of
the consumed tag determines the period at which the data updates.

For two controllers to share produced or consumed tags, the controllers must be attached to the
same network. You cannot bridge produced and consumed tags over two networks.

Produced and consumed tags use the connections of the controller and communication
modules.

Safety controllers can also use produced and consumed safety tags.

For more information on how to use them, see the GuardLogix 5580 and Compact GuardLogix
5380 Controller Systems Safety Reference Manual, publication 1756-RM012.

For a ControlNet® network, produced and consumed tags use scheduled connections.

Requested Packet Interval (RPI) of Multicast Tags

The first consumer of a multicast produced tag on any communication port establishes the
RPI value for that port. All subsequent consumers using the same port must request the same
RPI value as the first consumer, otherwise they fail to connect. Controllers with backplane and
Ethernet ports can produce data at an independent RPI value on each port.

For more information about produced/consumed tags, see the Logix 5000 Controllers Produced
and Consumed Tags Programming Manual, publication 1756-PMO11.

Messages transfer standard or safety data to other devices, such as other controllers or
operator interfaces. The MSG instruction is a ladder logic output instruction that asynchronously
reads or writes a block of data to or from another module over the backplane or a network. The
size of the instruction depends on the data types and message command that you program.

Messages use connection resources to send or receive data. Messages can leave the connection
open (cached) or can close the connection when the message is done transmitting.

Messages can be either unconnected or connected. Unconnected messages are dependent
upon the availability of unconnected buffers in all devices through which the message passes.
Connected messages begin with a request to allocate connection buffers in all of those devices,
before sending the actual message. Choosing to cache a connected message instructs the
controller to keep the connection open after the message has been completed - this improves
efficiency if the message is intended to be sent repeatedly.

Connected messages use connection resources. If the connected message is uncached, the
resources are used temporarily each time the message is triggered. As long as a cached
connected message remains in the cache, the resources remain allocated and are not available
for other messages. Messages can get pushed from the cache if the application exceeds the
cache capacity of the controller.
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Each message uses one connection out of the controller, regardless of how many devices are
in the message path. You can connect CIP™ generic messages. However, for most applications
we recommend that you leave CIP™ generic messages unconnected. Connected messages that
occur more frequently than once every 60 seconds should be cached if possible.
Table 22. Message Types
Message Type Communication Method | Connected Message Message Can Be Cached
CIP™ data table read or N/A Configurable Yes
write
PLC-2®, PLC-3®, PLC-5, or | CIP™ No No
SLC™(all types)
CIP™ with Source ID No No
DH+™ Yes Yes
CIP™ generic N/A Optional Yes
Block-transfer read or N/A Yes Yes
write
For more information about how to use messages, see the Logix 5000 Controllers Messages
Programming Manual, publication 1756-PM012.
Cache Message Connections
When you configure an MSG instruction, you can choose whether to cache the connection.
Cached connections transfer data faster than uncached connections. The controllers can cache
256 messages and trigger 256 messages simultaneously.
The following table describes the options for caching connections.
Table 23. Options for Caching Connections
Frequency of Message Execution | Action
Repeatedly Cache the connection.
This keeps the connection open and optimizes execution time. Opening a
connection each time the message executes increases execution time.
Infrequently Do not cache the connection.
This closes the connection upon completion of the message, which frees up
that connection for other uses.
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Rockwell Automation offers many 1/0 modules for use in CompactLogix® 5380 and Compact
GuardLogix®5380 systems. For a list of all I/0 product lines that are compatible with the

ControlLogix controllers
CompactLogix 5480 Spe

, see the CompactLogix 5380, Compact GuardLogix 5380 and
cifications Technical Data, publication 5069-TD002.

When you select I/0 modules, remember the following:

A wide variety of

A number of thes
Field-side di

- Individually i

Sensors.

Electronic Keying

digital, analog, and specialty 1/0 modules are available.

e I/0 modules support the following features:
agnostics

Electronic fusing

solated inputs/outputs

Timestamping of inputs

Scheduling of outputs

Event detection of specific input patterns

Removable terminal blocks (RTBs) or 1492 wiring systems are required for 1/0 modules.
1492 PanelConnect™ modules and cables can be used to connect input modules to

Electronic Keying reduces the possibility that you use the wrong device in a control system. It
compares the device that is defined in your project to the installed device. If keying fails, a fault
occurs. These attributes are compared.

Attribute

Description

Vendor

The device manufacturer

Device Type

The general type of the product, for example, an I/0 module

Product Code

The specific type of the product. The Product Code maps to a catalog number

Major Revision

A number that represents the functional capabilities of a device

Minor Revision

A number that represents behavior changes in the device

Table 24. Electronic Keyi

ng Options

Keying Option

Description

Compatible Module

Lets the installed device accept the key of the device that is defined in the project
when the installed device can emulate the defined device. With Compatible Module,
you can typically replace a device with anather device that has the following
characteristics:

Same or compatible catalog number

Same or higher Major Revision

Rockwell Automation, Inc.
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Local 1/0 Modules

132

Table 24. Electronic Keying Options (continued)

Keying Option Description

«  Minor Revision as follows:
- If the Major Revision is the same, the Minor Revision must be the same or
higher.

- If the Major Revision is higher, the Minor Revision can be any number.

» You can use an XT version of the module in place of a non-XT module or non-XT
version of the module in place of XT module.

Disable Keying Indicates that the keying attributes are not considered when attempting to
communicate with a device. With Disable Keying, communication can occur with a
device other than the type specified in the project.

ATTENTION: Be cautious when using Disable Keying; if used
incorrectly, this option can lead to personal injury or death, property

damage, or economic loss.

We strongly suggest that you do not use Disable Keying.

If you use Disable Keying, you must take full responsibility for
understanding whether the device being used can fulfill the functional
requirements of the application.

Exact Match Indicates that all keying attributes must match to establish communication. If any
attribute does not match precisely, communication with the device does not occur.

When XT module is configured in Studio 5000 Logix Designer application project, only
XT Module residing on XT MB is considered as Exact Match. When non-XT module is
configured, only non-XT module (with any MB)is considered as exact match.

Carefully consider the implications of each keying option when selecting one.

IMPORTANT: Changing Electronic Keying parameters online interrupts connections to the device and any devices
that are connected through the device. Connections from other controllers can also be broken.

If an 1/0 connection to a device is interrupted, the result can be a loss of data.

For more detailed information on Electronic Keying, see Electronic Keying in Logix 5000 Control
Systems Application Technique, publication LOGIX-ATOO1.

The CompactLogix® 5380 systems use standard Compact 5000® 1/0 modules as local I/0
modules. Compact GuardLogix® 5380 systems use safety and standard Compact 5000° |/0
modules as local 1/0 modules

The modules are installed to the right of the controller.

The number of local I/0 modules that you can install in a CompactLogix® 5380 or Compact
GuardLogix®5380 system varies based on the controller that is used, up to a maximum of 31
modules.

The following table lists the number of local I/0 modules that controllers support.
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Table 25. Local 1/0 Modules in a CompactLogix 5380 or Compact GuardLogix 5380 System

CompactLogix®5380

Controllers

Compact GuardLogix®5380 Controllers

Local I/0 Modules
Supported, Max.

5069-L306ER,
5069-L306ERM,
5069-L310ER,
5069-L310ERM,
5069-L310ERMK,
5069-L310ER-NSE

5069-L306ERS?2, 5069-L306ERMS2, 5069-L306ERMS3,
5069-L310ERS2, 5069-L310ERS2K, 5069-L310ERMS2,
5069-L310ERMS2K, 5069-L310ERMS3, 5069-L310ERMS3K

8

5069-L320ER,
5069-L320ERM,
5069-L320ERP

5069-L320ERS2, 5069-L320ERS2K, 5069-L320ERMS2,
5069-L320ERMS2K, 5069-L320ERMS3, 5069-L3520ERMS3K

5069-L330ER,

5069-L330ERM,
5069-L340ER,

5069-L340ERM,
5069-L340ERP,
5069-L350ERM,
5069-L380ERM,
5069-L3100ERM

5069-L330ERS2, 5069-L330ERS2K,
5069-L330ERMS?2,5069-L330ERMS2K, 5069-L330ERMSS,
5069-L330ERMS3K, 5069-L340ERS2, 5069-L340ERMS?,
5069-L340ERMS3, 5069-L350ERS?2, 5069-L350ERS2K,
5069-L350ERMS2, 5069-L350ERMS2K, 5063-L350ERMSS,
5069-L350ERMS3K, 5069-L380ERS2, 5069-L380ERMS2,
5069-L380ERMS3, 5069-L3100ERS2, 5069-L3100ERMS2,
5069-L3100ERMS3

32

IMPORTANT: When you use the 5069-L330ER, 5069-L330ERM controllers with the Studio 5000 Logix Designer®
application, version 29.00.00, the application limits the number of local I/0 modules in the project to 16. With the
Logix Designer application, version 30.00.00 or later, the controllers support as many as 31 local I/0 modules.

The following are some of the factors to consider when you decide how to use local I/0 modules
in a CompactLogix® 5380 or Compact GuardLogix® 5380 system:

*  Number of local I/0 modules that the controller supports

+ Features available on different modules, for example, sequence of events per point

timestamping on only some Compact 5000 I/0 digital input modules
+ 1/0 module power usage, including MOD power and SA power

5069-UMOOIN-EN-P - January 2026
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Figure 33. CompactLogix 5380 System with Compact 5000 1/0 Modules
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Figure 34. Compact GuardLogix 5380 System with Compact 5000 1/0 Modules
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Discover Local 1/0 Modules

While your Studio 5000 Logix Designer® application project is online, you can discover /0
modules to add them to the project.
To use the Discover Modules option, complete the following steps.

1. Go online with the controller, if you are not online already.
2. Inthe 1/0 Configuration, click the backplane and choose Discover Modules.

4 I/0 Configuration

3 Backpla

£ (0] 5069-L 0 New Module...

4 F5 Al Ethernet !
[ 5069-1340 Discover Modules... [}

4 F5 A2, Ethernet .
{E 5069-L340

Print L

The Logix Designer application automatically detects available modules that are
installed in the system.

134 5069-UMOOIN-EN-P - January 2026 Rockwell Automation, Inc.



Chapter 11 Standard I/0 Modules

3. On the Select Module Type dialog box, click Create next to the discovered module to
add to your project.

Select Module Type
Catalog | Module Drlscovery' ; Favorites
Modules Revision Additional Information Action |
[=] 5063 Backplane
8 ton soes-e 2005
— 4
8 [02) 506304l 2,005 ——€reste——
[] Close on Create Close Help

4. Configure the properties for the new module, and click OK.

[ NewModue e [E=)
General” General
Connect
Nokde Ao Tipe 506378 8 Charnel Vokage/Curent Anaiog kot
= Channels
& Ch0 Vendor Rockwel Automation/ Aler Bradicy |
Asms
= onot Parent: Local
Aams Name: Local_iout Stat: [ -
= Che2 -
Aams Descrition
& Chl3
Aams
&-Chdd
Aams
& oS
Aams Mod.de Defntion
e i
! Aams ek A
E-Cn07 Revision 2005
AHams
Caibration Bectronic Keying:  Compatible Moduie
‘Connection Data
Input Data Analog Dala
[ nange
Status: Creating [Cox_J [ Conen | Hip |

5. At the warning dialog box, click Yes and then close the Select Module Type dialog box.

IMPORTANT: If you inhibit the module connection, you must remember to uninhibit the connection
later.

Logix Designer X

DANGER. Online module creation.

A
A

>

Creating new module online could affect running system.

To prevent module creation from affecting running system, create
module with connection(s) inhibited.

[] inhibit module connection(s).
Create new module online?

Yes No
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Add Local 1/0 Modules

While your controller project is offline, use the New Module option to add 1/0 modules to add
them to the project. To add modules while the project is offline, complete the following steps.

1.

2.

136

In the 1/0 configuration, right-click the backplane and select New Module.

? B New Module... l} |
— _

On the Select Module Type dialog box, select the I/0 module and click Create.

4 .| I/O Configuration
5069 Backplane
£G [0] 5069-L340
4 Zz Al, Ethernet

Use the filters to reduce the list of modules to choose from.

Catalog | Module Discovery | Favortes|
Brter Search Text for Modide Type
Catalog Number Description g
5063-ARM Address Reserve Module
5068-HSC20B4 2 Paint High Speed Counter. 4 Pairt 24V DC Output
5068-A16 16 Point 79V-264V AC Input s
5068-1B16 16 Point 24V DC Input, Sink 1
5068-B16F 16 Point 24V DC High Speed Input, Sink 2
5069-1BEF-3W 6 Point 24V DC High Speed Input, Sink, 3 Wire
5065-IF8 8 Channel Voltage/Cumrent Analog Input
5069-1Y4 4 Channel Voltage/Curent/RTD/Themmocouple Analog Input
5069-0A16 16 Point 85V-264V AC Output L3
5069-0B16 16 Point 24V DC Output, Source
5069-0B16F 16 Point 24V DC High Speed Output, Source
5065-0B8 8 Point 24V DC Output, Source
5069-OF4 4 Channel Voltage/Curent Analog Output ¥
< mn ‘ »
170£17 Module Types Found
[] Clese on Create I Create ] [ Close ] [ Help ]

On the New Module dialog box, configure the module and click 0K.

[Fe NewModuie e ===
General General
e ;m info Toos 5069478 8 Channel Voktage/Curent Analog Input
& oo Vendar Rockwel Atomation/Alen Bradey
Hams
= on0t Parent. Local )
Hams Name: Local_input Slet: 1 -
&-cnez
Aams Description -
& Cho3
Hams
04
Aams
& Cns
Homs Modie Defirtion
| S ChoB ;
f Hems I L
&7 Revision 2005
' Homs
Boctionk: Keying:. Compatilo Modds
" Connection Data
Wnpit Data Analog Data
Change .|
Status: Creating ok ) [Ccome ]| [ e ]
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Remote 1/0 Modules

Rockwell Automation, Inc.

Q If the series or revision values in the module properties do not match those of the module for
which this configuration is intended, your project can experience module faults.

i New Module e (=)
Genenal” General

Tope: 5069-F8 & Channel Votage/Current Analog nput
Vendor: Rockwell Automation/Alen-Bradiey
Parent Local

Name: Local_iput Siet: [ =

Description

Modue Defintion
Senes: A

Revision: 2005

Bectronic Keying:  Compatible Moduke

Connection Data
input Data Analog Data

Change.

Status: Creating (o) [ Concel | [ Heb

Remote 1/0 modules do not reside in the same chassis as the CompactLogix® 5380 or Compact
GuardLogix® 5380 controller. The controller connects to the I/0 modules via an EtherNet/IP™
network. The controllers support the use of a wide range of remote 1/0 modules. For maximum
performance, we recommend that you use Compact 5000° I/0 modules when you use remote
1/0 modules.

For example, CompactLogix® 5380 and Compact GuardLogix® 5380 controllers can connect to
following:

»  Chassis-based I/0 module families, such as Compact 5000® 1/0, 1756 ControlLogix® I/0,
1769 Compact 1/0™, or 1746 SLC™ 1/0 modules
* In-cabinet I/0 module families, such as 1734 POINT 1/0™ or 1794 FLEX™ 1/0 modules

» 0On-Machine™ I/0 module families, such as 1732E ArmorBlock® /0 modules

IMPORTANT: The following netwark examples are solely intended to show remate 1/0 modules in various network
topologies. The examples do not address network communication rates between the controller and the 1/0
modules.

We recommend, however, that you consider network communication rates when you determine the best way to
incorporate remote 1/0 modules in your system.

For more information, see EtherNet/IP Network Communication Rates on page 101.
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Figure 35. Remote 1/0 Modules in a CompactLogix 5380 Application on a DLR Network
Topology
CompactLogix 5380 Controller 5069-AENTR
Compact 5000 1/0 Compact 5000 1/0
Remote I/0 \EE 7
Modules K
PowerFlex 527 | / I 5069-AENTR
Compact 5000 1/0
Kinetix 5500 1734-AENTR PanelView Plus 7
1734 POINT 1/0
Figure 36. Remote 1/0 Modules in a CompactLogix 5380 Application on a Linear Network
Topology
CompactLogix 5380 Controller 1734-AENTR
Compact 5000 1/0 Powerflex 527 1734 POINT 1/0
Remote I/0 Modules
o PanelView Plus 7
5069-AENTR 5069-AENTR Kinetix 5500
Compact 5000 1/0 Compact 5000 1/0
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Figure 37. Remote 1/0 Modules in a CompactLogix 5380 Application on a Star Network
Topology
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PanelView Plus 7
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i
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Kinetix 5500
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1734-AENTR
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Add Remote 1/0 to the Ethernet Port on the Controller

Rockwell Automation, Inc.

If you are adding remote I/0 modules, you can add the I/0 modules to an Ethernet port of the

controller. Typically, you must add a remote EtherNet/IP™communication module before you can
add the remote 1/0 modules.

To add a remote EtherNet/IP™ communication module to your project, complete these steps.

1. Inthe I/phgonfig’uration, right-click Ethernet and select New Module.

4 . 1/0 Configuration
b &3 5069 Backplane
P . Al, Ethen
b 2= A2, Ether B New Module...

Import Module...

2.

On the Select Module Type dialog box, select the remote EtherNet/IP™ device and, click
Create.

Q Use the filters to reduce the list of modules to choose from.
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Select Module Type

Catalog  Module Discovery Favorites

[[) Clese on Create

5069-a Clear Filters Hide Filters 2

B wodue Type Category Fiters B Modue Type Vendor Fiters

B 20-CommER | B Advanced Energy Industries, Inc. l

B Analog B Apaianinc

@ CIP Motion Safety Track Section B By Intemational, Inc

B Communication B Buerkert Auid Control Systems

B Communications B Dialight

Catalog Number Description Vendor Category
5065-AEN2TR 5069 Ethemet Adapter, 2-Port. Twisted-Pair Media Rockwell Autom.. Communication
5063-AENTR 5069 Ethemet Adapter, 2-Port. Twisted-Pair Media Rockwell Autom... Communication

2 of 860 Module Types Found Add to Favorites

el e

For some modules, the Select Major Revision dialog box can appear. If the dialog box appears,

choose the major revision of the module and click OK.

If the Series and Revision parameter values do not match those of the module for which this
configuration is intended, your project can experience module faults.

3. Configure the remote EtherNet/IP™ communication module according to your network

configuration, and click OK.

# | New Module F — g
[ Genem®  General
Connection
R Tipe: 5063-AEN2TR 5069 Ethemet Adapter, 2-Port, Twsted-Paic Media
Intemet Protocol
Port Configuration Vendor: Rockwell Automation/Allen-Bradiey
Network Parent Local Ethemet Address
Time Sync Name: Remote_Ethemet_Adapter ©) Private Netwark: 1921681, 1822
\ [epir P Address
! Host Name:
I Module Definition
| (G Sit:
i Revision: 2,004
Bectronic Keying Compatible Module
| Connection: None
fl Chassis Size: 2
i
i
i
i
—— = oo

4. At the warning dialog box, click Yes and then close the Select Module Type dialog box.

IMPORTANT: If you inhibit the module connection, you must remember to uninhibit the connection

later.
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Logix Designer X

2, DANGER. Online module creation.
: vg

Creating new module online could affect running system.

To prevent module creation from affecting running system, create
module with connection(s) inhibited.

[] inhibit module connection(s).
Create new module online?

Yes No

Close the Select Module Type dialog box.
Right-click the backplane of the newly added EtherNet/IP™ communication module and
select New Module.
4 I/O Configuration
P E3 5069 Backplane
4 Fx Al, Ethernet
G 5069-L3100ERM control_system
4 EI 5069-AENTR Remote_EtherNetlP_adapter
5069 Backpla
b 5 A2, Ethernet

New Module...

On the Select Module Type dialog box, select the I/0 module and click Create.

Select Module Type
Catalog  Module Discovery Favorites
Enter Search Text for Module Tipe Clear Filters Hide Filters 2
ype Lategory Hilters e Type ers

& Modue Type Category Fit & Module Type Vendor Fit

B Analog B Rockwel Automation/Alen-Bradiey

B Communication @ Spectrum Controls. Inc.

@ Digtal

B Miscelaneous

B Specialty

Catalog Number Description Vendor Category
5063-ARM Address Reserve Module Rockwell Autom... Miscellaneous
5069-HSC2X0B4 2 Point High Speed Counter, 4 Point 24V DC Output Rockwell Autom...  Specialty
5069-1A16 16 Point 79V-264V AC Input Rockwell Autom Digttal
5069816 16 Point 24V DC Input, Sink Rockwell Autom...  Digtal
5069-1B16F 16 Point 24V DC High Speed Input, Sink Rockwell Autom...  Digital
5069-1B6F-3W 6 Point 24V DC High Speed Input, Sink, 3 Wire Rockwell Autom...  Digttal
5069-F4IH 4 Channel HART Analog Input, Isolated Rockwell Autom...  Analog
5068-1F8 8 Channel Voltage/Cument Analog Input Rockwell Autom... Analog
ANAQLIVIRF.G( 1R Pairt 24V N Hinh Snaad Inmid Sacrma Snactnim Cantrm Nintal

22 of 22 Module Types Found Add to Favorites
[[) Close on Create Create Close Help

Configure the I/0 module, and click OK.
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Discover Remote 1/0 Modules on an EtherNet/IP Network

142

The Discover Modules feature is useful when |/0 modules are already installed and connected
to the network. When you use Discover Modules to find Ethernet devices, the Studio 5000 Logix
Designer® application browses based on how Ethernet browsing is configured in FactoryTalk®
Linx software.

If the EtherNet/IP driver is used in FactoryTalk® Linx software, the Logix Designer
application automatically detects remote 1/0 modules.

If the Ethernet devices driver is used in FactoryTalk® Linx software, you must configure
the IP address for each Ethernet device that you want to display in the Select Module
Type dialog box.

If the Ethernet bus is browsed via a CIP™ router, you must configure the IP address for
each Ethernet device that you want to display in the Select Module Type dialog box.

The tasks in this section apply when you use the EtherNet/IP™ driver in RSWho to browse the
network. To use Discover Modules to add a remote I/0 module, complete these steps.

Right-click the EtherNet/IP™ backplane for the newly added EtherNet/IP™ device, and
choose Discover Modules.

4 I/O Configuration
4 B3 5069 Backplane
@[0] 5069-L340ERM B New Module...
# [1] 5069-IF8/A Lod Import Module.
8 [2] 5069-OX4V/A Ly
4 Zx Al, Ethernet
£5 5069-L340ERM L3 O Paste i
4 [ 5069-AEN2TR Ren — ,

5069 Backplan.

4 Z= A2, Ethernet

Discover Modules...

The Logix Designer application automatically detects available modules that are
installed in the system.

At the Select Module Type window, click Create to add a discovered module to your
project.

On the Select Module Type dialog box, click Create next to the discovered module to
add to your project.
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Select Module Type
Catalog | Module Dri:covery' } Favorites
Modules Revision Addiional information Action |
= 5063 Backplane
8 107 50691F8 2005
8 1021 s06s.0x4 2,005 e
[] Close on Create Close Help
Configure the properties for the new module, and click OK.
[ New Moduie N e =)
General General
Connection
[ iMoo Tioe 506378 8 Channel Votage/Curent Anslog et
& Cho0 Vendor Rockwel Automation/Aen-Bradiey |
e . Parent Local
Lo Name: Local_lnput Slat: [ -
Hams Descroton
S Cn3
Aams.
& Cho4
Aamms
& oS
e Aorrs Modide Defintion
t T Diams Seer’ A
= CnD?. Revision: 2005
wﬂ‘:w; Bectronic Keying:  Compatible Module
Connection Data
nput Data Analog Data
Status: Creating oK) [ cenesl | Hp |

At the warning dialog box, click Yes and then close the Select Module Type dialog box.

IMPORTANT: If you inhibit the module connection, you must remember to uninhibit the connection

later.

Logix Designer p¢

DANGER. Online module creation.

A
2B

Creating new module online could affect running system.

>

To prevent module creation from affecting running system, create
module with connection(s) inhibited.

[[Jinhibit module connection(s).
Create new module online?

Yes No

To add more remote 1/0 modules to your project via the Discover Modules option,
repeat these steps.
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Add Remote 1/0 Modules on an EtherNet/IP Network

m

2.

3.

To add remote /0 modules there are on an EtherNet/IP™ network to your project, complete the
following steps.
1.

Right-click the EtherNet/IP™ backplane for the newly added EtherNet/IP™ device, and

choose New Module.

4 . 1/0 Configuration
4 B3 5069 Backplane
5 [0] 5069-L340ERM control_system
8 (1) 5069-IF8/B Local_analog_input

f [2] 5069-OX4I/A Local_digital_output

b Z5 Al, Ethernet
4 F5 A2, Ethernet
G 5069-L340ERM control_system

4 [ 5069-AEN2TR Remote_Ethernet_Adapter

5060 Bagkalans
B New Module... |

T

Import Module...

Discover Modules..

4

On the Select Module Type dialog box, select the 1/0 module and click Create.

Use the filters to reduce the list of modules to choose from.

Catalog | Module Discovery | Favortes |
Enter Search Text for Module Type... Show Filters ¥
Catalog Number Description g
5069-ARM Address Reserve Module \
5069-HSC20B4 2 Paint High Speed Counter. 4 Paint 24V DC Output ‘
5068-A16 16 Point 79V-264V AC Input s
5069-B16 16 Point 24V DC Input. Sink
5063-B16F 16 Point 24V DC High Speed Input, Sink =
5068-1B6F-3W 6 Point 24V DC High Speed Input, Sink, 3 Wire
5068-F8 8 Channel Voltage/Cument Analog Input
5069-Y4 4 Channel Voltage/Cument/RTD/Thermocouple Analog Input
5063-0A16 16 Point 85V-264V AC Output | 4
5069-0B16 16 Point 24V DC Output, Source
5065-0B16F 16 Point 24V DC High Speed Output, Source
5063-0B8 8 Point 24V DC Output, Source
5069-OF4 4 Channel Voltage/Cument Analog Output -
< i ‘ »
17 of 17 Module Types Found
[] Close on Create [ Create ] [ Close ] [ Help ]

On the New Module dialog box, configure the module, and click OK.
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General

Tipe: 5069478 8 Channel Votage/Curent Analog Input
Vendor Rockwel Atomation/Alen-Bradiey

Parent Local

Name: Lacal_npct Siat f =

Description:

Mo Modide Defintion

Seres:

o Revision 2005

Bectonic Keying:  Compatile Modue
ennection Data

nput Data Anslog Data

Change

Status: Craating ok ) [ coesl | [ Heo

Q If the series or revision values in the module properties do not match those of the module for
which this configuration is intended, your project can experience module faults.

4. To add more remote 1/0 modules to your project, repeat these steps.

Add to the 1/0 Configuration While Online

Rockwell Automation, Inc.

You can add I/0 and other devices to the controller configuration while you are online, and the
keyswitch is in either the REM or PROG positions.

IMPORTANT: To add I/0 modules when the controller is online, the controller keyswitch must be in the REM or PROG
position. The I/0 modules must already be installed in the system. You cannot install the I/0 modules when the
system is powered.

The modules and devices you can add while online depends on the version of the software you
are using. Later versions have more modules and devices that can be added while online.

Add-on Profiles (AOP) for modules are made available between releases of different Logix
Designer application versions. There are cases in which, after you download and install the AOP
file for a module, you can add the module to a project while online.

To see a list of the available AOP files, go to: https://download.rockwellautomation.com/esd/
download.aspx?downloadid=addonprofiles

You can add modules and devices to the local or remote chassis via an EtherNet/IP™ network, or
via the unscheduled portion of a ControlNet® network.

For information on the number of nodes you can have for an EtherNet/IP™ network, see Manage
Controller Communication on page 127.

For more information about adding to the 1/0 Configuration while online, see the Logix 5000
Controllers Design Considerations Reference Manual, publication 1756-RM094.

Modules that Can Be Added While Online
You can add these modules to the I/0 configuration while online with Studio 5000 Logix
Designer® application, version 28.00.00 or later.

»  Compact 5000® I/0 modules - As local or remote 1/0 modules

» Compact 5000° I/0 EtherNet/IP™ adapters

1756 ControlLogix® EtherNet/IP™ modules

1756 ControlLogix® I/0 modules
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IMPORTANT: These ControlLogix® modules cannot be added while online:
Motion modules (1756-M02AE, 1756-HYD02, 1756-M02AS, 1756-MO3SE, 1756-MO8SE, 1756-M0O8SEG, 1756-M16SE)

«  1756-RI0
«  1756-SYNCH
«  Safety1/0

Input Data Update Flowchart

CompactLogix® controllers update data asynchronously with the execution of logic.

IMPORTANT: GuardLogix® standard inputs are updated just like ControlLogix® standard inputs, but GuardLogix®
safety input tags (inputs, consumed and mapped) are updated and frozen at the beginning of safety task
execution.

Figure 38. Input Data Update

Digital without events, analog without RTS, produced tag

X Produced tag with data state change events
Method of Input Data Production

Digital with Events Enabled

Analog with RTS Enabled
No
RTS <RPI?
Yes
. Data is sent by the module
Data is sent by the module at the RTS. at the RTS and RP.

Data is sent by the module at the RPI
and at the change of a specified point.

Data is sent by the producing controller
at the RPI and when an |0T executes.
The Event task in a consuming controller
will only be triggered when an 10T

Data is sent by the module or the
producing controller at the RPI.

New data can appear in Input tags at any point in the program scan. If
the control logic reads input tag values in multiple locations, do not
assume the data will be unchanged throughout the scan of the logic.

Output Data Update Flowchart

CompactLogix® controllers update data asynchronously with the execution of logic.
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Figure 39. Output Data Update

Method of Output Data Production

processing of each task.

Automatic output

Cyclic data production at the RPI.
Safety Consideration

The safety output RPl is

the safety task period.

10T instruction executes.

Type of local module

Local ControINet bridge
(CN2 series B and newer)

Local analog module
Local Ethernet bridge
Local DeviceNet scanner

Local
discrete
module

Data is sent by the
controller triggered

Data is sent by the
controller triggered

by the RPI. by the user program.

Data is sent by the controller
to the ControlNet module
(sent out on ControlNet at the
next scheduled interval).

No data sent by automatic
output processing

Data is sent by the controller
triggered by the end of task.

(data sent at RPI).
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When you add a safety I/0 device to the system, define a configuration for the device:

» Node address for DeviceNet® networks.

NOTE: A Compact GuardLogix® 5380 controller can access devices on a DeviceNet® network only via a
linking devices, for example, the 1788-EN2DN linking device. The controller can communicate with devices
on the DeviceNet® network. However, typically Compact GuardLogix® 5380 controllers use EtherNet/IP™
networks to communicate with safety devices.

* |P address for EtherNet/IP™ networks.
« Safety network number (SNN). To set the SNN, see Change a Safety I/0 Device SNN on

page 151.
 Configuration signature. For information on when the configuration signature is set
automatically and when you must set it, see Safety I/0 Device Signature on page 154.
 Reaction time limit. For information on setting the reaction time limit, see the GuardLogix
5580 and Compact GuardLogix 5380 Safety Reference Manual, publication 1756-RMO12.
Safety input, output, and test parameters complete the device configuration.

IMPORTANT: You cannot add safety I/0 devices while online with the controller.

Configure Safety 1/0 Devices

Add the safety I/0 device to the communication device in the 1/0 configuration of the controller
project.

Q Some safety 1/0 devices support both standard and safety data. The device definition settings define
what data is available.

1. Right-click the Ethernet network and select New Module.
4 I/0 Configuration

& (0] 5069-L
2. Onthe Select Module Type dialog box, select the safety I/0 device and click Create.

4 Tz Al, Ethernet
£m snARa-1 210

Q Use the filters to reduce the list of devices to choose from.
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3.

Select Module Type

Catalog Module Discovery Favorites

[Enter Search Text for Module Type. Clear Filters Hide Filters %
(W] Module Type Category Filters A Module Type Vendor Filters A
Safety Advanced Energy Industries, Inc
D SCANportto EtherNet/IP Bray Intenational. Inc
[] Speciatty Buerkert Fluid Control Systems
[] UPS (Uninterruptible Power Supply) o Dialight T

= - =
~ CatalogNumber  Description Vendor Category ~

1732ES-IB12X0B4 12 Point 24V DC Sink Safety Input 4 Point24.. Rockwell Aut.. Safety Digital

1732ES-IB12X0BV2 12 Point 24V DC Sink Safety Input. 4 Point24.. Rockwell Aut.. Safety Digital

1732ES-B16 16 Point 24V DC Sink Safety Input Rockwell Aut.. Safety.Digital

1732ES-IB8X0B8 8 Point 24V DC Sink Safety Input & Point24.. Rockwell Aut.. Safety Digital

1732ES-IB8XOBV4 8 Point 24V DC Sink Safety Input. 8 Point24. Rockwell Aut.. Safety Digital

1756-L81ES GuardLogix® 5580 Safety Controller Rockwell Aut.  Controller,Safety

1756-L82ES GuardLogix® 5580 Safety Controller Rockwell Aut.. Controller,Safety

1756-L83ES GuardLogix® 5580 Safety Controller Rockwell Aut..  Controller.Safety

1756-L84ES GuardLogix® 5580 Safety Controller Rockwell Aut..  Controller,Safety

1769-L30ERMS Compact GuardLogix® 5370 Safety Controller  Rockwell Aut..  Controller.Safety

1769-L33ERMS Compact GuardLogix® 5370 Safety Controller Rockwell Aut.. Controller.Safety

1769-L36ERMS Compact GuardLogix® 5370 Safety Controller Rockwell Aut.. Controller, Safety v
167 of 861 Module Types Found Addto Favorites
Close on Create Create Close Help

Enter a name and IP address for the new device. If your network uses Network Address
Translation (NAT), see Use Network Address Translation (NAT) with CIP Safety Devices

on page 150.

B 1 New Module

General' Connection Safety Module Info InputConfiguration TestOutput IntemetProtocol PortConfiguration Network

Type: 1732ES-1B16 16 Point 24V DC Sink Safety Input
Vendor: Rockwell Automation/Allen-Bradley
Parent DistrblO_2
Name: Safety_Input |
Description:
Module Definition
Series: A Change .
Revision 1.001
Electronic Keying: Compatible Module
Controlled By: This Controller
Input Data Safety
Output Data: Test
Input Status: None

Status: Creating

Ethemet Address

(@) Private Network: 192.168.1 L=
OIP Address: ’ ‘
Advanced...
Safaty Nebvork | 49E5_032A 8488 |
Number: L SR
10/17/2023 9:45:18.88 AM

0K Cancel Help

To modify the module definition settings, click Change.

IMPORTANT: For safety 1/0 devices, do not use Disable Keying. See Electronic Keying on page 131.

To modify the safety network number, click the ellipsis button.
See Set the SNN of a Safety /0 Device on page 151.

Set the connection reaction time limit by using the Safety tab.

For information about system reaction time, see the GuardLogix 5580 and Compact
GuardLogix 5380 Safety Reference Manual, publication 1756-RM012.

To complete configuration of the safety 1/0 device, refer to the user documentation

and the Logix Designer online help.
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Use Network Address Translation (NAT) with CIP Safety Devices

150

Network Address Translation (NAT) translates one IP address to another IP address via a
NAT-configured router or switch. The router or switch translates the source and destination
addresses within data packets as traffic passes between subnets.

This service is useful if you must reuse IP addresses throughout a network. For example, NAT
makes it possible for devices to be segmented into multiple identical private subnets while
maintaining unique identities on the public subnet, such as for multiple identical machines or
lines.

This section only applies to safety users where the controller and the devices it talks to are on
separate sides of the NAT-configured router or switch.

With CIP Safety™, the IP address of the device is part of the unique node reference that is part
of the protocol. The device compares the IP address portion of the unique node reference in CIP
Safety™ packets to its own IP address, and rejects any packets where they do not match. The

IP address in the unique node reference must be the NAT'ed IP address. The controller uses the
translated address, but the CIP Safety™ protocol requires the actual address of the device.

If you use NAT to communicate with a CIP Safety™ device, follow these steps to set the [P
address.

1. Inthe IP Address field, enter the IP address for the controller. This is usually the IP
address on the public network when using NAT.

B New Module X
General' Connection Safety ModuleInfo InputConfiguration TestOutput InternetProtocol Port Configuration Network
Type: 1732ES-IB16 16 Point 24V DC Sink Safety Input
Vendor: Rockwell Automation/Allen-Bradley Ethernet Address
Faren D¥Ebl0-2 O Private Network: 1921681, =
Name ‘Safe!y_lnpul ‘
= 192 168 . 10 . 25 |
Description: | @ 1P Address L ‘
Module Definition TSR
Series: A Safety Network 49E5_032A_8488 | |
o Change .. Number. -
pavsion 1001 10/17/2023 9:45:18.88 AM
Electronic Keying Compatible Module
Controlled By: This Controller
Input Data: Safety
Qutput Data: Test
Input Status: None
Status: Creating OK Cancel Help

2. Click Advanced to open the Advanced Ethernet Settings dialog box.
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Advanced Ethernet Settings X

Module and controller communicate through Network Address Translation (NAT) devices.

Module address used by controller: \ 192 . 168 . 10 . 25 ‘

Actual module address: l ; g i ‘

-
o 192.168.10.25
=
— NAT Router
Controller This Module

3. Select the checkbox to indicate that this device and the controller communicate
through NAT devices.
4. Enter the actual device address.

Q If you configured the IP address using the rotary switches, this is the address, you set on
the device. Alternately, the actual device address is the same address that is shown on the
Internet Protocol tab.

5. Click OK.

Set the SNN of a Safety 1/0 Device

A time-based SNN is automatically assigned when you add the first safety 1/0 device on the
network. This does not apply to the controller backplane or Ethernet port since the controller
counts as a device on the network.

When subsequent safety devices are added to the same network, they are assigned the same
SNN as defined in the lowest address on that CIP Safety™ network or the controller itself if
ports are attached to the controller. For most applications, the automatic, time-based SNN is
sufficient.

If your application requires you to assign the SNN of safety 1/0 devices manually, you only have
to assign the SNN of the first safety 1/0 device you add in a remote network or backplane. The
Logix Designer application then assigns the SNN of the first device to any additional devices
that you add to that same remote network or backplane.

For an explanation on SNN, see the GuardLogix 5580 and Compact GuardLogix 5380 Safety
Reference Manual, publication 1756-RM012.

1. Inthe I/0 configuration, right-click the remote EtherNet/IP™ communication device
and select New Module.

2. Select the safety I/0 device and select Create.

3. Onthe New Module dialog box, select the ellipse next to the safety network number.
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B | New Module X
P General'| General
i Connection
- Safely Type: 5069-B8S & Point 24V DC Safety Input. Sink
i Module Info
- Input Points Vendor: Rockwell Automation/Allen-Bradley
i Test Output Points Parent: Local
Name: Remote_Safety_Input Slot: 1 W,
Description: a  Safety Network 4293_02FE_EDDO
v 8/30/2018 9:57:41.456 AM
Module Defintion
Series: A Change ...
Revision: 2001
Electronic Keying:  Compatible Module
Configured By: This Controller
Input Data: Safety Data
Muting Lamp Points: None

Status: Creating Cancel Hebp

4, On the Safety Network Number dialog box, select Manual.
5. Enter the SNN as a value from 1...9999 (decimal) and select OK.

Safety Network Number X

Fomat:
| © Time-based Generate

8/30/2018 9:57:41.456 AM
| (O Manual
(Decimal)
| Number:
‘ 4293 02FE_EDDO (Hex) Copy
i Paste
Set «

Cor )| cmn | e

6. Onthe New Module dialog box, click OK.
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Copy and Paste a Safety 1/0 Device SNN

If you must apply an SNN to other safety I/0 devices, you can copy and paste the SNN.
1. Onthe General view of the Module Properties dialog box, click the ellipse next to the
safety network number.

B! New Module X
B General| General
Connection
i~ Seety T 5069BES & Point 24V DC Safety Input, Sink
i~ Module Info i
L Inpu Points Vendor: Rockwell Automation/Allen-Bradley
i Test Output Points Parent: Local
Name: Remote_Safety_Input Slot 1 v
Description: a Sdﬂvaﬂﬁ"ﬂk 4293_02FE_EDDO
8/30/2018 9:57:41.456 AM
Module Definition
Series: A Change ...
Revision: 2001
Blectronic Keying: ~ Compatible Module
Configured By: This Controlier
Input Data: Safety Data
Muting Lamp Points: None
Status: Creating Cancel Help

2. Onthe Safety Network Number dialog box, select Copy.

Safety Network Number X
Format:
© Time-based —
8/30/2018 9:57:41.456 AM
() Manual
(Decimal)
Number:
4293_02FE_EDDO (Hex) Copy
Se «

Cancel Help

3. Onthe General view of the Module Properties dialog box, click the ellipse next to the
safety network number.
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B | New Module X
| General| General
Connection
i Safety =
1 Modue lnfo Type: 5069-1B8S 8 Point 24V DC Safety Input. Sink
L Input Poirts Vendor: Rockwell Automation/Alen-Bradley
i Test Output Points Parent: Local
Name: Remote_Safety_Input Slot: 1 ™
Description: o Safety Network 4293_02FE_EDDO
Number:
v 8/30/2018 9:57:41.456 AM
Module Defintion
s Y Change ...
Revision: 2001

Electronic Keying: ~ Compatible Module
Configured By: This Controller
input Data: Safety Data
Muting Lamp Points: None

Status: Creating Cancel Hebp

4, On the Safety Network Number dialog box, click Paste.

Safety Network Number X
Fomat:
© Time-based Earenie
8/30/2018 9:57:41.456 AM
() Manual
(Decimal)
Number:
4293 _02FE_EDDO (Hex) Copy
Paste
e «

Safety 1/0 Device Signature

154

Each safety device has a configuration signature that uniquely identifies the device
configuration. The configuration signature is composed of an ID number, date, and time, and is
used to verify a device's configuration.
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When the 1/0 device is configured via the Logix Designer application, the configuration
signature is generated automatically. You can view and copy the configuration signature on the

Safety view of the Module Properties dialog box.

Figure 40. View and Copy the Configuration Signature

General Safety
Connection
Safety
Module Info Connection | Requested Packet| Connection Reaction| ~Max Obsened
Input Points Type Interval (RPI) (ms) |  Time Limit (ms) | Network Delay (ms)
Test Output Points. Safety Input 105 401 | Reset Advanced...

Safety Output 50/ 150.1 | Reset

Configuration Ownership:

-
Configuration Signature:
ID: c2de_a49c (Hex) Copy

o] BEEEE [Tieh

Status: Offline

Different Configuration Owner (Data-only Connection)
When the 1/0 device configuration is owned by another controller, you must copy the device
configuration signature from its owner's project and paste it into the Safety view of the device

properties.

O If the device is only configured for inputs, you can copy and paste the configuration signature. If
the device has safety outputs, they are owned by the controller that owns the configuration, and the

configuration signature ID text box is unavailable.

Figure 4. View and Copy the Configuration Signature From a Different Device

‘ General | Connection | Safety | Module Info | Input Corfiguration I Test Output | Intemet Protocol | Port Configuration | Netwnrk|
Connection | Requested Packet| Connection Reaction Max Observed .
Type Interval (RPI) (ms) Time Limit (ms) Network Delay (ms)
Safety Input 1052 40.1 | Reset
Safety Output 20 60.0 | Reset
Configuration Ownership;
Reset Ownership |
@ Configuration Signature:
SR -
T
Time:  9:06:33AM = 590 2 ms
Status: Offline OK ] [ Cancel Apply Help
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Reset Safety 1/0 Devices to the Out-of-box Condition

1/0 Device Address Format

156

If a Guard 1/0™ device was used previously, clear the existing configuration before installing it
on a safety network by resetting the device to its out-of-box condition.

When the controller project is online, the Safety tab of the device properties displays the current
configuration ownership. When the opened project owns the configuration, Local is displayed.
When a second device owns the configuration, Remote is displayed, along with the SNN and
node address or slot number of the configuration owner. A communication error appears if the
device read fails.

If the connection is local, you must inhibit the device connection before resetting ownership.
Follow these steps to inhibit the device.

1. Right-click the device and choose Properties.
2. Click the Connection tab.
3. Check Inhibit Connection.
4. Click Apply and then OK.
Follow these steps to reset the device to its out-of-box configuration when online.

1. Right-click the device and choose Properties.
2. Click the Safety tab.
3. Click Reset Ownership.
[ ot ropater oo crsemres v )
General Safety
Connection
Safety
Module Info Connection | Requested Packet | Connection Reaction Max Obsened A
Input Points Type Interval (RP1) (ms) |  Time Limit (ms) | Network Delay (ms)
Test Output Points | Safety Input 10 := 401 77| Reset Advanced..
| Safety Output 20{ 60.0| 77| Reset
Configuration Ownership: Local Refresh Ownership
ResetOwnership  *+
Configuration Signature:
(Hex) Copy
> | ms
Status: Running Cancel Apply Help

You cannot reset ownership when there are pending edits to the device properties, when a safety
signature exists, or when safety-locked.

When you add a device to the I/0 configuration, the Studio 5000 Logix Designer® application
creates controller-scoped tags for the device.

I/0 information is presented as a set of tags. Each tag uses a structure of data, depending on
the type and features of the I/0 device. The name of a tag is based on the name of the device.

A safety 1/0 device address follows this example: devicename:Type.Member
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Table 26. Safety 1/0 Device Address Format

Where

Is

device name

The name of the safety I/0 device.

Type

Type of data

Input: |
Output: 0

Membership

Specific data from the I/0 device

Input-only device

devicename:l.RunMode (required)

devicename:l.ConnectionFaulted
(required)

devicename:l.Input Members

Output-only device

devicename:l.RunMode (required)

devicename:l.ConnectionFaulted
(required)

devicename:0.0utput Members

Combination 1/0

devicename:l.RunMode (required)

devicename:l.ConnectionFaulted
(required)

devicename:l.Input Members

devicename:0.0utput Members

For more information on addressing standard 1/0 devices, see the Logix 5000 Controllers 1/0 and

Tag Data Programming Manual, publication 1756-PM004.

Change Configuration Ownership

When the controller project is online, the Safety tab of the device Properties dialog box displays
the current configuration ownership: .

» When the opened project owns the configuration, Local is displayed.

» When a second device owns the configuration, Remote is displayed, along with the SNN
and the node address or slot number of the configuration owner.

 If the device read fails, a communication error appears

If the connection is Local, you must inhibit the device connection before resetting ownership.
Follow these steps to inhibit the device.

F AN~

Rockwell Automation, Inc.

Right-click the device and choose Properties.
Click the Connection tab.

Check Inhibit Connection.

Click Apply and then OK.
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Safety 1/0 Devices

Safety 1/0 Replacement Options

Two options for safety I/0 device replacement are available on the Safety tab of the Controller
Properties dialog box in the Logix Designer application:

*  Only Allow Automatic Configuration When No Safety Signature Exists
Select this option if you rely on a portion of the CIP Safety system to maintain SIL 2 or SIL
3 behavior during device replacement and functional testing.

+ Always Allow Automatic Configuration
Select this option if you do not rely on the entire routable CIP Safety system to maintain
SIL 2 or SIL 3 behavior during device replacement and functional testing.

For more considerations about choosing an automatic configuration setting, including example
use cases, see the GuardLogix 5580 and Compact GuardLogix 5380 Safety Reference Manual,
publication 1756-RM012.

Figure 42. Safety 1/0 Replacement Options

3 Controller Properties - Compact_GuardLogix_Project X
Nonvolatile Memory Capacity Intemnet Protocol Port Configuration Security Alarm Log
General Major Faults Minor Faults Date/Time Advanced SFC Execution Project Safety
Safety Application:  Unlocked Safety Lock/Unlock ..

Safety Status:

Safety Signature
1. Required for SIL2/PLd or SIL3/PLe controller operation.

DPwteclS\gnamre in Run Mode

Safety /O can be replaced without deleting the safety signature.
When replacing Safety /0 with an out-of-box module

[Only Allow ic C ion When No Safety Si Exists v
Only Allow Automatic Configuration When No Safety Signature Exists
Always Allow Automatic Configuration

foty Level SIL3/Ple >

Safety Network Numbers: 5069 Backplane 49?‘_4_036 9_2 EBD 3
|10/16/2023 12:38:36.349 PM |
A1, Ethemet 49E4_03C9_2EBE =
|10/1672023 12:38:36.350 P |
A2, Ethemet 49E4_03C9_2EBF ,,
| 1011672023 12:38:36.351 PM |
OK Cancel A Help

Only Allow Automatic Configuration When No Safety Signature Exists

When a safety 1/0 device is replaced, the configuration is downloaded from the safety controller
if the DevicelD of the new device matches the original. The DevicelD is a combination of the
node/IP address and the Safety Network Number (SNN) and is updated whenever the SNN is set.

If you select the Only Allow Automatic Configuration When No Safety Signature Exists option,
follow the guidance in the following table to replace a safety I/0 device based on your scenario.
After you complete the steps, the DevicelD matches the original and enables the safety
controller to download the proper device configuration and re-establish the safety connection.

Table 27. Replace a Device

Safety Signature Exists Replacement Device Condition Action Required

No No SNN (out-of-box) None. The device is ready for use.
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Table 27. Replace a Device (continued)

Safety Signature Exists

Replacement Device Condition

Action Required

Yes or No

Same SNN as original safety task
configuration

None. The device is ready for use.

Yes

No SNN (out-of-box)

See Replacement Device is
Out-of-box and Safety Signature

Exists on page 159

Yes

Different SNN from original safety
task configuration

No

See Replacement Device SNN is
Different from Original and Safety
Signature Exists on page 160

See Replacement Device SNN is
Different from Original and No Safety
Signature Exists on page 162

Scenario 1- Replacement Device is Out-of-box and Safety Signature Exists

1. Remove the old I/0 device and install the new device.

2. Right-click the replacement safety I/0 device and choose Properties.
3. Click the ellipse to the right of the safety network number to open the Safety Network

Number dialog box.

B! New Module

Status: Creating

| General’ General
Connection
Safety =
Type 5069-1B8S 8 Point 24V DC Safety Input, Sink
Module Info
Inpt Points Vendor: Rockwell Automation/Allen-Bradley
Test Output Points Parent: Local
Name: Remote_Safety_lnput
Description:
Module Definition
Series A Change
Revision: 2001

Blectronic Keying: Compatible Module
This Controller
input Data: Safety Data
Muting Lamp Points: None

Configured By:

Safety Network

1

7
4233_DZFE_EDDOI:|

8/30/2018 9:57:41.456 AM

[ oK Cancel Help

4, Click Set.

Rockwell Automation, Inc.
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Safety Network Number X
Format
(@ Time-based T
8/30/2018 8:57:41.456 AM
(O Manual
(Decimal)
Number:
4293_02FE_EDDO (Hex) Copy
Paste
Set =

Verify that the Network Status (NS) status indicator is alternating red/green on the
correct device before clicking Yes on the confirmation dialog box to set the SNN and
accept the replacement device.

Follow your company-prescribed procedures to functionally test the replaced 1/0
device and system and to authorize the system for use.

Scenario 2 - Replacement Device SNN is Different from Original and Safety Signature Exists

160

Remove the old I/0 device and install the new device.
Right-click your safety 1/0 device and select Properties.
In the navigation pane, click Safety.

Click Reset Ownership.

General Connection Safely Moduleinfo InputConfiguration TestOutput

Ci i R Packet | C Reaction| Max Observed /A

Type | Intewal (RP) (ms) | ~ Time Limit (ms) _ | Network Delay (ms)
Safety Input 103 40.1] [ Reset Advanced...
Safety Output 50| 150.1] | Reset

Configuration Ownership:

Reset Ownership | *

Configuration Signature:
ID: b22d_d815 (Hex) Copy

Date:  [10/17/2023

Time: [11:14.18 AM T [

Status: Running Cancel Apply Help
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5. Click OK.
Right-click the device and select Properties.

1. Click the ellipse to the right of the safety network number to open the Safety Network
Number dialog box.

o

General Connection Safety Module Info Input Configuration Test Output

Type: 1734-B6S 8 Point 24V DC Sink Input
‘Vendor: Rockwell AutomationfAllen-Bradley
Parent. ROBO

Neme: |Sﬁfaty_lnput | Module Number 1 ~

Safety Network 4293_02FE_EDDO -
Number.

8/30/2018 8:57:41.456 AM

Description:

Module Definition

Series: B Change .
Revision: 21

Electronic Keying: Compatible Module

Configured By: This Controller

Input Data: Safety

Output Data: Test

Input Status: Pt. Status

Data Format: Integer

Status: Offline oK Cancel Apply Help

8. Click Set.

Safety Network Number X

Format

@ Time-based
8/30/2018 8:57:41.456 AM

Generate

(O Manual

(Decimal)

Number:

4293_02FE_EDDO (Hex)

Copy

Paste

Set &

9.  Verify that the Network Status (NS) status indicator is alternating red/green on the
correct device before clicking Yes on the confirmation dialog box to set the SNN and
accept the replacement device.

10.  Follow your company-prescribed procedures to functionally test the replaced I/0
device and system and to authorize the system for use.
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Scenario 3 - Replacement Device SNN is Different from Original and No Safety Signature Exists

1. Remove the old I/0 device and install the new device.
2. Right-click your safety 1/0 device and select Properties.
3. Inthe navigation pane, click Safety.
4, Click Reset Ownership.
General Connection Safely Moduleinfo InputConfiguration Test Output
C i R d Packet | C R | Max Obsered
Type Interval (RPI) (ms) |  Time Limit (ms) | Network Delay (ms)
| Safety Input 10+ 40.1| | Reset Advanced..
Safety Output 50 150.1 | Reset
Configuration Ownership:
Reset Ownership | *
Configuration Signature:
ID: (Hex) Copy
Date: |
Time: S ims
Status: Running Cancel pply Help
5. Click OK.

6. Follow your company-prescribed procedures to functionally test the replaced 1/0
device and system and to authorize the system for use.

Always Allow Automatic Configuration

ATTENTION: Select the Always Allow Automatic Configuration option only if the entire CIP Safety
Control System is not being relied on to maintain SIL 2 or SIL 3 behavior during the replacement
and functional testing of a device. Do not place devices that are in the out-of-box condition on a

CIP Safety network when the Always Allow Automatic Configuration option is selected, except while
following this replacement procedure.

When the Always Allow Automatic Configuration option is selected in the controller project, the
controller automatically checks for and connects to a replacement device that meets all the

following requirements:

 The controller has configuration data for a compatible device at that network address.
» The device is in out-of-box condition or has an SNN that matches the configuration.

If the Always Allow Automatic Configuration option is selected, follow these steps to replace a
safety 1/0 device.

1. Remove the old I/0 device and install the new device.
a. If the device is in out-of-box condition, go to the last step in this procedure.
No action is needed for the GuardLogix® controller to take ownership of the
device.
b. If an SNN mismatch error occurs, go to the next step to reset the device to an out-
of-box condition.
2. Right-click the safety I/0 device and select Properties.
In the navigation pane, select Safety.
4. Click Reset Ownership and click OK.

[
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General Connection Safely Moduleinfo InputConfiguration TestOutput

Status: Running

Ci ion |R Packet | C: R | Max Observed .
Type Interval (RPI) (ms) | Time Limit (ms) | Network Delay (ms)
Safety Input 103 401 [ Reset
Safety Output 50 150.1] | Reset
Configuration Ownership:
Reset Ownership | *
Configuration Signature:
D: b22d_d815 (Hex) Copy

Date: [10/17/2023 |
Time: [11:1418 AM T

Advanced...

Apply Help

5. Follow your company-prescribed procedures to functionally test the replaced 1/0

device and system and to authorize the system for use.
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A control application consists of several elements that require planning for efficient application

execution.

Application elements include the following:

» Tasks
*  Programs
* Routines

» Parameters and Local Tags
* Add-On Instructions

Figure 43. Elements of a Control Application

’ Control Fault Handler

Program Tags
and Program
Parameters

Main Routine

Fault Routine

Other Routines I

[ Task 32
I [
Task 1
l Program 1000
I Program 1

Controller Add-On Instruction
(Global) Tags Definition

1/0 Data

System-shared Data

Tasks

The controller lets you use multiple tasks to schedule and prioritize the execution of your
programs based on criteria. This multitasking allocates the processing time of the controller
among the operations in your application:

 The controller executes only one task at a time.
+  One task can interrupt the execution of another and take control based on its priority.
* Inany given task, multiple programs can be used. However, only one program executes at

a time.

 You can display tasks in the Controller or Logical Organizer views, as necessary.

Q Alarge number of tasks can make it difficult to optimally tune your system.
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Figure 44. Task Within a Control Application

’ Controller Fault Handler ‘

[Task 32

[
[

Task 1

l Program 1000

[

Program 1

Main Routine | | @nd Program

Program Tags

Parameters

Fault Routine

HiH

Routines

Controller
(global) Tags

Add-On Instruction
Definition

System-shared
1/0 Data Data

Figure 45. Tasks in the Controller Organizer and Logical Organizer

Controller Organizer

Logical Organizer

4 Controller My_Project 1
<7 Controller Tags

Main Task

Controller Fault Handler
Power-Up Handler

(continuous) ——> 4 Tasks
4 £¥ MainTask
4 L MainProgram

<7 Parameters and Local Tags
MainRoutine
&y Routine B

4 Y Program_2

<7 Parameters and Local Tags
3@ Routine

P NI My_Phase

Task 2
(periodic)

4 (© Task2
4 1 Task_2 Program_1

<7 Parameters and Local Tags
@ Task_2_Routinel
Unscheduled

4 Matinn Granne

A task provides scheduling and priority information for a set of one or more programs.
Configure tasks as continuous, periodic, or event by using the Task Properties dialog box.
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(contnious) 4 L MainProgram
4 Logic and Tags
<7 Parameters and Local Tags
B MainRoutine
% Routine_B
4 N My_Phase
4 Logic and Tags
<7 Parameters and Local Tags
=1 Running
4 L Program_2
4 Logic and Tags
<7 Parameters and Local Tags
Task2 #@ Routine
(periodic) —————— 4 4 Task_2_Program_1

4 Logic and Tags
<7 Parameters and Local Tags
@ Task_2_Routinel
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Figure 46. Configure the Task Type

B | Task Properties - MainTask X

General Configuration | Program Schedule ~Monitor

[[] Disable automatic output processing to reduce task overhead
[ Inhibit task

Concet | [y [ b

This table explains the types of tasks that you can configure.

Table 28. Task Types and Execution Frequency

Task Type Task Execution Description

Continuous Constant The continuous task runs in the background. Any CPU time that is not allocated
to other operations (such as motion and other tasks) is used to execute the
programs in the continuous task.

The continuous task runs constantly. When the continuous task completes a
full scan, it restarts immediately.

+ Aproject does not require a continuous task. If used, there can be only one
continuous task.

Periodic At a set interval, such as each 100 ms A periodic task performs a function at an interval.

»  Whenever the time for the periodic task expires, the task interrupts any
lower priority tasks, executes once, and returns control to where the
previous task left off.

*  You can configure the time period from 0.1...2,000,000.00 ms. The default is
10 ms. It is also controller and configuration dependent.

Event Immediately when an event occurs An event task performs a function when an event (trigger) occurs. The trigger for
the event task can be the following:

+ Module input data change of state

» Aconsumed tag trigger

* An EVENT instruction
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Table 28. Task Types and Execution Frequency (continued)

Task Type

Task Execution

Description

» Anaxis trigger

+  Amotion event trigger

You can configure an optional timeout interval for missed event triggers, which
causes the event tasks to execute even in the absence of the trigger. Set the
Check the Executed Task If No Event Occurs Within <timeout period> checkbox
for task.

Rockwell Automation, Inc.

The controllers support up to 32 tasks. Only one of the tasks can be continuous.

A task can have up to 1000 programs, each with its own executable routines and program-
scoped tags. Once a task is triggered (activated), the programs that are assigned to the task
execute in the order in which they are grouped. Programs can appear only once in the Controller
Organizer and multiple tasks cannot share them.

Event Task with Compact 5000 1/0 Modules

Q Compact 5000 I/0 safety input modules cannot trigger events.

SomeCompact 5000® 1/0 digital input modules can trigger an Event task. For example, complete
these steps to configure an Event task with a 5069-I1B16F module input state change that
triggers the event.

1. Configure the 5069-IB16F input module to trigger the Event task. The following tasks are
required.
a.  Use the Data with Events connection type in the 5069-IB16F module definition.
b. Enable the Event.
c. Select at least one point on the module to participate in the event.
d. Define what constitutes an event, for example, a state change from 0ff to On.
e. Choose which edge of the event triggers the event. That is, the rising edge, the
falling edge, or both can trigger an event.
You can also latch an event and enable independent point triggers.

Use the Data with Events connection type in the 5069-1B16F module definition. Enable the
Event. Select at least one point on the module to participate in the event. Define what
constitutes an event, for example, a state change from Off to On. Choose which edge of
the event triggers the event. That is, the rising edge, the falling edge, or both can trigger
an event. You can also latch an event and enable independent point triggers.

2. Create an Event task in your project.

3. Configure the Event task. You must choose the event trigger. For example, you can
choose Module Input Data State Change as the trigger. Link the task to the appropriate
Event Input tag on the module.

Task Priority

Each task in the controller has a priority level. The operating system uses the priority level

to determine which task to execute when multiple tasks are triggered. A higher priority task
interrupts any lower priority task. The continuous task has the lowest priority, and a periodic or
event task interrupts it.

You can configure periodic and event tasks to execute from the lowest priority of 15 up to the
highest priority of 1. Configure the task priority by using the Task Properties dialog box.
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Figure 47. Configure the Task Priority

B | Task Properties - MainTask X

General Configuration ~ Program Schedule Monitor

Type: Periodic v |
Period: l 10.000 ms
Priority: l 10 % (Lower number yields higher priority)

Wachdog: (500000 _Jms

[[] Disable automatic output processing to reduce task overhead
[ Inhibit task

OK || cCancel || Aoy | Hep

Programs

The controller operating system is a preemptive multitasking system that is in compliance with
[EC 61131-3. This system provides the following:

* Programs to group data and logic

» Routines to encapsulate executable code that is written in one programming language
Each program contains the following:

* Local Tags

« Parameters

» A'main executable routine
Other routines

» Anoptional fault routine
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Figure 48. Program Within a Control Application

’ Controller Fault Handler ‘

[Task 32
[
[
Task 1
l Program 1000 Watchdog
Program | Program Tags
and Program
Parameters
Fault Routine
Other II —
Routines —
Controller Add-On Instruction System-shared
(global) Tags Definition 1/0 Data Data

Figure 49. Programs the Controller Organizer and Logical Organizer

Controller Organizer v 1 X

4 Controller OrgProject
<7 Controller Tags
Controller Fault Handler
Power-Up Handler
- Tasks
4 £¥ MainTask
4 L MainProgram
<? Parameters and Local Tags
MainRoutine

4 L Secondary Program

<7 Parameters and Local Tags
Secondary_1

Logical Organizer v & x

4 Legical Model OrgProject
4 4 MainProgram
4 Logic and Tags
<7 Parameters and Local Tags
B MainRoutine
4 L Secondary Program
4 Logic and Tags
</ Parameters and Local Tags
Secondary 1

Scheduled and Unscheduled Programs
The scheduled programs within a task execute to completion from first to last. Programs that
are not attached to any task show up as unscheduled programs.

Unscheduled programs within a task are downloaded to the controller with the entire project.
The controller verifies unscheduled programs but does not execute them.

You must schedule a program within a task before the controller can scan the program. To
schedule an unscheduled program, use the Program/Phase Schedule tab of the Task Properties

dialog box.

5069-UMOOIN-EN-P - January 2026

169



Chapter 13

Develop Standard Applications

Routines

170

Figure 50. Schedule an Unscheduled Program

B | Task Properties - MainTask X
General Configuration Program Schedule™  Monitor
Unscheduled: Scheduled:

Secondary_Program ( ’
Move
4

< >

Ew

ok || cancel || Ay || Hep

Aroutine is a set of logic instructions in one programming language, such as Ladder Diagram
(ladder logic). Routines provide the executable code for the project in a controller.

Each program has a main routine. The main is the first routine to execute when the controller
triggers the associated task and calls the associated program. Use logic, such as the Jump to
Subroutine (JSR) instruction, to call other routines.

You can also specify an optional program fault routine. The controller executes this routine if it
encounters an instruction-execution fault within any of the routines in the associated program.
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Parameters and Local Tags

Rockwell Automation, Inc.

Figure 51. Routines in a Control Application

’ Controller Fault Handler ‘

Program Tags
and Program
Parameters

Routines

Main Routine

Fault Routine

Hi

[Task 32
[
[
Task 1
l Program 1000
I
Program 1

Add-On Instruction
Definition

Controller
(global) Tags

1/0 Data

System-shared
Data

Figure 52. Routines in the Controller Organizer and Logical Organizer

Controller Organizer v 3 X

4 Controller OrgProject
< Controller Tags
Controller Fault Handler
Power-Up Handler
4 Tasks
4 £ MainTask
4 4 MainProgram
<7 Parameters and Local Tags

Routine —— MainRoutine

Routine

Routine

4 4 Secondary_Program

<7 Parameters and Local Tags
Secondary_ 1

Routine —

Logical Organizer v 1 X

4 Logical Model OrgProject
4 4 MainProgram
4 Logic and Tags
<? Parameters and Local Tags
MainRoutine
4 1L Secondary Program

4 Logic and Tags
<7 Parameters and Local Tags
@ Secondary_1

With a Logix 5000 controller, you use a tag (alphanumeric name) to address data (variables). In
Logix 5000 controllers, there is no fixed, numeric format. The tag name identifies the data and

lets you do the following:

*  Organize your data to mirror your machinery.

*  Document your application as you develop it.
This example shows data tags that are created within the scope of the Main Program of the

controller.
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Figure 53. Parameters and Local Tags

Controller Organizer —Main Program Parameters and Local Tags Logical Organizer —Main Program Parameters and Local Tags
4 Controller My_Project 1 4 Logical Model My_Project_1
<7 Controller Tags 4 L MainProgram
Controller Fault Handler 4 & Logic and Tags
Power-Up Handler <7 Parameters and Local Tags
4 Tasks MainRoutine
4 3 MainTask By Routine_B
4 1L MainProgram b N My_Phase
<7 Parameters and Local Tags b L Program_2
MainRoutine b 4 Task_2_Program_1
D4 Routine_B
b L Program_2
P <I My_Phase
b @ Task 2
Unscheduled
4 Motien Groups
‘S Motion_Group
Ungrouped Axes
4 Assets
Y Logical Model
4 /O Configuration

Program Parameters and Local Tags Window

Scope: [E@ManProgem =  Show: All Tags - V.

Name 2| [ Usage Alas For Base Tag Data Type Description Exemal Access | Constant__| Style
north_tank_mix_|Local BOOL Read/ Write ] [Decimal
north_tank_pr... |Local REAL Read/ Write ] [Foat
north_tank_temp |Local REAL Read Vit & Float

+-one_shots Local DINT Read/ Write ] [Decimal

+recipe Local TANK Read/ Write ]
+ecipe_number |Local DINT Read/ Write ] [Decimal
replace_bit Local BOOL Read/ Write ] [Decimal
+lrunning_hours _|Local COUNTER Read/ Write ]
+lrunning_secon... |Local TIMER Read/ Write ]
start Local BOOL Read/ Write ] [Decimal
stop. Local BOOL Read/ Write ] [Decimal
| [

Program Parameters

Program parameters define a data interface for programs to facilitate data sharing. Data
sharing between programs can be achieved either through pre-defined connections between
parameters or directly through a special notation.

Unlike local tags, all program parameters are publicly accessible outside of the program.
Additionally, HMI external access can be specified on an individual basis for each parameter.

There are several guidelines on how to create and configure parameters and local tags for
optimal task and program execution:

*  Logix 5000 Controllers and /0 Tag Data Programming Manual, publication 1756-PM004
*  Logix 5000 Controllers Program Parameters Programming Manual, publication 1756-PM021
*  Logix 5000 Controllers Design Considerations Reference Manual, publication 1756-RM094

Programming Languages

The Studio 5000 Logix Designer® application supports these programming languages.

Table 29. Supported Programming Languages

Language Is best used in programs with

Ladder Diagram (LD) Continuous or parallel execution of multiple operations (not sequenced).
Boolean or bit-based operations.
Complex logical operations.

Message and communication processing.
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Table 29. Supported Programming Languages (continued)

Language

Is best used in programs with

Machine interlocking.

Operations that service or maintenance personnel have to interpret to troubleshoot the machine or
process.

Function Block Diagram (FBD)

Continuous process and drive control.
Loop control.

Calculations in circuit flow.

Sequential Function Chart (SFC)

High-level management of multiple operations.
Repetitive sequence of operations.

Batch process.

Motion control that uses structured text.

State machine operations.

Structured Text (ST)

Complex mathematical operations.
Specialized array or table loop processing.

ASCII string handling or protocol processing.

Add-0n Instructions

Table 30. Add-On Instruction Capabilities

For more information, see the Logix 5000 Controllers Common Procedures Programming Manual,
publication 1756-PM001.

With your programming software, you can design and configure sets of commonly used
instructions to increase project consistency. Similar to the built-in instructions that are
contained in the controllers, these instructions you create are called Add-On Instructions.

Add-On Instructions reuse common control algorithms. With them, you can do the following:

» Ease maintenance by creating logic for one instance.
 Apply source protection to help protect intellectual property.
* Reduce documentation development time.

You can use Add-On Instructions across multiple projects. You can define your instructions,
obtain them from somebody else, or copy them from another project. This table explains some
of the capabilities and advantages of using Add-On Instructions.

Capability

Description

Save Time

With Add-On Instructions, you can combine your most commonly used logic into sets of reusable instructions. You
save time when you create instructions for your projects and share them with others. Add-On Instructions increase

project consistency because commanly used algorithms all work in the same manner, regardless of who implements the

project.

Rockwell Automation, Inc.
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Table 30. Add-On Instruction Capabilities (continued)

Capability

Description

Use Standard Editors

You create Add-On Instructions by using one of three editors:

» Ladder Diagram
Function Block Diagram

e Structured Text

Export/Import Add-On Instructions

You can export/import Add-On Instructions to other projects and copy and paste them from one project to another.
Give each instruction a unique, descriptive name to make it easier to manage and reuse your collection of Add-On
Instructions.

Use Context Views

Context views let you visualize the logic of an instruction for instant, simplified online troubleshooting of your Add-On
Instructions.

Document the Instruction

When you create an instruction, you enter information for the description fields. Each instruction definition includes
revision, change history, and description information. The description text also becomes the help topic for the
instruction. You can also generate a signature for the Add-On Instruction and include the Add-On Instructionin a
tracking group.

Apply Source Protection

When you create Add-On Instructions, you can limit users of your instructions to read-only access, or you can bar
access to the internal logic or local parameters that are used by the instructions. This source protection lets you stop
unwanted changes to your instructions and helps protect your intellectual property. You can pre-compile and encrypt
your Add-On Instruction for better Intellectual property protection. This feature has less of a performance impact than
the Logix Designer application source protection.

Extended Properties

174

Once defined in a project, Add-On Instructions behave similarly to the built-in instructions in the
controllers.

With Studio 5000 Logix Designer® application version 31 and greater, Add-On Instructions
appear under the Assets folder in the organizer. They also appear on the instruction toolbar for
easy access along with internal instructions.

Figure 54. Add-On Instructions Example

Controller Organizer v o X

4 Controller My_Project 1
<7 Controller Tags
Controller Fault Handler
Power-Up Handler

b i Tasks Instruction Toolbar
b Motion Groups
4 Assets 4 = [l Mod Mot Ml Wel
4 & Add-On Instructions « » TFavorfes  Add-On _ Program Confrol B _ Timer/Co

b & Motor_Starter
b & My_Instruction
b & My_Instructionl

The Extended Properties feature lets you define more information, such as limits, engineering
units, or state identifiers for various components within your controller project.
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Table 31. Extended Properties

Component Extended Properties

Tag In the tag editor, add extended properties to a tag.

User-defined data type In the data type editor, add extended properties to data types.

Add-On Instructions In the properties that are associated with the Add-On Instruction definition,
add extended properties to Add-On Instructions.

Pass-through behavior is the ability to assign extended properties at a higher level of a
structure or Add-On Instruction and have that extended property automatically available for all
members. Pass-through behavior is available for descriptions, state identifiers, and engineering
units and you can configure it.

Configure pass-through behavior on the Project tab of the Controller Properties dialog box.
If you choose not to show pass-through properties, only extended properties that have been
configured for a given component are displayed.

Pass-through behavior is not available for limits. When an instance of a tag is created, if limits
are associated with the data type, the instance is copied.

Use the .@Min and .@Max syntax to define tags that have limits, as there is no indication in
the tag browser that limit extended properties are defined for a tag. If you try to use extended
properties that have not been defined for a tag, the editors show a visual indication and the
routine does not verify. Visual indicators include the following:

* Arung error in Ladder Logic
 Averification error X in Function Block Diagrams
* The error underlined in Structured Text

You can access limit extended properties that .@Min and .@Max syntax defines. However, you
cannot write to extended properties values in logic.

For more information on Extended Properties, see the Logix 5000 Controllers I/0 and Tag Data
Programming Manual, publication 1756-PM004.

The MODULE object provides status information about a module. To select a particular module
object, set the Object Name operand of the GSV/SSV instruction to the module name. The
specified module must be present in the 1/0 Configuration section of the controller organizer
and must have a device name.

You can access a MODULE object directly from an Add-On Instruction. Previously, you could
access the MODULE object data but not from within an Add-On Instruction.

You must create a Module Reference parameter when you define the Add-On Instruction to
access the MODULE object data. A Module Reference parameter is an InOut parameter of the
MODULE data type that points to the MODULE Object of a hardware module. You can use module
reference parameters in both Add-On Instruction logic and program logic.
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Figure 55. Module Reference Parameter

Add-On Instruction Definition - 10_ModRef v1.0
Class Name Module
General Parameters” Local Tags ScanModes Sign Instance Name
Attribute Name EntryStatus
Name Usage Data Type Dest EntiySts
] Enableln Input BOOL
EnableOQut  OQutput BOOL
*I | 10_ModRef InOut MODULE
Q9

For more information on the Module Reference parameter, see the Studio 5000 Logix Designer®
application online help and the Logix 5000 Controllers Add-On Instructions Programming
Manual, publication 1756-PMO10.

The MODULE object uses the following attributes to provide status information:

* EntryStatus

* FaultCode

+ Faultinfo

»  FWSupervisorStatus
» ForceStatus

* Instance
» LEDStatus
* Mode

+ Path

Controller Status

The controller uses Get System Value (GSV) and Set System Value (SSV) instructions to get and
set (change) controller data. The controller stores system data in objects.

The GSV instruction retrieves the specified information and places it in the destination. The
SSV instruction sets the specified attribute with data from the source. Both instructions are
available from the Input/Output tab of the Instruction toolbar.

Figure 56. GSV and SSV Instructions for Monitoring and Setting Attributes

Class Name BE
Instance Name ?
Attribute Name ?
Dest 7
77
SsV
- Class Mame ?
Instance Name ?
Aftribute Name 7
Source ?
?2?

176 5069-UMOOIN-EN-P - January 2026 Rockwell Automation, Inc.


https://literature.rockwellautomation.com/idc/groups/literature/documents/pm/1756-pm010_-en-p.pdf

Chapter13  Develop Standard Applications

1/0 Connections

Rockwell Automation, Inc.

When you add a GSV/SSV instruction to the program, the object classes, object names, and
attribute names for the instruction are shown. For the GSV instruction, you can get values for
the available attributes. For the SSV instruction, only the attributes you can set are shown.

Some object types appear repeatedly, so you have to specify the object name. For example,
there can be several tasks in your application. Each task has its own Task object that you
access by the task name.

The GSV and SSV instructions monitor and set many objects and attributes. See the Studio 5000
Logix Designer® online help for the GSV and SSV instructions.

If communication with a device in the /0 configuration of the controller does not occur in an
application-specific period, the communication times out and the controller produces warnings.

The minimum timeout period that, once expired without communication, causes a timeout
is 100 ms. The timeout period can be greater, depending on the RPI of the application. For
example, if your application uses the default RPI = 20 ms, the timeout period is 160 ms.

When a timeout does occur, the controller produces these warnings;

* |/0 Fault status information scrolls across the 4-character status display of the
controller.
» An exclamation point shows over the I/0 configuration folder and over the devices that
have timed out.
* Amodule fault code is produced, which you can access via the following:
- The Module Properties dialog box
- AGSVinstruction
For more information about I/0 faults, see the Logix 5000 Controllers Major, Minor, and I/0 Faults
Programming Manual, publication 1756-PM014.

1/0 Communication Timeout
You can use this example to help determine if controller communication has timed out:

« The GSV instruction gets the status of the 1/0 status indicator (via the LEDStatus attribute
of the Module object) and stores it in the I0_LED tag.

» [0_LED is a DINT tag that stores the status of the I/0 status indicator or status display on
the front of the controller.

» If10_LED equals 2, then at least one I/0 connection has been lost and the Fault_Alert is
set.

Figure 57. GSV Used to Identify 1/0 Timeout

GSV EQU Fault_alert
Class Name Module = Source A 10_LED
Instance Name O
Aftribute Name LedStatus Source B 2
Dest 10_LED
(=

IMPORTANT: Safety Consideration

Safety controllers have individual connection status on each safety I/0 module as part of the input tag.
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Sample Controller Projects

178

1/0 Communication to a Specific 1/0 Module Time Out

If communication times out with a device (module) in the 1/0 configuration of the controller,
the controller produces a fault code and fault information for the module. You can use GSV
instructions to get fault code and information via the FaultCode and Faultinfo attributes of the
Module object.

1/0 Module Connection Faults

Depending on your application, you may want an 1/0 connection error to cause the Controller
Fault Handler to execute. To do so, set the module property that causes a major fault to result
from an 1/0 connection error. The major fault causes the execution of the Controller Fault
Handler.

ATTENTION: You cannot program Safety I/0 module connections or safety produce/consume
connections to automatically cause a major fault on the controller.
If it is important to interrupt your normal program scan to handle an I/0 connection fault, set

the ‘Major Fault On Controller If Connection Fails While In Run Mode’ and put the logic in the
Controller Fault Handler.

Figure 58. 170 Connection Fault Causes Major Fault

Controller connection: Offline Not Connected
INFORMATION .
Eveniew Connection
P Iomuation Requested Packet Interval (RPI)
CONFIGURATION
Connection Type  Value Range
Configuration
Points
[ inhibit module
Major fault on controller if connection fails while in Run mode* .

If responding to a failed I/0 module connection can wait until the next program scan, put the
logic in a normal routine and use the GSV technique that is described on page 140 to call the
logic.

First, develop a routine in the Controller Fault Handler that can respond to |/0 connection faults.
Then, in the Module Properties dialog box of the I/0 module or parent communication module,
check 'Major Fault On Controller If Connection Fails While in Run Mode.

It takes at least 100 milliseconds to detect an I/0 connection loss, even if the Controller Fault
Handler is used.

For more information about programming the Controller Fault Handler, see the Logix 5000 Major,
Minor, and I/0 Faults Programming Manual, publication]756-PM014.

The Studio 5000 Logix Designer® application includes sample projects that you can copy and
modify to fit your application. To access the sample projects, choose Sample Project on the
dialog box.
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Figure 59. Sample Projects

Studio5000°
Create Open Explore
New Project Existing Project Help
From Import Sample Project About
From Sample Project From Upload

Recent Projects

’ ControllerProject
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You can use both standard (non-safety-related) and safety-related components in a safety
control system. Within a safety project, you can perform standard automation control from
standard tasks. Controllers with safety functions also support the same functions as other
controllers. What differentiates these controllers from standard controllers is that the
controllers also support a SIL 2 or SIL 3 capable safety task.

Alogical and visible distinction is required between the standard and safety-related portions of
the application. The Studio 5000 Logix Designer® application provides this differentiation via
the safety task, safety programs, safety routines, safety tags, and safety I/0 devices.

ATTENTION: Performing online edits to logic, data, or the configuration can affect the safety
functions of the system if the edits are performed while the application is running. Online edits

should only be done if necessary. If the edits are not performed correctly, they can stop the
application. You must use alternative safety measures and constraints during online edits.

Safety Overview

The GuardLogix® 5580 and Compact GuardLogix® 5380 Safety Reference Manual, publication
1756-RM012 addresses the following topics:

Guidelines and requirements for developing and commissioning safety applications,
including the use of Add-on Profiles

Creating a detailed project specification

Writing, documenting, and testing the application

Generating the safety signature to identify and help protect the project

Confirming the project by printing or displaying the uploaded project and manually
comparing the configurations, safety data, and safety program logic

Verifying the project through test cases, simulations, functional verification tests, and an
independent safety review, if necessary

Locking the safety application

Calculating system reaction time

ATTENTION: Performing online edits to logic, data, or the configuration can affect the safety
functions of the system if the edits are performed while the application is running. Online edits

should only be done if necessary. If the edits are not performed correctly, they can stop the
application. You must use alternative safety measures and constraints during online edits.

Program Safety Applications

The diagram below shows the steps required to commission a safety system. For more
information, see one of the following: 1756-RM012.

Table 32. Safety Reference Manuals

Controller Type Safety Reference

ControlLogix®5530 ControlLogix 5590 Controller High Availability User

Manual, 1756-UM901
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Table 32. Safety Reference Manuals (continued)

Controller Type Safety Reference
GuardLogix®5580 GuardLogix 5580 and Compact GuardLogix 5380
Compact GuardLogix®5580 Controllers Reference Manual,1756-RM012.

< Specification of the Safety Function >
I

!

l

Online

Create the Project

Create the Project

.

| Attach to Controller and Download |

Test the Application ._l

Program

Generate the Safety Signature Make Required

T Modifications
| Validate the Project |

Validation
Successful?

Yes

Delete Safety
Signature
4

Confirm the Project

}

Record Safety Signature

!

Fill out the Safety Checklists

!

Safety Assessment

No

Project Valid?

L Yes

Lock the Controller >
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The following controllers support IEC-62443-4-2 SL 1 security requirements.

Table 33. IEC 62443-4-2 SL 1-certified Controllers

Controller Firmware Revision

CompactLogix® 5380 standard controllers 36 or later

CompactLogix® 5380 NSE, XT, K, and Pracess controllers | 36 or later

Compact GuardLogix® 5380 controllers 37 or later

To help meet these requirements, you must use this publication and the Configure System
Security Features User Manual, publication SECURE-UMOO1. The Configure System Security
Features User Manual describes how to configure and use Rockwell Automation® products to
improve the security of your industrial automation system.

The controller accepts all values appropriate for a tag data type, and it is the responsibility of
the user program to specify valid ranges and perform validity to check for those ranges. The
controller verifies incoming messages for syntax, length, and format.

You can apply these same measures to other CompactLogix® and CompactLogix® controllers,
but without the certification.

Table 34. Security Additional Resources

Resource Description
Security Design Guide Reference Manual, publication Provides guidance on how to conduct vulnerability
SECURE-RMO0O1 assessments, implement Rockwell Automation®

products in a secure system, harden the control system,
manage user access, and dispose of equipment.

Logix 5000 Controllers Security Programming Manual, Describes how to configure security for the Studio
publication 1756-PM016 5000 Logix Designer® application, and explains how to
configure source protection for your logic and projects.

CIP Security Application Technique, publication Describes how to plan an implement a Rockwell

SECURE-ATOO01 Automation® system that supports the CIP Security™
protocol.

Converged Plantwide Ethernet (CPwE) Design and Defines manufacturing-focused reference architectures

Implementation Guide, publication ENET-TDOOT to help accelerate the successful deployment of

standard networking technologies and convergence of
manufacturing and enterprise/business networks.

Security Certification Requirements

The following figure shows an example of a secure control system that implements other
security-focused products. For certification requirements related to other security-focused
products, see the security checklists.
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Figure 60. Secure Architecture Example

Domain Controller FactoryTalk Directory Server FactoryTalk AssetCentre Server FactoryTalk View SE Server Syslog Collector

Stratix 5400

Studio 5000 Logix Designer FactoryTalk View SE Client
X ControlFLASH Plus or
CompactLogix 5380 ControlFLASH software

You must include compensating countermeasures when you configure a system with a device
that has achieved IEC-62443-4-2 SL 1 certification. The following table lists compensating
countermeasures and the versions that are required.

For more information on how the compensating countermeasures are used, see the Configure
System Security Features User Manual, publication SECURE-UMOOT.

To see the version of a compensating counter measure that is compatible with your version of
Studio 5000 Logix Designer® software, see the Product Compatibility and Download Center.

Table 35. Required Versions for Compensating Countermeasures

Compensating Countermeasure

Required Version

Active Directory

User configured

ControlFLASH™

15.0M or later

ControlFLASH Plus®

2.00 or later

FactoryTalk® Activation Manager

4,03.03 or later

FactoryTalk® Administration Console

Any version

FactoryTalk® AssetCentre

9.00 or later

FactoryTalk® Directory

User configured

FactoryTalk® Linx 6.11 or later
FactoryTalk® Policy Manager 6.11or later
FactoryTalk® Security Any version
FactoryTalk® Services Platform 6.30 or later

FactoryTalk® View

11.00 or later
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Table 35. Required Versions for Compensating Countermeasures (continued)

Compensating Countermeasure

Required Version

(You are not required to use HMI devices or software
in your application to achieve IEC-62443-4-2 SL1

certification.)

Studio 5000 Logix Designer®

36.00.00 or later for CompactLogix® 5380 controllers

37.00.00 or later for Compact GuardLogix® 5380
controllers

Must match controller firmware

Syslog collector

User configured

Follow the security checklists in this section to secure the system and controller. It is your
responsibility to monitor the system periodically to make sure that the security settings
function as you configured them.

Requirements for Identification and Authorization

Table 36. Requirements for Identification and Authorization

Required
to Meet

Security Component IEC-62443-4-2 Details
SL1

FactoryTalk® Yes Configure FactoryTalk® Security to define policies, user groups, and

Securitysoftware other permission sets.

Studio 5000 Logix » The Logix Designer application enforces the policy based on the

Designer®application access policies that are provided to it by FactoryTalk® Security for
the software authenticated user. Once authenticated, the Logix
Designer application acts as your interface to the controller. This
applies to all protected CIP™ communications to the controller,
whether from Ethernet, backplane, or USB.

» The FactoryTalk Services Platform offers feature access control
to manage user access to product features such as controller
download, project import, project create, and firmware update.

For more information, see Configure System Security Features User

Manual, SECURE-UMOOT .

(Safety controllers May be required | Configure FactoryTalk® Security to restrict access to generate and
only). Access control | based on delete the safety signature.
to generate and system design, To configure FactoryTalk Security permissions, see the Configure
delete the safety threat model, System Security Features User Manual, SECURE-UMOO1.
signature and risk

assessment.
(Safety controllers May be required | Configure FactoryTalk® Security to restrict access to safety-lock and
only). Access control | based on safety-unlock actions.

system design,
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Table 36. Requirements for Identification and Authorization (continued)

Security Component

Required

to Meet
IEC-62443-4-2
SL1

Details

to safety-lock and

safety-unlock actions

threat model,
and risk
assessment.

To configure FactoryTalk Security permissions, see the Configure
System Security Features User Manual, SECURE-UMOO1.

Requirements for Use Control

Table 37. Requirements for Use Control

Required
Security to Meet Details
Component IEC-62443-4-2
SL1
Studio 5000 Logix May be required | Configure the controller project in the Logix Designer application to use
Designer®applicat based on system | these user access methods:
ion design, threat « License-based source protection limits access to projects to only
model, and risk users with the required license. Users without the required license
assessment. cannot open the project or import components that are protected
by the license.

+ License-based execution protection allows execution of the
component only on a specific controller family, or only on
controllers in a specific controller family that contain the execution
license.

 Password-based protection uses a source key (password) to help
protect source logic. All source keys are stored in the sk.dat file.

 The Logix Designer application has two tag attributes that control
access to tag data. The External Access attribute controls how
external applications can access tags. The Constant attribute value
determines if controller logic can change a tag.

For more information, see Logix 5000 Controllers Security Programming

Manual, 1756-PM016 .

FactoryTalk® Yes Configure FactoryTalk® Security to define policies, user groups, and
Security software other permission sets.

Studio 5000 » The Logix Designer application enforces the policy based on the
Logix Designer® access policies that are provided to it by FactoryTalk® Security
application for the software authenticated user. Once authenticated, the

Logix Designer application acts as your interface to the controller,
including all protected CIP™ communication to the contraller,
whether from Ethernet, backplane, or USB.

» The FactoryTalk® Services Platform offers feature access control
to manage user access to product features, such as controller
download, project import, project create, and firmware update.

* InFactoryTalk® Security, define which users can change controller
modes and download projects to the controller.

Rockwell Automation, Inc.
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Table 37. Requirements for Use Control (continued)

Required
Security to Meet Details
Component IEC-62443-4-2
SL1
«  Security authority binding restricts the controller to a specific
FactoryTalk® Security instance. This binding reduces the attack
surface for security server spoofing because the client software
and the security software determine the identity of the security
authority responsible for controlling access.
For more information, see Configure System Security Features User
Manual, SECURE-UMOO1 .
Controller keyswitch | May be required | Place the keyswitch in the RUN position to help prevent unauthorized

position based on system | remote configuration changes to the controller, and restrict some
design, threat communication services.
model, and risk Remove the keyswitch from a running controller to help prevent
assessment. modifications to the configuration or program.
IMPORTANT: Do not apply a new security policy while the controller is
in RUN mode. RUN mode does not help prevent updates to the security
policy, and a policy change has the potential to disrupt a running control
system.
Disable the May be required | The Ethernet port is enabled by default. Disable the Ethernet port if
controller Ethernet | based on system | required by the system design, threat model, or risk assessment.
port design. threa.t For more information, see Disable the Ethernet Port on the Port
model, and risk Configuration Tab on page 198 and Disable the Ethernet Port with an
assessment. MSG Instruction on page 199.
Disable the May be required | CIP Security™ ports on the controller are enabled by default. Disable

controller CIP
Security™ ports

based on system
design, threat
model, and risk

the CIP Security™CIP Security™ ports if required by the system design,
threat model, or risk assessment.

For more information, see Disable CIP Security Ports via FactoryTalk

assessment. Linx on page 201 and Disable CIP Security Ports via a CIP Generic MSG
Instruction on page 202.
Disable the May be required | The USB port on the controller is enabled by default. Disable the USB port

controller USB ports

based on system
design, threat
model, and risk
assessment.

if required by the system design, threat model, or risk assessment.

For more information, see Disable the Controller USB Port on page 204.

Disable the
controller SD card

May be required
based on system
design, threat
model, and risk
assessment.

The SD card is enabled by default. Disable the SD card if required by the
system design, threat model, or risk assessment.

For more information, see Disable the Controller SD Card on page 206.

Disable controller
webpages

May be required
based on system

Controller webpages for diagnostics are read-only. With Studio 5000
Logix Designer® application version 33 or later, controller webpages are
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Requirements for System Integrity
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Table 37. Requirements for Use Control (continued)

Security
Component

Required

to Meet
IEC-62443-4-2
SL1

Details

design, threat
model, and risk
assessment.

disabled by default. Disable the controller webpages if required by the
system design, threat model, or risk assessment.

For more information, see Disable Controller Web Pages on page 213.

Table 38. Requirements for System Integrity

Required
Securit to Meet
y Details
Component IEC-62443-4-2
SL1
FactoryTalk® Yes The FactoryTalk® AssetCentre server centrally tracks and manages
AssetCentre configuration changes and restricts who can make changes based on
software FactoryTalk® Security settings. This server functionality assists with
diagnostics and troubleshooting and reduces maintenance time for
FactoryTalk® production assets.
ity soft
Security software Configure the Device Monitor - Change Detect operation for the
controller.
For more information, see Configure System Security Features User
Manual, SECURE-UMO0T .
ControlFLASH Plus® | Yes Use ControlFLASH Plus® or ControlFLASH™ software to update controller
or ControlFLASH™ firmware.
software Digitally signed firmware files have a .DMK (Device Management Kit)
extension. ControlFLASH™ software authenticates the origin of a DMK file
and validates the file before downloading in the device.
Studio 5000 Yes You can generate a signature on an Add-On Instruction. This signature
Logix Designer® seals (encrypts) the Add-On Instruction to help prevent modification.
application
Controller firmware | Yes To meet IEC-62443-4-2 SL 1 security requirements, you must use a

update

certified version of the controller firmware. We recommend that you use
the latest minor revision of your firmware.

The controller is designed such that:

 You cannot update firmware when the keyswitch is in the RUN
position.

+  You cannot go online with a controller that is in a firmware update
process.

For more information, see Controller Firmware and Logix Designer

Application Compatibility on page 57.
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Table 38. Requirements for System Integrity (continued)

Required
Security to Meet Details
Component IEC-62443-4-2
SL1
User-definable major | May be required | If your application requires a major fault in addition to those already

controller faults

based on system
design, threat
model, and risk

monitored by the controller, define a predetermined state with a major
fault so that outputs are off.

For more information, see Configure User-definable Major Faults on page

assessment. 11,
(Safety Yes for SIL Safety controllers use a safety signature to verify the integrity of
controllers only). 20rSIL3 a safety application. The safety signature must be applied on a SIL
Safety signature configuration. 2/PLd or SIL 3/PLe safety controller to perform automated background

integrity checks on the safety application. We recommend that you
record and store the safety signature in a separate location to verify its
integrity during audits or when tampering is suspected.

Requirements for Data Confidentiality

Table 39. Requirements for Data Confidentiality

Security
Component

Required

to Meet
IEC-62443-
4-28L1

Details

FactoryTalk®
Security software

Yes

Configure FactoryTalk® Security to define policies, user groups, and
other permission sets.

 The FactoryTalk® Services Platform offers feature access control
to manage user access to product features such as controller
download, project import, project create, and firmware update.

 InFactoryTalk® Security, define which users can change controller
modes and download projects to the controller.

«  Security authority binding restricts the controller to a specific
FactoryTalk® Security instance. This binding reduces the attack
surface for security server spoofing because the client software
and the security software determine the identity of the security
authority responsible for controlling access.

For more information, see Configure System Security Features User

Manual, SECURE-UMOOT .

FactoryTalk® Policy
Manager software

Yes

Use the FactoryTalk® Policy Manager software to define a secure data
transport over an EtherNet/IP™ network to the controller.

For more information, see Configure System Security Features User
Manual, SECURE-UMOO1 .

SD Card encryption

May be required
based on system
design, threat

If your system allows SD card use, the load process to the SD card
encrypts and digitally signs the project by using the controller key. The
SD card itself is not encrypted. When you save (load) firmware to the SD
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Table 39. Requirements for Data Confidentiality (continued)

Security
Component

Required

to Meet
IEC-62443-
4-28L1

Details

model, and risk
assessment.

card, the process stores encrypted firmware and certificates on the SD
card.

Do not use a Message to Self (MSG with a Path of THIS) to auto-write
controller logs or manually force a write of controller logs to the SD card.
This can help prevent against potential loss of controller logs befare
FactoryTalk® AssetCentre can read them.

For more information, see Store to the Memory Card on page 90 .

License-based
source and
execution protection

May be required
based on system
design, threat
model, and risk
assessment.

Configure licenses to manage access to controller source logic and
execution of that logic. These licenses are not enabled by default.

+ License-based source protection limits access to projects to only
users with the required license. Users without the required license
cannot open the project or import components that are protected
by the license.

» License-based execution protection allows execution of the
component only on a specific controller family, or only on
controllers in a specific controller family that contain the execution
license.

+ License-based source protection cannot restrict access to safety
logic and safety Add-On Instructions.

For more information, see License-based Source and Execution

Protection on page 192.

Requirements for Restricted Data Flow

Table 40. Requirements for Restricted Data Flow

Required
Security to Meet
Details
Component IEC-62443-4-2
SL1
CIP Security™ Yes Use FactoryTalk® Policy Manager software to define zones and conduits.

For more information, see CIP Security with Rockwell Automation
Products Application Technique, SECURE-ATOQT.

Rockwell Automation, Inc.
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Table 41. Requirements for Timely Response to Events

Required
Securi
ecurity to Meet Details
Component IEC-62443-
4-28L1
FactoryTalk® Yes Configure and use the following:
AssetCentre * Audit log accessibility
software

 Continuous monitoring

For more information, see the following:

»  Configure System Security Features User Manual, SECURE-UMOOT .

System Security Design Guidelines Reference Manual,
SECURE-RMO0Q1

Syslog collector

Yes, if not using
FactoryTalk®
AssetCentre for

logging

The controller supports syslog event logging. Choose a syslog collector
that supports the following:
RFC-5424 syslog protocaol

«  Ability to receive messages from the controller

IMPORTANT: The controller sends events to a syslog collector through
its front Ethernet port. The Ethernet port must be connected to the same
network as the syslog collector.

To set the IP address of the syslog collector, use FactoryTalk® Policy
Manager software. For more information, see CIP Security with Rockwell
Automation Products Application Technigue, publication SECURE-AT0O1.

To view a list of syslog messages and their descriptions, see 1756-RD001.

Controller change
detection

Yes

Enable the change detection feature to monitor program components
to determine whether they change. The change detection feature is not
enabled by default.

For more information, see Change Detection on page 195.

Controller
component tracking

May be required
based on system
design, threat
model, and risk
assessment

Enable component tracking to monitor configurable program
components to determine whether they change. Component tracking is
not enabled by default.

For more information, see Component Tracking on page 196.

Disabled controller
log auto-write

Yes

The controller log stores security-related events that can be accessed
via FactoryTalk AssetCentre software.

To help prevent the potential loss of controller logs before FactoryTalk®
AssetCentre can access them, follow these guidelines:

« Do not use a Message to Self (MSG with a Path of THIS) to auto-write
controller logs to the SD card.
Do not manually force a write of controller logs to the SD card.

By default, the controller log auto-write is disabled.
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Table &41. Requirements for Timely Response to Events (continued)

Required
Security to Meet Details
Component IEC-62443-

4-28L1

For more information, see Controller Logging on page 197.

Requirements for Resource Availability

Table 42. Requirements for Resource Availability

Required
Security to Meet Details
Component IEC-62443-
4-28L1
FactoryTalk® Yes Configure and use the following:
AssetCentre + Asset inventory
software
+  Control system backup
* Disaster recovery
For more information, see Configure System Security Features User
Manual, SECURE-UMOO1.
UPS Yes Provide your own UPS with a separate battery unit and redundant power
supplies.
Size the UPS so that is correctly supports the system and provides
enough power to shut down servers and workstations properly.

Configure User-definable Major Faults

To suspend (shut down) the controller based on conditions in the application, create a user-
defined major fault. With a user-defined major fault:
o The fault type = 4.
* Define a value for the fault code. Choose a value between 990...999. These codes are
reserved for user-defined faults.
 The controller handles the fault the same as other major faults:
 The controller changes to the Program mode and stops running the logic. Outputs are set
to their configured state or value for faulted mode.
To create a user-defined major fault, do the following.

1. Create a fault routine for the program.
2. Configure the program to use the fault routine.
3. Jump to the fault routine.

Create a Fault Routine

To create a fault routine, do the following.
1. In the Controller Organizer, right-click the program and click Add > New Routine.
2. Onthe New Routine dialog box, in the Name field, type a name for the fault routine.

Rockwell Automation, Inc. 5069-UMOOIN-EN-P - January 2026 191


https://literature.rockwellautomation.com/idc/groups/literature/documents/um/secure-um001_-en-p.pdf

Chapter15  Develop Secure Applications

3. Inthe Type field, use the default setting, Ladder Diagram.

4. In Program or Phase field, select the program or phase where the routine will reside.
5. Inthe Assignment field, select Fault.

6

(optional) Select the Open Routine checkbox, to open the ladder logic program
immediately.
7. Click OK.

Configure the Program to Use the Fault Routine

To configure the program to use the fault routine, do the following.
1. In the Controller Organizer, right-click the program and click Properties.
2. Onthe Properties dialog box, click the Configuration tab.
3. Inthe Fault field, select the fault routine.
4. Click OK.

Jump to the Fault Routine

In the main routine of the program, enter the following rung, where:

 Fault_Routine_1is the name of the fault routine for the program.
» 999 s the value for the fault code.

JSR

Jump To Subroutine

Routine Name Fault_Routine 1
Input Par 999

Conditions when the
controller should shut down

When Tag_1.0 =1, execution jumps to name_of_fault_routine, a major fault occurs and the
controller enters the faulted mode. Outputs go to the faulted state. The Controller Properties
dialog box, Major Faults tab, displays the code 999.

Tag_10 JSR
{ Jump To Subroutine
Routine Name Fault_Routine 1
Input Par 999

License-based Source and Execution Protection

Source protection helps prevent logic components from being modified based on a license.

Execution protection adds additional protection to controller logic. Execution protection makes
sure that the right controller has access to execute the protected program. Use this with source
protection to make sure that the right programmer has access to modify the logic.

Each device (controller or computer) requires an activation to access protection features. Each
logic component or program requires a license to be accessed or executed.
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Figure 61. Source and Execution Protection Example

FactoryTalk Activations
for Protection
A A4
Controller Activation Activation Computer
+ + + +
SD card Execution License Source License CMStick
A y
To execute protected logic, each To execute protected logic with
controller requires an SD card the Logix Designer application,
with the following: each computer requires a
FactoryTalk activation for CmStick with the following:
protection Licensing Web Portal «  FactoryTalk activation for
Execution license Source license protection
Execution license + Execution license

To enable license-based protection, you need the following:

« A CmStick that contains a license with Use permission must be present locally on any
USB port on the computer. Use permission cannot be obtained from a network license
server. All other license privileges can be contained on the local CmStick, or provided by
a license server on the network.

« Alicense that contains the Protect permission, either on a local CmStick or provided by a
license server on the network. When components are locked, unauthorized users cannot
view or edit the component, but authorized users can run the project without a CmStick.

IMPORTANT: Enabling license-based protection can have a significant impact on download times.

Enable License-based Protection

Complete the following.
1. Select Tools > Security > Configure Source Protection to open the Source Protection
Configuration dialog box.

& Source Protection Configuration X

Organize by: (O Container (@ Source Protection

Source Frotection Locked Container Vendor: Source Protectiol Execution Protectio Vendor: Execution Protection
{Unprotected}
|8 MainRoutine MainProgram
L8 MainRoutine SafetyProgram
£} safetyaor Add-On Instructions

Source Protection Execution Protection
Source Protection Execution Protection

R beb

2. Insert the CmStick that contains the license that you want to use to help protect the
component into the USB port on the computer. Licenses must contain the Protect
permission to be used to protect components. If a license does not contain the Protect
permission, it does not appear in the list of licenses.

3. Inthe Source Protection Configuration dialog box, select the component to be
protected and click Protect.

4. Inthe Protect dialog box, select the license to apply.
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Protect X

Protection Type: |License v

Apply Source Protection:
Name Vendor
Content Protector A (ProtectLicense) JOEMA |
Content Protector B (Protect License) OEMB
Content Protector C (Protect License) OEMC

Select Execution Protection:

(® Protect with controller key only

(O Protect with controller key and spedific license
Name Vendor A
Execution Protector A1 OEM A
Execution Protector A2 OEM A
Execution Protector AS OEM A
Execution Protector A6 OEM A
Execution Protector A7 OEM A
Execution Protector A8 OEM A
Execution Protector A9 OEM A
Execution Protector A10 OEM A v
< >

oK Cancel Help
5. Select the Execution Protection type:

- Protect with controller key only. This option is selected by default. With this option
selected, the component, when locked, runs only on a controller in the same
family as the one specified for the project. For example, if you lock a License-
based Protected component for a project on a CompactLogix® 5380 controller, the
component can only be executed on another CompactLogix® 5380 controller.

- Protect with controller key and specific license. When you select this option, the
component runs only on a controller in the same family as the one specified for
the project and that contains a CmCard with the execution license that you select.
If you select Protect with controller key and specific license, select the execution
license from the list of available licenses. After components are protected, they
can also be locked. When you lock a component, it helps prevent users from
viewing or editing the component, but allows authorized users to run it.
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Change Detection
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6.

To return to the Source Protection Configuration dialog box, click OK.

O To save changes to a component that is protected with License-Based Source Protection, a
CmStick that contains the required license must be plugged into the computer that runs the
Logix Designer application.
Make sure that you save your edits to the project or lock the protected components before
removing the CmStick that contains the required license. If the license is not present, you

could lose your edits to the project.

On the Security tab of the controller properties, the Change Detection feature tracks changes to

a controller and generates an audit value when a monitored change occurs.

For more information about change detection, see the Logix 5000 Controller Information and

Status Programming Manual, publication 1756-PM015.

Figure 62. Change Detection

B Controller Properties - Logix_Project X
General Major Faults Minor Faults Date/Time Advanced SFC Execution Project Safety
Nonvolatile Memory Capacity Internet Protocol Port Configuration® Security Alarm Log

Security Authority: No Protection
Use only the selected Security Authority for Authentication and Authorization
Secure With: Logical Name < sller b >
Permission Set
[JRestrict Communications Except Through Selected Slots
Select Slots: o|1|B|@|4|5|6 7|89
1011 |12(13|14 (15|16
[CJEnable Controller Web Pages
Change Detection
Changes To Detect l ‘lB#FFFF,FFFF,FFFF,FFFF‘ Configure...
Audit Value: l ‘
Tracked State Value: ‘ ‘ View Companents
Cancel Apply Help

Changes to Detect

Click Configure to open the Configure Changes to Detect dialog box. We recommend tracking the
following changes for a standard controller. By default, all event types can cause the audit value

to change, resulting in a default value of OxFFFFFFFFFFFFFFFF.

 Project stored to removable media

* Online edits modified controller program
 Transaction committed

»  SFC forces enabled

»  SFC forces disabled
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Component Tracking

196

»  SFS forces removed

»  SFC element force value changed

* 1/0 forces enabled

/0 forces disabled

» 1/0 forces removed

 1/0 forces modified

» Firmware update attempted
 Firmware update from removable media attempted
» Remote mode change

Controller switch mode change

* Amajor fault occurred

* Al major faults cleared

Al major faults cleared through controller switch
 Task properties modified

« Program properties modified

» Removable media removed

* Removable media inserted

» Constant Tag value changed

* Multiple constant Tag values changed

» Constant Tag attribute cleared

» Constant Tag attribute set

» Custom Log Entry Added

+ Correlation affected

+ Alarm Log values cleared

 Parameter Connection has been modified
 Port configuration has been changed

By default, all event types can cause the audit value to change, resulting in a default value of
OxFFFFFFFFFFFFFFFF.

Audit Value

A unique value that is generated when a project is downloaded to the controller or loaded from
a storage device. This value is updated when a change to an event occurs. Some events always
cause an Audit Value change, while others are selectable in the Configure Changes to Detect
dialog box. When the controller is offline, the Audit Value box is blank.

On the Security tab of the Controller Properties dialog box, component tracking enables you to
determine whether tracked routines, Add-On Instructions, I/0 modules, and constant tags have
been changed. The Studio 5000 Logix Designer® application creates a tracked state value to
indicate the current state of all components.

For more information about component tracking, see the Logix 5000 Controller Information and
Status Programming Manual, publication 1756-PM015.
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Figure 63. Tracked State Value

B ' Controller Properties - Logix_Project X
General Major Faults Minor Faults Date/Time Advanced SFC Execution Project Safety
Nonvolatile Memory Capacity Internet Protocol Port Configuration® Security Alarm Log

Security Authority: No Protection
Use only the selected Security Authority for Authentication and Authorization
Secure With Logical Name < ) >
Permission Set

D Restrict Communications Except Through Selected Slots

Select Slots: o1 |@|@m|l4 5|6 7|89
101121314 [15]16

[JEnable Controller Web Pages

Change Detection

Changes To Detect l 154FFFF,FFFF,FFFF,FFFF‘ Configure...

Audit Value: l ‘

[Ttacked State Value: ‘ ‘ View Components... }

Cancel Apply Help

Controller Logging

The controller log stores various security-related events that can be written to a memory card
or accessed via FactoryTalk® AssetCentre or a third-party syslog collector. Some of these events
are Logix Designer application request errors, control system events, backup/restore events,
and configuration changes.

For more information on how to access the controller log, see the Logix 5000 Controller
Information and Status Programming Manual, publication 1756-PM015.

For more robust logging and to help prevent rollover, use FactoryTalk® AssetCentre or a syslog
collector.

Controller Ethernet Port

You can disable a controller Ethernet port with the Studio 5000 Logix Designer® application.

IMPORTANT: Remember the following:
«  For controllers with two Ethernet ports, you can disable either of the Ethernet ports whether the controller
uses Dual-IP mode or Linear/DLR mode.
«  Once aport is disabled, you lose any connection that is established through the controller Ethernet port.
*  You cannot disable Ethernet ports if the controller switch is in Run mode or if the FactoryTalk® Security
settings deny this editing option.

Ethernet ports return to the default setting after one of these actions occurs on the controller:

» Stage 1reset
+ Stage 2 reset
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» New project is downloaded - In this case, the settings in the new project take effect.

» Program is cleared from the controller - These examples clear the program from a
controller:
- Major nonrecoverable fault occurs.
- Firmware update occurs.

You must reconfigure the settings to disable an Ethernet port after the port returns to its default
settings.

There are two ways to disable an Ethernet port:

» Disable an Ethernet Port on the Port Configuration Tab on page 198
» Disable an Ethernet Port with an MSG Instruction on page 139

Disable an Ethernet Port on the Port Configuration Tab

You can disable an embedded Ethernet port on the controller. This method retains the setting
in the project, so every time you download the project to the controller, the Ethernet port is
disabled.

1. On the Online toolbar, click the Controller Properties button.

Safety Unlocked

Controller Properties

2. Onthe Controller Properties dialog box, click the Port Configuration tab.
3. On the Port Configuration tab, clear the Enable checkbox.
g? Controller Pr;p;;ties - Logix_project X

General  Major Faults  Minor Faults  Date/Time Advanced SFC Execution Project  Redundancy  Safety
Nonvolatile Memory Capacity Intemet Protocol Port Configuration® Security Alam Log OPC UA

Port | Enable | Link Status futo- £zt i 2or
Negotiate Selected Current Selected Current Diagnostics

A1l 0 e

A2 O M d

4, On the Port Configuration tab, click Apply.
- If you are online when you make this change, then an Alert dialog box appears. On
the dialog box, click Yes. The change takes effect immediately.
- If you are offline, then the change takes effect when you download the program to
the controller.
5. Onthe Port Configuration tab, click OK.

198 5069-UMOOIN-EN-P - January 2026 Rockwell Automation, Inc.



Chapter15  Develop Secure Applications

Disable an Ethernet Port with an MSG Instruction

You can use a CIP™ Generic MSG with a Path of THIS to execute this option. You cannot use this
MSG instruction to disable an Ethernet port on another controller.

1.

Rockwell Automation, Inc.

Add an MSG instruction to your program.
This message only has to execute once, it does not need to execute with every
program scan.

IMPORTANT: You cannot add an MSG instruction to your program if the controller switch is in Run mode,
or if the FactoryTalk® Security settings deny this editing option.

Configure the Configuration tab on the Message Configuration dialog box as described
in the table below.

7 ™\
Message Cenfiguration - MSGDisable_PortAl &J

Configuration | Communication | Tag |

Message Type: [CIP Generic vJ
Service [Set Attribute Single vJ Source Element:  Port_Configuration  +
Type: -

Source Length: 1 = (Bytes)

10 (F Class: 6 (Hex) - ‘

Instance: 71 Attribute: 9 (Hex) il

O Enable O Enable Watting QO Start O Done Done Length: 0
O Emor Code: Extended Emor Code: [7] Timed Out €
Emor Path: THIS

Emror Text:

T =

IMPORTANT: These values are stored to non-volatile controller memory in such a way that the MSG

instruction is not required to execute each time the controller powers up.

Table 43. Disable the Ethernet Port

Field Description

Message Type CIP Generic

Service Type Set Attribute Single

Instance 1to disable the Ethernet port on controllers with a single Ethernet port, or disable
Port A1 on controllers with two Ethernet ports.

2 to disable Port A2 on controllers with two Ethernet ports.

Class f6

5069-UMOOIN-EN-P - January 2026 199



Chapter15  Develop Secure Applications

Field Description

Attribute 9

Source Element | Controller tag of SINT data type.

Source Element Tag Data:

- 1=Enable port

- 2=Disable Port

In this example, the controller tag is name Port_Configuration.

Source Length 1

3. Configure the Communication tab to use a Path of THIS.

IMPORTANT: Messages to THIS must be unconnected messages.

7 1]
Message Cenfiguration - MSGDisable_PortAl @

Configuration | Communication | Tag

@ Path: THIS] Browse...
THIS

Broadcast:

Communication Method
@cP DH+ C

CIP With
Source 1D

o
[=]

[] Connected Cache Connections € Large Connection

O Enable O Enable Watting QO Start QO Done Done Length: 0
O Emor Code: Extended Emor Code: [T] Timed Out €

Emor Path: THIS
T e

Emor Text:

4. Before you enable the MSG instruction, verify that the Source Element tag value is 2.

IMPORTANT: You can re-enable an Ethernet port after it is disabled.

To re-enable the port, complete the steps that are described in this section. Before you enable the MSG
instructions, however, make sure that the Source Element tag value is 1.
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Disable CIP Security Ports via FactoryTalk Linx

To disable CIP Security™ ports via FactoryTalk® Linx, complete the following.
1. If the Device Configuration menu in FactoryTalk® Linx is not enabled, go to the
Advanced Settings dialog box and check the Enable Device Configuration checkbox.

General Bridged

Enable Automatic Discovery

Make Discovery Continuous (Auto browse)

Show unrecognized devices

When enabled items that are detected by unknown
will be show in the tree with a “?” (note this should
be the default), when disabled no unknown devices
will be displayed.

[] Detect and access device web page

[[ Display a warning when opening the device web page

Enable Device Statistics

Enable Device Configuration

| OK || Cancel || Apply

2. From the Device Configuration menu, click the CIP Security tab, and then check the
Disable CIP Security (Port 2221) checkbox.

Internet Protocol Port Configuration CIP Security
Port
1 v
CIP Security Configuration Status Port 2221 Status

Not Configured (Factory Default) Enabled
Configuration

[ pisable CIP Security (Port 2221)

Select this check box to disable port 2221 for both TCP and UDP communications.
This port is used for CIP Security communication. CIP Security cannot be used if this port is disabled.

Refresh Apply
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Disable CIP Security Ports via a CIP Generic MSG Instruction

To disable CIP Security™ ports via CIP™ Generic MSG instructions, complete the following.

IMPORTANT: This procedure disables CIP Security™ ports. To re-enable the ports, use the controller reset button to
perform a Stage 2 reset, which returns the controller to a factory default state. For more information, see Stage 2
Reset on page

You cannot use this MSG instruction to disable the CIP Security™ ports on another controller. The
message only has to execute once rather than with every program scan.

1. Create a controller tag with the SINT[9] data type. In this example, the controller tag is
named CIPSEC_DISABLE and must match the following image.

Name =3/« Value + Style Data Type
4 CIPSEC_DISABLE {..} Hex SINT[9]
» CIPSEC_DISABLE[0] 16#02 Hex SINT
» CIPSEC_DISABLE[1] 16#ad Hex SINT
» CIPSEC_DISABLE[2] 16#08 Hex SINT
» CIPSEC_DISABLE[3] 16#11 Hex SINT
» CIPSEC_DISABLE[4] 16#00 Hex SINT
» CIPSEC_DISABLE[S] 16#ad Hex SINT
» CIPSEC_DISABLE[6] 16#08 Hex SINT
» CIPSEC_DISABLE[7] 16#06 Hex SINT
» CIPSEC_DISABLE[8] 16#00 Hex SINT

Before you enable the MSG instruction, consider the following:

- The element CIPSEC_DISABLE[ 4] is responsible for disabling UDP port 2221 and
EtherNet/IP™ over DTLS, transport class 0/1.

- The element CIPSEC_DISABLE[8] is responsible for disabling TCP port 2221 and
EtherNet/IP™ over TLS, UCMM, and transport class 3.

- Todisable the controller CIP Security ports, the elements CIPSEC_DISABLE[4] and
CIPSEC_DISABLE[8] in the SINT array for the Source Element CIPSEC_DISABLE
must be 0.

2. Add an MSG instruction to your program.

IMPORTANT: You cannot add an MSG instruction to your program if the controller switch is in RUN mode
or if the FactoryTalk® Security settings deny this editing option.

3. Configure the Configuration tab on the Message Configuration dialog box as described
in the table below.
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Message Configuration - MSGDisable_CIP_Security

Configuration = Communication Tag

Message Type: CIP Generic N
service | custom v| SourceBlement: |CIPSEC DISABLE |
Type:

_ Source Length: 9 2. (Bytes)
gi:;ielc:e (Hex) Class: (Hex) Destination I \,J

3 Element:
[nstance. Attribute: E (Hex) b

Q Enable O Enable Watting Q Start @® Done Done Length: 0
) Emor Code: Extended Emor Code: (] Timed Out «
Error Path: THIS
Error Text:
OK Cancel App Help

Table 44. Disable the CIP Security Port

Field Description

Message Type CIP Generic

Service Type Custom
Service Code he
Instance 1

Class f5
Attribute 0

Source Element | Controller tag of SINT[9] data type.

This is the controller tag that you created previously.

Source Length 9

4. Configure the Communication tab to use a Path of THIS.

IMPORTANT: Messages to THIS must be unconnected messages.
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.

Disable the Controller USB Port

Message Configuration - MSGDisable_CIP_Security X
Configuration Communication ' Tag

® poth: [EB Bonse..
THIS

Broadcast

Communication Method

cIP DH+ Chanr A Destination Li 0 :
CIP With 0 A 0 Z
Source ID = hd
[JConnected Cache Connections Large Connection
Q Enable O Enable Watting QO Start @ Done Done Length: 0
O Enmor Code: Extended Emor Code: (] Timed Out 4
Error Path: THIS
Emor Text:
Cancel Help

Cycle power on the controller for the configuration to take effect.

With the Studio 5000 Logix Designer® application, version 32 or later, you can use a CIP™
Generic MSG with a Path of THIS to execute this option.

1.

204

Add an MSG instruction to your program.
This message only has to execute once, it does not need to execute with every
program scan.

IMPORTANT: You cannot add an MSG instruction to your program if the controller switch is in Run mode,
or if the FactoryTalk® Security settings deny this editing option.

Configure the Configuration tab on the Message Configuration dialog box as described
in the table below.
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- = R
Message Configuration - MSGDisable lﬂ_hj

Configuration lCocrmu'ncabon I Tag |

Message Type: [CIP Generic 'J

v} Source Element:  Port_Configuraton

Service Attri i
ki [set Attribute Single

Source Length: 1 + (Bytes)
= ] ) Class: 332 (HE)() D stion ‘ G e ____...‘
Instance: 1 Attribute: | 4 (Hex)
O Enable O Enable Watting O Start O Done Done Length: 0
O Emor Code: Extended Eror Code: [7] Timed Out «
Emor Path: THIS
Emor Text:

[ OK H Cancel ] Apply

IMPORTANT: These values are stored to non-volatile controller memory in such a way that the MSG
instruction is not required to execute up each time the controller powers up.

Table 45. Disable the USB Port

Field Description
Message Type CIP Generic
Service Type Set Attribute Single
Instance 1
Class 33a
Attribute 4
Source Element | Controller tag of SINT data type.
In this example, the Source Element is named Port_Configuration.
Source Length 1

Configure the Communication tab to use a Path of THIS.
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Disable the Controller Memory Card

206

IMPORTANT: Messages to THIS must be unconnected messages.

p

Message Cenfiguration - MSGDisable

Configuration | Communication | Tag

@ Path: THIS]
THIS
Broadcast: \ v&
Communication Method
@CP C
CIP With
Source ID

[] Connected [ ] Cache Connections

DH+  Channel Aﬁ Destination Link

«

Browse...

[] Large Connection

QO Enable

(O Emor Code:
Emor Path: THIS
Emor Text:

O Enable Wating O Start

Extended Emor Code:

QO Done

Done Length: 0
[[] Timed Out «

With the Studio 5000 Logix Designer® application, version 32 or later, you can use a CIP™
Generic MSG with a Path of THIS to execute this option.

IMPORTANT: Remember the following:

A memory card can only be disabled with a Message to Self.

Once a memory card slot is disabled, you lose all ability to communicate to a memory card inserted into
the slot. This includes any diagnostic information.

1.

2.

Add an MSG instruction to your program. This message only has to execute once, it

does not need to execute with every program scan.

IMPORTANT: You cannot add an MSG instruction to your program if the controller switch is in Run mode,

or if the FactoryTalk® Security settings deny this editing option.

Configure the Configuration tab on the Message Configuration dialog box as described

in the table below.
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Message Configuration - sd_teggle X

Configuration Communication Tag

Message Type: CIP Generic v
Service | set Attribute Single v | Source Element: Isrc__array v
Type:

Source Length: 1 2. (Bytes)
10 Hex) Class: HeX)  pestination dest_array

Iﬁ-stance:E] Attribute: (Hex) : New Tag...

(OFEnable O Enable Wating O Start O Done Done Length: 0
O Emror Code: Extended Emor Code: [] Timed Out
Emor Path: THIS

Emor Text:

Cancel Aoy

Help

o

IMPORTANT: These values are stored to non-volatile controller memory in such a way that the MSG
instruction is not required to execute each time the controller powers up.

Table 46. Disahble the Memory Card

Field Description

Message Type CIP Generic

Service Type Set Attribute Single
Instance 1

Class Jak

Attribute 4

Source Element Controller tag of SINT Array.
Source Element Tag Data:

- 0=Enable memory card
- 1=Disable memory card

In this example, the Source Element is named src_array.

Source Length 1

3. Configure the Communication tab to use a Path of THIS.

IMPORTANT: Message to THIS must be unconnected messages.
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7~

Message Configuration - sd_toggle w

et

6 Path: E}E Browse...

THIS
Broadcast: ‘ Y|

Communication Method
@ CIP DH+ Channel

CIP With
Source 1D

[] Connected Cache Connections €« Large Connection

O Enable O Enable Watting O Start O Done Done Length: 0

O Emor Code: Extended Ermor Code: [7] Timed Out «
Emor Path: THIS
Emor Text:

Lok ][ cancel ][ Aoy |[iiiten ]

Before you enable the MSG instruction, make sure that the Source Element tag value is
1.

IMPORTANT: You can re-enable the memory card after it's been disabled.

To re-enable the memory card, complete the steps that are described in this section. Before you enable
the MSG instruction, be sure that the appropriate bit in the Source Element tag value is 0.

Controller 4-character Status Display

With the Studio 5000 Logix Designer® application, version 29 or later, you can disable certain
categories of messages on the four-character status display.

You use a CIP Generic MSG to execute each option.

IMPORTANT: You cannot disable these system messages, and they always display:
»  Power-up messages, such as TEST, PASS, CHRG
»  Catalog number message

»  Firmware revision message

»  Major / Critical failure messages

The 4-character status display returns to the default setting after one of these actions occurs
on the controller:

+ Stage 1reset

+ Stage 2 reset

New project is downloaded - In this case, the settings in the new project take effect.

Program is cleared from the controller - these examples can clear the program from a
controller:

- Major nonrecoverable fault occurs.
- Firmware update occurs.

208 5069-UMOOIN-EN-P - January 2026 Rockwell Automation, Inc.



Chapter15  Develop Secure Applications

Disable All Categories of Messages
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You must reconfigure the settings to disable the 4-character status display after it returns to its
default settings.

You can disable a subset of the information that scrolls across the controller 4-character
display. You can disable these subsets:
 Project name

» Link status
» Port status and
» |Paddress
Complete these steps.
1. Add an MSG instruction to your program.

This message only has to execute once, it does not need to execute with every
program scan.

IMPORTANT: You cannot add an MSG instruction to your program if the controller switch is in Run mode,
or if the FactoryTalk® Security settings deny this editing option.

2. Configure the Configuration tab on the Message Configuration dialog box as described
in the table below.

g ™\
Message Configuration - MSGDisable_LCD [
Configuration | Communication | Tag |
Message Type: [CIP Generic 'J
Service [Set Attribute Single v} Source Element:  LCD_SINT -
Type: _
Source Length: 1 =l (Bytes)
Ll FT I Class:  3a5 | (Hex) [_.iinstior =)
Instance: 1 Attribute: 1 (Hex)
O Enable O Enable Wating QO Start O Done Done Length: 0
O Emor Code: Extended Emor Code: [] Timed Out «
Emor Path: THIS
Emor Text:
e |
s

Table 47. Disable All Categories of Messages

Field Description

Message Type CIP Generic

Service Type Set Attribute Single

Instance 1
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Field Description
Class 3ab
Attribute 1

Source Element | Controller tag of SINT data type.

Source Element Tag Data:

- 0=Enable LCD Subset

- 1=Disable LCD Subset

In this example, the controller tag is named LCD_SINT.

To disable the subset of the information that scrolls across the controller

L4-character display that are described in this section, the Source Element tag value
must = 1.

Source Length |1

3. Configure the Communication tab to use a Path of THIS.

IMPORTANT: Messages to THIS must be unconnected messages.

g ™\
Message Cenfiguration - MSGDisable_LCD &J

Configuration | Communication | Tag
© Pan: IEE | Bowse.. |

THIS
Broadcast

Communication Method
® CIP DH+ Channe A ¥ | Destination Link v
CIP With Source Link: [0 » Destination Node 0 = et
Source ID I = S o

[]Connected Cache Connections € Large Connection

O Enable O Enable Wating Q Start O Done Done Length: 0

QO Error Code: BExtended Emor Code: [C] Timed Out «

Emor Path: THIS
Emor Text:

oK) [ Cancel ][ oot

4. Before you enable the MSG instruction, make sure that the Source Element tag value is
1.

IMPORTANT: You can re-enable the subsets of information on the 4-character display after they are
disabled.

To re-enable the subsets, complete the steps that are described in this section. Before you enable the
MSG instructions, be sure that the appropriate bit in the Source Element tag value is 0.
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Disable Individual Categories of Messages

You can disable a subset of the information that scrolls across the controller 4-character
display. You can disable these subsets:
Project name and link status

 Port status and IP address
Complete these steps.

1. Add an MSG instruction to your program. This message only has to execute once, it
does not need to execute with every program scan.

IMPORTANT: You cannot add an MSG instruction to your program if the controller switch is in Run mode,
or if the FactoryTalk® Security settings deny this editing option.

2. Configure the Configuration table on the Message Configuration dialog box as
described in the table below.

I B
Message Configuration - MSGDisable_SingleLine @

Configuration \Communicatjon | Tag |

Message Type: [CIP Generic VJ
Service [set Attribute Single v| SourceElement:  Line MASK v
Type:
Source Length: 4 = (Bytes)
10 t Class: 3a5  (Hex)

Instance: 1 Attribute: 2 (Hex) Lol

O Enable O Enable Wating Q Start O Done Done Length: 0
O Error Code: Extended Ermor Code: [C] Timed Out €
Error Path: THIS

Emor Text:

OK [ Cancel J Apply Help

Table 48. Disable Individual Categories of Messages

Field Description

Message Type CIP Generic

Service Type Set Attribute Single

Instance 1
Class 3ab
Attribute 2

Source Element | Controller tag of DINT data type.
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Field Description

Source Element Tag Data:

- Enable Project name and link status - Bit 0 of the Source Element =0
- Enable Port status and IP address - Bit 1 of the Source Element =0

- Disable Project name and link status - Bit 0 of the Source Element =1
- Disable Port status and IP address - Bit 1 of the Source Element =1

In this example, the controller tag is named Line_MASK.

Source Length 4

Configure the Communication tab to use a Path of THIS.

IMPORTANT: Messages to THIS must be unconnected messages.

p - & h
Message Cenfiguration - MSGDisable_Singleline @
Configuration | Communication | Tag
@ Path: THIS] Browse...
THIS
Broadcast: | v |
Communication Method
@cr DH+ Channe A ~ | Destination Link 0
CIP With Connce ludk-2[0 z Destination Node: 0 Al (Oct
Source ID B = = ) . ‘
[T Connected Cache Connections ¢ Large Connection
O Enable O Enable Watting Q Start O Done Done Length: 0
O Enmor Code: Extended Emor Code: [T] Timed Out €
Emor Path: THIS
Emor Text:
S

Before you enable the MSG instruction, make sure that the Source Element uses one of
the following tag values that are based on what information that you want to disable:
- Project name and link status - Bit 0 of the Source Element =1

- Port status and IP address - Bit 1 of the Source Element =1

IMPORTANT: You can re-enable the subsets of information on the 4-character display after they are
disabled.

To re-enable the subsets, complete the steps that are described in this section. Before you enable the
MSG instructions, be sure that the appropriate bit in the Source Element tag value is 0.

5069-UMOOIN-EN-P - January 2026 Rockwell Automation, Inc.



Chapter15  Develop Secure Applications

Controller Webpage Default Settings

The following are the default settings for controller webpages:

» Webpages are enabled for controller firmware revision 32 or earlier. You must
reconfigure the settings to disable the controller webpages after it returns to its default
settings.

» Webpages are disabled for controller firmware revision 33 or later. You must reconfigure
the settings to enable the controller webpages after it returns to its default settings.

Controller webpages return to the default setting in these situations:

» Astage Treset for all versions of the Studio 5000 Logix Designer® application.
» Astage 2 reset for all versions of the Studio 5000 Logix Designer® application.

IMPORTANT: When you update the controller firmware to revision 33 or later without a reset, the controller
retains the previous controller webpage configuration (webpages enabled) and does not automatically
change to the default setting for version 33 (disable the webpages).

The setting of the controller webpages changes after the following occurs on the controller:

» New project is downloaded - in this case, the settings in the new project take effect.

» When the controller receives a configuration message, it takes the setting from the
configuration message.

Disable Controller Webpages via Controller Properties

You can use one of the following methods to disable the controller webpages:
« If the controller web pages are enabled, disable them by clearing the Enable Controller

Web Pages check box on the Security tab for the controller properties.

& Controller Properties - V33_Project X

General Major Faults Minor Fauits Date/Time Advanced SFC Execution Project Redundancy
Nonvolatile Memory Capacity Intemet Protocol Port Configuration Security® Alam Log

Security Authority: No Protection

Secure With:

[J Restrict Communications Except Through Selected Slots

Select Slats: Bl1[2[3]4]5]6]

Enable Controller Web Pages

Change Detection

Changes To Detect: | 16=FFFF_FFFF_FFFF_FFFF} Corfigure...

Audit Value: I ]

I
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IMPORTANT: In version 36 or later, the status of the Enable Controller Web Pages checkbox is saved to and
restored from the memory card when using the save/restore feature.
Previous versions maintain the status of the Enable Controller Web Pages checkbox that was applied to the

controller prior to a restore from the memory card.

«  For CIP Security™ applications, you can also use FactoryTalk® Policy Manager to disable
the webpages (this overrides the Controller Properties checkbox).

Manage Controller Webpages Via CIP Generic MSG Instructions

With the Studio 5000 Logix Designer® application, you use a CIP Generic MSG to disable or
enable the controller webpages.

Disable the Controller Webpages Via a CIP Generic MSG Instruction

IMPORTANT: If you use FactoryTalk® Policy Manager to disable the webpages in a CIP Security™ application, the
CIP™ generic message-to-self overrides the FactoryTalk® Policy Manager setting.

1. Add an MSG instruction to your program.

IMPORTANT: You cannot add an MSG instruction to your program if the controller switch is in RUN mode, or
if the FactoryTalk® Security settings deny this editing option.

2. Configure the Configuration table on the Message Configuration dialog box as described

in the table below.

r ™
Message Configuration - MSGDisable_Webpage li_:-?-J

Configuration lcommunicatjon | Tag |

Message Type: [CIP Generic v
Service ICushom .,J Source Element:  WP_Disable[0] -
Type:
Source Length: 5 L2l (Bytes)
gigﬂfe 4ac (Hex) Class: f5 (Hex) Destination >
) Element:

Instance: J_, i Attribute: 3 i (Hex)

O Enable O Enable Watting QO Start O Done Done Length: 0
O Emor Code: Bxtended Emor Code: [7] Timed Out €
Emor Path: THIS

Emor Text:

| S e
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Table 49. Disable the Webpages

Field Description

Message Type CIP Generic

Service Type Custom

Service Code he

Instance 1for Linear/DLR mode
2 for Dual-IP mode

Class f5

Attribute 0

Source Element

Controller tag of SINT[5] data type.

In this example, the controller tag is named WP_Disable and must match the following

graphic.

4 WP_Disable {...} Decimal SINT[5]
b WP _Disable[0] 1 Decimal SINT
b WP_Disable[1] 80 Decimal SINT
b WP_Disable[2] 0 Decimal SINT
b WP_Disable[3] 6 Decimal SINT
b WP_Disable[4] 0 Decimal SINT

IMPORTANT: The Source Element tag in your Logix Designer application project must
match the values that are shown in the graphic. If you use values that are different

than the ones shown, the controller webpages are not disabled.

Source Length

3. Configure the Communication tab to use a Path of THIS.
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IMPORTANT: Messages to THIS must be unconnected messages.

r —n
Message Configuration - MSGDisable_Webpage &
Commurication [ Tag
© Pah: IIH | Bonse... |
THIS
Broadcast |

Communication Method

@CIP DH+ Channel ?\ ¥ | Destination Link 0 -
CIP With Source Link: [0 s |0
Source ID T L - l
[T]Connected Cache Connections ¢ Large Connection
O Enable O Enable Waiting Q Start O Done Done Length: 0
O Emor Code: Extended Emor Code: [7] Timed Out €
Emor Path: THIS
Eror Text:
] (o] o

Enable the Controller Webpages Via a CIP Generic MSG Instruction
1. Add an MSG instruction to your program.

IMPORTANT: You cannot add an MSG instruction to your program if the controller switch is in RUN mode, or
if the FactoryTalk® Security settings deny this editing option.

2.

Configure the Configuration table on the Message Configuration dialog box as described
in the table below.
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Configuration®  Communication Tag

Message Type: CIP Generic v
Service | custom v Source Element: ‘ WP _Enable v ‘
Type:
Source Length: 5 = (Bytes)
Service .
Code: e HexX)  pestination l - ‘
" ; . Element:
Instance: El Attribute: E] (Hex) New Tag...
OEnable O Enable Watting QO Start QO Done Done Length: 0
O Ermor Code: Extended Emor Code: [[] Timed Out «
Ermror Path: THIS
Error Text:
Cancel | | homly Hep
Table 50. Enable the Webpages
Field Description
Message Type CIP Generic
Service Type Custom
Service Code be
Instance 1for Linear/DLR mode
2 for Dual-IP mode
Class fb
Attribute 0
Source Element | Controller tag of SINT[5] data type.
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Field Description

In this example, the controller tag is named WP_Enable and must match the following

graphic.

4 WP_Enable {...} Decimal SINT([5]
» WP_Enable[0] 1 Decimal SINT
> WP_Enable[1] 80 Decimal SINT
» WP_Enable[2] 0 Decimal SINT
» WP_Enable[3] 6 Decimal SINT
> WP_Enable[4] 1 Decimal SINT

IMPORTANT: The Source Element tag in your Logix Designer application project must
match the values that are shown in the graphic. If you use values that are different

than the ones shown, the controller webpages are not enabled.

Source Length 5

3. On the Communication tab, configure a Path to THIS.
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IMPORTANT: Messages to THIS must be unconnected messages.

Message Configuration - MSGEnable_Webpage X
Configuration® Communication Tag

@ Path: IEIE Browse...
THIS

Broadcast

Communication Method
CIP DH+ Channe A Destination Link

CIP With
Source ID

o
4»

o

4)
(=]
4

[ Connected Cache Connections Large Connection

OEnable O Enable Watting QO Start QO Done Done Length: 0

O Emor Code: Extended Emor Code: (] Timed Out &

Emor Path: THIS
Error Text:

Cancel | | romly Hep

Privacy Aspects
If configured to do so, the controller can collect the following personal data for the purpose of
logging user activity:
« User name (full name and domain name)
» Workstation name

» FactoryTalk®ID
No more personal data is collected than needed and no personal data is logged by default.

IMPORTANT: The general purpose programming capabilities of the controller allow you to program the controller
to collect personal data through connection to other devices and systems for any purpose. You are responsible for
protecting personal data collected as a result of your applications.
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Data Protection
The following provides methods to protect personal data stored by the controller through
restricted access:

CIP Security™ — To implement CIP Security™, see the CIP Security with Rockwell
Automation Products Application Technique, SECURE-ATOOT.

 FactoryTalk® Security — To configure FactoryTalk® Security permissions, see the
Configure System Security Features User Manual, SECURE-UMOO.

Data Removal
Personal data can be stored by the controller in these locations:

 Internal memory of the controller. The circular buffer of the controller only keeps a
limited amount of data within the controller.

 External memory card, only if logging is configured to write to a text file on the card

IMPORTANT: Data that has been retrieved by external software is the responsibility of the respective software.

You can remove personal data by using these methods:

» Perform a factory reset on the controller to delete data from internal memory.
* Access the text file on the memory card and delete personal data.

IMPORTANT: The controller does not have secure reset functionality to make deleted data nonrecoverable. To
address critical security concerns about data recovery, we recommend physically destroying a device when
decommissioned.
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Chapter 16

Develop Motion Applications

The controllers support Integrated Motion on an EtherNet/IP™ network and digital drives
interfaces that include connected drives. The controllers support any combination of CIP™,
Virtual, and Consumed axes. You can add all axes to one Motion Group, and you can assign any
combination of axes to different axis update schedules.

Table 51. Supported Axes and Drives

Controller Total Number of Supported Axes Support Drive Types

CompactLogix® 5380 256 » Integrated Motion on an EtherNet/IP™ network
drives

Compact GuardLogix® 5380
«  EtherNet/IP™ connected drives

O Rockwell Automation® recommends using the built-in EtherNet/IP port for high-performance motion
applications.

For more information, see these publications:

* Integrated Motion on the EtherNet/IP Network Configuration and Startup User Manual,
publication MOTION-UMOQS.
* Integrated Motion on the EtherNet/IP Network Reference Manual, publication MOTION-
RMOQS.
»  SERCOS and Analog Motion Configuration and Startup User Manual, publication MOTION-
uMoo1.
You can associate Integrated Motion axes to any appropriate drive, regardless of whether the
communications path to the drive is via the embedded Ethernet port, or over the 1756 backplane
via an Ethernet bridge, such as a 1756-EN2T.

The configuration process varies, depending on your application and drive selection. The
following are general steps to configure a motion application.

Create a controller project.
Select the type of drive.
Create axis tags as needed.
Configure the drive.

Create axes as needed.

CrFE NN =

Program Motion Control
The controller provides a set of motion control instructions for your axes:

 The controller uses these instructions just like the rest of the Logix 5000 instructions.
 Each motion instruction works on one or mare axes.
*  You can program by using motion control instructions in these programming languages:
- Ladder Diagram (LD)
- Structured Text (ST)
- Sequential Function Chart (SFC)
» Each motion instruction needs a motion control tag. The tag uses a MOTION_INSTRUCTION
data type and stores the information status of the instruction.
For more information, see the Logix 5000 Controller Motion Instructions Reference Manual,
publication MOTION-RM002.
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ATTENTION: Use each motion control tag in only one motion instruction. Unintended operation can
result if you reuse the same mation control tag in other motion instructions, or if you write to any of
the motion control tag elements.

In this example, a simple ladder diagram that homes, jogs, and moves an axis.

If Initialize_Pushbutton = on and the axis = off (My_Axis_X.ServoActionStatus = off) then the MSO
instruction turns on the axis.

| Initialize_Pushbutton by _Asxis_ = ServadchionStatus HS0
3 F J/F Mation Servo On HCEN
Buis My_dis ¥ L] [BCDN ==
Motion Control My_dwis__0n HER>—

If Home_Pushbutton = on and the axis hasn't been homed (My_Axis_X.AxisHomedStatus = off)
then the MAH instruction homes the axis.

‘ Home_Pushbutton My_fwis_# AxisHamedStatus b sH

1 E 1/F Mution Asis Home L eEN
Lis by s L] [BCDN =
Motion Control by Awmiz_#_Home HER>—
LIP—
= PCo==

If Jog_Pushbutton = on and the axis = on (My_Axis_X.ServoActionStatus = on) then the MAJ
instruction jogs the axis forward at 8 units/second.

Jog Puzhbutton ky_dwiz_# ServodctionStatus b}
1 E 9 E Muotion Axiz Jog FCEN2——
Az by _ iz |:| B DM ==
otion Cortral y_dwiz_»_Jog H_ER>—
Direction by_dwiz_#_Jog_Direction HCIP>—
0«
Spesd My _Awiz_¥_Setlp ManuallogS pesd
ale
Speed Unitz itz per zec
hare > >|

If Jog_Pushbutton = off then the MAS instruction stops the axis at 100 units/second” Make sure
that Change Decel is Yes. Otherwise, the axis decelerates at its maximum speed.

Jog_Pushbutton MAS
E Motion &xiz Stop HCEN—
Buis My_dwis % L] HCDN—
Motion Contral Py iz __MAS HER>—
Stop Type Jog HCIP—
Change Decel ‘ez = PCo—
Decel Rate My Awiz_¥_Setlp ManuaklogD ecel
100.0€
Decel Units Uritz per zec?
L3 Lessl

If Move_Command = on and the axis = on (My_Axis_X.ServoActionStatus = on) then the MAM
instruction moves the axis. The axis moves to the position of 10 units at 1unit/second.

Move Command My dwiz ¥ ServodctionStatus hiddnfed
3 E 4 E Mation Axiz Move I~ EN 22—

Bz My_dis_x [ ] DN ==
Motion Control My_dwiz__Move HER>—
Move Type ] P o—

= PL o=
Paosition 10
Spesad Muy_dmiz_#_SetlpdutoSpeedCommand

1.0¢

Speed Unitz Unitz per zec
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Obtain Axis Information
You can obtain axis information by using these methods:

« Double-click the axis (A) to open the Axis Properties dialog box.

« Use a Get System Value (GSV) or Set System Value (SSV) instruction (B) to read or change
the configuration at runtime.
«  View the QuickView pane (C) to see the state and faults of an axis.

« Use an axis tag for status and faults (D).

Figure 64. Obtain Axis Information
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Troubleshoot the Controller

There are many options available to troubleshoot the controller if issues occur during normal
operation.

You can use the Studio 5000 Logix Designer® application to view fault conditions in these ways:

* Module status in the I/0 Configuration Tree
 Categories on I/0 Module Properties Dialog
* Notification in the Tag Monitor
* Fault Information in the Controller Properties Dialog
 Ethernet Port Diagnostics
» Advanced Time Sync dialog

You can also use:

* Diagnostic information in Linx-based software
Controller Webpages

Automatic Diagnostics is a system-level feature in Logix 5000® controllers that provides device
diagnostics to HMIs and other clients, with zero programming. The diagnostics include device
description conditions and state events.

Automatic Diagnostics is enabled by default in controllers with firmware revision 33 or later.
You can disable and enable the whole feature while online or offline from the Advanced tab on
the Controller Properties dialog box. You can also disable Automatic Diagnostics for a specific
device in the device's configuration.
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Figure 65. Controller Properties Advanced Tab

@? Controller Properties - Logix_Project X

Nonvolatile Memory Capacity Intemet Protocol Port Configuration Security Alam Log
General Major Faults Minor Faults Date/Time Advanced SFC Execution Project Safety

Conole Fk :
Power-Up Handler: Imone> v ‘

[ Match Project to Controller

Serial Number:

[J Allow Consumed Tags to Use RPI Provided by Producer
[JReport Overflow Faults @)

[J Enable Automatic Diagnostics

| Cancel | Apply Help

Considerations for Communication Loss Diagnostics

The response time and diagnostic information for a loss of communication depends on the
device and configuration settings.

Table 52. Connection and Device Behavior

Type of Connection Device Behavior

Direct connection to a controller The device reports communication loss. The device communication loss can be replaced by the diagnostics of a
communication adapter.

No connection to a controller Communication adapters that do not have a connection to the controller do not report communication loss diagnostics. We
recommend that you configure your communications adapters for a status connection to make sure that they report any
communication loss diagnostic in a timely manner.

Data connection The device reports communication loss. The device communication loss can be replaced by the diagnostics of a
communication adapter.

Rack-optimized connection The device does not report communication loss diagnostics. The communication adapter reports communication
loss diagnostics. A device with a rack-optimized connection has a reduced set of diagnostics as compared to a direct
connection.

When enabled, the Automatic Diagnostics feature enables the following:

»  Communication loss diagnostics for all devices in the controller /0 configuration.
 Device-level automatic diagnostics evaluations for all uninhibited and enabled devices.
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You can disable Automatic Diagnostics for a specific device in the device configuration.

The communication loss diagnostic remains active even if the device disables Automatic
Diagnostics. To disable communication loss diagnostic, inhibit the device or disable Automatic
Diagnostics at the controller.

Controller Diagnostics with the Logix Designer Application

A warning symbol appears in the controller organizer next to the 1/0 module under these
conditions:
* If there are faults or other conditions in the 1/0 module

« If the connection to the 1/0 module fails while in run mode
When the 1/0 module is configured to cause a major fault on the controller and an /0 module
fault occurs, the following can result:

 Controller state displays Faulted.

Controller status displays Controller Fault and is steady red.

 1/0 module status displays I/0 Not Responding and blinks green.
When the 1/0 module is not configured to cause a major fault on the controller and an 1/0
module fault occurs, the following result:

 Controller state displays the current state, for example, Rem Run.

+  Controller status displays Controller 0K and is steady green.

 1/0 module status displays I/0 Not Responding and blinks green.

Figure 66. 170 Fault on the Controller

B Program Mode \. .
ller 3
Controller Status ——— = ey o o

9 1/0 Net Responding _ Faulted B Norc

B Run Mode '
= Controller OK \

B Energy Storage OK 5
B 1/O Not Responding  Run I NoF

Path: AB_ETHIP- Path: AB_ETHIP-

Controller Organizer £3

Controller Organizer

4 | Controller V31_Project
© Controller Tags
Controller Fault Handler

4 Controller V31_Project
© Controller Tags
Controller Fault Handler
Power-Up Handler
4 & Tasks
4 £ MainTask
b & MainProgram
Unscheduled

Power-Up Handler
4 @] Tasks
4 £3 MainTask
b & MainProgram
Unscheduled
4 ] Metion Groups
Ungrouped Axes
b i Assets
¥, Logical Model
4 YO Configuration
4 E91756 Backplane, 1756-A10

4 ] Motion Groups
Ungrouped Axes
b i Assets
¥, Logical Model
4 10 Configuration
4 E91756 Backplane, 1756-A10

[E2 [5] 1756-L85E V31_Project

1 16]1756-1B16D Diag_Input

# (711756-0B16D Diag_Output
4 25 Ethernet

1/0 Module Status 1 2097-V31PR2/A Drive 1

1/0 Module Set to Fault Controller

[E2 [5]1756-L85E V31_Project

] 611756-1816D Diag_Input

# [711756-0B16D Diag_Output
4 F5 Ethernet

[(1 1756-L85E V31 Project

t
F 2097-V31PR2/A Drive 1

1/0 Module Set to Not Fault Controller

IMPORTANT: Safety Consideration

You cannot configure safety connections to automatically fault the controller

1/0 Module Properties

The Module Properties dialog box for an 1/0 device shows fault information, such as:

* Module state
+ Fault description
 Major and minor fault descriptions
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Module's internal state
Diagnostics information

Module Status on General Category
The General category shows a Faulted status.

Figure 67. 1/0 Fault Status on General Category

8| Module Properties: Local:1 (5069-0F8 2.006) =3 EEn
| General] General
7 M"d“r"::"" Type: 5063-0F8 8 Channel Vokage/Cument Analog Output
=-Ch0d Vendor: Aen-Bradley
Limis :
& chot Parent: Local
Limds Name: analog_vol_cument_output Siot: [
Chi2
Limis Description:
=-ChO3
Limis
Child
Limis
= Ch05
Limés
=-Ch06
Limés
=-ChO7
Limds Module Defirtion
Calibration Seres: A
Revision 2006
Blectronic Keying:  Bract Match
Connection Data
Qutput Data Analog Data
—— —

Rockwell Automation, Inc.

Module Fault Description on Connection Category
The Connection category displays the module fault description that includes an error code that

is associated with the specific fault type.
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Figure 68. 170 Fault on Connection Category

5 Module Properties: Locak1 (5069-OF8 2.006)

Status: Faulted

Connection
Requested Packet Interval (RPI)
Mo (ms)
| OutputData 80.0 ${/0.2-750.0
[ tnhibit Module

[} Major Fault On Controlier If Connection Fails While in Run Mode

Module Fault

(Code 1620116) Electronic Keying Mismatch: Major and/or Minor revision invalid or incorrect.
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Module Fault Descriptions on Module Info Category
The Module Info view requires successful communication.

» |f communication to the I/0 module is 0K, but the module itself is faulted, then the
Module Info tab helps to troubleshoot the fault.

* If there is a communication fault, then the Connection Tab is more useful.
On the Module Info category, the Status section displays the following about the I/0 module:

 Major and Minor Faults

» Internal State

Figure 69. 1/0 Fault on Module Info View

"5 Module Properties: Local 1 (S069-OF3 2006)

[E=TEo8 ==
General Module Info
e Identfication Status
Esies Vendor: Alen-gradey MejorFadts  None
Cha:."“ Product Type:  Rodiowell Automation m.. Minar Fault: None
Linds Product Code:  S089-0F8 Intemal State:  Uncomnected
- Revison: 2005
Limts
03 Seriallumber: 70302218 Confireds  Configured
Limas Producthame:  5069-OF/A Onned: No
S-Chos
Lints Modue Identty:  Match
- ChlS
Limts:
& ChOB
Uimts
o e I T
Limis
Caibration
Status: Fauted oK == ooy [ bee ]
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Notification in the Tag Monitor

Rockwell Automation, Inc.

Diagnostics Option on Module Info Category

The Diagnostics option lists additional information about the module. You can access the

diagnostics for a module from the Module Info category.

Click Diagnostics, to access the Module Diagnostics dialog box.

Figure 70. Module Diagnostics

" 1 Module Properties: Local:l (5069-0F8 2.006) == Non == |
General Module Info
Connection
Modue Info
. Channels Identification Status
& ChoO Vendor: Allen-Bradley Major Fault: None
cw‘lt-nb Product Type:  Reckwel Automation m... Minor Faults Nane
v]_ms Product Code: 5063-0F8 Internal State: Unconnected
£-Cn02
Re i .
- evision: 2005
5 o3 Seridltumber: 70302218 Configured:  Configured
0! um'-'“" ProductName:  5068-OF8/A Owned: No
L Limts Module Identty:  Match
£-Ch05
I Limts
&-Chi6
Links. Diagnosticsy, Refresh ResetModule | &
il
Limts
Callbration
Siatus: Fauked ok [ cancel Aoply [ Hep |

- = ——
Module Diagnostics S — S ——

Run Mode: Idie Diagnostic Counters
Diagnostics Thresholds Exceeded: Present Connections: 0
Diagnostics Sequence Count: 9 Packet lost: 0
Self Test: Passed Timeout: 0
CPU Utilization: 0%

Time Synchronization

Status: Not Synchronized

Grand Master Clock Identity: 0000000000000000

Local Clock Offset to System Time: ons

Local Clock Offset Timestamp: 1969-12-31-20:54:13.703_349_190(UTC-05:00)

Loy [

General module faults are also reported in the Tag Monitor. Diagnostic faults are reported only in

the Tag Monitor. When the Value field is set to 1, a fault is present.
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Figure 71. 1/0 Module Fault

Scope: E{I Test_case 1 ~ Show: All Tags
Name =3 | Value # | Force Mask | Style Data Type

i+ Local:1:C fosul e AB:1756_OF8I.C:0
I—Local:11 fo=ok feen} AB:1756_OF8l:1D

=| Local:1: Fault 231111 11... Binary DINT

~Local:1:1.Fault .0 1 Decimal BOOL

~Local:1:1.Fault.1 1 Decimal BOOL

Local:1:1 Fault.2 L 1 Decimal BOOL

Local: 1:1.Fault.3 1 Decimal BOOL

—Local:1:|. Fault 4 1 Decimal BOOL

Figure 72. Safety 1/0 Connection Fault

Scope: [@SIL_3 Safety Pr v Show: All Tags “|T.

Name —2 a Value®# Force Mas®# Style Data Type

4 Remote_Safety_Input_2: {...} £.3 AB:1732ES_1B12X0B4_Safetyl:L0
Remote_Safety_Input_2:L.ConnectionFaulted 1 Decimal BOOL
Remote_Safety_Input_2:LPt00Data 0 Decimal BOOL
Remote_Safety_Input_2:L.Pt01Data Q Decimal BOOL
Remote_Safety_Input_2:LPi02Data 1] Decimal BOOL
Remote_Safety_Input_2:L.Pt03Data 0 Decimal BOOL

«|[» |\ Monitor Tags £ Edit Tags / ||«

Enable Major Fault on Controller

230

To display recent /0 fault information on the Major Faults tab of the controller properties,
you must first select Major Fault on Controller if Connection Fails While in Run Mode on the
Connection view of the 1/0 Properties dialog box.

WARNING: If you select this option, a connection fault on the I/0 module can cause a major fault on
the controller. A major fault on the controller causes the outputs to go to their configured fault state.

Figure 73. Enable Major Fault on Controller

INFORMATION

gy Connection
I Requested Packet Interval (RP1)
CONFIGURATION .
Connection Type Value Range
Foints InputData 50 02- 7500

[ inhibit module

| Major fault on controller if connection fails while in Run mode ™

Connection fault

oK Apply Cance Help

When you are monitoring the configuration properties of a module in the Studio 5000 Logix
Designer® application and receive a communication fault message, the Major Faults tab for the
controller properties indicates the type of fault under Recent Faults.
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Figure 74. Major Faults Tab in Controller Properties

Nonvolatile Memory Capacity Intemet Protocol Port Configuration
General  Major Faults  Minor Faults Date/Time Advanced SFC Executio

1 major fault since last cleared.
Recent Faults:

10/10/2025 11:57:08 AM

(Type 03) 1/0 Fault

{Code 16) 1/0 module connection failed on required
module.

Port: Backplane

Module: Local_lnput

Emor: Connection timed out

Info: <none>

Clear Majors

" Standard Safety

) Safety Task Major Fault

O You can use the Minor Faults and Networks tabs to check for minor faults and network fault, respectively.

Port Diagnostics
When your project is online, you can view the status of the embedded Ethernet port on the
controller.
1. Access the Controller Properties.
2. Onthe Contraoller Properties dialog box, click the Port Configuration tab.
3. Click the Ellipse button in the Port Diagnostics column.
Rockwell Automation, Inc. 5069-UMOOIN-EN-P - January 2026
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Figure 75. Ethernet Port Diagnostics

' Controller Properties - Logix_Project X
General Major Faults Minor Faults Date/Time Advanced SFC Execution Project Safety
Nonvolatile Memory Capacity Internet Protocol Port Configuration Security Alarm Log

3 Speed Dupl
Port | Enable| Link Status Autg Bog i . Port .
Negotiate |  Selected Current Selected Current | | Diagnostics
1 ~ v

OK Cancel Apply Help

The Port Diagnostics dialog box displays diagnostic details.

Figure 76. Port Diagnostics Details

Port Diagnostics - Port: 1 X
Interface Counters Media Counters
Octets Inbound: 181086848 Alignment Errors: 0
Octets Outbound: 221178602 FCS Errors: 0
Unicast Packets Inbound: 1591108 Single Collisions: 1]
Unicast Packets Outbound: 2494326 Multiple Collisions: (1]
Non-unicast Packets Inbound: 149664 SQE TestErrors: 0
Non-unicast Packets Outbound: 6538 Deferred Transmissions: 0
Packets Discarded Inbound: 0 Late Collisions: 0
Packets Discarded Outbound: 0 Excessive Collisions: 0
Packets With Errors Inbound: 0 MAC Transmit Errors: 0
Packets With Errors Outbound: 0 MAC Receive Errors: 0
Unknown Protocol Packets Inbound: 14 Carrier Sense: 1]
Frame Too Long: 0
ResetCounters | *

Parameters Description

Interface Counters The Interface Counters values have no value when you are offline or online and there is a communication error.

Octets Inbound Displays the number of octets that are received on the interface.

Octets OQutbound Displays the number of octets that are transmitted to the interface.
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Parameters

Description

Unicast Packets Inbound

Displays the number of unicast packets that are received on the interface.

Unicast Packets Outbound

Displays the number of unicast packets that are transmitted on the interface.

Non-unicast Packets Inbound

Displays the number of non-unicast packets that are received on the interface.

Non-unicast Packets Outbound

Displays the number of non-unicast packets that are transmitted on the interface.

Packets Discarded Inbound

Displays the number of inbound packets that are received on the interface but discarded.

Packets Discarded Outbound

Displays the number of outbound packets that are transmitted on the interface but discarded.

Packets With Errors Inbound

Displays the number of inbound packets that contain errors (excludes discarded inbound packets).

Packets With Errors Outbound

Displays the number of outbound packets that contain errors (excludes discarded outbound packets).

Unknown Protocol Packets Inbound

Displays the number of inbound packets with unknown protocol.

Media Counters

The Media Counters values have no value when you are offline or online and there is a communication error.

Alignment Errors

Displays the number of frames received that are not an integral number of octets in length.

FCS Errors

Displays the number of frames received that do not pass the FCS check.

Single Collisions

Displays the number of successfully transmitted frames that experienced exactly one collision.

Multiple Collisions

Displays the number of successfully transmitted frames that experienced multiple collisions.

SQE Test Errors

Displays the number of times an SQE test error message was generated.

Deferred Transmissions

Displays the number of frames for which the first transmission attempt is delayed because the medium is busy.

Late Collisions

Displays the number of times a collision is detected later than 512 bit-times into the transmission of a packet.

Excessive Collisions

Displays the number of frames for which transmission fails due to excessive collisions.

MAC Transmit Errors

Displays the number of frames for which transmission fails due to an internal MAC sub layer transmit error.

MAC Receive Errors

Displays the number of frames for which reception on an interface fails due to an internal MAC sub layer receive
error.

Carrier Sense

Displays the number of times that the carrier sense condition was lost or never asserted when attempting to
transmit a frame.

Frame Too Long

Displays the number of frames received that exceed the maximum permitted frame size.

Reset Counters

Click Reset Counter to cause the interface and media counter values on the module to set to zero and the values
on the dialog box to update to the current counter values.

The Reset Counter appears dimmed when offline or when online and a communication error occurs.

Rockwell Automation, Inc.
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Advanced Time Sync

The Advanced Time Sync dialog displays information that is related to CIP Sync™ time
synchronization. The information appears only if the project is online and Time Synchronization
is enabled on the Date/Time tab.

IMPORTANT: Precision Time Protacol (PTP) Software

»  Access to software that manages PTP on a control system network must be limited to users who are
trained on the administration of industrial control system time including PTP. This includes the PTP
update tool that is supplied by Rockwell Automation, or other publicly available PTP management software.
Incorrect updates while a control system is running can disrupt the operation of the control system,
including major faults and some devices taken offline.

»  When disabling PTP on a controller, to give the controller time to process the disable, use a two-
second delay before setting the WallClockTime (WCT) in the controller. Otherwise, there is a risk of the
Grandmaster clock overwriting the WCT.

On the Date/Time tab, click the Advanced button.

Figure 77. Controller Properties Date/Time Tab

B Controller Properties - Logix_Project X
Safety Nonvolatile Memory Capacity Internet Protocol Port Configuration Security Alarm Log
General Major Faults Minor Faults Date/Time Advanced SFC Execution Project Redundancy

@ The Date and Time displayed here is Controller local time. notworkstation local time
Use these fields to configure Time attributes of the Controller.

| SetDate. Time and Zone from Workstation I"

Date and Time: I1/1I1998 2:56:15PM ] Change Date and Time... e

Time Zone: (UTC+00:00) Ve
[CJAdjustfor Daylight Saving (+01:00)
Time Synchronize

" . oa % DANGER . Iftime synchronization is disabled
Enable Time Synchronization online, active axes in any controller in this
chassis. or any other synchronized device.

Qs the system time master may experience unexpected motion.

9 Is@synchionized s siave % GuardLogix 5560 and 5570 safety controllers
QO Duplicate CST master detected may faultif no other time master exists in the

QCST Mastership disabled localchassis:

QONo CST master

OK Cancel Apply Help

The Advanced Time Sync dialog box opens.
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Figure 78. Advanced Time Sync

Controller Properties - Advanced Time Sync

CIP Sync Time Synchronization: Enabled
UTC System Time: 1/1/1998 02:58:34 PM
Grandmaster Clock
Description:
User Name: ADD_FBD
User Location:
Protocol Address:  06.00.00.00
Physical Address:  00-00-00-06
Clock Type: Boundary
Identity: 001D9CFFFED43F03
Class: 248
Accuracy: 254
Variance: 65535
Source: Oscillator
Priority 1: 128
Priority 2: 128

Local Clock

Synchronization Status:
Offsetfrom Master:
Backplane State:

Ethemet State:

Identity:
Class:
Accuracy:
Variance:
Source:
Priority 1:
Priority 2:

Synchronized

630 ns
Master (Port1)
Slave (Port2)
001D9CFFFED43F89
248
254
65535
Oscillator
@ = (Master Override)
128 =2 (Tie Breaker)

Apply Help

Table 53. Advanced Time Sync Parameters

Grandmaster Clock

Description

.

.

.

.

User Name

User Location
Protocol Address
Physical Address
Clock Type
Manufacturer Name
Model

Serial Number
Hardware Revision
Firmware Revision
Software Revision
Profile Identity
Physical Protocol
Network Protocol
Port Number

Use the vertical scroll bar to view the data.

Displays information about the Grandmaster clock. The vendor of the Grandmaster device controls this information. The following
information is specified:

|dentity

Displays the unique identifier for the Grandmaster clock. The format depends on the network protocol. Ethernet network encodes the
MAC address into the identifier.

Class Displays a measure of the quality of the Grandmaster clock. Values are defined from 0...255 with zero as the best clock.

Rockwell Automation, Inc.
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Table 53. Advanced Time Sync Parameters (continued)

Grandmaster Clock
Accuracy Indicates the expected absolute accuracy of the Grandmaster clock relative to the PTP epach. The accuracy is specified as a graduated
scale that starts at 25 nsec and ends at greater than 10 seconds or unknown. The lower the accuracy value, the better the clock.
Variance Displays the measure of inherent stability properties of the Grandmaster clock. The value is represented in offset scaled log units. The
lower the variance, the better the clock.
Source Displays the time source of the Grandmaster clock. The available values are:
»  Atomic Clock
* GPS
» Radio
« PTP
* NTP
»  HAND set
o Other
»  Oscillator
Priority 1/ Priority 2 Displays the relative priority of the Grandmaster clock to other clocks in the system. The priority values range from 0...255. The highest
priority is zero. The default value for both settings is 128.
Local Clock

Synchronization Status

Displays whether the local clock is synchronized or not synchronized with the Grandmaster reference clock. A clock is synchronized if it
has one port in the slave state and is receiving updates from the master.

Offset to Master

Displays the amount of deviation between the local clock and the Grandmaster clock in nanoseconds.

Backplane State Displays the current state of the backplane. The available values are: Initializing, Faulty, Disabled, Listening, PreMaster, Master, Passive,
Uncalibration, Slave, or None.

Ethernet State Displays the state of the Ethernet port. The available values are: Initializing, Faulty, Disabled, Listening, PreMaster, Master, Passive,
Uncalibration, Slave, or None.

Identity Displays the unique identifier for the local clock. The format depends on the network protocol. Ethernet network encodes the MAC
address into the identifier.

Class Displays a measure of the quality of the local clock. Values are defined from 0...255, with zero as the best clock.

Accuracy Indicates the expected absolute accuracy of the local clock relative to the PTP epoch. The accuracy is specified as a graduated scale
that starts at 25 nsec and ends at greater than 10 seconds or unknown. The lower the accuracy value, the better the clock.

Variance Displays the measure of inherent stability properties of the local clock. The value is represented in offset scaled log units. The lower the
variance, the better the clock.

Source Displays the time source of the local clock. The available values are:
»  Atomic Clock
* GPS
 Terrestrial Radio
« PTP
* NTP
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Table 53. Advanced Time Sync Parameters (continued)

Grandmaster Clock
«  HAND set
e QOther
¢ Oscillator

Controller Diagnostics with Linx-based Software
You can also view diagnostic information in Linx-based software.

1. From the Communications menu, select Who Active or Network Browser.
2. Navigate to the controller on the EtherNet/IP™ network.

rg'f Who Active (FactoryTalk Linx) o X 1
eyeaal? v Q Fiter -
Go Online
# J386P13
4 = FactoryTalk Linx - Desktop. J386P13 Upload... ¢
b &= 1788-A17, Backplane Download

D &5 Ethemet AB_ETH-1

4 &5 Ethemet AB_ETHIP-1 Update Firmware...
» 1 192 168 1 8 5069

Close

7 192.168.1.11, 506%-L3100ERMS2. 5069-L3100ERMS2/A
_:_:]E' 192.168.1.27. 1783-MS06T. 6 Port managed switch
b I 192168.1.35. 5069-AENTR. 5069-AENTR
b B 192168 1,100, Factory Talk Linx - Deskiop, J386P13
D &5 Ethemet Ethemet
b = USB

Help

4
Browsing - node PCviaUSB, 17-Node USB CIP Port 11 found Zoom: 100%

Path: AB_ETHIP-11192.168.1.11 Set Project Path

Path in AB_ETH-11192.168.1.8
Clear Project Path

3. Right-click the controller and choose Device Statistics.

The Statistics dialog box shows a variety of information.

Rockwell Automation, Inc. 5069-UMOOIN-EN-P - January 2026



Chapter17  Troubleshoot the Controller

Controller Webpages

238

Port

Interface Counters

In Octets:

In Ucast Packets:
In NUcast Packets:
In Discards:

In Errors:
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Media Counters
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FCSErmrors:

Single Collisions:
Multiple Collisions:

SQE Test Errors.
Deferred Transmissions:

1 -

Connection Manager

10971264
47598
31081

[¢]
e}
5293

cooooo

Backplane

Out Octets:

Out Ucast Packets:
Out NUcast Packets:
Out Discards

Out Errors:

Late Collisions:
Excessive Collisions:

MAC Transmit Errors:

Carrier Sense Errors:
Frame Too Long:
MAC Receive Errors:

uss

10221803
60816
1334

(1]

0

coocooo

A 100%

The controller provides diagnostic webpages that track controller performance, network
performance, and backplane performance. Controller webpages are read-only.
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IMPORTANT: Controller webpages are disabled by default with the Studio 5000 Logix Designer® application version
33 or later.
«  Toenable the controller webpages, select the checkbox on the Security tab of the controller properties.

B Controller Properties - Logix_Project X
General Major Faults Minor Faults Date/Time Advanced SFC Execution Project Redundancy
Safety Nonvolatile Memory Capacity Internet Protocol Port Configuration Security* Alarm Log

Security Authority: No Protection
Use only the selected Security Authority for Authentication and Authorization
Secure With: Logical Name <Controller Name>

Permission Set

[JRestrict Communications Except Through Selected Slots

Select Slots: 01|23 |4]|5 EEJ 7 & ®
1011|1213 (14 (15| 16

Enable Controller Web Pages

Change Detection

Changes To Detect l 16#FFFF_FFFF_FFFF_FFFF| Configure...

Audit Value: I l

Tracked State Value: View Components...

lT‘ J”Canceli 10 A;ply \ [ Hélp

»  For CIP Security™ applications, you can also use FactoryTalk® Policy Manager to enable the webpages.
FactoryTalk® Policy Manager overrides the Controller Properties checkbox.

To access the diagnostic webpages, follow these steps.

1. Open your web browser.
2. Inthe Address field, type the IP address of the controller and press Enter.
3. Toaccess the diagnostic webpages, use the links in the left-side navigation bar. Some
links are only accessible if you open the folder in which they exist.
EtherNet/IP settings and safety applications can slightly modify the web pages. In general, the
web pages offer:

» Home webpage provides device information and controller status
 Faults webpage shows major and minor faults on the controller.
 Diagnostics webpages provide communications and messaging data for the controller.

Rockwell Automation, Inc. 5069-UMOOIN-EN-P - January 2026 239



Chapter 17

Troubleshoot the Controller

» Tasks webpage shows CPU utilization of the control and communications cores and
summarizes the tasks that are running in the controller.

+ Browse Chassis webpage lets you view module information, backplane statistics, and
connection statistics for modules in the local chassis.

Other Potential Issues to Troubleshoot

240

Your controller can experience other issues that you must troubleshoot.

Continuous Task Sends Output Data at High Rate

A free-running Continuous Task can keep sending outputs at a high rate. If the Continuous
Task executes repetitively with a short task execution time, and local output or produced data
is changing, the controller can produce data faster than the receiving modules can react. We
recommend that you program appropriately to avoid this condition.

Immediate Output Instructions Issued at High Rate

CompactLogix® 5380 and Compact GuardLogix® 5380 controllers can issue Immediate

Output (10T) instructions faster than I/0 modules can react to them. We recommend that you
program |0T instructions so that they are sent at a rate appropriate for the /0 module and the
corresponding physical devices.

Integrated Motion On an EtherNet/IP Network Traffic Priority Status

When you use a Stratix® managed switch to change the network communication rate from
1Gbps to 100 Mbps, the system can fail to prioritize the Integrated Motion On an EtherNet/IP
network communication higher than standard 1/0 communication.

For more information on when to use a Stratix® managed switch to change the network
communication rate from 1Gbps to 100 Mbps, see EtherNet/IP Network Communication Rates on

page 101.
For more information on managed switches in general, see the EtherNet/IP Network section of

the product directory accessible at this address: http://ab.rockwellautomation.com/networks-
and-communications/ethernet-ip-network.
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Rockwell Automation, Inc.

Status Indicators

The CompactLogix® 5380 and Compact GuardLogix® 5380 controllers have a four-character
scrolling status display, controller status indicators, EtherNet/IP™ network status indicators,
and power indicators.

Figure 79. CompactLogix 5380 Status Display and Status Indicators
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Figure 80. Compact GuardLogix 5380 Controller Status Display and Status Indicators
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Item Description

A 4-Character Scrolling Status Display
B Controller Status Indicators

C EtherNet/IP Status Indicators,

D Power Status Indicators

General Status Messages

The scrolling messages that are described in this table are typically indicated upon powerup,
power down, and while the controller is running to show the status of the controller.

Table 54. Controller General Status Messages

Message Interpretation
No message is indicated The controller is Off. Determine if the controller is powered and determine the state of the controller.
Identity Mismatch—Contact Tech Support a firmware update identifies the controller as not authentic, the hardware is permanently disabled.
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Table 54. Controller General Status Messages (continued)

Message

Interpretation

|dentity Mismatch—Contact Tech Support
Missing Vendor Certificate—Contact Tech Support

Bad Vendor Certificate—Contact Tech Support

Beginning with firmware revision 34.011, if a firmware update identifies the controller as not authentic, the
hardware is permanently disabled.

TEST The controller is conducting power-up tests.
CHRG The embedded energy storage circuit is charging.
PASS Power-up tests have been successfully completed.

Saving...Do Not Remove SD Card

The controller is about to save an image to the SD card.

SAVE A project is being saved to the SD card. Allow the save to complete before:
*  Removing the SD card.
« Disconnecting the power.
IMPORTANT: Do not remove the SD card while the controller is saving to the SD card. Allow the save to
complete without interruption. If you interrupt the save, data corruption or loss can occur.
LOAD A project is being loaded from the SD card. Allow the load to complete before doing the following:
* Removing the SD card.
+ Disconnecting the power.
IMPORTANT: Do not remove the SD card while the controller is loading from the SD card. Allow the load to
complete without interruption. If you interrupt the load, data corruption or loss can occur.
upPDT A firmware update is being conducted from the SD card upon powerup. If you do not want the firmware to
update upon powerup, change the Load Image property of the controller.
Rev XXoxxx The major and minor revision of the firmware of the controller.

Catalog number

The controller catalog number and series.

Link Down The message appears when the Ethernet port does not have a connection. The message scrolls continuously
during operation.
Link Disabled The message appears when you have disabled the Ethernet port. The message scrolls continuously during

operation.

DHCP- 00:00:XX:XX:XX:XX

The message appears when the controller is set for DHCP but not configured on a network. The message
shows the MAC address of the controller. The message scrolls continuously during operation if no IP address
is set.

Ethernet Port Rate/Duplex State

The current port rate and duplex state when the Ethernet port has a connection. The message scrolls
continuously during operation.

IP address

The IP address of the controller. Appears on powerup, then scrolls continuously during operation. If the IP
address is not yet set, then the MAC address appears.

Rockwell Automation, Inc.
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Table 54. Controller General Status Messages (continued)

Message

Interpretation

Duplicate IP - 00:00:XX:XX:XX:XX

The message appears when the controller detects a device on the network that has the same IP address as
the controller Ethernet port. The message shows the MAC address of the device with the duplicate IP address.
The message scrolls continuously during operation.

No Project

No project is loaded on the controller. To load a project, do one of the following:

» Download a project to the controller

» Usean SD card to load a project to the controller

Project Name

The name of the project that is loaded on the controller.

BUSY

The I/0 modules that are associated with the controller are not yet fully powered. Allow time for powerup and
1/0 module self-testing.

Corrupt Certificate Received

The security certificate that is associated with the firmware is corrupted. Go to rok.auto/support and
download the firmware revision you are trying to update to. Replace the firmware revision that you have
previously installed with that posted on the Technical Support website.

Corrupt Image Received

The firmware file is corrupted. Go to rok.auto/support and download the firmware revision you are trying to
update to. Replace the firmware revision that you have previously installed with that posted on the Technical
Support website.

Backup Energy HW Failure - Save Project

A failure with the embedded storage circuit has occurred, and the controller is incapable of saving the
program if a powerdown occurs. If you see this message, then save your program to the SD card before you
remove power and then replace the controller.

Backup Energy Low - Save Project

The embedded storage circuit does not have sufficient energy to enable the controller to save the program
if a powerdown occurs. If you see this message, then save your program to the SD card before you remove
power, and then replace the controller.

Flash in Progress

A firmware update that is initiated via ControlFLASH Plus®, ControlFLASH™ or AutoFlash software is in
progress. Allow the firmware update to complete without interruption.

Firmware Installation Required

The controller is using boot firmware (revision T.xxx) and requires a firmware update.

SD Card Locked

An SD card that is locked is installed.

SD Card Unprotected

The controller SD card has been unprotected and is available for remote read/write operations.

Download in Progress

An active download is occurring

Aborting Download

An active download is being canceled. This may be due to a user-initiated cancel, a download failure, or
connection loss. After completion, the No Project status message displays.

Safety Status Messages

2y

In addition to the general status messages, these safety messages can display as scrolling
messages.
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Table 55. Safety Status Messages

Message Interpretation

No Safety Signature Safety Task is in Run mode without a safety signature. Generate a safety signature.

Safety Unlocked The controller is in Run mode with a safety signature but is not safety-locked. Safety-lock the controller.
Safety Partner Missing Compact GuardLogix 5380 SIL 3 controllers, the safety partner is missing or unavailable.

Hardware Incompatible ControlLogix and GuardLogix only

The safety partner and primary controller hardware are incompatible. The controller displays this message only in a SIL 3/PLe
configuration.

Firmware Incompatible ControlLogix and GuardLogix only

The safety partner and primary controller firmware revision levels are incompatible. Update the modules to the correct
firmware revision. The controller displays this message only in a SIL 3/PLe configuration.

Safety Task Inoperable The safety logic is invalid. For example, a mismatch occurred between the primary controller and the safety partner, a
watchdog timeout occurred, or memory is corrupt.

Fault Messages

If the controller displays a fault, these scrolling messages can appear on the status display.
For more information about how to monitor and handle major and minor controller faults, see
the Logix 5000 Controllers Major, Minor, and 1/0 Faults Programming Manual, publication 1756-

PMO14.
Table 56. Fault Messages

Message Interpretation

Major Fault TXX:CXX message A major fault of Type XX and Code XX has been detected. For example, if the status display indicates
Major Fault TO4:C42 Invalid JMP Target, a JMP instruction is programmed to jump to an invalid LBL
instruction.
Major faults of Type 1, Codes 60, 61, 62 include a unique 9-character code that you can provide to
Rockwell Automation® support for troubleshooting.

1/0 Fault Local:X #XXXX message An 1/0 fault has occurred on a module in the local chassis. The slot number and fault code are
indicated along with a brief description.
For example, 1/0 Fault Local:3 #0107 Connection Not Found indicates that a connection to the local I/0
module in slot three is not open.
Take corrective action specific to the type of fault indicated.

1/0 Fault ModuleName #XXXX message An 1/0 fault has occurred on a module in a remote chassis. The name of the faulted module is
indicated with the fault code and a brief description of the fault.
For example, 1/0 Fault My_Module #0107 Connection Not Found indicates that a connection to the
module named My_Module is not open.
Take corrective action specific to the type of fault indicated.

Rockwell Automation, Inc. 5069-UMOOIN-EN-P - January 2026 245


https://literature.rockwellautomation.com/idc/groups/literature/documents/pm/1756-pm014_-en-p.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/pm/1756-pm014_-en-p.pdf

Appendix A Status Indicators

Table 56. Fault Messages (continued)

Interpretation

1/0 Fault ModuleParent:X #XXXX message

An I/0 fault has occurred on a module in a remote chassis. The parent name of the module is indicated
because no module name is configured in the I/0 Configuration tree of the Logix Designer application.
In addition, the fault code is indicated with a brief description of the fault.

For example, 1/0 Fault My_CNet:3 #0107 Connection Not Found indicates that a connection to a module
in slot 3 of the chassis with the communication module named My_CNet is not open. Take corrective
action specific to the type of fault indicated.

X1/0 Faults /0 faults are present and X = the number of 1/0 faults present.
If there are multiple 1/0 faults, the controller indicates the first fault reported. As each 1/0 fault is
resolved, the number of indicated faults decreases and the I/0 Fault message indicates the next
reported fault.
Take corrective action specific to the type of fault indicated.
Major Fault Messages
The Major Fault TXX:CXX message on the controller scrolling display indicates major faults.
This topic links to Logix 5000 Controller and I/0 Fault Codes and Syslog Messages, 1756-RD001;
the file automatically downloads when you click the link.
For suggested recovery methods for major faults, see the Logix 5000 Major, Minor, and 1/0 Fault
Codes Programming Manual, publication 1756-PM014.
1/0 Fault Codes

Controller Status Indicators
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The controller indicates 1/0 faults on the status display in one of these formats:

» 1/0 Fault Local:X #XXXX message
* 1/0 Fault ModuleName #XXXX message
* |/0 Fault ModuleParent:X #XXXX message

The first part of the format is used to indicate the location of the module with a fault. How the
location is indicated depends on your I/0 configuration and the properties of the module that
are specified in the Studio 5000 Logix Designer® application.

The latter part of the format, #XXXX message, can be used to diagnose the type of 1/0 fault and
potential corrective actions.

This topic links to Logix 5000 Controller and 1/0 Fault Codes and Syslog Messages, 1756-RD00T;
the file automatically downloads when you click the link.

For suggested recovery methods for major faults, see the Logix 5000 Major, Minor, and 1/0 Fault
Codes Programming Manual, publication 1756-PM014.

The status indicators are below the status display on the controller. They indicate the state of
the controller as described in these tables.
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IMPORTANT: Status indicators do not provide detailed diagnostics for safety functions. Use them only for general
diagnostics during commissioning or troubleshooting. Do not attempt to use status indicators to determine
operational status.

RUN Indicator
The RUN status indicator shows the current mode of the controller.

To change the controller mode, you can use the controller switch on the front of the controller or
the Controller Status menu in the Studio 5000 Logix Designer® application.

Table 57. RUN Status Indicator

State Description

off The controller is in Program or Test mode.
Steady green The controller is in Run mode.

FORCE Indicator

The Force status indicator shows if 1/0 forces are enabled on the controller.

Table 58. FORCE Status Indicator

State Description
0ff No tags contain I/0 force values, and I/0 force values are not enabled.
Steady yellow /0 forces enabled. If any I/0 force values exist, they are active.

NOTE: Use caution if you change any force values. In this state, the changes take effect
immediately.

Flashing yellow /0 forces exist in the application, but are not active because 1/0 forces are not enabled.

NOTE: Use caution if you enable 1/0 forces. All existing 1/0 force values take effect
immediately.

SD Indicator
The SD status indicator shows if the SD card is in use.

Table 59. SD Status Indicator

State Description

0ff No activity is occurring with the SD card.

Flashing green The controller is reading from or writing to the SD card.

Steady green NOTE: Do not remove the SD card while the controller is reading or writing. Allow the
read/write to complete without interruption. If you interrupt the read/write, data corruption
or loss can occur.
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Table 59. SD Status Indicator (continued)

State Description

Flashing red The SD card does not have a valid file system.
Steady red The controller does not recognize the SD card.
0K Indicator

The 0K status indicator shows the state of the controller.

Table 60. Controller OK Status Indicator

State Description
0ff No power is applied to the controller.
Flashing red One of the following exists:

 Itisanew controller, out of the box, and it requires a firmware update. If a firmware
update is required, the status display indicates Firmware Installation Required. To update
firmware, see Use ControlFLASH Plus Software to Update Firmware on page 58.

» Afirmware update is in progress. If a firmware update is in progress, the 4-character
display indicates Flash in Progress.

 ltisapreviously used or in-use controller and a major fault has occurred. All user tasks,
standard and safety, are stopped.

*  For details about major recoverable and nonrecoverable faults, see the Logix 5000 Major,
Minor, and I/0 Fault Codes Programming Manual, publication 1756-PMO14.

Steady red One of the following is true:

The controller is completing power-up diagnostics.
 The charge of the capacitor in the ESM is being discharged
FavoritesVersion: none
upon powerdown.
 The controller is powered, but is inoperable.
« The controller is loading a project to nonvolatile memory.

« The controller is experiencing a Hardware Preservation Fault due to a high internal module
temperature. In this condition, only the status indicator receives power. Once the controller
cools down to an acceptable temperature, then full power is applied.

Steady green The controller is operating normally.

EtherNet/IP Indicators

The EtherNet/IP status indicators show the state of the EtherNet/IP port and communication
activity.
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Table 61. EtherNet/IP Status Indicators

Indicator State Description
NET 0ff *  The controller is not configured, or does not have an IP address.
The port is administratively disabled.
* Inadual-port controller, the EtherNet/IP mode is Linear/DLR mode. In this
case, the NET A2 indicator is off. The NET Al indicator remains on.
Flashing green The controller has an IP address, but no active connections are established.
Steady green The controller has an IP address and at least one established active connection.
Steady red Duplicate IP address or invalid configuration.
LINK 0ff No activity. One of these conditions exists:

No link exists on the port.

Verify that the RJ45 cables are properly seated in the adapter and
connected devices.

The port is administratively disabled.

In a dual-port controller, LINK A2 only - The controller is the active ring
supervisor in a DLR network and has detected a rapid ring fault.

Flashing green

All of these conditions exist:

The port is enabled.

Alink exists. That is, the cable is properly connected to an enabled
controller Ethernet port on to another device.

There is activity on the port.

Steady green

On a single-port controller, a link exists on the port, but no traffic is being
received.

On a dual-port controller, all of these conditions exist:

The port is enabled.

Alink exists. That is, the cable is properly connected to an enabled
controller Ethernet port on to another device.

LINK A2 only - The controller is the active ring supervisor in a DLR network,
and the ring is not broken. This is a normal operation.

There is no activity on the port.

Power Status Indicators

The power status indicators show the status of module power and sensor actuator power,
known as MOD power and SA power.

Table 62. MOD Power Status Indicator

State

Description

off

Module Power is not present

Steady green

Module Power is present
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Although unlikely, it is possible that there is enough Module Power present for the indicator to
turn steady green but the power is not valid. Valid power is 18...32V DC to operate correctly. If
the system does not power up and operate successfully, Module Power can be invalid. If Module
Power is invalid, we recommend that you make sure that the external power supply is working
correctly, properly sized for your application and that all wiring is correct.

Table 63. SA Power Status Indicator

State Description

off One of the following:

*  Sensor Actuator Power is not present

«  Status of Sensor Actuator power is unknown

Steady green Sensor Actuator Power is present

Although unlikely, it is possible that there is enough sensor actuator power present for

the indicator to turn steady green but the power is not valid. Valid power is 18...32V DC in
applications that require DC voltage and 18...240V AC in applications that require AC voltage. If
sensor actuator Power is invalid, we recommend that you make sure that the external power
supply is working correctly, properly sized for your application and that all wiring is correct.

Thermal Monitoring and Thermal Fault Behavior

250

The controllers can monitor internal module temperatures and act as the temperature
increases.

IMPORTANT: If you follow the recommended limits for ambient (inlet) temperature and apply the required
clearances around the chassis, the controller should not reach the initial warning (minor fault) temperature. See
the 1756 ControlLogix and GuardLogix Controllers Technical Data, publication 1756-TD001.
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Figure 81. Thermal Monitoring

Temperature

v"’\

Item Description

A Threshold for controller to declare a ‘T17:C35 Controller internal temperature is approaching operating limit’ minor fault and set the Diagnostics
minor fault bit. The fault is recorded in the minor fault log but is not displayed on the front panel. If the temperature returns to an acceptable
range, the Diagnostics minor fault bit clears, but the minor fault record remains.

B Threshold for the controller to declare a ‘CPU Temperature Fault’ major recoverable fault.
If a fault handler does not clear the fault, then the module enters fault mode, records the fault in the major fault log, and displays ‘T17:C34 CPU
Temperature Fault' on the front panel.

C Hardware Preservation Hysteresis Limit.
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Item Description
D Power does not become enabled when in this range.
E Threshold for the controller to declare a "Hardware Preservation Fault' resetting the module and disabling power.

In the disabled power condition, only the OK status indicator is illuminated, and it is red. The module does not apply power until it has cooled
below the Hardware Preservation Hysteresis limit. The module then enters fault mode, records the fault in the major fault log, and displays ‘CPU
Temperature Fault' on the front panel.

F All power to the controller is disabled except to run the red OK status indicator and monitor the temperature.

IMPORTANT: The presence of any temperature warning indicates that you must act to reduce the ambient
temperature of the module. Instructions for using relay ladder logic to check for a minor fault can be found in the
Logix 5000 Controllers Major, Minar, and I/0 Faults Programming Manual, publication 1756-PMO014. A GSV instruction
can read the MinorFaultBits attribute of the FaultLog class name. If the Diagnostics minor fault bit (Bit 17) is set,
then a temperature minor fault can be present. Check the Minor Faults tab of the Controller Properties dialog box
in the Logix Designer application to see if the minor fault is a temperature warning.
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Use diagnostic assembly tags to access controller status from the controller webpages and
other diagnostic information. Each assembly has specific elements. You create UDTs and use
MSG instructions to access the data in these elements.

Figure 82. Example Ethernet Ports Diagnostic Assembly

Name: Diagnostics_Ethernet_Ports ize:
b 1 Controller Test_5590 ] Dalypese Ry
bl Tasks Description:
b 1 Motion Groups
b 4 Alarm Manager H
4 & Asséts | Members:
Add-On Instructions 1T Name Data Type Description
4 '] Data Types NumPorts UDINT Number of ethernet ports in the device
4 i User-Defined
% DIAGNOSTICS. ETHERNETPORT » Portl_diags DIAGNOSTICS_ETHERNETPORT

t Diagnostics_Ethernet_Ports
i Strings
12 Add-On-Defined

Port2_diags DIAGNOSTICS_ETHERNETPORT

The available diagnostic assemblies include:

Table 64. Diagnostic Assemblies

Diagnostic Assembly Description
Home Provides device information and controller status.
Home (Safety) Safety-related data for a safety-enabled controller.

Module Diagnostics

Module communication diagnostics.

Ethernet Statistics Ethernet port diagnostics.

Faults Faults data that shows major and minor faults on the contraoller.

OPC UA 0PC webpage data that includes number of currently used OPC UA nodes, OPC UA nodes limit, and OPC UA nodes per second
statistics.

PTP 1588 PTP Time Sync webpage data.

Concurrent Connections

Concurrent Connection data information that includes Branch Failure, Failure Count, and Packets Lost.

Backplane Statistics

Diagnostics for a specific slot in a chassis.

Standard Network Diagnostics

Standard network diagnostics includes four main diagnostic assemblies for Single Port controllers, Device Level Ring (DLR), Dual-IP
configuration, and PRP (Parallel Redundancy Protocol).

* Single Port supports ControlLogix® 5580 controllers.

DLR supports ControlLogix® 5590 controllers, CompactLogix® 5380 controllers, and 17756-EN4TR communication modules.

*  Dual-IP supports ControlLogix® 5530 controllers and CompactLogix® 5380 controllers.

»  PRP supports 1756-EN4TR communication modules.
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Create a MSG Instruction to Access a Diagnostic Assembly

Use a CIP™ Generic MSG to access diagnostic assembly data.

1. Configure the Configuration tab on the Message Configuration dialog box as described

below.

i Message Configuration - Diags_Ethernet_Ports

Configuration® Communication Tag

Message Type: CIP Generic

Service  Get Attribute Single v

Type:

= Class: 4 (Hex)  pestination

Instance: 32933 Attribute: 3 (Hex) Blement:
(JEnable O Enable Waiting ) Start ) Done
O Emror Code: Extended Emor Code:
Emor Path:
Ermror Text:

OK Cancel

Table 65. Configure MSG Instruction

>4
Diagnostics_Ethernel .,
New Tag...
Done Length: 0
(] Timed Out
Apply Help

Field Value

Message Type CIP Generic

Service Type Get Attribute Single

Class 4

Attribute 3

Instance Specific to the diagnostic assembly. Must be in decimal format.
Destination Element Controller tag of the UDT for the diagnostic assembly.

254

2. On the Communication tab, specify a Path of THIS for the local controller, or specify a

remote controller.
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i Message Configuration - Diags_Ethernet_Ports X |
Configuration Communication Tag

Path: IEH Browse...
THIS

Communication Method

[:J Connected Cache Connections L Large Connection
O Enable ) Enable Waiting ) Start 2 Done Done Length: 0
) Emor Code: Extended Emor Code: () Timed Out
Emor Path: THIS
Emor Text:
OK Cancel y Help

Concurrent Connections Diagnostic Assembly

Concurrent Connection data information that includes Branch Failure, Failure Count, and
Packets Lost.
* Instance = 32952

» Size =12 Bytes

Table 66. Diagnostic Assembly Members

Member Data Type Description

BranchFailure BOOL This attribute indicates that one or more branches towards target(s) of any concurrent connections in which this device is a
participant is not open (was not opened or timed out).

FailureCount UDINT This attribute is incremented every time when the Concurrent Connections Branch Failure attribute transitions from 0 to 1.

PacketsLost UDINT For each concurrent connection, as long as it remains open when the consumer on the branch of concurrent connection is
processing the packet, it shall subtract the last received Concurrent Connection Sequence Count on this branch from the
Concurrent Connection Sequence Count of this packet. If the value exceeds positive one (+1), then that value minus one is
the number of concurrent connection packets that have been lost. A concurrent connection branch timeout does not cause
Concurrent Connection Packets Lost to increment.
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Ethernet Port Diagnostics Assembly

Ethernet Statistics webpage data.

IMPORTANT: This assembly includes the structure for the DIAGNOSTICS_ETHERNETPORT user-defined data type
(UDT). This data type includes the information captured for each Ethernet port. Create this UDT before you create
the Ethernet Port Diagnostics UDT.

Structure for the DIAGNOSTICS_ETHERNETPORT User-defined Data Type

Table 67. Members for User-defined Data Type

Member Data Type Description

PortNumber UDINT Number of the port. Represents the instance number of the TCP/IP Interface Object.

IPAddress USINT[4] IP address of the port.

MacAddress USINT[6] Mac address of the port.

TCPConnections UINT TCP connections opened through the port.

CIPConnections UINT Total number of class 0/1and 3 CIP connections opened through the port (sum of CIP I/0 Connections attribute and CIP
Explicit Connections attribute).

CIPLostPackets UDINT Number of lost CIP packets sent via port.

CIPTimeouts UDINT Number of timeouted CIP connections sent via port.

HMIPacketRate UDINT HMI packet rate sent via port.

|0PacketRate UDINT I/0 packet rate sent via port.

EthernetErrors UDINT Number of ethernet errors in the port.

CPUUtilization UINT Utilization of the CPU (same for all ports).

Table 68. Diagnostic Assembly Members

Ethernet Port Diagnostics Assembly
* Instance = 32933

 Size =180 Bytes

Member Data Type Description

NumPorts UDINT Number of ethernet ports in the device

Portl DIAGNOSTICS_ETHERNETPORT Information about each port. If port does not exist - it is empty.

Port2 DIAGNOSTICS_ETHERNETPORT Information about each port. If port does not exist - it is empty.

Port3 DIAGNOSTICS_ETHERNETPORT Information about each port. If port does not exist - it is empty.
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Table 68. Diagnostic Assembly Members (continued)

Member Data Type

Description

Portt DIAGNOSTICS_ETHERNETPORT

Information about each port. If port does not exist - it is empty.

Home Webpage Diagnostic Assembly

Table 69. Diagnostic Assembly Members

Home webpage data that provides device information and controller status.

* Instance = 32930
»  Size =270 Bytes

Member Data Type Description

CatalogString STRING_32 Textual catalog or model number.

ProductCode UINT Identification of a particular product of an individual vendor.

MajorRevision USINT Major revision of the module.

MinorRevision USINT Minor revision of the module.

CIPSerialNumber UDINT Serial number of device.

WarrantySerialNumber STRING_32 Serial number of product warranty.

ManufactureDate UINT Date the product was manufactured.

ProjectName STRING Name of the project downloaded into the module.

StatusBits (Hidden) UDINT Summary status of device.

RunMode BOOL Indicates whether controller is in the run mode.

KeySwitchRemote BOOL Specifies whether the key is in the "remote” position.

|0ForcesExist BOOL Indicates whether |0 forces exists. It is true only when "Force" LED is amber or flashing.

|0ForcesActive BOOL Indicates whether 10 forces are enabled. Logix Designer labels it "Forces" / "No Forces". It is true only when "Force”
LED is amber.

SDCardFault BOOL Specifies whether SD card fault appeared. It is true if SD LED is solid or flashing red.

SDCardActivity BOOL Specifies whether SD card is active. It is true if SD LED is solid or flashing green.

MajorFault BOOL A value that indicates whether the module has a major fault. It is bit 4.

MinorFault BOOL A value that indicates whether the module has a minor fault. It is bit 5.

|0Fault BOOL A value that indicates whether the module has a 10 fault.
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Table 69. Diagnostic Assembly Members (continued)

Member Data Type Description

EnergyStorageStatus BOOL From LogixDesigner this is: minor_fault_bits.10 If minor_fault_bits.10 is on, depending on the controller, the battery
is low or the ESM or UPS needs to be replaced or is missing.

StatusDisplayText STRING Scrolling string includes:

+ Project Name

»  Ethernet Address

«  Link State (Up Down)
+ Link Speed

* |0 Fault

* Redundancy State

MajorHardwareRevision USINT Major revision of the module hardware.
MinorHardwareRevision USINT Minor revision of the hardware module.
HardwareSeries SINT[2] Two ASCII characters describing the hardware series. It is Rockwell extension to the Identity object.

Home (Safety) Diagnostic Assembly

Safety-related data on the Home webpage for a safety-enabled controller.
* Instance = 32931

» Size =96 Bytes

Table 70. Diagnostic Assembly Members

Member Data Type Description

SafetyStatus BOOL SIL 2/SIL3 Status information of the safety task and the partnership between the controller and its safety
partners.

SafetyLocked BOOL Indicates if the safety application is in the locked state.

SafetySigned BOOL Indicates if a Safety Signature has been created and the controller is in a protected state.

SafetySignaturelD UDINT ID portion of the safety signature CRC over safety memory. Returns zero when no snapshot exists, or on

controllers that do not support a four-byte safety signature.

SafetySignatureTimestampString | STRING Software generated timestamp that indicates when a Safety Signature was generated. Contains the Safety
Signature Timestamp String when a valid snapshot exists. Maximum length is 40 characters. Format of string
is “mm/dd/yyyy, hh:mm:ss.iii <AM or PM>" where iii = milliseconds. This string is set to "Non-existing" when no
snapshot exists.

Module Diagnostics Diagnostic Assembly

Module Diagnostics webpage data.
 Instance = 32932

» Size =20 Bytes
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Table 71. Diagnostic Assembly Members

Member Data Type Description

|0Connections UINT Number of I/0 connections (class 0/1).

MessagingConnections UINT Number of messaging connections (class 3).
MaxObservedConnections UINT Maximum number of observed class 3 connections.
|0CommsUtilizationActual UINT Represents the current I/0 communications utilization for 1/0 traffic.

|0CommsUtilizationTheoretical | U

INT Based on information agreed during Forward Open procedure. Represents the theoretical I/0 communications
utilization for I/0 traffic.

I0PPSActual

u

DINT I/0 messages packets per second.

|0PPSTheoretical

U

DINT Based on information agreed during Forward Open procedure. The theoretical value for I/0 messages packets per
second.

OPC UA Diagnostic Assembly

0PC webpage data that includes number of currently used OPC UA nodes, OPC UA nodes limit,
and OPC UA nodes per second statistics.
 Instance = 32940

+ Size =12 Bytes

Table 72. Diagnostic Assembly Members

Member Data Type Description

UsedNodes UDINT Number of currently used OPC UA user defined nodes for a server associated with this instance.

MaxNodes UDINT Maximum possible number of OPC UA user defined nodes that a client can write or read from a server associated with this
instance.

NodesPerSecond UDINT Current number of read or written scalar nodes per second. Scalar node means node with one basic type value or with one

string. Vector and matrix nodes are counted as the number of its atomic elements.

PTP Diagnostic Assembly

1588 PTP Time Sync webpage data.
* Instance = 32941

» Size =88 Bytes

Table 73. Diagnostic Assembly Members

Member

Data Type Description

Enabled

BOOL Is PTP enabled.

Rockwell Automation, Inc.

5069-UMOOIN-EN-P - January 2026 259



Appendix B Access Diagnostic Assembly Tags

Table 73. Diagnostic Assembly Members (continued)

Member Data Type Description

TimeTransmitter BOOL Is The Grandmaster

SyncValid BOOL Sync status.

DomainNumber USINT Domain number

StepsRemoved UINT Steps removed.

SyncStatus UDINT CipSyncSynchronizationStatus. Available options are: init (0), synchronization hold timed out (1),
synchronization hold (2) and synchronized (3).

UTCTime STRING_32 SystemTime in user-friendly type. Counted using SystemTime.

SystemTime ULINT SystemTimeNanoseconds

OffsetFromTimeTransmitter ULINT Offset from master

MaxOffsetFromTimeTransmiter | ULINT Max Offset from master.

AvgPathDelayTime ULINT Mean path delay to master.

SystemToLocalClockOffset ULINT Offset between system time and local time.

Faults Diagnostic Assembly

Faults webpage data that shows major and minor faults on the controller.

IMPORTANT: This assembly includes the structure for the DIAGNOSTICS_FAULTDETAILS user-defined data type. This
data type includes the information captured for each fault. Create this UDT before you create the Fault UDTs.

Structure for the DIAGNOSTICS_FAULTDETAILS User-defined Data Type

Table 74. Members of User-defined Data Type

Member Data Type Description

Timestamp ULINT The moment when the fault occurred. It's format is the UNIX timestamp in microseconds.
Code UDINT Fault code.

Type UDINT Type number of the fault code.

Description_1 STRING Part 1of the fault description.

Description_2 STRING Part 2 of the fault description.
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Diagnostic Faults_A Assembly
* Instance = 32934

»  Size =392 Bytes

Table 75. Diagnostic Assembly Members

Member Data Type Description
MajorFaultsReported UDINT Count of all Major Faults reported
MinorFaultsReported UDINT Count of all Minor Faults reported

MajorFaultl

DIAGNOSTICS_FAULTDETAILS

Fault details structure.

MajorFault2

DIAGNOSTICS_FAULTDETAILS

Fault details structure.

Diagnostic Faults_B Assembly
* Instance = 32935

» Size =192 Bytes

Table 76. Diagnostic Assembly Members

Member Data Type Description

MajorFault3 DIAGNOSTICS_FAULTDETAILS Fault details structure.

Diagnostic Faults_C Assembly
* Instance = 32936

» Size = 384 Bytes

Table 77. Diagnostic Assembly Members

Member Data Type Description
MinorFaultl DIAGNOSTICS_FAULTDETAILS Fault details structure.
MinorFault2 DIAGNOSTICS_FAULTDETAILS Fault details structure.

Diagnostic Faults_D Assembly
 Instance = 32937

» Size =384 Bytes

Table 78. Diagnostic Assembly Members

Member Data Type

Description

MinorFault3

DIAGNOSTICS_FAULTDETAILS

Fault details structure.

MinorFault4

DIAGNOSTICS_FAULTDETAILS

Fault details structure.
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Diagnostic Faults_E Assembly

Table 79. Diagnostic Assembly Members

Instance = 32938
Size = 384 Bytes

Member Data Type Description
MinorFaultb DIAGNOSTICS_FAULTDETAILS Fault details structure.
MinorFaulté DIAGNOSTICS_FAULTDETAILS Fault details structure.

Diagnostic Faults_F Assembly

Table 80. Diagnostic Assembly Members

Instance = 32939
Size = 384 Bytes

Member Data Type Description
MinorFault7 DIAGNOSTICS_FAULTDETAILS Fault details structure.
MinorFault68 DIAGNOSTICS_FAULTDETAILS Fault details structure.

CompactLogix Backplane Statistics

Diagnostics for a specific slot in a chassis.

IMPORTANT: This assembly includes the structure for the DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA user-defined
data type. This data type includes the information captured for each slot. Create this UDT before you create the
Chassis Diagnostics UDTs.

Structure for the
CompactiLogix DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA User-defined Data
Type
Table 81. Members of User-defined Data Type
Member Data Type Description
SlotNumber UINT This attribute identifies the slot address of this device. The range of values is 0 to 1023 decimal.
LinkID UINT Link number of the given device, value 1for the left or 2 for the right neighbor.
RxUnicastFramesCount UDINT Count of frames received with unicast destination (PXRxUniFrmCnt).
RxGroupFramesCount UDINT Count of frames received with group destination (PXRxGrpFrmCnt).
RxBytesCount UDINT Byte count of unicast, multicast and broadcast frames received without errors (PXRxByteCnt).
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Table 81. Members of User-defined Data Type (continued)

Member Data Type Description

RxFesErrorCount UDINT Count of received frames with FCS error. FCS, or Frame Check Sequence, is a method used in
networking to detect errors in transmitted frames. It is a sequence of bits added to the end of a
frame, allowing the receiving device to verify the integrity of the data.

RxErrorsCount UDINT Count of frames with other receive errors (PXRXErrCnt).

TxUnicastFramesCount UDINT Count of frames transmitted with unicast destination (PXTxUniFrmCnt).

TxGroupFramesCount UDINT Count of frames transmitted with group destination (PXTxGrpFrmCnt).

TxBytesCount UDINT Byte count of unicast, multicast and broadcast frames transmitted without errors (PXTxByteCnt).

TxExcessCollisionsCount UDINT Count of frames dropped after excessive collisions (PXTxExsvColCnt).

TxErrorsCount UDINT Count of frames with other transmit errors (PXTxErrCnt).

NetworkStatus UDINT Bitmap of Link Status Flags.

NeighborSlotNumber UINT Slot address of this link's neighbor.
Range 0 to 1023.
All other values invalid 65535 - Unknown

CompactiLogix Chassis Diagnostics_A Assembly
* Instance = 32944

» Size =368 Bytes

Table 82. Diagnostic Assembly Members

Member Data Type Description

RackSize USINT Number of available slots in the rack.

Slot00PortRight DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot01PortLeft DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot01PortRight DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot02PortLeft DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot02PortRight DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot03PortLeft DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot03PortRight DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
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CompactiLogix Chassis Diagnostics_B Assembly
* Instance = 329445

» Size =420 Bytes

Table 83. Diagnostic Assembly Members

Member Data Type Description

RackSize USINT Number of available slots in the rack.

Slot04PortLeft DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot04PortRight DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot05PortLeft DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot05PortRight DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot06PortLeft DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot06PortRight DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot07PortLeft DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot07PortRight DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.

CompactiLogix Chassis Diagnostics_C Assembly
* Instance = 32946

Size = 420 Bytes

Table 84. Diagnostic Assembly Members

Member Data Type Description

RackSize USINT Number of available slots in the rack.

Slot08PortLeft DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot08PortRight DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot09PortLeft DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot09PortRight DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot10PortLeft DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot10PortRight DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
SlotTPortLeft DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
SlotNPortRight DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
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CompactiLogix Chassis Diagnostics_D Assembly
* Instance = 32947

» Size =420 Bytes

Table 85. Diagnostic Assembly Members

Member Data Type Description

RackSize USINT Number of available slots in the rack.

Slot12PortLeft DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot12PortRight DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot13PortLeft DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot13PortRight DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot14PortLeft DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot14PortRight DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot15PortLeft DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot15PortRight DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.

CompactiLogix Chassis Diagnostics_E Assembly
* Instance = 32948

Size = 420 Bytes

Table 86. Diagnostic Assembly Members

Member Data Type Description

RackSize USINT Number of available slots in the rack.

Slot16PortLeft DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot16PortRight DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot17PortLeft DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot17PortRight DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot18PortLeft DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot18PortRight DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot19PortLeft DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot19PortRight DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
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CompactiLogix Chassis Diagnostics_F Assembly
* Instance = 32949

» Size =420 Bytes

Table 87. Diagnostic Assembly Members

Member Data Type Description

RackSize USINT Number of available slots in the rack.

Slot20PortLeft DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot20PortRight DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot21PortLeft DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot21PortRight DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot22PortLeft DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot22PortRight DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot23PortLeft DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot23PortRight DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.

CompactiLogix Chassis Diagnostics_G Assembly
 Instance = 32950

Size = 420 Bytes

Table 88. Diagnostic Assembly Members

Member Data Type Description
RackSize USINT Number of available slots in the rack.
Slot24PortLeft DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot24PortRight DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot25PortLeft DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot25PortRight DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot26PortLeft DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot26PortRight DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot27PortLeft DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot27PortRight DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
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CompactiLogix Chassis Diagnostics_H Assembly
* Instance = 32951

» Size =420 Bytes

Table 89. Diagnostic Assembly Members

Member Data Type Description

RackSize USINT Number of available slots in the rack.

Slot28PortLeft DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot28PortRight DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot29PortLeft DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot29PortRight DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot30PortLeft DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot30PortRight DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot31PortLeft DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.
Slot31PortRight DIAGNOSTICS_CMX_CHASSIS_SLOTS_DATA Diagnostics of a specific slot link. Details can be found in the structure description.

Standard Network Diagnostic Assemblies

Standard network diagnostics includes four main diagnostic assemblies for Single Port
controllers, Device Level Ring (DLR), Dual-IP configuration, and PRP (Parallel Redundancy
Protocol).
+ Single Port supports ControlLogix® 5580 controllers.
*  DLR supports ControlLogix® 5590 controllers, CompactLogix® 5380 controllers, and 1756-
EN4TR communication modules.
*  Dual-IP supports ControlLogix® 5530 controllers and CompactLogix® 5380 controllers.

*  PRP supports 1756-EN4TR communication modules.

IMPORTANT: This assembly includes six structures that are used to create user-defined data types that capture
the information used in the main diagnostic assemblies. Create these UDTs before you create the main Standard
Network Diagnostics UDTs.

The instance number is 210 for the main assemblies, and the device will return the assembly
that matches what it is configured for (for example, DLR, PRP, Dual-IP).

Table 90. Structure of Standard Network Diagnostic Assemblies

Stand
Main Diagnostic a.m ar StandardDiag_DL StandardDiag_E | i StandardDiag
. dDiag_C . . StandardDiag_PRP StandardDiag_TCP )
Assemblies RSupervisor thernetLink _TimeSync
onnMgr
StandardNetworkDiag v v v - v v
nostic_DLRSup
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Table 90. Structure of Standard Network Diagnostic Assemblies (continued)

Stand
Main Diagnostic .n ar StandardDiag_DL StandardDiag_E | i StandardDiag
. dDiag_C . . StandardDiag_PRP StandardDiag_TCP )
Assemblies RSupervisor thernetLink _TimeSync
onnMgr
StandardNetworkDiag v - v - v v
nostic_DuallP
StandardNetworkDiag v - v - v v
nostic_L8
StandardNetworkDiag v - v v v v
nostic_PRP

Structures for the Standard Network Diagnostics User-defined Data Types
Use these structures to create user-defined data types that capture the information used in the
main diagnostic assemblies. Create these UDTs before you create the main Standard Network
Diagnostics Diagnostic Assemblies.

Structure for the StandardDiag_ConnMgr User-defined Data Type
Provides status on 1/0 and Explicit Messaging connections.

Table 91. StandardDiag_ConnMgr User-defined Data Type

Member Data Type Description

Missed|OpacketsCnt UDINT Cumulative count of missed |0 packets.

NumlOConnection UDINT Number of 10 connections established.

MessagesPerSecond UDINT Number of messages per second being processed.

|0PacketsPerSecond UDINT Number of 10 packets per second being processed.
NumMessagingConnections UDINT Number of messaging connections established.

ConnectionTimeoutsCnt UINT Cumulative count of connection timeouts that have occurred.
CPU_Utilization UINT CPU utilization measured in tenths of percentage (i.e. 1000 = 100%).
10_Utilization UINT 10 capacity utilization measured in tenths of percentage (i.e. 1000 = 100%).
ConcurrentCommsBranchFail BOOL One or more concurrent communications branch is currently not transmitting/receiving data.
ConcurrentCommsConnFailCnt UDINT Cumulative count of concurrent communications failures.
ConcurrentCommsPacketsLostCnt UDINT Cumulative count of concurrent communication packets missed Read/Write.
Pad UDINT Reserved
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Structure for the StandardDiag_DLRSupervisor User-defined Data Type
Provides status on the Device Level Ring.

Table 92. StandardDiag_DLRSupervisor User-defined Data Type

Member Data Type Description

Network_Status SINT 0= Normal; 1= Ring Fault; 2 = Loop Detected; 3 = Partial Fault; 4 = Rapid Fault/Restore Read/Write.
Ring_Supervisor_Status SINT 0 = Backup; 1= Active; 2 = Non supervisor; 3 = non-DLR topology; 4 = Unsupported parameter.
Ring_Faults_Count UINT Cumulative count of ring faults.

Pad SINT[4] Reserved

Structure for StandardDiag_EthernetLink User-defined Data Type
Provides status on the Ethernet link.

Table 93. StandardDiag_EthernetLink User-defined Data Type

Member Data Type Description

LinkStatus BOOL Indicates whether or not the module is connected to an active network. 0 = inactive link; 1= active link.
Duplex BOOL Indicates the duplex mode currently in use. 0 = half duplex; 1= full duplex.

NegotiationStatus0 BOOL Indicates the status of link auto-negotiation.

NegotiationStatus] BOOL Indicates the status of link auto-negotiation.

NegotiationStatus2 BOOL Indicates the status of link auto-negotiation.

Pad BOOL Reserved

HardwareFault BOOL 0 =no local hardware fault; 1= local hardware fault.

InterfaceSpeed UDINT Interface speed currently in use (10, 100, 1000).

LinkDownCnt UDINT Link Down Counter. Counts the number of times a Link Down transition event was detected on this port.
EthernetErrors UDINT Sum of error counts from Interface Counters and Media Counters.

NegotiationStatus
The status is a 3-bit field, where NegotiationStatus0 is the least significant bit.
N Auto-negotizjnion e.md A.uto negotiation . Auto-negotiation not
Auto-negotiation speed detection failed. failed but detected Successfully negotiated
it in progress. Using default values speed. Duplex set speed and duplex attempted. Forced
for speed and duplex. to default value speed and duplex

NegotiationStatus0 0 1 0 1 0
NegotiationStatus] 0 0 1 1 0
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Auto-negotiation and

Auto negotiation

Auto-negotiation not

Auto-negotiation speed detection failed. failed but detected Successfully negotiated
Bit . . attempted. Forced
in progress. Using default values speed. Duplex set speed and duplex
speed and duplex
for speed and duplex. to default value
NegotiationStatus2 0 0 0 0 1

In this example, the controller tags of the destination element show that speed and duplex were
successfully negotiated.

Dual_IP_Diags.EthernetPort_1.NegotiationStatus0

Dual_IP_Diags.EthernetPort_1.NegotiationStatus1

Dual_IP_Diags.EthernetPort_1.NegotiationStatus2

1 Decimal
1 Decimal

0 Decimal

Structure for theStandardDiag_PRP User-defined Data Type
Provides status on the PRP ports.

Table 94. StandardDiag_PRP User-defined Data Type

BOOL
BOOL
BOOL

Member Data Type Description

Warning_LAN_A BOOL A potential problem with the PRP port exists.
Warning_LAN_B BOOL A potential problem with the PRP port exists.
Pad SINT[4] Reserved

Structure for the StandardDiag_TCP User-defined Data Type
Provides status on the TCP/IP network interface.

Table 95. StandardDiag_TCP User-defined Data Type

Member Data Type Description
NonCIPMessagesPerSecond UDINT Non-CIP messages per second.
NumTCPConnections UINT Number of active TCP connections.

Structure for the StandardDiag_TimeSync User-defined Data Type
Provides status on time synchronization.

Table 96. StandardDiag_Time Sync User-defined Data Type

Member Data Type Description
IsSynchronized BOOL Local clock is synchronized with Time Transmitter.
OffsetFromTimeTransmitter ULINT Offset between local clock and Time Transmitter clock in nanoseconds.
GrandMasterID SINT[8] GrandMaster Clock Identity.
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Main Standard Network Diagnostics Assemblies

Use the data types you created with the Structures for the Standard Network Diagnostics User-
defined Data Types on page 268 to create these diagnostic assemblies.

StandardNetworkDiagnostic_DLRSup
» Instance =210

» Size =120 Bytes

Table 97. StandardNetworkDiagnostic_DLRSup Diagnostic Assembly

Member Data Type Description

MemberListSignature UDINT Change in this value indicates that the members of this structure have changed.
ConnMgr StandardDiag_ConnMgr Provides status on I/0 and Explicit Messaging connections.

EthernetPort_1 StandardDiag_EthernetLink Provides status on the Ethernet link on this port.

EthernetPort_2 StandardDiag-EthernetLink Provides status on the Ethernet link on this port.

TCP StandardDiag_TCP Provides status on the TCP/IP network interface.

DLR StandardDiag_DLRSupervisor Provides status on the Device Level Ring.

TimeSync StandardDiag-TimeSync Provides status on time synchronization.

StandardNetworkDiagnostic_DuallP
* Instance =210

» Size =120 Bytes

Table 98. StandardNetworkDiagnostic_DuallP Diagnostic Assembly

Member Data Type Description

MemberListSignature UDINT Change in this value indicates that the members of this structure have changed.
ConnMgr StandardDiag_ConnMgr Provides status on I/0 and Explicit Messaging connections.

EthernetPort_1 StandardDiag_EthernetLink Provides status on the Ethernet link on this port.

EthernetPort_2 StandardDiag_EthernetLink Provides status on the Ethernet link on this port.

TCPPort_1 StandardDiag-_TCP Provides status on the TCP/IP network interface.

TCPPort_2 StandardDiag_TCP Provides status on the TCP/IP network interface.

TimeSync StandardDiag_TimeSync Provides status on time synchronization.

StandardNetworkDiagnostic_L8
* Instance =210

» Size =96 Bytes
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Table 99. StandardNetworkDiagnostic_L8 Diagnostic Assembly

Member

Data Type

Description

MemberlListSignature

UDINT

Change in this value indicates that the members of this structure have changed.

ConnMgr StandardDiag_ConnMgr Provides status on I/0 and Explicit Messaging connections.
EthernetPort StandardDiag_EthernetLink Provides status on the Ethernet link on this port.

TCP StandardDiag_TCP Provides status on the TCP/IP network interface.
TimeSync StandardDiag-TimeSync Provides status on time synchronization.

StandardNetworkDiagnostic_PRP

Instance =210
Size =120 Bytes

Table 100. StandardNetworkDiagnostic_PRP Diagnostic Assembly

Member

Data Type

Description

MemberListSignature

UDINT

Change in this value indicates that the members of this structure have changed.

ConnMgr

StandardDiag_ConnMgr

Provides status on I/0 and Explicit Messaging connections.

EthernetPort_1

StandardDiag_EthernetLink

Provides status on the Ethernet link on this port.

EthernetPort_2

StandardDiag_EthernetLink

Provides status on the Ethernet link on this port.

TCP StandardDiag_TCP Provides status on the TCP/IP network interface.

PRP StandardDiag_PRP Provides status on the PRP ports.

TimeSync StandardDiag_TimeSync Provides status on time synchronization.
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Because safety projects have special requirements and do not support certain standard
features, you must understand the behavior of the system when changing the project from
standard to safety or from safety to standard.

Changing the project affects the following:

Supported features

Physical configuration of the project (safety partner and safety I/0)
Controller properties

Project components such as tasks, programs, routines, and tags
Safety Add-On Instructions

When you change one controller type to another, the class of tags, routines, and programs
remain unaltered. Any |/0 devices that are no longer compatible with the target controller are
deleted. If needed, the representation of the safety partner is updated to appear appropriately
for the target controller.

Change from a Standard to a Safety Project

Upon confirmation of a change from a standard project to a safety project, safety components
are created to meet the minimum requirements for a safety project:

The safety task is created only if the maximum number of downloadable tasks has not
been reached. The safety task is initialized with its default values.

If your project already contains 32 tasks, and you try to change from standard to a safety, the
project does not convert and stays as a standard project.

Safety components are created (such as, safety task and safety program).
The safety project defaults to safety level SIL 2/PLd.
A time-based safety network number (SNN) is generated for the local chassis.

A time-based safety network number (SNN) is also generated for the embedded EtherNet/
IP™ port.

Standard features that are not supported by the safety project are removed from the
Controller Properties dialog box.

Change from a Safety to a Standard Project

Rockwell Automation, Inc.

Upon confirmation of a change from a safety project to a standard project, some components
are changed, and others are deleted, as described below:

The safety partner is deleted from the 1/0 chassis, if it existed.

Safety /0 devices and their tags are deleted.

The safety task, programs, and routines are changed to a standard task, programs, and
routines.

All safety tags, except safety consume tags, are changed to standard tags.

Safety consume tags are deleted.

Safety tag mappings are deleted.

The safety network numbers (SNN) are deleted.

Safety-lock and safety-unlock passwords are deleted.
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« If the standard project supports features that were not available to the safety project,
those new features are visible in the Controller Properties dialog box.

O Peer safety controllers are not deleted, even if they have no connections remaining.

 Instructions can still reference modules that have been deleted and can produce
verification errors.
+ Consumed tags are deleted when the producing module is deleted.
» Asaresult of the above changes to the system, safety-specific instructions and safety
/0 tags do not verify.
If the safety project contains safety Add-On Instructions, you must remove them from the
project or change their class to standard before changing the project type.
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History of Changes

5069-UMO0TIM-EN-P, November 2025

Change

Added section Passwords for Safety-locking and Unlocking

Added section Protect the Safety Signature in Run Mode

Added content on how to access diagnostic assembly information

Updated the History of Changes appendix

5069-UMOOIL-EN-P, March 2025

Change

Revised Secure Controller Systems section

Added IEC-62443-4-2 SL 1security certification content for safety controllers

Added statement about impact of license-based source protection on download times

Added Privacy Aspects section

Added information about unique code for troubleshooting major faults Type 1, Codes 60, 61, 62

5069-UMO01K-EN-P, November 2023

Change

CompactLogix® 5380 controllers support [EC-62443-4-2 SL 1 security requirements

Added the Secure Controller Systems section to Chapter 1

Revised the Safety Signature section in Chapter &

Added 1784-SDHC8 and 1784-SDHC32 memory cards

Added Chapter 15, Develop Secure Applications

Updated Device Level Ring Network Topology section

5069-UM001J-EN-P, November 2022

Change

Moved information about connection reaction time limit to publication 1756-RM012
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Change

Added Real-time Clock section to Chapter 1: CompactLogix® 5380 and Compact GuardLogix® 5380 Systems and
Controllers

Revised information about the safety signature

Added information about secure socket objects

Added Monitor Safety I/0 Device Status section in Chapter 12: Safety 1/0 Devices

Added introduction and Program Safety Applications section to Chapter 14: Develop Safety Applications and moved
other safety topics from Chapter 14 to publication 1756-RM012

5069-UMOO1I-EN-P, March 2022

Change

Updated Appearance Change section

Added CIP Security™ to controller features table

Added new section about CIP Security™

Updated general status messages for the controller

5069-UMOOTH-EN-P, October 2021

Change

Updated graphics throughout

Added MOD Power note

Updated the Use ControlFLASH Plus® Software to Update Firmware section

Updated general status messages

Updated major fault messages

Updated /0 fault codes

5069-UMO01G-EN-P, August 2020

Change

Added CompactLogix® 5380 Pracess controllers

Updated safety signature definition

Added Simple Network Management Protocol (SNMP)
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Change

Added Automatic Diagnostics

Added Considerations for Communication Loss Diagnostics

Updated the Disable Controller Web Pages procedure

5069-UMOOTF-EN-P, May 2020

Change

Added Compact GuardLogix® 5380 SIL 3 controller information

Added links to access Controller and I/0 fault code information from the Knowledgebase Support Center

Added Firmware Upgrade Guidelines for Safety Controllers

5069-UMOOIE-EN-P, January 2020

Change

Updated the description of Ethernet ports AT and A2

Updated the Connect an Ethernet Cable section

Added the 1784-SDHC8 and 1784-SDHC32 SD cards

5069-UMOO1D-EN-P, April 2018

Change

Added Compact GuardLogix® 5380 and Safety information

Chapter 3, How to Power Compact GuardLogix® 5380 Controllers

Chapter 4, Safety Concept of Compact GuardLogix® 5380 Controllers

Chapter 12, Safety I/0 Devices

Chapter 14, Develop Safety Applications

5069-UM001C-EN-P, December 2016

Change

Added CompactLogix® 5380 controllers 5069-L350ERM, 5069-L380ERM, 5069-L3100ERM
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5069-UM001B-EN-P, July 2016

Change

Updated software requirements

Updated controller features content

Added description of the EtherNet/IP™ modes

Added description of how to configure an Ethernet devices driver in RSLinx® Classic software

Added description of controller out-of-box conditions

Updated description of how to set the IP address

Updated the number of Local I/0 modules that are supported by CompactLogix® 5380 controllers

Added description of how to disable functionality on your CompactLogix® 5380 controller

278 5069-UMOOIN-EN-P - January 2026 Rockwell Automation, Inc.



Rockwell Automation Support

Use these resources to access support information.

Technical Support Center Find help with how-to videos, FAQs, chat, user forums, and product notification rok.auto/support
updates.

Local Technical Support Phone Numbers | Locate the telephone number for your country. rok.auto/phonesupport

Technical Documentation Center Quickly access and download technical specifications, installation instructions, rok.auto/techdocs

and user manuals.

Literature Library Find installation instructions, manuals, brochures, and technical data publications. | rok.auto/literature

Product Compatibility and Download Get help determining how products interact, check features and capabilities, and | rok.auto/pcdc
Center (PCDC) find associated firmware.

Documentation Feedback

Your comments help us serve your documentation needs better. If you have any suggestions on how to improve our content, complete the
form at rok.auto/docfeedback.

Waste Electrical and Electronic Equipment (WEEE)

At the end of life, this equipment should be collected separately from any unsorted municipal waste.

Rockwell Automation maintains current product environmental information on its website at rok.auto/pec.
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