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Stratix 5200 and Stratix 5800 Managed Switches User Manual

Important User Information

Read this document and the documents listed in the additional resources section about installation, configuration, and
operation of this equipment before you install, configure, operate, or maintain this product. Users are required to familiarize
themselves with installation and wiring instructions in addition to requirements of all applicable codes, laws, and standards.

Activities including installation, adjustments, putting into service, use, assembly, disassembly, and maintenance are required to
be carried out by suitably trained personnel in accordance with applicable code of practice.

If this equipment is used in a manner not specified by the manufacturer, the protection provided by the equipment may be
impaired.

In no event will Rockwell Automation, Inc. be responsible or liable for indirect or consequential damages resulting from the use
or application of this equipment.

The examples and diagrams in this manual are included solely for illustrative purposes. Because of the many variables and
requirements associated with any particular installation, Rockwell Automation, Inc. cannot assume responsibility or liability for
actual use based on the examples and diagrams.

No patent liability is assumed by Rockwell Automation, Inc. with respect to use of information, circuits, equipment, or software
described in this manual.

Reproduction of the contents of this manual, in whole or in part, without written permission of Rockwell Automation, Inc., is
prohibited.

Throughout this manual, when necessary, we use notes to make you aware of safety considerations.

WARNING: Identifies information about practices or circumstances that can cause an explosion in a hazardous environment,
which may lead to personal injury or death, property damage, or economic loss.

ATTENTION: |dentifies information about practices or circumstances that can lead to personal injury or death, property
damage, or economic loss. Attentions help you identify a hazard, avoid a hazard, and recognize the consequence.

> P

IMPORTANT Identifies information that is critical for successful application and understanding of the product.

Labels may also be on or inside the equipment to provide specific precautions.

SHOCK HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that dangerous
voltage may be present.

BURN HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that surfaces may
reach dangerous temperatures.

ARC FLASH HAZARD: Labels may be on or inside the equipment, for example, a motor control center, to alert people to potential
Arc Flash. Arc Flash will cause severe injury or death. Wear proper Personal Protective Equipment (PPE). Follow ALL Regulatory
requirements for safe work practices and for Personal Protective Equipment (PPE).

B> B P
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Preface

About This Publication

Download Firmware, AOP,
EDS, and Other Files

Additional Resources

This publication describes how to configure, manage, and troubleshoot Stratix® 5200 and
Stratix 5800 managed Ethernet switches and expansion modules.

This manual assumes that you understand the following:

«  Ethernet concepts and terminology
« Local area network (LAN) switch fundamentals

Inclusive Terminology

Rockwell Automation recognizes that some of the terms that are currently used in our industry
and in this publication are not in alignment with the movement toward inclusive language in
technology.

We are proactively collaborating with industry peers to find alternatives to such terms and
making changes to our products and content. Please excuse the use of such terms in our
content while we implement these changes.

Download firmware, associated files (such as AQP, EDS, and DTM), and access product release
notes from the Product Compatibility and Download Center at rok.auto/pcdc.

These documents contain additional information concerning related products from Rockwell
Automation.

Resource

Description

Stratix Ethernet Device Specifications Technical Data,
publication 1783-1D002

Provides specifications for the switches and other devices.

Stratix 5800 Modular Managed Ethernet Switches Installation Instructions,

publication 1783-IN013

Describes how to install Stratix 5800 switches and expansion modules.

Online Help within the Web user interface (WebUl) (provided with the

switch)

Provides context-sensitive Help for pages within the WebUI.

EtherNet/IP Network Devices User Manual, ENET-UM0OS Describes how to configure and use EtherNet/IP™ devices with a Logix 5000° controller and

communicate with various devices on the Ethernet network.

Ethernet Reference Manual, publication ENET-RM002

Describes basic Ethernet concepts, infrastructure components, and infrastructure features.

Converged Plantwide Ethernet (CPwE) Design and Implementation Guide,

publication ENET-TDOO1

Represents a collaborative development effort from Rockwell Automation® and Cisco
Systems®. Adds to design guidelines from the Cisco® Ethernet-to-the-Factory (EttF) solution
and the Rockwell Automation Integrated Architecture® system.

Industrial Automation Wiring and Grounding Guidelines,

publication 1770-4.1

Provides general guidelines for installing a Rockwell Automation industrial system.

Product Certifications website,_rok.auto/certifications

Provides declarations of confarmity, certificates, and other certification details.

You can view or download publications at rok.auto/literature.
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http://literature.rockwellautomation.com/idc/groups/literature/documents/td/1783-td002_-en-p.pdf
http://literature.rockwellautomation.com/idc/groups/literature/documents/in/1783-in013_-en-p.pdf
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https://www.rockwellautomation.com/global/detail.page?pagetitle=Product-Certifications&content_type=tech_data&docid=de1cc7d81606981b0f214fed1137f539
https://rok.auto/literature

Preface

Summary of Changes This publication contains the following new or updated information. This list includes
substantive updates only and is not intended to reflect all changes.
Topic Page
Precision Time Protocol (PTP) 16
Wiring for the Alarm Connector 20
Complete Express Setup via the WebUI 32
Account Settings 33
Add an Access Control List 76
Device Level Ring (DLR) Topology 80
DLR Port Choices 85
Configure Interface Advanced 91
Ethernet Ring 6.8032 (Stratix 5200 Switch Only) 100
Configure Port Channels 106
RedBox PRP Channel Groups 156
Resiliency Ethernet Protocol (REP) 169
Assign Smartport Roles via the WebUI 176
Multiple Spanning Tree (MST) 183
Configure SVIs 201
Create SVI 202
Configure VLANs 203
Configure Global Alarms 216
CIP Sync (PTP) 224
Device Settings 239
Add a DNS Server Via the WebUI 244
Configure HTTP/HTTPS/Netconf/VTY Access Via the WebUI 257
PROFINET 313
Spanning Tree Protocol (STP) 322
Download a Debug Bundle 343
Automatic Device Descriptive Analytics (ADDA) 349
Port Status Indicators 352
Power over Ethernet Status Indicator (Stratix 5800 Switch Only) 353
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Chapter ]

About the Switches

Topic Page
Stratix 5200 Switches 14
Stratix 5800 Switches and Expansion Modules 14
EtherNet/IP Interface 15
Software Features 15
Hardware Features 17

The Stratix® 5200 have up to 20 gigabit Ethernet interfaces and deliver high-speed gigabit
Ethernet connectivity. The switches support Layer 2 switching on all gigabit platforms.

The Stratix 5800 managed switches support Layer 2 and Layer 3 switching on an all gigabit
platforms. The hybrid design includes both standalone and modular switches. The platform
supports up to 26 ports with various copper, PoE, and fiber SFP options, providing flexibility for
high-performance network applications.
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Chapter 1 About the Switches

Stratix 5200 Switches The following table describes the types of Stratix 5200 modules. For details by catalog
number, see the Stratix Ethernet Device Specifications Technical Data, publication 1783-

1D002.

Device Description
. High-speed and Gigabit Ethernet, Layer 2, fixed switches.
Base switches Available in 6, 10, and 20-port versions.

Stratix 5800 Switches and  The following table describes the types of Stratix 5300 modules. Some switch and expansion

modules support advanced Ethernet features and Power over Ethernet (PoE). For details by
catalog number, see the Stratix Ethernet Device Specifications Technical Data, publication
1783-TD002.

Expansion Modules

IMPORTANT  Only one expansion module can be attached to a modular switch.

Stratix 5800 Switches and Expansion Modules

Devices Description
. . Gigabit Ethernet, Layer 2, fixed switches.
Fixed switches Available in 10-port versions.
Gigabit Ethernet, Layer 2 or Layer 3, modular switches.
Modular switches Advanced feature support on some models.

Available in 10-port versions.

Gigabit Ethernet expansion modules.
Expansion modules Advanced feature support on some models.
Available in 8- and 16-port versions.
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EtherNet/IP Interface

Software Features

Stratix 5200 and 5800 switches contain an EtherNet/IP™ network interface. The EtherNet/IP
network is an industrial automation network specification from the Open DeviceNet® Vendor
Association (ODVA). The network uses the Common Industrial Protocol (CIP™) for its application
layer. CIP is a messaging protocol for devices in industrial automation control systems.

For more information about the EtherNet/IP protocol and CIP, see the Ethernet Reference
Manual, publication ENET-RM002.

Switch software features can be configured in the web user interface (WebUl) for the switch,
the Studio 5000 Logix Designer® application, or both, as shown in Table 1.

All features, including additional features that are not described in this publication, are
configurable via the Cisco® command-line interface (CLI). See CIP Sync (PTP) on page 224.

Table 1- Supported Catalog Numbers and Software for Switch Features

. . Logix Designer
Feature Stratix 5200 Catalog Numbers Stratix 5800 Catalog Numbers WebUI Application
Authentication, authorization, and accounting (AAA) Al Al Yes No
Access control lists (ACLs) Al Al Yes No
Marm profiles Al Al Yes No
Cisco® Discovery Protocol (CDP) Al Al Yes No
Common Industrial Protocol (CIP) monitoring Al Al Yes No
1783-MMS10A, 1783-MMS10AR,
. . 1785-CMSIODP, 1785-CMSIODN, 1703 MMS10EA, 1783-MMSIOEAR,
Device Level Ring (DLR) Toplogy 1783-CMS20DB, 1783-CMS20DP, 1783-MMXSEA. 1783-MMX8TA Yes No
1783-CMS20DN 1783-MMX88A’ '
Domain name system (DNS) Al Al Yes No
Dynamic Host Configuration Protocol (DHCP) Al Al Yes Yes
Enhanced Interior Gateway Routing Protacol (EIGRP) - ggg:nHggEngggﬂrlT;]S%EAR(” Yes No
Express Setup Al Al Yes Yes
1783-MMS10A, 1783-MMS10AR,
Field-programmable Gate Array Profiles (FPGA) - T oS MIWIEAR: | Yes No
1783-MMX8SA
Generic Object Oriented Substation };ggEH§$5DL7?%§MCSI]I[§1PDDN Al No No
Events (GOOSE) Messaging Support 1783-CMS200P, 1783-CMS200N
1783-MMS10A, 1783-MMST0AR,
1783-MMS10EA, 1783-MMSI0EAR,
HSR - 1783-MMYGEA, 1783-MMXBTA, Yes  No
1783-MMX8SA
HTTP/HTTPS All Al Yes No
Intermediate System-to-Intermediate System (IS-1S) - Egg:mggég Egg:mgggm Yes No
1783-MMS10A, 1783-MMS10AR,
10 - T783-MMSIOEA, T783-MMSIOEAR | YES No
Link Layer Discovery Protocol (LLDP) Al Al Yes No
Logical interfaces (EtherChannel/Port Channel) Al Al Yes Yes
Media Redundancy Protocol (MRP) Al Al Yes No
Multicast services and
Internet Group Management Protocol (IGMP) Al Al fes .
1783-MMS10, 1783-MMS10A,
1783-MMS10AR, 1783-MMSI0E,
NetFlow - T783-MSTOEA, 1783-MMSTOR, Yes Mo
1783-MMS10ER, 1783-MMS10EAR
Rockwell Automation Publication 1783-UMO12N-EN-P - October 2025 15
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Table 1- Supported Catalog Numbers and Software for Switch Features (Continued)

Feature Stratix 5200 Catalog Numbers Stratix 5800 Catalog Numbers WebUI k:%ll)i(cg:is(:gner
1783-MMS10, 1783-MMS10A,

Network Address Translation (NAT) 1783-CMSIODN, 1783-CMS20DN Eggmg}géﬁ e Yes Yes
1783-MMS10ER, 1783-MMS10EAR

Network Time Protocol (NTP) All All Yes Yes

Open Shortest Path First (OSPF) - ggg:mg}gég Egg:mg}ggm Yes No
1783-MMS10A, 1783-MMS10AR,

Parallel Redundancy Protocal (PRP) T7B3-CHSTODN, T783-CHS 200N |70 e |Yes Yes
1783-MMX8SA

Port mirroring/Switch Port Analyzer (SPAN) Al Al Yes No

Port security (MAC ID-based) Al Al Yes Yes

Port thresholds Al All Yes No
1783-MMS10BE, 1783-MMS10E,

Power over Ethernet (PoE) - Egg:nng}gEﬁR171%3rierr§|])(03EER Yes Yes
1783-MMX8EA, 1783-MMX16E

1783-CMS6P, 1783-CMS10DP,
Precision Time Protocol (PTP) 1783-CMS10P, 1783-CMS10DN, Al Yes Yes
1783-CMS20DP, 1783-CMS20DN

Quality of Service (QoS) All Al Yes No

Resilient Ethernet Protocol (REP) Al Al Yes No

Routing Layer 3 - R

Routing, static and connected All All Yest?) No

Simple Network Management Protocol (SNMP) Al Al Yes No

Smartports Al Al Yes Yes

Spanning Tree Protocol (STP) All All Yes Yes

Syslog Al Al Yes No
1783-MMS10AR, 1783-MMS10EAR,

TrustSec - 1783-MMX8EA, 1783-MMX8TA, Yes No
1783-MMX8SA

Virtual local area networks (VLANs) All Al Yes Yes

VLAN Trunk Protocol (VTP) Al Al Yes No

VRF-Lite _ 1783-MMS10AR, 1783-MMS10R, Yes No

1783-MMS10ER, 1783-MMS10EAR

(1) Expansion modules that are compatible with the listed layer 3 catalog numbers.

(2) Only static routing can be configured via the WebUl. Connected routing is enabled by default and cannot be disabled.

16
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Hardware Features

g b

For detailed hardware specifications, see the Ethernet Device Specifications Technical Data,
publication 1783-TD002.

Front Panel Overview

Stratix 5200
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Table 2 - Stratix 5200 Front Panel

Item Description

1 Power connector (Pwr A)

2 Power connector (Pwr B)

3 Alarm connector

4 Protective ground connection

5 SD card slot

6 SFP module slots (uplink ports)

7 USB micro console port

8 RJ45 console port

9 Ethernet ports (downlink ports)
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Stratix 5800 Switch

For illustration purposes, the Stratix 5800 switch and expansion catalog numbers that are
shown in the following example have PoE ports. Port types and combinations vary by catalog
number, and not all models have PoE ports.

10 il

- N e\
Aélgg : Psrg)tg(ey Alien-Bradiey

Stratix 5800
o O[:::I )
o OG .
o O[:::I "
o oE::I n

P B

QO O

Mod Net

Express

sep O
INTIN2 OUT

A L] [ ]
7S

el T

6 (0]
7 O O 15 )
8 O O 16
1

\1783-MMX14T25 L /

1783-MMS10E

Table 3 - Stratix 5800 Front Panel

Item Description

1 Power connector (Pwr A)

2 Power connector (Pwr B)

3 Alarm connector

4 Protective ground connection

5 SD card slot

6 SFP module slots (uplink ports)

7 USB mini-Type B console port

8 RJ45 console port

9 2 USB Type A ports

10 Ethernet PoE/PoE+ ports (downlink ports)
l Ethernet ports (downlink ports)

12 SFP module slots (downlink ports)

13 Electromagnetic compatibility (EMC) ground connection'”

(1) When an expansion module is connected, it must be grounded using the screw on the expansion module. This is an
EMC ground, not a protective ground, unlike the one on the switch.
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Power Connectors

You connect the DC power to the switch through the front panel connectors. The switch has a
dual-feed DC power supply:

«  One connector provides primary DC power.

» Asecond connector provides secondary DC power.

The two connectors are physically identical. On the Stratix 5800 switch, there is no separate
power connector for PoE.

The switch can operate with one power source or with dual power sources. When both power
sources are operational, the switch draws power from the DC source with the higher voltage. If
one of the two power sources fail, the other continues to power the switch without
interruption.

Alarm Connector

You connect the alarm signals to the switch through the alarm connector. The alarm
connector is attached to the switch front panel with the provided captive screws.

The switch supports two alarm inputs and one alarm output relay.

» In the WebUI for the switch, you can configure each alarm input as an open or closed
contact. See Configure Alarm Relays on page 215.

« The alarm output circuit is a relay with a normally open and a normally closed contact.
Normally open contacts close. Normally closed contacts open. The alarm output relay
can be used to control an external alarm device, such as a bell or a light.

For information about how to configure alarm settings, see page 214.
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I Figure 1- Wiring for the Alarm Connector

Stratix 5200 Alarm Connector Wiring Stratix 5800 Alarm Connector Wiring

INT
To Alarm Input NUO - Nlarm Input o _l
+24V DC from User | COM Mlarm Relay REF User-supplied contact closure
_— | 0O |7/ ¢ Coil o generates external alarms.
a
B N2
To Alarm Input NCO ] Alarm Input 2 o I
IN2 | AlarmInput2 NE To Mlarm Input
h o (o] >
User-supplied contact R% Marm Relay CoM +24V D from User
closure generates external Coil —| 0 | &—
alarms.
I IN1 NO To Alarm Input
o [o) >

Alarm Input 1

Table & - Alarm Connector Labels

Label Connection

INT Alarm Input 1

REF Alarm Input Reference Ground connection

IN2 Alarm Input 2

NC Alarm Output Normally Closed (NC) connection
COM Alarm Output Common connection

NO Alarm Output Normally Open (NO) connection
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Console Ports

The console ports on the switch enable you to configure, monitor, and manage the switch via
the Cisco command-line interface (CLI). Use the console ports to connect to a workstation with
terminal software on a Microsoft Windows® machine.

You can connect to either the RJ45 console port, the USB mini-Type B console port, also
referred to as the USB-mini console port, or the USB-micro Type A console port (Stratix 5200
Switch Only). Only one console port can be active at one time.

The console ports use the following connectors:

»  RJ45 to DB-9 female cable for the RJ45 console port

«  5-pin mini-Type B to USB Type A cable for the USB-mini console port (Stratix 5800
Switch Only)

«  USB Type A to 5-pin USB micro-Type B (Stratix 5200 Switch Only)

«  RJA45 to USB Type A cable for the RJ45 console port (Allen-Bradley® catalog number
9300-USBCBL-CNSL)

The USB console interface speeds are the same as the RJ45 console interface speeds.

To use the USB-mini console port, you must install the USB device driver on the device that is
connected to the USB-mini console port. For more information on how to download the mini
USB driver, visit the Rockwell Knowledge base page https://rockwellautomation.custhelp.com/
app/answers/answer_view/a_id/544134/loc/en_US#__highlight

The 5-pin mini-Type B connectors resemble the 4-pin mini-Type B connectors, but they are
not compatible. Use only the 5-pin mini-Type B as shown in Figure 2.

Figure 2 - USB Mini-Type B Port
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The USB console port on a Stratix 5800 switch uses a USB Type A to 5-pin mini-Type B cable as
shown in Figure 3. The USB cable is not provided with the switch.

Figure 3 - USB Mini Cable

The USB console port on a Stratix 5200 uses a USB Type A to 5-pin USB micro-Type B as shown
in Figure 4. The USB cable is not provided with the switch.

Figure 4 - USB Micro Cable

If the USB-mini or USB-micros console ports are activated, but no input activity occurs for a
configured time period, the timeout reactivates the RJ45 console port. When the port
deactivates due to a timeout, disconnect and reconnect the USB cable to restore its operation.

Table 5 lists the pinouts for the console port, the RJ45-to-DB-9 adapter cable, and the console
device. The adapter cable is not supplied with the switch.

Table 5 - Pinouts with DB-9 Pin

Switch Console Port (DTE) RJ45-to-DB-9 Terminal Adapter | Console Device
Signal DB-9 Pin Signal

RTS 8 CTS

DTR 6 DSR

TxD 2 RxD

GND 5 GND

GND 5 GND

RxD 3 TxD

DSR 4 DTR

CTS 7 RTS

Table 6 lists the pinouts for the console port, RJ45-to-DB-25 female DTE adapter, and the
console device. The RJ45-to-DB-25 female DTE adapter is not supplied with the switch.

Table 6 - Pinouts with DB-25 Pin

Switch Console Port (DTE) RJ45-to-DB-25 Terminal Adapter |Console Device
Signal DB-25 Pin Signal

RTS 5 CTS

DTR 6 DSR

TxD 3 RxD
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Table 6 - Pinouts with DB-25 Pin

Switch Console Port (DTE) RJ45-to-DB-25 Terminal Adapter |Console Device
GND 1 GND
GND 1 GND
RxD 2 TxD
DSR 20 DTR
CTS A RTS

10/100/1000 BASE-T Downlink Ports

The copper Ethernet ports can operate at 10,100, or 1000 Mbps and full-duplex or half-duplex.
You can also set these ports for speed and duplex autonegotiation in compliance with IEEE
802.3AB. The default setting is autonegotiated.

When set for autonegotiation, the port senses the speed and duplex settings of the attached
device. If the connected device also supports autonegotiation, the switch port negotiates the
connection with the fastest line speed that both devices support. The port also negotiates
full-duplex transmission if the attached device supports it. The port then configures itself
accordingly. In all cases, the attached device must be within 100 m (328 ft) of the switch.

When the auto-MDIX feature is enabled, the switch detects the required cable type for copper
Ethernet connections and configures the interfaces accordingly. The auto-MDIX feature is
enabled by default.

Follow these cabling guidelines when the auto-MDIX feature has been disabled:

« Toconnect two ports when only one port is designated with an X, use a straight-through
cable. To connect two ports when both ports are designated with an X or when both
ports do not have an X, use a crossover cable.

« Toconnect the ports to compatible devices, such as workstations, servers, and routers,
use a two or four twisted-pair, straight-through cable that is wired for 10Base-T,
100Base-TX, 1000Base-T:

- 10Base-T traffic can use Category 3 or Category 4 cables.
- 100Base-TX traffic requires Category 5 cables.
- 1000Base-T traffic requires four twisted-pair Category 5 cables.

Figure 5 and Figure 6 show the cable schematics.
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Figure 5 - Two Twisted-pair Straight-through Cable Schematics

Switch Device

37D+ — > 3RD+
6TD- — > 6RD-

1RD+ <«— 17D+
JRD- € —— 2TD-

Figure 6 - Four Twisted-pair Straight-through Cable Schematics
Switch Device
1 TPO+ «<— > 1 TP1+
2 TPO- «<———> 2 TPI-
3 TP1+ <«<—— > 3 TPO+
6 TP- <———> 6 TPO-
P2+ *———>
P2- «——>

P33+ €«——>
TP3- «—>»

TP3+
TP3-
TP2+
TP2-

o N U BN
0 N v b

To connect the ports to 10Base-T- and 100Base-TX-compatible devices, such as switches or
repeaters, you can use a two or four twisted-pair, crossover cable. To identify a crossover
cable, compare the two modular ends of the cable. Hold the cable ends side by side, with the
tab at the back. Be sure that the wires for the pins on the outside of the left plug and inside of
the right plug are different colors.

Figure 7 and Figure 8 show the cable schematics.

Figure 7 - Two Twisted-pair Crossover Cable Schematics

Switch Switch

37D+ 37D+
6 TD- 6 TD-
1 RD+ 1RD+
2RD- 2RD-

Figure 8 - Four Twisted-pair Crossover Cable Schematics

Switch Switch

1 TPO+ 1 TPO+
2 TPO- 2 TPO-
3 TP1+ 3 TP1+
6 TP1- 6 TP1-
4 TP2+ <«—> 4 TP2+
5 TP2- <«— > 5 TP2-
7 TP3+ <«—>» 7 TP3+
8 TP3- <«——> 8 TP3-

Copper Ethernet ports use standard RJ45 connectors and Ethernet pinouts with internal
Crossovers.
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Figure 9 - 10/100/100 Connector Pinouts

Pin

Label

12345678

0 N O 1 AW N =

TPO+
TPO-
TP1+
TP2+
TP2-
TP1-
TP3+
TP3-

10/100/1000 PoE Ports (Stratix 5800 Switch Only)

Gigabit Ethernet PoE/PoE+ ports are available on some switches and expansion modules. The
ports provide full-duplex 10 Mbps, 100 Mbps, or 1000 Mbps connectivity. These ports can be

configured for PoE (IEEE 802.3af) or PoE+ (IEEE 802.3at Type 2). You can configure PoE/PoE+
ports in any combination of PoE and PoE+.

PoE/PoE+ ports require four twisted-pair Category 5 cables.

PoE/Pok+ ports integrate power and data signals on the same wires. The ports use standard
RJ4b connectors and Ethernet pinouts with internal crossovers.

Figure 10 - 10/100/1000 PoE Connector Pinouts and Power Sourcing Equipment (PSE) Voltage

Pin Label Alternative A (MDI) 12345678

1 RD+ Positive V PSE

2 RD- Positive V PSE

3 TD+ Negative V PSE

4 NC

5 NC

6 TD- Negative V PSE

7 NC

8 NC
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100/1000 SFP Slots

The IEEE 802.3u 1000 Mbps SFP slots provide full-duplex 1000 Mbps connectivity over
multimode (MM) fiber cables or singlemode (SM) fiber cables. These ports use an SFP module
that accepts a dual LC connector.

details about supported modules, see the Stratix Ethernet Device
Specifications Technical Data, publication 1783-TD002.

Stratix 5800 and 5200 switches do not support SFP catalog numbers
1783-SFP100T, 1783-SFP10GSRE, and 1783-SFP10GLRE.

2 ATTENTION: Only use SFP modules from Rockwell Automation. For

Status Indicators

The status indicators on the front panel of the switch enable you to monitor the switch status,
activity, and performance. For more information about status indicators, see Appendix A.
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Run Express Setup in Short Press Mode 30
Run Express Setup in Medium Press Mode 31
Factory Default the Switch using Long Press Mode 32
Complete Express Setup via the WebUI 32
Complete Express Setup via the Logix Designer Application 37
Default Global Macro 4

Use the Express Setup process to perform these initial setup tasks:

« MAssign the switch an IP address. You can then access the switch through the IP address
for additional configuration.

» Runthe global macro to set initial configuration parameters as described on page 4.

Express Setup Modes Express Setup has three modes:

Short Press mode—You want to use a directly connected computer to enter the initial IP
address of the switch. You can then configure additional network settings via the
WebU!I. To run Short Press mode, see page 30.

+  Medium Press mode—You want to use a DHCP server to assign the switch an IP address.
You can then configure additional network settings via the WebUI or the Studio 5000
Logix Designer® application. To run Medium Press mode, see page 31.

» Long Press mode—You want to reset the switch to use factory default settings. To run
Long Press mode, see page 32.

IMPORTANT  The Studio 5000 Logix Designer application supports only Medium
Press mode.

Table 7 summarizes the function of each mode.
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Table 7 - Express Setup Modes

Attribute

Short Press Mode

Medium Press Mode

Long Press Mode

Enable method

Press and hold the Express Setup button until
the Setup status indicator flashes green during
seconds 1...5, and then release.

Press and hold the Express Setup button until
the Setup status indicator flashes red during
seconds 6...10, and then release.

Press and hold the Express Setup button until
the Setup status indicator flashes alternating
green and red during seconds 16...20, and then
release.

Between seconds 11...15 and after 21 seconds, the

Setup status indicator turns off. If you release

the Express Setup button while the Setup status indicator is off, no Express Setup mode is

enabled.

Setup status Flash b ds1.5 Flashes red b ds 6..10 Flash dredb ds 16..20
indicator ashes green between seconds 1...5. ashes red between seconds 6...10. ashes green and red between seconds 16...20.

The Express Setup management interface is

selected. The switch sends a DHCP client request out of all

The switch acts as a DHCP server on VLAN 1000 |ports on VLAN 1.

with an address of 192.168.1.254. DHCP assigns VLAN Tan IP address. All configuration settings (config.text, vian.dat,

Once the DHCP session is successfully The default login credentials are set to the and private-config.text files) in internal memory
Function established, the switch assigns the computer an | following: or on the SD card are reset to factory defaults.

IP address of 192.168.1.1.

The default login credentials are set to the
following:

User name: admin

Password: switch

User name: admin

Password: switch

CIP™(Common Industrial Protocol) is enabled on
VLAN 1with the CIP password set to switch.

The switch restarts with factory default
settings.

Software Tool for WebUI

Express Setup WebUI only or Not applicable

Configuration Logix Designer application

Express Setup All Express Setup modes require a small tool, such as a paper clip to press the Express Setup
Requirements and button.

Recommendations

28

You need the following:

In Short Press mode, you are required to complete Express Setup parameters via the WebUl.

« A workstation with a supported operating system and browser. See Table 8.

 Astraight-through or crossover Category 5 Ethernet cable to connect your workstation
to the switch port.

In Medium Press mode, you can complete Express Setup parameters via the WebUl or the Logix
Designer application. You need the following:

«  For the WebUl, you need a supported operating system and browser. See Table 8.

- For the Logix Designer application, you need the Add-on Profile (AOP) for Stratix®
switches, version 19.01.07 or later.

»  ADHCP server and a Category 5 Ethernet cable to connect to the DHCP server.

Table 8 - Express Setup Recommendations

Component | Minimum Version
Operating System

Microsoft® Windows 7 or higher

Apple Mac 0S 10.9.5 or later
Browser

Google Chrome 59 or later
Microsoft Edge 40 or later

Mozilla Firefox 60 or later

Screen Resolution

1280 x 800 or higher
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Before you begin, do the following:

« Torun Express Setup in Short Press mode:
- Disable other networks in your system.
- Set your computer to determine its IP address automatically versus statically.
- Disable static DNS servers.
- Disable any wireless interface on your computer.
« Disable browser proxy settings.
« Make sure at least one switch Ethernet port is available for Express Setup.

Express Setup Button Use the Express Setup button on the physical switch to perform Express Setup. This Express
Setup button is recessed behind the panel. To reach the button, use a small tool, such as a
paper clip.

an electric arc can occur, which could cause an explosion in hazardous

WARNING: When you press the Express Setup button while power is on,
A location installations.

Figure 11 - Stratix 5200 Switch
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Run Express Setup in
Short Press Mode

30

Be aware of the following conditions that cause the switch to exit Short Press mode.

Table 9 - Conditions in Short Press Mode

Condition

Status Indicator Behavior

A non-default configuration exists on the switch.

The Setup status indicator turns red for 10 seconds.

You do not connect to the Express Setup port within 2
minutes from when the port status indicator flashes
green.

The unconnected port status indicator and the Setup
status indicator turn off.

No DHCP request is received for 2 minutes from when
you connect to the Express Setup port.

The Setup status indicator turns red for 10 seconds.

No browser session is started for 60 minutes after an
IP address is assigned to the computer.

The Setup status indicator turns off, but the
connected port status indicator remains on.

You disconnect your computer from the switch
before the setup process is complete.

All temporary configurations that are applied by
Express Setup, such as DHCP server, are removed.

To run Express Setup in Short Press mode, follow these steps.

1. Apply power to the switch.

When the switch powers on, it begins its power-on sequence. The power-on
sequence can take as long as 90 seconds (Stratix 5800 switch) and 140 seconds

(Stratix 5200 switch) to complete.

2. Make sure that the power-on sequence has completed by verifying that the EIP Mod and

Setup status indicators are flashing green.

If the switch fails the power-on sequence, the EIP Mod status indicator turns red.

If you do not press the Express Setup button within 5 minutes after the power-on

sequence is complete, the Setup status indicator turns off. However, you can still run

Express Setup after the Setup status indicator turns off.

3. Press and hold the Express Setup button until the Setup status indicator flashes green

during seconds 1...5, and then release.

The Stratix 5200 switch selects a port to use for Express Setup. Port Gil/3 for DN, DP
and P platforms and Port Fal/3 on DB and B platforms blink green after a short press.

The Stratix 5800 switch selects a port to use for Express Setup on Port Gil/3.

4, Connect a Category 5 Ethernet cable from the flashing switch port to the Ethernet port

on your workstation:

« The status indicator for the port connected to the computer changes from flashing

green to solid green.

« The switch acts as a DHCP server on VLAN 1000 with an address of 192.168.1.254.
« The switch assigns the computer an IP address of 192.168.1.1.
« The Setup status indicator changes from flashing green to solid green.

5. Proceed to Complete Express Setup via the WebUI on page 32.
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Run Express Setup in
Medium Press Mode

Be aware of the following conditions that cause the switch to exit Medium Press mode.

Table 10 - Conditions in Medium Press Mode

Condition Status Indicator Behavior

A non-default configuration exists on the switch.

No DHCP response is received for 10 minutes from | The Setup status indicator turns red for 10 seconds.

when the switch broadcast the request.

No browser session is started for 60 minutes after |The Setup status indicator turns off, but the
an IP address is assigned to the computer. connected port status indicator remains on.

IMPORTANT  Before you begin, make sure that your system has a DHCP server

that is configured to assign the switch an IP address.

To run Express Setup in Medium Press mode, follow these steps.

1.

Apply power to the switch.

When the switch powers on, it begins its power-on sequence. The power-on
sequence can take as long as 90 seconds to complete.
Make sure that the power-on sequence has completed by verifying that the EIP Mod and
Setup status indicators are flashing green:
If the switch fails the sequence, the EIP Mod status indicator turns red.

If you do not press the Express Setup button within 5 minutes after the sequence
completes, the Setup status indicator turns off. However, you can still run Express
Setup after the Setup status indicator turns off.

Press and hold the Express Setup button until the Setup status indicator flashes red
during seconds 6...10, and then release.

IMPORTANT  You must complete the switch setup within 10 minutes of
releasing the Express Setup button. Otherwise, the switch
exits Express Setup.

The following occurs:

The switch sends a DHCP request out of all ports on VLAN 1.

DHCP assigns VLAN 1an IP address.

The default login credentials are set to the following:

- User name: admin

- Password: switch

« CIPis enabled on VLAN 1with CIP security password set to switch.

Complete the Express Setup configuration via the WebUl or the Logix Designer
application:

To use the WebUI, proceed to Complete Express Setup via the WebUl on page 32.

To use the Logix Designer application, proceed to Complete Express Setup via the Logix
Designer Application on page 37.
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Factory Default the Switch
using Long Press Mode Press and hold the Express Setup button until the Setup status indicator flashes alternating

green and red during seconds 16...20, and then release.

Upon release of the Express Setup button, the switch restarts with factory default settings.

IMPORTANT Long Press mode overwrites all existing configuration files on
both internal memory and external memory (SD card and USB
Flash) and resets the switch back to factory default
configuration.

Complete Express Setup To complete the initial setup of the switch via the WebUI, follow these steps.
via the WebUI 1. Start a web browser session and go to the IP address of the switch.

For help with browser security options, see page 44.

If the Login page does not appear, try the following:

« Verify that your network adapter is set to accept a DHCP address.

« Enter the URL of a well-known website in your browser to be sure that the browser is
working correctly. Your browser then redirects to Express Setup.

« Verify that any proxy settings or popup blockers are disabled on your browser.
« Verify that any wireless interface is disabled on the computer.

2. On the Login page, enter the administrator user name and password, and click Login
Now.

« User name: admin
« Password: switch

@ Allen-Bradley

Username

Password

Language: English | %38

Log In
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3. Configure account settings as described in Table 11, and then click Basic Settings.

o
N 'ﬁ: TN
Hamie Samngs 3
Table 11 - Account Settings
Field | Description
Create New Account
Login Name Enter a user name for the administrator.
Login User Password Enter a password for the administrator.
Confirm Login User -,
Password Reenter the password for the administrator user.
The encryption types are:
« No encryption
. . « Type-6 and Type-7 encryptionm - more secure - This is true encryption using 128 bit AES counter mode. The user defines a
Encryption Type (Stratix primary key which is used by 10S XE to encrypt the password.
5800 Switch Only) - IMPORTANT - The encrypted password that is visible in the running-config cannot be copied between devices unless the

original primary Key is configured on the new device.

« Type-7 encryption - less secure than type-6 - These use the Vigenerecipher, a simple algorithm. An attempt to use Type 7in
modern |0S XE throws an error.

To set the password for entering commands in the Cisco® command-line interface (CLI), choose one of the following options:
Sync to Login Password—Sets the password to the same password you specified for the current user login name.

Set New Password—Sets a new password that you specify.

No Password—Does not require a password to enter CLI commands.

Command Line Password

Device ID Settings
Device Name Enter a unique name to identify the physical switch.
NTP Server Enter the IP address of the Network Time Protocol (NTP) server.

(1) You can downgrade to firmware revision 17.10 If you select Type-6 and Type-7 passwords, but downgrading to firmware revision 17.9 and below is not supported.
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4. Configure basic settings as described in Table 12, and then click Day 0 Config Summary.

ACCQUNT SETTINGS BASIC SETTINGS
Device Management Settings =
IP Address ® Static & DHCP
VLAN ID* 1 ‘
IP Address* —_— ‘
Subnet Mask™ XX X.X ‘
Default Gateway (optional) x.x.x.x (optional) |
Associate VLAN with
interfaces
Available (0) Selected ( 26 )
@ GigabitEthernet1/1 €
< Account Settings Day 0 Config Summary >

To view all basic settings, scroll down the page.

@ wesay  Configuration Setup Wizard

@ @ °

ACDOUNT SETTINGS. BASIC SETTINGS

Awgitabie (0 Sefwctod [ 10 ]

|ensen |

Dery 0 Config Summary »
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Device CIP
Settings

CIP Status

Same as Management
VLAN

CIP VLAN*

CIP IP Address
Subnet Mask

CIP Password

Confirm CIP Password

< Account Settings

o o
& %
ACCOUNT SETTINGS

BASIC SETTINGS

3660
10.223.66.31

255.255.255.128

login user password as
CIP password)

Day 0 Config Summary >

Table 12 - Basic Settings

Field | Description

Device Management Settings

Click to determine how the IP information is assigned to the switch:

Static—You manually assign IP information. We recommend that you manually assign the IP address for the switch. You can then
use the same IP address whenever you want to access the WebUl for the switch.

DHCP—A DHCP server automatically assigns an IP address, subnet mask, default gateway, primary and secondary DNS server to the

|P Address switch. Unless restarted, the switch continues to use the DHCP-assigned information, and you are able to use the DHCP-assigned
address to access the WebUI.
The default mode is Static.
IMPORTANT: For a manually assigned IP address in a network that uses a DHCP server, the IP address cannot be within the range of
addresses that the DHCP server assigns. Otherwise, IP address conflicts can occur between the switch and another device.
Enter an ID for the management VLAN through which the switch is managed. The management VLAN is the broadcast domain
through which management traffic is sent between specific users or devices. The management VLAN provides the following:
Broadcast control and security for management traffic that must be limited to a specific group of users, such as the administrators
VLAN ID of your network.
Secure administrative access to all devices in the network.
The default management VLAN ID is 1.
IMPORTANT: Be sure that the switch and your network management station are in the same VLAN. Otherwise, you can lose
management connectivity to the switch.
(Applies only to static IP addresses). Enter the IP address and associated subnet mask to assign to the switch:
IMPORTANT: If you run Express Setup in Medium Press mode, the IP Address field displays the IP address from the DHCP server. If
IP Address you change the address, the connection drops. To re-establish the connection with the new address, close your web browser and go
to the address you specified.
Make sure that the IP address that you assign to the switch is not assigned to another device in your network. The IP address and
the default gateway cannot be the same.
Subnet Mask Enter the subnet mask to assign to the switch. The default is 255.255.255.0.

Default Gateway (optional)

(Applies only to static IP addresses). Enter the IP address for the default gateway that enables the switch to communicate with
devices in other networks or subnetworks:

The default gateway IP address must be part of the same subnet as the switch IP address.

The switch IP address and the default gateway IP address cannot be the same.

If all of your devices are in the same network and a default gateway is not used, you do not need to enter an IP address in this field.
If your network management station and the switch are in different networks or subnetworks, you must specify a default gateway.
Otherwise, the switch and your network management station cannot communicate with each other.

{xnstseor?;act:SVLAN with To assign switch interfaces to the management VLAN, click an interface in the Available column to move it into the Selected column.
To use Telnet to access the switch via the command-line interface (CLI), click to Enable Telnet. Telnet uses the local account user
Telnet name and password.

IMPORTANT: We recommend that you use SSH instead of Telnet for access to the switch. SSH provides more security for remote
connections than Telnet through strang encryption.
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Table 12 - Basic Settings (Continued)

Field Description
To allow Secure Shell (SSH) sessions on the switch, click to enable SSH. SSH uses the local account user name and password.
SSH SSH provides a secure, remote connection to the switch. SSH provides more security for remote connections than Telnet through

strong encryption.
Enabled by default

Domain Name for SSH

(Appears only if SSH is enabled). Enter the SSH domain name, such as server.company.com.

Device CIP Settings

CIP Status

monitoring, click to enable CIP status.

To provide application-level connections from the switch to other industrial automation and control systems for management and

Same as Management VLAN

To use the switch management VLAN as the CIP VLAN, click to enable this setting.

CIP VLAN

another VLAN.

Enter the VLAN on which CIP is enabled. The CIP VLAN can be the same as the management VLAN, or you can isolate CIP traffic on

CIP IP Address

If the CIP VLAN differs from the switch management VLAN, enter the IP address for the CIP VLAN.
Make sure that the IP address is not used by anather device in your network.

Subnet Mask

If the CIP VLAN differs from the switch management VLAN, enter the subnet mask for the CIP VLAN.

CIP Password

Enter the CIP password, or leave this field blank if you do not want to change the password.

Confirm CIP Password

If you entered a CIP password, reenter the password.

5. On the Summary page, review your configuration settings.

6. To view the CLI commands to execute once you submit the configuration, click CLI

Preview.
7. Once you approve of the configuration, click Submit.

The switch initializes its configuration for typical industrial

EtherNet/IP™ applications by running the global macro as described on page 41. You
can then log on to the WebUI for further configuration or exit the application.

) it 4
& %
ACCOUNT SETTINGS BASIC SETTINGS SUMMARY
SUMMARY ;
CLI Preview
This screen provides the summary of all the steps configured as a part of the day zero configuration. Please click Submit to configure the device

> General Information 7 User Name: admin, v Host Name: s5800-66-31

VLAN: 3660,

> Basic Device Configuration

Telnet:Disabled, v SSH: Enabled, + CIP VLAN: 3660(10.223.66.31),

< Basic Settings

v NTP Server: Not Configured, v Date & Time: 29 Nov 2018 11:03:05 ,

# IP Address: 10.223.66.31, v Subnet Mask: 255.255.255.128, + Default Gateway: 10.223.66.1,

v
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8. Disconnect the cables to the switch.
9. Tocomplete the Short Press Express setup, power cycle the switch.
10. If you ran Express Setup in Short Press mode, refresh the computer IP address:

« Foradynamically assigned IP address, disconnect the computer from the switch and
reconnect the computer to the network. The network DHCP server assigns a new [P
address to the computer.

« For statically assigned IP address, verify the computer IP address is on the same
subnet of the configured IP address of the switch.

IMPORTANT  Turn off DC power at the source, disconnect any cables to the switch,
and install the switch in your network.

Complete Express Setup via o complete the initial setup of the switch via the Logix Designer application, follow these
the Logix Designer procedures. For details about how to use the Logix Designer application, refer to online Help.
Appllcatlon Before you perform following procedures, you must run Express Setup on the switch in
Medium Press mode, and the switch must receive its IP address from a DHCP server.

Add the Switch to the Controller Project

1. Open the project file for the controller to monitor the switch.
2. Right-click Ethernet and choose New Module.

=453 T Configur ation
=3 1756 Backplane, 1756-A4
ffd [0] 1756-L75 55700_Test
B [2] 1756-L63 Contraller1
= B [3] 1756-EN2T Adapterl

| % Mew Module...

N |
g Discaver Modules.lf@

Prink 3
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Select Module Type

Catalog | Module Discovery | Favories|

3. Onthe Select Module Type page, select the switch and click Create.

If you do not see the switch in the list of catalog numbers, obtain the AOP from the

Rockwell Automation support site:

https://www.rockwellautomation.com/en_NA/support/overview.page?

5800

Clear Filters

Catalog Number
1783-MMS10
1783-MMS10 plus 1783-MMX14T25
1783-MMS10 plus 1783-MMX16E
1783-MMS510 plus 1783-MMX1ET
1783-MMS10 plus 1783-MMXET2S
1783-MMS10 plus 1783-MMXBE
1783-MMS10 plus 1783-MMX8T
1783-MMS10 plus 1783-MMXS85
1783-MMS10B
1783-MMS10BE
1783-MMS10E
1783-MMS10E plus 1783-MMX14T25
1783-MMS10E plus 1783-MMX16E
1783-MMS10E plus 1783-MMX16T
1783-MMS10E plus 1783-MMX6T2S
1783-MMS10E plus 1783-MMXBE
1783-MMS10E plus 1783-MMX8T
1783-MMS10E plus 1783-MMX585
1783-MMS10EA
1783-MMS10EA plus 1783-MMX14T25
1783-MMS10EA plus 1783-MMX16E
1783-MMS10EA plus 1783-MMX16T
1783-MMS10EA plus 1783-MMXET25
1783-MMS10EA plus 1783-MMXBE
1783-MMS10EA plus 1783-MMXBEA
1783-MMS10EA plus 1783-MMX8SA
1783-MMS10EA plus 1783-MMX8T
1783-MMS10EA plus 1783-MMX585

Description

Stratix 5800 10 Port Expandable Base

Stratix 5800 10 Port Expandable Base plus 14 Port Copper 2 Port SFP Basic Expansion
Stratix 5800 10 Port Expandable Base plus 16 port Copper Basic POE

Stratix 5800 10 Port Expandable Base plus 16 Port Copper Basic Expansion

Stratix 5800 10 Port Expandable Base plus & Port Copper 2 Port SFP Basic Expansion
Stratic 5800 10 Port Expandable Base plus 8 Port PoE Copper Basic POE

Stratix 5800 10 Port Expandable Base plus 8 Port Copper Basic Expansion

Stratic 5800 10 Port Expandable Base plus 8 Port SFP Basic Expansion

Stratix 5800 10 Port Non-Expandable Base

Stratix 5800 10 Port Non-Expandable Base PoE

Stratix 5800 10 Port Expandzble Base PoE

Stratix 5800 10 Port Expandable Base PoE plus 14 Port Copper 2 Port SFP Basic Expansion
Stratic 5800 10 Port Expandable Base PoE plus 16 Port PoE Copper Basic Expansion
Stratic 5800 10 Port Expandable Base PoE plus 16 Port Copper Basic Expansion

Stratic 5800 10 Port Expandable Base PoE plus & Port Copper 2 Port SFP Basic Expansion
Stratix 5800 10 Port Expandable Base PoE plus 8 Port PoE Copper Basic Bxpansion
Stratic 5800 10 Port Expandable Base PoE plus & Port Copper Basic Expansion

Stratix 5800 10 Port Expandable Base PoE plus 8 Port SFP Basic Expansion

Stratix 5800 10 Port Expandable Base PoE Advanced

Stratix 5800 10 Port Expandable Base Advanced PoE plus 14 Port Copper 2 Port SFF Basi...
Stratix 5800 10 Port Expandable Base Advanced PoE plus 16 Port PoE Copper Basic Expa...

Stratix 5800 10 Port Expandable Base Advanced PoE plus 16 Port Copper Basic Expansion

Stratix 5800 10 Port Expandable Base Advanced PoE plus 6 Port Copper 2 Port SFF Basic ...
Stratix 5800 10 Port Expandable Base Advanced PoE plus 8 Port PoE Copper Basic Expan...
Stratic 5800 10 Port Expandable Base Advanced PoE plus 8 Port PoE Copper Advanced E...

Stratix 5800 10 Port Expandable Base Advanced PoE plus 8 Port SFP Advanced Expansion
Stratix 5800 10 Port Expandable Base Advanced PoE plus 8 Port Copper Basic Expansion
Stratix 5800 10 Port Expandable Base Advanced PoE plus 8 Port SFP Basic Expansion

Vendor

Roclowell Autom
Rockwell Autom
Rockwell Autom
Rockwell Autom
Rockwell Autom
Rockwell Autom
Rockwell Autom
Rockwell Autom
Rockwell Autom
Rockwell Autom
Rockwell Autom
Rockwell Autom

Rockwell Autom. .
Rockwell Autom. .
Rockwell Autom...
Roclwell Autom. .
Roclowell Autom...
Rockwell Auto...
Rockwell Autorn...
Rockwell Autom...
Rockwell Autorn...
Rockwell Autom...
Rockwell Autorn...
Rockwell Autorn...
Rockwell Autorn...
Rockwell Auton...
Rockwell Autorn...
Rockwell Auton...

Category

Communication
Communication
Communication
Communication
Communication
Communication
Communication
Communication
Communication
Communication
Communication
Communication
Communication
Commurication
Communication
Communication
Commurication
Communication
Commurication
Communication
Communication
Communication
Communication
Communication
Communication
Communication
Commurication
Communication

i

55 of 625 Module Types Found

Add to Favorites

[F] Close on Create

4, Complete the fields as described in Table 13.

Be sure to specify the IP address that the DHCP server assigned.

- Comnection
Module: Info 1783-MMS 10EAR plus 1783-MMXBEA Stratix 5800 10 Port Expandable Base ...
-~ Fauit/Program Action
Suitch Configuration Rockwell Automation/allen-Bradley
. Switch Status Prodcuer_ENATR_In_Slot1 Ethernet Address
';"féc"""g“'a““" 55800 Private Network:  192.168.1. =
. Pol
Smartports and VLANs Description: P Address: 192 . 1
Port Securty
Port Status Host Name:
DHCF Pools Module Defirition
- DHCP Address Assignment
Time Sync Corfiguration ) Change ...
.. Time Sync Information Eez 8.001
NTP Client Electronic Keying: Compatble Module
- NAT Connection: Input Data
BiherChannels Switch Base: 1783-MMS 10EAR

Parallel Redundancy Protocol {
. Channel Group 1
L... Channel Group 2
5D Flash Syne
.. Save/Restore

Switch Expansion 1: 1783-MMXBEA 8 Port PoE C...

< >

Corcsl | | omy Heo

Status: Running

38 Rockwell Automation Publication 1783-UM012N-EN-P - October 2025


https://www.rockwellautomation.com/en_NA/support/overview.page?
https://www.rockwellautomation.com/en_NA/support/overview.page?

Chapter 2 Express Setup

Table 13 - General View

Field Description

Name Enter a name to identify the switch.

Description Enter a description of the switch.

Ethernet Address Click IP Address, and then enter the IP address that the DHCP server assigned to the switch during Express Setup.

5. In the Module Definition area, click Change.
6. Complete the fields as described in Table 14, and then click OK.

Module Definition
Revision: 2 vJ 0015

Electronic Keying [ Compatible Module -

Connection: Input Data Bd

Switch Base: 1783-MMS10EA vl

Switch Expansion 1: 1783-MMXBEA 8 Port PoE Copper Advan B

Data Connection Password:

[ 0K | [ Cancel Help
Table 14 - Module Definition
Field Description
Choose the major and minor revision of the switch:
Revision Major revision: 1...128

Minor revision: 1...255

Choose one of the following:
Compatible Module (default)
Exact Match

Disable Keying

Choose one of the following:

Input Data (default): Enables only an input data connection.

Data: Enables an input and output data connection.

ATTENTION: This selection enables output tags, which can disable ports and interrupt connections to and through the switch. You
can disable a switch port by setting the corresponding bit in the output tag. The output bits are applied every time that the switch

Electronic Keying

Connection receives the output data from the controller when the controller is in Run mode. When the controller is in Program mode, the output
bits are not applied.
When the corresponding output bit is 0, the port is enabled. If you enable or disable a port via the WebUl or the CLI, the output bits
from the controller can override the port setting on the next cyclic update of the I/0 connection. The output bits always take
precedence, regardless of whether the WebUI or the CLI was used to enable or disable the port.

Switch Base Choose a base module from the pull-down menu.

Switch Expansion 1 Choose an expansion module from the pull-down menu.

Data Connection Password |(Data connections only). Enter the password for the switch.

7. On the General view, click Apply.
8. Go online with the controller, and then open the Module Properties page for the switch.
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9. Inthe navigation pane, click Switch Configuration.

[ it e e i o s s e v o

General"

Connection

Moduie Info

Faut/Program Action

Switch Status

Fart Cortiguration

PoE

Smartports and VLANs

Port Seourty

Port Status

DHCP Pools

DHCF Address Assgnment

Time Sync Corfiguration

Time Sync Information

NTP Cliert

NAT

EtherChannels

Parallel Redundancy Protocol (
Channel Group 1
Channel Group 2

5D Flash Syne

Save/Restore

< >

Status: Running

Switch Configuration

Internet Protocol [IP] Settings
(® Manually Configure 1P settings
() Obtain IP settings automatically using DHCP

IP Settings C: [
Physical Module IP Address: | 192 168 . 5 . 2 Subnet Mask 255 . 265255 . 0
Gateway Addiess 192168 . 5 . 1

Domain Name :| Primary DNS Server Address: 0.0 . 0. 0
Hast Name ] Seconday DNS Server Address: 0.0 . 0.0
- Spanning Tree Mode
() Rapid Spanning Tree Frolocol/Multiple Spanning Tree [RSTR/MST]
() PerLAN Spanning Tree Plus [PYST+)
Geographic ]
Geograp ® Riapi Pt YLAN Sparing Tras Plus [APVST +]
Enbles Dusl Powsr Supply Alarm

Management Interface WLAN: §

il
+

Refresh Communication &

Cancel Apply

10. On the Express Setup page, complete the fields.

[ - .
Express Setup

Express Setup has been initiated.

£all

the initialization of the switch

Please provide the

ing infor
Internet Protocol [IP] Settings
(@) Manually Configure TP settings

() Obtain IP settings automatically using DHCP

IP Settings Configuration

Physical Module IP Address: 192 .168 . 1 . 5 Subnet Mask:
I Gateway Address:
Host Name:
Network Time Protocol{(NTP)
Server:

255 . 255 . 255 . O

192 . 168 .

1

. 225

[EE———

Create Password

User:
Password:

Confirm Password:

Switch Manag t

Management Interface VLAM:

OK

] [ Cancel

J [

Help
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Table 15 - Express Setup Fields

Field

Description

Internet Protocol (IP) Settings

Click the method to use for assigning the switch an IP address:

Manually Configure IP settings (default}—The switch uses a manually assigned, static IP address.

If the switch uses a static IP address and your network uses a DHCP server, make sure that the IP address is not within the range of
addresses that the DHCP server assigns. Otherwise, IP address conflicts can occur between the switch and another device.

Obtain IP settings automatically using DHCP—A Dynamic Host Configuration Protocol (DHCP) server automatically assigns the switch
an IP address, subnet mask, and default gateway.

Unless restarted, the switch continues to use the DHCP-assigned information.

Physical Module IP Address

Displays the IP address that the DHCP server assigned to the switch during Express Setup. This value must match the IP address on
the General view. If you change the assigned IP address, make sure that the new IP address is not assigned to another device in your
network. The IP address and the default gateway cannot be the same.

IMPORTANT: If you reconfigure your switch with another IP address, you can lose communication with the switch when you click OK.
To correct this problem, you must return to the Express Setup and General view, set the new IP address, and download to the
controller.

Subnet Mask Displays the subnet mask that the DHCP server assigned to the switch during Express Setup.

Host Name Enter a name to identify the switch. The name can be up to 64 characters and can include alphanumeric and special characters
(comma and dash).
Displays the gateway address that the DHCP server assigned to the switch during Express Setup. A gateway is a router or a dedicated
network device that enables the switch to communicate with devices in other networks or subnetworks. The default gateway P
address must be part of the same subnet as the switch IP address. The switch IP address and the default gateway IP address cannot

Gateway Address be the same.

If all of your devices are in the same network and a default gateway is not used, you do not need to enter an IP address in this field.
If your network management station and the switch are in different networks or subnetworks, you must specify a default gateway.
Otherwise, the switch and your network management station cannot communicate with each other.

IMPORTANT: Communication is disrupted when you change the gateway (IP) address.

Network Time Protocol (NTP)
Server

(Optional). Type the IP address of the NTP server. NTP is a networking protocol for clock synchronization between computer systems
over packet-switched, variable-latency data networks.

User

Displays the default user name: Admin

Password, Confirm Password

Enter a password for the switch. The default password is switch.

To complete initial setup, you must change the password from the default password.

This password is also used as the Control Industrial Protocol (CIP) security password. You must provide a password to the switch to
secure access to the WebUl.

Management Interface (VLAN)

Choose a management VLAN. The default management VLAN ID is 1.

The management VLAN through which the switch is managed. The management VLAN is the broadcast domain through which
management traffic is sent between specific users or devices. It provides broadcast control and security for management traffic that
must be limited to a specific group of users, such as the administrators of your network. It also provides secure administrative access
to all devices in the network.

IMPORTANT: Be sure that the switch and your network management station are in the same VLAN. Otherwise, you lose management
connectivity to the switch.

Default Global Macro Once you complete Express Setup, the switch runs a default global macro (ab-global). This

macro configures the switch for industrial automation applications that use the EtherNet/IP
protocol. This macro sets many parameters, including these major settings:

« Enable IGMP snooping and querier

« Enable CIP, if configured during Express Setup

« Enables alarms, SYSLOG, and SNMP notifications

«  Enables Rapid Per VLAN Spanning Tree (RPVST) protocol, BPDU Guard, BPDU Filter, and
loop guard

«  Configure Quality of Service (QoS) settings and classify CIP, PTP, and other traffic

If you do not run Express Setup to initialize the switch, the global macro does not run. You can
use the CLI to run the global macro. See CIP Sync (PTP) on page 224.
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Notes:

42 Rockwell Automation Publication 1783-UM012N-EN-P - October 2025



Chapter 3

Requirements and
Restrictions

WebUl Basics

Topic Page
Requirements and Restrictions 43
Access the WebUI L4
Use the WebUI Toolbar 48
Set WebUI Preferences 49
Customize the Dashboard 50
Sort, Filter, and Customize Data in Columns 51

The web user interface (WebUI) provides a secure connection to the switch from anywhere in
your network through a supported web browser.

To make sure that the WebUI runs properly, disable any popup blockers or proxy settings in
your browser. If directly connected to a network, consider disconnecting from any wireless
networks on your workstation.

IMPORTANT

The WebUI automatically logs you out if you are inactive for 20
minutes or longer.

To configure the inactivity timeout value for web sessions, from the
Administration menu, choose HTTP/HTTPS/Netconf, and then enter
a timeout value in the Session Idle Timeout field.

Be sure that the workstation you use to access the WebUl meets the requirements in Table 16.

Table 16 - WebUI Requirements

Component | Minimum Version
Operating System

Microsoft® Windows 7 or higher

Apple Mac 0S 10.9.5 or later
Browser

Google Chrome 59 or later
Microsoft Edge 40 or later

Mozilla Firefox 60 or later

Screen Resolution

1280 x 800 or higher
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Access the WebUI

Lt

Because the WebUI provides a secure connection, security messages from your browser can
appear when you access the WebUl.

To access the WebUI, follow these steps.
1. Start a web browser session and go to the switch IP address.

For information about setting the initial switch IP address, see Chapter 2, Express
Setup.

2. If security messages from your browser appear, complete the procedures in the
following table.

Browser Procedure

Click Advanced.

Google Chrome  |Click Proceed to [IP address].

See Figure 13 on page 45.

Click Details.

Microsoft Edge Click Go on the webpage.

See Figure 14 on page 46.

Click Advanced.

Mozilla Firefox Click Accept the Risk and Continue.
See Figure 15 on page 47.

3. Onthe Login page, enter the switch Username and Password, and then click Log In.

Allen-Bradley

Password

Language: English | B#3E

Log In

Best viewed with Edge 40+, Firefox 6‘0+_, Chrome 59"
User Manual
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Figure 13 - Security Messages—Chrome

Your connection is not private

Attackers might be trying to steal your information from 10.223.68.16 (for example,
passwords, messages, or credit cards). Learn mare

NET:ERR_CERT_AUTHORITY_INVALID

Q To get Chrome's highest level of security, turn on enhanced protection

Hide advanced Back to safety

This server could not prove that it is 10.223.68.16; its security certificate is not trusted by
your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

Proceed to 10.223.68.16 (unsafe),

Rockwell Automation Publication 1783-UM012N-EN-P - October 2025 45



Chapter 3

WebUI Basics

46

Figure 14 - Security Messages—Edge

Your connection isn't private

Attackers might be trying to steal your information from 10.223.68.16 (for example, passwords,

messages, or credit cards).

NET::ERR_CERT_AUTHORITY_INVALID

=

Your connection isn't private

Attackers might be trying to steal your information from 10.223.68.16 (for example, passwords,

messages, or credit cards).

NET:ERR_CERT_AUTHORITY_INVALID

m

This server couldn't prove that it's 10.223.68.16; its security certificate is not trusted by
your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

Continue to 10.223.68.16 (unsafe)
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Figure 15 - Security Messages—Firefox

Your connection isn't private

Attackers might be trying to steal your information from 10.223.68.16 (for example, passwords,
messages, or credit cards).

NET:ERR_CERT_AUTHORITY_INVALID

=3

This server couldn't prove that it's 10.223.68.16; its security certificate is not trusted by
your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

Continue to 10.223.68.16 (unsafe)

Rockwell Automation Publication 1783-UM012N-EN-P - October 2025 47



Chapter 3 WebUI Basics

Use the WebUI Toolbar The WebUI toolbar appears in the upper-right corner of the WebUL. The toolbar functions
described in Table 17 enable you to make global changes to the WebUL.

Figure 16 - WebUI Toolbar

@ Allen-Bradley

Dashboard

@ E e

Dashboard

Overview b

Table 17 - Global Toolbar

Icon

Description

Home

Takes you to the home page.

Save
Configuration

Saves the Running configuration of the switch to the Startup configuration of the switch:
Changes saved to the Running configuration are lost after you restart the switch unless
you save them to the Startup configuration. Changes made to the switch via the WebUI
pages are saved only to the Running configuration.

Changes saved to the Startup configuration are stored in the internal memory of the
switch and are retained after you restart the switch.

IMPORTANT: You must click the Save Configuration button on the toolbar to save the
Running configuration to the Startup configuration and retain the changes after a power
cycle.

Preferences

Allows you to change the default home page, grid size, login tracking, and login tracking
interval.
See Set WebUI Preferences on page 49.

Language

Displays the language options available for the WebUl. The current options are English
and Japanese.

Help

Launches the Help for the WebUI.

Refresh

Refreshes the current WebUI page.

Full Screen

Changes the current WebUI screen to full screen mode.

Log Out

Exits the WebUl.
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Set WebUl Preferences

Each user with a WebUI account can set these preferences:

Default page that appears when the user logs on to the WebUl.
Default number of grid rows to display per page.
Login activity for the user account.

In the upper-right corner of the WebUlI, click the Preferences icon _| .

Figure 17 - WebUI Preferences

Preferences x

Default Landing Page @

Default number of table
entries €

OFF

ENABLED .

Track Logged In User @

Dashboard Session Timeout @

Password Encryption enaBLED ]

Select v

Encryption Type

[iL:]

[

Save ][ 'O Cancel ]

Table 18 - WebUI Preferences

Field

Description

Default Landing Page

Choose the setting from the list that is automatically generated.
By default, the switch directs you to the dashboard.

Default number of table
entries

Default value: 20

Track Logged In User

Click to enable the switch to track the following information for the user account:
The time of the last failed login attempt by the user

The number of failed login attempts by the user

The number of times the user successfully logged into the WebU!

If you enable tracking, the switch automatically configures AAA. For more information
about AAA, see page 54.

If you enable this preference, a message appears prompting you to confirm your
choice. To enable tracking and AAA, click Yes.

Dashboard Session Enabled by default
Timeout Causes session timeout on inactivity when user is on the dashboard.
Enabled by default

Password Encryption

Encrypts all passwords configured on the device.

« Type 6 - More Secure - This is true encryption using 128 bit AES counter mode. The
User defines a Primary key which is used by 0S XE to encrypt the password.
IMPORTANT: The encrypted password that is visible in the running-config cannot

Encryption Type be copied between devices unless the original Primary Key is configured on the
new device.
« Type 7- Less Secure (Not recommended) - These use the Vigenerecipher, a simple
algorithm. An attempt to use Type 7 in modern |0S XE throws an error.
Primary Key Primary Key is available with Encryption Type 6.

The Primary Key contains at least 8 characters.
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Customize the Dashboard

The Dashboard page has dashlets that display a snapshot of the overall status and statistics of
the switch. Table 19 describes the dashlets.

Table 19 - Dashlets

Dashlet Description

This image shows the ports, status indicators, and other features on the front

Switch View panel of the switch.

Displays CPU usage on the processors on each core, every 5 minutes, every 1
minute, and every 5 seconds. The Memory Utilization section displays a chart of
the device memory usage. To view the used space and free space percentage,
hover over the chart.

CPU & Memory Pressure Graph

Displays the temperature of the device. If the temperature is yellow or red, your

Temperature device needs attention.

System Information Displays a snapshot of the specific details of the device.

Power over Ethernet Power Displays Power over Ethernet (PoE) information for the switch, including the total
Consumption (POE) (Stratix® | power supported and the device power usage. To view the unused power and
5800 Switch Only) used power percentage, hover over the pie chart.

The time stamp that is associated with each dashlet indicates how recent the status
information and statistics are.

Figure 18 - Dashlet Time Stamp

= Switch View

To customize the dashboard, click the Customize Dashboard icon in the top-right corner
of the page. On the Customize Dashboard page, you can set the order of appearance for each
dashlet or disable specific dashlets to hide their appearance on the dashboard. Any disabled

dashlets are available as icons on the dashboard and can be enabled at any time to be a part
of the dashboard.

Figure 19 - Customize Dashboard

Customize Dashboard ®

& - : 2 =
=
——t —— = =
= = = —
@o
R —m = !;'._.'L‘ ==
e = @0
.
@D
@ Dis:
Disabled dashlets: |1| B O Cancel
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Sort, Filter, and Customize  The WebU! provides options to help view data in columns. For example, the Ethernet Ports

Data in Columns page features a table of interfaces on the switch. To display options to view data, click the
drop-down arrow in a column header, as shown in Figure 20.

Figure 20 - Column Header Options

Configuration~ > Interface ~ > Ethemet Ports
\ Admin v~ Operational v
Name ~  Status Status IPv4 Address ~  IPv6 Address
GigabitEthernet1/1 & Sort Ascending () unassigned Unassigned
GigabitEthernet1/2 0 unassigned Unassigned
¥ Sort Descending
GigabitEthernet1/3 () unassigned Unassigned
GigabitEthernet1/4 WM Columns > 1D unassigned Unassigned
GigabitEthernet1/5 O unassigned Unassigned
GigabitEthernet1/6 )/ {Fies > (4] unassigned Unassigned
GigabitEthernet1/7 O () unassigned Unassigned
GigabitEthernet1/8 O 0 unassigned Unassigned

Table 20 - Column Header Options

Option Description
Sort Ascending
12 Click to view column data in ascending order.
Sort Descending
I\ Click to view column data in descending order.
Click to display a list of columns to show or hide on the page.
For example, to hide the IPv4 Address column on the Ethernet Ports page, clear the
IPv4 Address checkbox.
~  Operational W
Pv6 Address v Laver
Columns & Sort Ascending 2
1 Name
m = : (] Admin s
IF Sort Descending min Status
(] Operational Status
Columns
% IPv4 Address
@ Filter » | ) IPv6 Address
Click to display filter options for data in the column.
For example, to view only ports with a down state in the Operational Status
column, choose Is equal to, and then choose down.
Admin ~  Operational v
Status Status
+& Sort Ascending
Q ©
Filter (4] (4] IF Sort Descending
® [+ ©
M Columns >
Q L)
E_Show items with value that: Eilter
Is equal to v
‘: unassigriea
down = .
unassigned
@ unassigned
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Notes:
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Topic Page
Authentication, Authorization, and Accounting (AAA) 54
Access Control Lists (ACLs) 75
Discovery Protocols 78
Device Level Ring (DLR) Topology 80
Egryz;nced Interior Gateway Routing Protocol (EIGRP) (Stratix 5800 Switch 86
Ethernet Ports 89
Ethernet Ring 6.8032 (Stratix 5200 Switch Only) 100
Flow-based SPAN (FSPAN) 103
Logical Interfaces 105
High-availability Seamless Redundancy (HSR) (Stratix 5800 Switch Only) (111
Hot Standby Router Protocol (HSRP)(Stratix 5800 Switch Only) n7
I(]nrflsilr)mediate System-to-Intermediate System (IS-IS)(Stratix 5800 Switch 18
10x Services (Stratix 5800 Switch Only) 120
MACsec (Stratix 5800 Switch Only) 123
Media Redundancy Protocol (MRP) 127
Multicast Services 133
NetFlow (Stratix 5800 Switch Only) 134
Network Address Translation (NAT) 137
8%? Shortest Path First (OSPF) Routing Protocol (Stratix 5800 Switch 153
Parallel Redundancy Protocol (PRP) 155
Port Security 161
Quality of Service (0oS) 163
Remote Switch Port Analyzer (RSPAN) 167
Resiliency Ethernet Protacol (REP) 169
Routing Information Praotocol (RIP) 174
Smartports 175
Spanning Tree Protocol (STP) 182
Static Routing 186
Switched Port Analyzer (SPAN) 187
TrustSec 190
Utility Features 199
Virtual Local Area Networks (VLANS) 200
Virtual Router Redundancy Protocol (VRRP)(Stratix 5800 Switch Only) | 206
Virtual Routing and Forward (VRF)(Stratix 5800 Switch Only) 208
VLAN Trunk Protocol (VTP) 209
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Authentication, AAA Network Security Services provide the primary framework for intelligently controlling
17ati access to resources, policy enforcement, and usage audits. For more information about AAA,
uthorization, an » an
Accounting (AAA) see the Ethernet Reference Manual, publication ENET-RM002.

Terminal Access Controller Access-Control System Plus (TACACS+), Remote Authentication
Dial-In User Service (RADIUS), and Lightweight Directory Access Protocol (LDAP) are security
protocols that control access to networks. You can configure the switch as a TACACS+, RADIUS,
or LDAP client to authenticate and authorize users.

AAA Configuration

You can configure the AAA components in Table 21 by using the WebUI for the switch. The
WebUI also provides a configuration wizard for these components. To use the wizard, see

page 5b.
Table 21 - AAA Configuration Components

Component Page
Authentication Configuration 60
Authorization Configuration 62
Accounting Configuration 63
RADIUS Server Configuration b4
RADIUS Server Group Configuration 65
TACACS+ Server Configuration 67
TACACS+ Server Group Configuration 68
LDAP Server Configuration 69
LDAP Server Group Configuration 70
RADIUS Fallback Configuration 13
Policy Password Configuration 73
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Configure AAA via the WebUl Wizard
From the Configuration menu, click AAA.
Configuration™ > Security ™ > AAA
+ AAA Wizard
Servers / Groups AAA Method List AAA Advanced
RADIUS
Servers Server Groups
TACACS+
Name ~  Address ~  Auth Port ~  Acct Port v
LDAP = =
0 | 50 w |it

To use the AAA wizard, follow these steps.
1. Click AAA Wizard.

2. In the upper-right corner, click Basic or Advanced:

« Basic—The wizard displays only basic configuration fields.
« Advanced—The wizard displays both basic and advanced configuration fields.
3. Configure security servers as described in Table 22, and then click Next.

Add Wizard x
® Advanced

O @
SERVER

Tacacs+ O oar O

RADIUS

RADIUS

Name* ‘ | Support for CoA @

Server Address* IP\:A;’IP\rE:‘Hosrr.amei CoA Server Key Type

PAC Key O CoA Server Key (3)
Key Type | Ciear Text v | Confirm CoA Server Key
Key* @ | Automate Tester

Confirm Key*

Auth Port ‘ 1812 |
Acct Port ‘18137!
Server Timeout ‘ 1-1000 |
(seconds) T
Retry Count 0-100 |
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Table 22 - Server Configuration

Field Description
RADIUS To display the RADIUS tab in the configuration wizard, check RADIUS.
TACACS+ To display the TACACS+ tab in the configuration wizard, check TACACS+.
LDAP To display the LDAP tab in the configuration wizard, check LDAP.
RADIUS Tab
Name Enter a name to identify the RADIUS server.
Server Address Enter the IP address for the RADIUS server.
PAC Key Check PAC Key to enter a Protected Access Credential (PAC).
PAC Key Type (Appears only if you check PAC Key). Choose a PAC key type.
PAC Key (Appears only if you check PAC Key). Enter the PAC to use to authentication between the server and your device.
Confirm PAC Key (Appears only if you check PAC Key). Reenter the PAC key to confirm it.
Choose a key type:
Kev Tvpe 0—Requires you to enter an unencrypted key.
yiyp LINE—Requires you to enter an unencrypted (cleartext) shared key.
Default value: 0
Ke (Appears only if you clear the PAC Key checkbox). Enter the shared secret key to use for authentication between the server
y and your device.
Confirm Key (Appears only if you clear the PAC Key checkbox). Reenter the key to confirm the value.
(Advanced configuration). Enter the UDP port number of the RADIUS server for authentication.
Auth Port Valid values: 1...65535
Default value: 1812
(Advanced configuration). Enter the UDP port number of the RADIUS server for accounting.
Acct Port Valid values: 1...65535

Default value: 1813

Server Timeout (seconds)

(Advanced configuration). Enter the number of seconds between retransmissions.
Valid values: 1...1000 seconds

(Advanced configuration). Enter the number of times the device can retry transmission.

Retry Count Valid values: 1...100 seconds

Support for CoA To configure CoA, you must provide a valid IPv4/IPv6 address
« Clear Text

CoA Server Key Type « Encrypted
« Hidden

Confirm CoA Server Key

(If global encryption is enabled, then all keys/passwords will be encrypted)

Automate Tester

(Appears only if you check Automate Tester)

Username

(Appears only if you check Automate Tester)

Ignore Auth Port

(Appears only if you check Automate Tester)

Ignore Acct Port

(Appears only if you check Automate Tester)

Enable Probe on

(Appears only if you check Automate Tester)

|dle Time (minutes)

(Appears only if you check Automate Tester)

TACACS+ Tab
Name Enter a name to identify the TACACS+ server.
Server Address Enter the IP address of the TACACS+ server.
Key Type Encrypted or Hidden
Key Enter the shared secret key to be used for authentication between the server and your device.
Confirm Key Reenter the key to confirm the value.
(Advanced configuration). Enter the UDP port number of the TACACS server.
Port Valid values: 1...65535

Default value: 9

Server Timeout (seconds)

(Advanced configuration). Enter the number of seconds between retransmissions.
Valid values: 1...1000

LDAP Tab

Server Name

Enter a name to identify the LDAP server.

IPv4/IPv6Server Address

Enter the IP address of the LDAP server.

Port Number

Enter the UDP port number of the LDAP server.
Valid values: 1...65535
Default value: 389

56
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Table 22 - Server Configuration (Continued)

Field Description
Choose the local authentication bind method for the LDAP server:
Simple Bind Anonymous—Allows anonymous access to the LDAP server.

Authenticated—Requires a user name and password to secure access.
Default value: Anonymous

Bind User name

(Appears only if you choose Authenticated in the Simple Bind field). Enter a user name for local authentication to the LDAP

server. The user name can contain a maximum of 80 characters. If the user name starts with “cn=", the controller does not
append the user base distinguished name (DN). This designation allows the authenticated bind user to be outside the user

base DN.

Bind Password

(Appears only if you choose Authenticated in the Simple Bind field). Enter a username to be used for local authentication to the
LDAP server. The user name can contain a maximum of 80 characters.

Confirm Bind Password

(Appears only if you choose Authenticated in the Simple Bind field). Reenter the bind password to confirm the value.

Enter the distinguished name (DN) of the subtree in the LDAP server that contains a list of all users.
EXAMPLE: ou=organizational unit, .ou=next organizational unit, and o=corporation.com.

User Base DN If the tree of users is the base DN, enter the following:
. 0=corporation.com, or dc=corporation, dc=com.
User Attribute (Advanced configuration). Enter the name of the attribute in the user record that contains the user name. You can obtain this
attribute from your directory server.
(Advanced configuration). Enter the value of the LDAP objectType attribute that identifies the record as a user. Often, user
User Object Type records have several values for the objectType attribute, some of which are unique to the user and some of which are shared

with other object types.

Server Timeout (seconds)

(Advanced configuration). Enter the number of seconds between retransmissions.
Valid values: 1...1000 seconds

Secure Mode

(Advanced configuration). Check Secure Mode to configure a CA Trustpoint.

Trustpoint Name

(Advanced configuration). If you checked Secure mode, choose a Trustpoint name.
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4, Configure server group associations as described in Table 23, and then click Next.

Add Wizard x

(O Basic  (® Advanced
SERVER SERVER GROUP ASSOCIATION
RADIUS TACACS+ LDAP
Name™*
Group Type RADIUS
MAC-Delimiter none v
MAC-Filtering none v
Dead-Time (mins) 1-1440
Available Servers Assigned Servers
Radius1
[l
L=

Table 23 - Server Group Association

Field | Description
RADIUS Tab
Name Enter a name to identify the RADIUS server group.
Group Type (System-generated). Displays RADIUS.
Choose the delimiter to use in the MAC addresses that are sent to the RADIUS server:
* none
MAC-Delimiter « colon
« hyphen
« single-hyphen
Choose a value to use to filter MAC addresses:
MAC-Filtering H%%e
Key

Dead-Time (mins)

Enter the amount of time, in minutes, after which a server is assumed to be dead. After this time, AAA traffic for the server group is
redirected to alternative groups of servers that have different operational characteristics.
Valid values: 1...1440

Available Server
Assigned Servers

In the Available Servers list, select the servers to include in the server group, and click to move them to the Assigned Servers list.

TACACS+ Tab
Name Enter a name to identify the TACACS+ server group.
Group Type (System-generated). Displays TACACS.

Available Server Groups
Assigned Server Groups

In the Available Server Groups list, select the servers to include in the server group, and click to move them to the Assigned Server
Groups list.

LDAP Tab

Name

Enter a name to identify the LDAP server group.

Group Type

(System-generated). Displays LDAP.

Available Server Groups
Assigned Server Groups

In the Available Server Groups list, select the servers to include in the server group, and click to mave them to the Assigned Servers
Groups list.
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Table 24 - Map AAA

5. Map the AAA as described in Table 24, and then click Save & Apply to Device.

Add Wizard x

Basic  (® Advanced

@ B d

SERVER SERVER GROUP ASSOCIATION MAF AAR
Authenticatic Autharization [+ Accounting
Authentication Authorization
Method List Mame® default
Type* ot 1x v
Group Type group v

Fallback to local

Available Server Groups Assigned Server Groups

Field | Description
Authentication Tab
Method List Name Enter a name to identify the method list.
Choose the type of authentication to perform before you allow access to the network:
Type dot1x
login
Choose the type of server to authenticate access to the network:
Group Type group
local

Fallback to local

(Appears only if you choose group in the Group Type field). Check Fallback to local to configure a local server to act as a
fallback method when servers in the group are unavailable.

Available Server Groups
Assigned Server Groups

In the Available Server Groups list, select the server groups to use to authenticate access to your network, and click to move
them to the Assigned Server Groups list.

Authorization Tab
Method List Name Enter a name to identify the method list.
Choose the type of authorization to perform before you allow access to the network:
Tvoe « network—Enables authorization for all network-related service requests, including SLIP, PPP, PPP NCPs, and ARAP.
P - exec—Enables authorization to determine if a user is allowed to run an EXEC shell.
« credential-download—Enables authorization that is based on credentials.
Choose the type of server to authorize access to the network:
Group Type « group—Assigns a group of servers as your access Server.

« local—Uses a local server to authenticate access.

Fallback to local

(Appears only if you choose group in the Group Type field). Check Fallback to local to configure a local server to act as a
fallback method when servers in the group are unavailable.

Available Server Groups
Assigned Server Groups

In the Available Server Groups list, select the server groups to use to authorize access to your network, and click to move them
to the Assigned Server Groups list.

Accounting Tab
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Table 24 - Map AAA (Continued)

Field Description
Method List Name Enter a name to identify the method list.
Choose the type of accounting to perform befare you allow access to the network:
« exec—Provides accounting records for user EXEC terminal sessions on the network access server, including user name,
date, start and stop times.
Type - identity

« network—Enables authorization for all network-related service requests, including SLIP, PPP, PPP NCPs, and ARAP.

« commands—Provides accounting information about specific, individual EXEC commands associated with a specific
privilege level.

Available Server Groups
Assigned Server Groups

In the Available Server Groups list, select the server groups to use to track access to your network, and click to move them to
the Assigned Server Groups list.

+ AAA Wizard

Authorization

Accounting

AAA Method List

AAA

Configure AAA Method Lists via the WebUI

You can configure an AAA method list outside of the AAA wizard. To use the wizard, see
page 55.

From the Configuration menu, click AAA.
Authentication Configuration

On the AAA Method List tab, click Authentication, and then click Add.

~  Type - Group Type ~  Groupl ~  Group2 - Group3 ~  Groupd

60

On the Quick Setup: AAA Authentication page, complete the fields as described in Table 25, and
then click Apply to Device.

‘

Quick Setup: AAA Authentication

Method List Narme™ default

Type* Select a value -

Group Type group v

Fallback to local O

Available Server Groups Assigned Server Groups
radius
Idap
tacacs+
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Table 25 - Quick Setup: AAA Authentication

Field Description
Method List Name Enter a name to identify the method list.
Choose the type of authentication to perform before you allow access to the network:
Type « dotlx
« login
Choose the type of server to authenticate access to the network:
Group Type « group—Assigns a group of servers as your access Server.
« local-Uses a local server to authenticate access.
Fallback to local Check Fallback to local to configure a local server to act as a fallback method when servers in the group are unavailable.
Available Server Groups In the Available Server Groups list, select the server groups to use to authenticate access to your network, and click to move them to
Assigned Server Groups the Assigned Server Groups list.
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Autharization Configuration

On the AAA Method List tab, click Authorization, and then click Add.

I t > AAA
+ AAA Wizard
AAA Method List AAA Advan
Authentication
Accounting Nama « Type - Group Type ~  Groupl Group2 - Group3 w  Groupd

(1] 50 »

On the Quick Setup: AAA Authorization page, complete the fields as described in Table 26, and
then click Apply to Device.

Quick Setup: AAA Authorization x

Method List Narme* default
Type* Select a value -
Group Type group -
Fallback to local D
Authenticated (]
Available Server Groups Assigned Server Groups
radius —
idap
tacacs+
D Cance = Apply to Device

Table 26 - Quick Setup: AAA Authorization

Field Description
Method List Name Enter a name to identify the method list.
Choose the type of authorization to perform before you allow access to the network:
Tvoe « network—Enables authorization for all network-related service requests, including SLIP, PPP, PPP NCPs, and ARAP.
yp « exec—Enables authorization to determine if a user is allowed to run an EXEC shell.
« credential-download—Enables authorization based on credentials.
Choose the type of server to authorize access to the network:
Group Type « group—Assigns a group of servers as your access Server.
« local-Uses a local server to authenticate access.
Fallback to local Check Fallback to local to configure a local server to act as a fallback method when servers in the group are unavailable.
Available Server Groups In the Available Server Groups list, select the server groups to use to authorize access to your network, and click to move them to
Assigned Server Groups the Assigned Server Groups list.
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Accounting Configuration

On the AAA Method List tab, click Accounting, and then click Add.

Configuration ® * Security * > AAA
+ AAA Wizard
Servers [ Group AAA Method List nced
Authentication
— B
Accounting Name ~  Type - Group! -~ Group2 - Group3 «  Groupd
i) 50 v

On the Quick Setup: AAA Accounting page, complete the fields as described in Table 27, and
then click Apply to Device.

Quick Setup: AAA Accounting x

Method List Name™

Type* Select a value v

Awailable Server Groups Assigned Server Groups
radius
Idap
tacacs+

Table 27 - Quick Setup: AAA Accounting

Field Description
Method List Name Enter a name to identify the method list.

Choose the type of accounting to perform befare you allow access to the network:

« exec—Provides accounting records for user EXEC terminal sessions on the network access server, including user name, date,
start and stop times.

Type « identity

« network—Enables authorization for all network-related service requests, including SLIP, PPP, PPP NCPs, and ARAP.

« commands—Provides accounting information about specific, individual EXEC commands associated with a specific privilege
level.

Available Server Groups In the Available Server Groups list, select the server groups to use to track access to your network, and click to move them to the
Assigned Server Groups Assigned Server Groups list.
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Configure AAA Servers and Server Groups via the WebUI

You can configure AAA servers and server groups outside of the AAA wizard. To use the wizard,
see page bb.

From the Configuration menu, click AAA.
RADIUS Server Configuration

On the Servers/Groups tab, click RADIUS, Servers, and then click Add.

Configuration = » Security = > AAA

+ AAA Wizard

Servers [ Groups AAA Method List AAA Advanced
-+ Add
RADILIS

Servers Server Groups
TACACS+

Name «  Address ~  Auth Port ~  Acct Port
LDAP
[ 50 w |t

On the Quick Setup: AAA Radius Server page, complete the fields as described in Table 28, and
then click Apply to Device.

Create AAA Radius Server x
Name™* ‘ | Support for CoA (3)

Server Address™® ‘ IPv4/IPv6/Hostname | CoA Server Key Type ‘ Clear Text v |
PAC Key 0O CoA Server Key (3) ‘—|
Key Type | Clear Text v | Confirm CoA Server Key ‘ |
Key* (@ | Automate Tester 0

Confirm Key* ‘ |
i

Auth Port 1812 |
Acct Port ‘ 1813 !
Server Timeout (seconds) ‘ 1-1000 |
Retry Count ‘ 0-100 |

D Cancel = Apply to Device
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Table 28 - Create AAA RADIUS Server

Field Description
Name Enter a name to identify the RADIUS server.
IPv4 / IPv6 Server Address |Enter the IP address for the RADIUS server.
PAC Key Check PAC Key to enter a Protected Access Credential (PAC).
PAC Key Type (Appears only if you check PAC Key). Choose a PAC key type.
PAC Key (Appears only if you check PAC Key). Enter the PAC to use to authentication between the server and your device.
Confirm PAC Key (Appears only if you check PAC Key). Reenter the PAC key to confirm it.
Key (Appears only if you clear PAC Key). Enter the shared secret key to use for authentication between the server and your device.
Confirm Key (Appears only if you clear PAC Key). Reenter the key to confirm the value.
Enter the UDP port number of the RADIUS server for authentication.
Auth Port Valid values: 1...65535
Default value: 1812
Enter the UDP port number of the RADIUS server for accounting.
Acct Port Valid values: 1...65535

Default value: 1813

Server Timeout (seconds)

Enter the number of seconds between retransmissions.
Valid values: 1...1000 seconds

Enter the number of times the device can retry transmission.

Retry Count Valid values: 1...100 seconds
Click to enable or disable support change-of-authorization (CoA) messages. CoA messages modify session authorization attributes
Support for CoA such as data filters.
Default value: Enabled
« Clear Text
CoA Server Key Type « Encrypted
« Hidden
CoA Server Key If global encryption is enabled, then all keys/passwords are encrypted.
Confirm CoA Server Key Enter in the same key as the COA Server Key.
Automate Tester Enable automatic testing on the RADIUS server accounting and authentication for RADIUS server load balancing.

Authentication Authorization and Accounting

+ AAA Wizard

A Methad List

TACACS+

LDAP

RADIUS Server Group Configuration

On the Servers/Groups tab, click RADIUS, Server Groups, and then click Add.

Server 3
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On the Quick Setup: AAA RADIUS Server page, complete the fields as described in Table 29, and

then click Apply to Device.
Create AAA Radius Server Group x
Name*
Group Type RADIUS
MAC-Delimiter none v
MAC-Filtering none v
Dead-Time (mins) 5
Load Balance
Source Interface VLAN ID none v
Available Servers Assigned Servers

Table 29 - Create AAA RADIUS Server Group

Field Description
Name Enter a name to identify the RADIUS server group.
Group Type (System-generated). Displays RADIUS.
Choose the delimiter to use in the MAC addresses that are sent to the RADIUS server:
« none
MAC-Delimiter « colon
« hyphen
« single-hyphen
Load Balance Disabled by default

Source Interface VLAN ID

Configured VLAN used for management communication to RADIUS server.

MAC-Filtering

Choose a value to use to filter MAC addresses:
- none

« MAC

o Key

Dead-Time (mins)

Enter the amount of time, in minutes, after which a server is assumed to be dead. After this time, AAA traffic for the server group is
redirected to alternative groups of servers that have different operational characteristics.
Valid values: 1...1440

Available Servers
Assigned Servers

In the Available Servers list, select the servers to include in the server group, and click to move them to the Assigned Servers list.
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+ AAA Wizard

Servers [ Groups

RADIUS
TACALCS

LDAP

TACACS+ Server Configuration

On the Servers/Groups tab, click TACACS+, Servers, and then click Add.

Servers Server Groups
—

Name «  Server Address

On the Create AAA TACACS Server page, complete the fields as described in Table 30, and then

click Apply to Device.

Create AAA Tacacs Server x

Name*

IPvd [ IPv6 Server XX XX XXX
Address*

*

Key

Confirm Key*

Port 49
Server Timeout 1-1000
(seconds)

E Apply to Device

Table 30 - Create AAA TACACS Server

Field Description
Name Enter a name to identify the TACACS+ server.
IPv4 / IPv6 Server Address | Enter the IP address of the TACACS+ server.
Key Enter the shared secret key to be used for authentication between the server and your device.
Confirm Key Reenter the key to confirm the value.
Enter the UDP port number of the TACACS server.
Port Valid values: 1...65535

Default value: 49

Server Timeout (seconds)

Enter the number of seconds between retransmissions.
Valid values: 1...1000
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TACACS+ Server Group Configuration

On the Servers/Groups tab, click TACACS+, Server Groups, and then click Add.

Confiquration™ ¥ Security® > AAA
+ AAA Wizard
Servers [ Groups AAA Methad List AAA Advanced
- Add
RADIUS
Server Groups
TACACS+ e
Name = Server 1 Server 2 Server 3
LDAP
0 50 v
On the Create AAA TACACS Server Group page, complete the fields as described in Table 31,
and then click Apply to Device.
Create AAA Tacacs Server Group x
Name*
Group Type TACACS
Available Servers Assigned Servers

A EE
HEDE

Table 31- Create AAA TACACS Server Group

Field Description

Name Enter a name to identify the TACACS+ server group.

Group Type (System-generated). Displays TACACS.

Available Server Groups In the Available Server Groups list, select the servers to include in the server group, and click to move them to the Assigned Server Groups
Assigned Server Groups list.
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Configuration ™ > Security ™ > AAA

+ AAA Wizard

Servers | Groups

RADIUS

TACACS+

LoAP

AdA Method List

Servers
—

Mame

LDAP Server Configuration

On the Servers/Groups tab, click LDAP, Servers, and then click Add.

AAA Advanced

Server Groups

~  Server Address

50y

«  Port Number

~  Simple Bind

On the Create AAA LDAP Server page, complete the fields as described in Table 32, and then

click Apply to Device.

Create AAA LDAP Server x

Rockwell Automation Publication 1783-UM012N-EN-P - October 2025

Server Name*

IPv4 | IPv6 Server
Address™

Port Number*

Simple Bind

User Base DN*

User Attribute

User Object Type

Server Timeout
(seconds)

Secure Mode

Trustpoint Name

‘ XXXX | XXX XX |

‘ 389

‘ Anonymous

‘ None

User Object Type

No items to display

None

v. Remove

3
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Table 32 - Create AAA LDAP Server

Field Description
Server Name Enter a name to identify the LDAP server.
IPv4/IPv6Server Address  |Enter the IP address of the LDAP server.

Port Number

Enter the UDP port number of the LDAP server.
Valid values: 1...65535
Default value: 389

Simple Bind

Choose the local authentication bind method for the LDAP server:

« Anonymous—Allows anonymous access to the LDAP server.

« Authenticated—Requires that a user name and password be entered to secure access.
Default value: Anonymous

Bind User name

(Appears only if you choose Authenticated in the Simple Bind field). Enter a user name to be used for local authentication to the
LDAP server. The user name can contain a maximum of 80 characters. If the user name starts with “cn="(in lowercase letters), the
controller assumes that the user name includes the entire LDAP database path and does not append the user base DN. This
designation allows the authenticated bind user to be outside the user base DN.

Bind Password

(Appears only if you choose Authenticated in the Simple Bind field). Enter a username to be used for local authentication to the LDAP
server. The user name can contain a maximum of 80 characters.

Confirm Bind Password

(Appears only if you choose Authenticated in the Simple Bind field). Reenter the bind password to confirm the value.

Enter the distinguished name (DN) of the subtree in the LDAP server that contains a list of all users.
EXAMPLE: ou=organizational unit, .ou=next organizational unit, and o=corporation.com.

User Base DN If the tree containing users is the base DN, enter the following:
. 0=corporation.com, or dc=corporation, dc=com.
. Enter the name of the attribute in the user record that contains the user name. You can obtain this attribute from your directory
User Attribute Server
User Object Type Enter the value of the LDAP objectType attribute that identifies the record as a user. Often, user records have several values for the

objectType attribute, some of which are unique to the user and some of which are shared with other object types.

Server Timeout (seconds)

Enter the number of seconds between retransmissions.
Valid values: 1...1000 seconds

Secure Mode

Check Secure Mode to configure a CA Trustpoint.

Trustpoint Name

If you checked Secure mode, choose a Trustpoint name.

+ AAA Wizard

Servers [ Groups

RADIUS

TACACS+

70

LDAP Server Group Configuration

On the Servers/Groups tab, click LDAP, Server Groups, and then click Add.

Server Groups
—

Name
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On the Create AAA LDAP Server page, complete the fields as described in Table 32, and then
click Apply to Device.

Create AAA Ldap Server Group x
Name*
Group Type LDAP
Available Servers Assigned Servers
- .

Table 33 - Create AAA LDAP Server Group

Field Description
Name Enter a name to identify the LDAP server group.
Group Type (System-generated). Displays LDAP.

Available Server Groups
Assigned Server Groups list.

In the Available Server Groups list, select the servers to include in the server group, and click to move them to the Assigned Server Groups

Configuration = > Security~ > AAA

+ AAA Wizard

Configure AAA Advanced Settings via the WebUI

You can configure AAA advanced settings outside of the AAA wizard. To use the wizard, see
page 55.

From the Configuration menu, click AAA.

Servers [ Groups AAA Method List AAA Advanced

Global Config

RADIUS Fallback

Authentication Authorization Accounting
Petsswond Pocy Console VNcre v | | Naone = :VNm‘e v
AEHER P VTY [ Nore | | None v | None v
HTTP .:Ncre v | None v ‘VNmne v
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Global Configuration

On

the AAA Advanced tab, click Global Config, complete the fields as described in Table 34, and

then click Apply.

Configuration* > Security ™ > AAA
+ AAA Wizard
Servers [/ Groups AAA Method List AAA Advanced
Global Config

RADIUS Fallback

Password Policy

AAA Interface

Local Authentication

Local Authorization

Radius Server Load Balance

Send Eapol on Auth-fail

System Auth-control

Table 34 - AAA Advanced—Global Config

AAA Configurations Apply
None v
None v

802.1X Global
Configurations

enaslep [

Field

| Description

AAA Configurations

Local Authentication

Ch

oose a local authentication method:

None—Do not use local authentication. If you choose None for local authentication, you must also choose None
for local authorization.

Default—Use the default local authentication.

Method List—Choose a local authentication method list from the Authentication Method List field.

Local Authorization

None—Do not use local authorization. If you choose None for local authorization, you must also choose None for
local authentication.

Default—Use the default local authorization.

Method List—Choose a local authentication method list from the Authentication Method List field.

RADIUS Server Load Balance

Cli

ck to enable or disable load balancing for the global RADIUS server group.

802.1x Global Configurations

Send Eapol on Auth-fail

Cli

ck to enable or disable Extensible Authentication Protocol over LAN (EAPOL) success messages. When enabled,

the switch sends an EAPOL-Success message when it successfully authenticates a critical port.

System Auth-control

Click to globally enable or disable 802.1x authentication.

72
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RADIUS Fallback Configuration

On the AAA Advanced tab, click RADIUS Fallback, complete the fields as described in Table 35,
and then click Apply to Device.

Configuration~ > Security ™ > AAA
=+ AAA Wizard

Servers [ Groups AAA Method List AAA Advanced

Global Config
Retransmit Count 3

RADIUS Fallback
Timeout Interval (seconds) 5

Password Policy
Dead Time (Minutes)
AAA Interface
Dead Criteria Time (seconds) 10

Dead Criteria Tries 10

Table 35 - AAA Advanced—RADIUS Fallback

Field Description
Retransmit Count Enter the time after which the server should attempt retransmission.

Enter the number of seconds between retransmissions.
Valid values: 1...1000 seconds

Dead Time (Minutes) Enter the amount of time, in minutes, after which a server is assumed to be dead.

Configure the minimum amount of time, in seconds, that must elapse from the time that the device last received a valid packet
from the RADIUS server to the time the server is marked as dead. If a packet has not been received since the device booted, and

Timeout Interval (Seconds)

Dead Criteria Time

(Seconds) there is a timeout, the time criterion will be treated as though it has been met.
Dead Criteria Tries Enter the amount of tries, after which a RADIUS server is assumed to be dead.
Policy Password Configuration
On the AAA Advanced tab, click Policy Password, and then click Add.
nfig > AAA
+ AAA Wizard
rouf AN Method AAA Advanced
Global Config
RADIUS Fallback
Policy Name
(V] 50 w
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On the Quick Setup: Password Policy page, complete the fields as described in Table 36, and
then click Apply to Device.

Quick Setup: Password Policy x

Policy Name*

Minimum Length* 1
Maximum Length* 127
Upper Count® 0
Lower Count* 0
Numeric Count* 0
Special Count* 0
Character Changes™ 4
Max Number of Character 0
Repetition @

Prohibit Consecutive Four O

Keyboard Letters

Validity Never Expires v

[E Apply to Device

Table 36 - Quick Setup: Password Policy

Field Description
Policy Name Enter a name to identify the policy. The policy defines the criteria for the password.

Enter the minimum length to require for the password.
Default value: 1

Max Number of Character Repetition

Prohibit Consecutive Four Keyboard Letters

Enter the maximum length to require for the password.
Default value: 127

Max Number of Character Repetition

Prohibit Consecutive Four Keyboard Letters

Minimum Length

Maximum Length

Upper Count Enter the number of uppercase letters to require for the password.
Lower Count Enter the number of lowercase letters to require for the password.
Numeric Count Enter how many numbers to require in the password.

Special Count Enter how many special characters to require in the password.

Enter how many characters are required to differ from the previous password.
Default value: 4

Choose the validity period for the password:
Validity « Never Expires
« User Defined—Enter the number of years, months, days, hours, minutes, or seconds that the password remains valid.

Character Changes
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Access Control Lists (ACLs)  AcLs provide basic security for a network by filtering traffic as it passes through a switch.

e i e o o A s

ACLs permit or deny packets as they cross specified interfaces or VLANs. For more
information about ACLs, see the Ethernet Reference Manual, publication ENET-RM002.

Configure ACLs via the WebUI

From the Configuration menu, choose ACL.

ACL Name ACE Count : Downloaded ACL &

From the Access Control List page, you can add, edit, and delete ACLs:

« Toadd an ACL, see page 76. After you create an ACL, you must associate it with an
interface to make it effective.

« Toedit an access list, click the ACL in the grid, modify the fields, and then click Update
& Apply to Device.

» Todelete an ACL, check its associated checkbox in the grid, and then click Delete.
» Toassociate ACLs to interfaces, see page 77.

Rockwell Automation Publication 1783-UM012N-EN-P - October 2025 75


https://literature.rockwellautomation.com/idc/groups/literature/documents/rm/enet-rm002_-en-p.pdf

Chapter &4 Configure the Switch

Table 37 - Add ACL Setup

Add an Access Control List

On the Access Control List page, click Add, complete the fields as described in Table 37, and
then click Apply to Device.

Rules
m} -
Sequance T Source YT Souce Y Destnation T ODestraton T Sowce Y Destination T
t Action Y P Whdcard P Widcard Protocol ¥ Pomt Port DSCP Y g Y
] Y
2 =1 Apply to Dinvies

Field Description
ACL Name Enter a name to identify the ACL.
Choose the IP version to which the source or destination addresses belong:
« IPv4 Standard
» |Pv& Extended
ACL Type « IPv4 Role-based
« |Pv6
» MAC
Sequence Enter a sequence number for the ACL.
Action Choose if you want to deny or permit traffic using this ACL. The default action is permit.
Choose the source type:
. any
Source Type « Host
« P
Host (Appears only if the source type is Host). Enter the host name to indicate the source address.
Source IP (Appears only if the source type is IP). Enter the source IP address. For IPv4 addresses, enter the subnet mask and for IPv6

addresses, enter the prefix length.

Source Wildcard/Prefix

(Appears only if the source type is IP). Enter the wildcard mask to identify the source addresses affected by the ACL:
« For IPv4 addresses, enter the subnet mask.
« For IPv6 addresses, enter the prefix length.

Destination Type

(Appears only if the ACL type is IPv4 Extended or IPv6). Choose the destination type:
. any

« Host

< IP

Destination IP

(Appears only if the destination type is IP). Enter the destination IP address. For IPv4 addresses, enter the subnet mask and for
IPv6 addresses, enter the prefix length.

Destination Wildcard/Prefix

(Appears only if the destination type is IP). Enter the wildcard mask to identify the destination addresses affected by the ACL:
« For IPv4 Extended addresses, enter the subnet mask.
« For IPv6 addresses, enter the prefix length.

Protocol

(Appears only if the ACL type is IPv4 Extended or IPv6). Choose the protocol to use for this ACL. The device can permit or deny
only the IP packets in an ACL. Other types of packets, such as Address Resolution Pratacol (ARP) packets, cannot be specified.

Source Port/Start Port/End Port

(Appears only if the protocol is TCP or UDP). Choose a source port or port range. The port or range is used by applications that
send and receive data to and from the networking stack. Some ports are designated for specific applications such as Telnet,
SSH, and HTTP.

Destination Port/Destination Port/End
Port

(Appears only if the protocol is TCP or UDP). Choose a destination port or a port range. The port or range is used by applications
that send and receive data to and from the networking stack. Some ports are designated for specific applications such as Telnet,
SSH, and HTTP.

Log

Check Log to enable ACL logging.

76
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Table 37 - Add ACL Setup (Continued)

Field Description
DSCP To use the ACL to mark associated packets with a DSCP value, choose a value.
Add To add the sequence to the ACL, click Add. The sequence appears in the grid.
To add an additional sequence, click Add and complete the fields in the Rules area.
Delete To delete an ACL sequence and remove it from the grid, check its associated checkbox in the grid, and then click Delete.

Assaciate ACLs with Interfaces

1. On the Access Control List page, click Associate Interfaces.
2. Inthe list of available interfaces, select the interface to associate with ACLs.

3. From each ACL Details drop-down menu, choose an ACL name to associate with the
corresponding traffic on the interface.

4, Click Apply to Device.

Associate Interfaces x
Available Interfaces 2 Q ACL Details
L? GigabitEthernet 1/1 - - | B
L!JL;r.-,fu'..-u'.i:--en-.r:l‘2 e v | B
] GigabitEthernet1/3
l\J : PvE Inbound AGL ane | B
W] GigabitEthernet1/4
O Pv& Outbou ( ne > | B
G GigabitEthernet1/5
J MAC Inbound AC e v | B
) GigabitEthernet1/6
MAC Outbound ACL 2] -~ B
L?J GigabitEthernet
W - up B - down I - administratively down
9 Ca El Apply to Device
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Discovery Protocols

78

The switch supports configuration of Layer 2 discovery protocols via the WebUl. You can use
the protocols together or separately.

Cisco Discovery Protocol (CDP)

CDP is a Cisco® proprietary protocol that allows devices to communicate regardless of IP
connectivity. The primary purpose of CDP is to communicate protocol addresses and device
capabilities.

CDP allows network management applications, such as FactoryTalk® Network Manager™, to
discover Cisco devices that are neighbors of already known devices. With CDP, network
management applications can learn the device type and the Simple Network Management
Protocol (SNMP) agent address of neighboring devices running lower-layer, transparent
protocols. This feature enables applications to send SNMP queries to neighboring devices.

Link Layer Discovery Protocol (LLDP)

LLDP is defined in international standard IEEE 802.1AB and 802.3. Network devices use LLDP to
advertise information about themselves to other devices on the network. Because LLDP runs
over the data-link layer, two systems that run different network layer protocols can learn
about each other.

LLDP supports a set of attributes to discover neighbor devices. These attributes contain type,
length, and value descriptions and are referred to as type-length-value (TLV) structures. LLDP
supported devices can use TLV structures to send and receive information from their
neighbors. By using LLDP, devices can advertise details, such as configuration information,
device capabilities, and device identity.

Table 38 describes the TLV structures.
Table 38 - LLDP TLV Structures

TLV Structure Description

4ewire-power-management ECSrAE_tpr?el; r:tgtleztlfgﬂcg;%i?/lllgelzs and requirements of Cisco Universal Power
mac-phy-cfg The IEEE 802.3 MAC/Phy configuration/status.

management-address The IP address used for management.

port-description The source port.

port-vlan The VLAN present on the access port.

power-management The power classes, wattage requirements, and priority of PoE devices.
system-capabilities The device features.

system-description The 10S version.

system-name The device name.
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Configure Discovery Protocols via the WebUI

From the Configuration menu, choose Discovery Protocols. On the Discovery Protocols page,
you can configure CDP and LLDP.

Configure CDP

On the CDP tab, complete the fields in as described in Table 39, and then click Apply to Device.

CDP is enabled by default after completing express setup.

Configuration ™ » Layer2~ > Discovery Protocols

CDP LLDP

CDP ENABLED .J

Hold Time 180

Timer 60

Table 39 - Discovery Protocols—CDP

Field Description

COP Click to enable or disable CDP globally on the switch.
CDP is enabled by default.

Enter the amount of time in seconds that the switch holds the CDP advertisement
. from a transmitting device before discarding it.

Hold Time Valid values: 10...255

Default value: 180

Enter the transmission frequency of COP updates in seconds.
Timer Valid values: 5...254
Default value: 60

Configure LLDP

On the LLDP tab, complete the fields in as described in Table 40, and then click Apply to
Device.

LLDP is enabled by default after completing express setup.

» Discovery Protocols

LLDP

o (3] Disabied (0]
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Device Level Ring (DLR)

Topology

Configuration~ > Redundancy Protocols ~

Ring ID*

DLR Ring DLR DHCP

Mode
Port 1
Port 2

Redundant Gateway

80

Table 40 - Discovery Protocols—LLDP

Field

Description

LLDP

Click to enable or disable LLDP.
LLDP is disabled by default.

TLVs

Specify which TLV structures to enable or disable by moving them to the respective
columns. For a description of each TLV structure, see Table 38 on page 78.
By default, all TLV structures are enabled.

Device Level Ring (DLR) provides redundancy in a ring topology. The DLR protocol operates at

Layer 2 and provides for fast network fault detection and reconfiguration for industrial
networks. A DLR network includes at least one node that is configured as ring supervisor and
up to 49 ring nodes. DLR also supports redundant gateways to allow a device on the DLR
network to connect to the outside network.

The switch supports multiple DLR rings (up to three on the Stratix 5800 switch and up to two
on the Stratix 5200 switch), with the following limitations:

DLR ring ports cannot be shared across multiple rings.

To support multiple rings on Stratix 5800 switch, you must change the FPGA profile
from “Default” to “Redundancy”.

WebUI restricts the ports that you can select for the DLR ring ports based on the switch
device type.

DLR ring access ports attached to the same ring instance must belong to the same
access VLAN.

If a switch is the active/backup gateway, it must be the active/backup gateway for all
rings. A switch cannot act as the active gateway for one ring, and another switch act as
active gateway for another ring.

A DLR ring's active supervisor is also its Active DLR DHCP Server.

The DLR ring number assignments do not have to match between switches. This is only
a recommendation for clarity and has no effect on functionality.

For more information about DLR, see the EtherNet/IP Device Level Ring Application Technique,
publication ENET-AT007.

Configure DLR Ring via WebUI

1.

On the Configuration > Redundancy Protocols > DLR page, select the Ring ID number of
the DLR ring. The Ring ID is 10r 2 on a Stratix 5200 switch, and 1...3 on a Stratix 5800
switch.
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2. Onthe DLR Ring tab, specify the Mode, Node or Supervisor, and select two consecutive
ring ports.

Figure 21 - Supervisor Settings

- > DLR
-
DLR Ring
B Apply to Device
Supsrvisar -

P bitEthe -
Supervisor Settings

Roltr (Procudonce None ¥ % ST

C 1
Redundant Gateway B ree

Table 41 - Supervisor Settings

Field Description

Assigned to the ring supervisor that corresponds to a pre-defined precedence value. A
higher value means higher precedence. The options are as follows:

+ None-0

Role (Precedence) g!gﬂg:fﬂ%o

« Backup-2..90

« Backup-3...80

» Custom - Enter a value from 0...255

Transmits beacon frames.
The range is 200...100,000 microseconds. The default is 400 microseconds.

The amount of time that ring nodes wait before timing out in the absence of received
beacon messages.

The range is 200...500,000 microseconds.

The default is 1960 microseconds.

VLAN ID The value 0 means that no VLAN ID is required in beacon messages.
The default is 0.

Beacon Interval

Beacon Timeout
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3. To add a Redundant Gateway node, click the button to enable Redundant Gateway and
configure Redundant Gateway Settings (or retain default values).

Redundant Gateway requires all devices on the DLR ring to be Redundant Gateway
capable.

Figure 22 - Redundant Gateway Settings
Redundant Gateway

Redundant Gateway Settings

Role (Precedence) None A Reset to default values

Advertise Interval 2000 uSec
Advertise Timeout 5000 i uSec
Learning Update (@ osesie
Uplink Ports
Available (10) Selected (0)
GigabitEthernet1/2 =
>
GigabitEth B
GigabitEthernet1/5 >
GigabitEthernet1/6 >
ES
GigabitEthernet1/8 2>
GigabitEthernet1/9 > -
Field Description
Assigned to the ring supervisor that corresponds to a pre-defined precedence value. A
higher value means higher precedence. The options are as follows:
« None-0
« Primary - 255
Role (Precedence) y

« Backup-1..100
« Backup-2..90
« Backup - 3...80
« Custom - Enter a value from 0...255

Interval where the gateway transmits advertise messages.
Advertise Interval | The range is 1000 microseconds to 100,000 microseconds.
The default is 2000 microseconds.

the number of time nodes wait before timing out in the absence of received advertise
messages.

The range is 200 microseconds to 500,000 microseconds.

The default is 5000 microseconds.

Advertise Timeout

Specifies the use of learning update messages.

Learning Update | 14,0 4efault is Enabled.

4. To save the DLR Ring settings, click Apply to Device.
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Configure DLR DHCP

Use the DLR DHCP page to assign IP addresses to devices on the DLR ring using the active DLR
supervisor and DHCP server running on the switch.

DLR DHCP

1. On the Configuration > Redundancy Protocols > DLR page, on the DLR DHCP tab, select
the Ring ID number of the DLR ring. The IDis 1or 2 on a Stratix 5200 switch, and 1to 3 on
a Stratix 5800 switch.

Table 42 - DLR DHCP Fields

Field Description
Ring DHCP Server  |Enables the Ring DHCP Server on the DLR supervisor device.

Enables Ring DHCP Snooping. When enabled, Ring DHCP Snooping restricts the broadcast of
DHCP requests from going beyond the DLR ring. Only devices in the DLR ring receive address
Ring DHCP Snooping |assignments from the DHCP server.

DHCP snooping is enabled by default. If you are not using DLR DHCP, you can disable Ring
DHCP Snooping to use DHCP server functionality outside of the ring.

Number of Devices | The number of devices in the DLR ring.

Enable CIP Enable CIP on DLR DHCP.
Select the role of the Ring DHCP Server:
« None

Role « Primary
« Backup

« Secondary

The status is not an editable field. It displays the status of the DLR ring. The options for
status are.

« Normal

Status « Ring Fault

« Unexpected Loop Detected

« Partial Network Fault

« Rapid Fault/restore Cycle

The interval, in seconds, at which the Backup Ring DHCP Server reads the reference table of
the Active Ring DHCP Server.

The range is 1...65535 seconds.

The default is 60.

Backup Interval
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2. When the role of the Ring DHCP Server is Backup or Secondary (DLR Supervisor

functions as Backup Ring DHCP Server), click the button to enable CIP and enter the
Active Ring DHCP Server CIP IP address. This allows the Backup Ring DHCP Server to
sync information with the Active Ring DHCP Server.

|||||||||

B Ay 5 Danicm

O0O0D0ODODDODOOOOD E

3. Toadd an entry to the DLR DHCP configuration table, click Add Entry and configure the

following fields:

a. Enter the Index value that indicates the ring member location. The range is 2...255.
b. Enter the IP address for the entry.

c. Enter the Host Name associated with the IP address for the entry.

d. Select the DHCP Pool from the dropdown menu.

The DHCP pool must be previously configured. See Configuring DHCP Pools.
e. Click Apply to Device to save the entry.
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4, Click Add Range to add a range of entries.

a. Enter the Starting Index value that indicates the starting location of the ring
members in the range. The range is 2...255.

b. Enter the Starting IP address for the range of entries.
c. Enter the Number of Entries in the range.
d. Select the DHCP Pool from the drop-down menu.

The DHCP pool must be previously configured. See Configuring DHCP Pools.

e. Click Apply to Device to save the range of entries.
b. To save the DLR DHCP settings, click Apply to Device.

DLR Port Choices

Select switches allow you to configure DLR. DLR is supported on any adjacent port pair (N, and
N+1) where N is an odd port number.

Stratix 5200 switches support up to two rings of DLR and are the following:

«  SKUS that support one ring of DLR - 1783-CMS10DP, 1783-CMS20DB, 1783-CMS20DP
»  SKUS that support two rings of DLR - 1783-CMS10DN and 1783-CMS20DN

Stratix 5800 switches support up to three rings of DLR on the following advanced feature
catalog switches and expansion modules:

«  1783-MMS10A, 1783-MMS10AR, 1783-MMSI0EA, 1783-MMS10EAR, 1783-MMX8EA, 1783-
MMX8TA, 1783-MMX8SA. The Stratix 5800 switch supports up to three DLR rings on
switches with an expansion module. When configuring multiple rings, the FPGA profile
must be changed from Default to Redundancy.

Default FPGA Profile DLR Behavior

« A switch with no expansion supports one ring
» A switch with an expansion module supports two rings

Redundancy FPGA Profile DLR Behavior:

» A switch without and expansion module supports two rings.
« A switch with an expansion module supports three rings.

- Two rings can be configured on the switch and one ring can be configured on the
expansion module

- One ring can be configured on the switch and two rings can be configured on the
expansion module.

For more information on Redundancy, see High-availability Seamless Redundancy (HSR)
(Stratix 5800 Switch Only) on page 111.

We recommend that you use the Multiport Automation Device Smartport role on ports you
configure for DLR. See Smartports on page 175.
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Enhanced Interior Gateway

Routing Protocol (EIGRP)
(Stratix 5800 Switch Only)

EIGRP is a Cisco proprietary, distance-vector-routing protocol. The following capabilities
distinguish EIGRP from other routing protocols:

« Fast convergence

«  Support for variable-length subnet mask

Support for partial updates

«  Support for multiple network layer protocols

IMPORTANT  EIGRP is available only on Layer 3 switch models. For supported
catalog numbers, see Table 10on page 15.

Feature Summary

EIGRP features include the following:

«  Hybrid Distance Vector/Link State algorithm
+  Classless routing protocol

. (Suppr;rt for Variable Length Subnet Mask (VLSM) and Classless Interdomain Routing
CIDR

«  Support for summaries and discontinuous networks
« Performs partial updates as needed

«  Consumes less bandwidth (no broadcasts, no periodic updates, updates contain only
changes)

- Efficient neighbor discovery and fast convergence
«  Best path selection via Diffusing Update Algorithm (DUAL)
«  Support for IP, IPX, and AppleTalk via protocol-dependent modules

Network Operation

A device that runs EIGRP stores all neighbor routing tables so that it can quickly adapt to
alternate routes. If no appropriate route exists, EIGRP queries its neighbors to discover an
alternate route. These queries continue until an alternate route is found. Variable-length
subnet masks enable routes to be automatically summarized on a network number boundary.
EIGRP can also summarize on any bit boundary at any interface. EIGRP does not make periodic
updates. Instead, it sends partial updates only when the metric for a route changes. Partial
updates are limited so that only routers that need the information are updated.

Neighbor discovery is the process that the EIGRP device uses to dynamically learn of other
routers on directly attached networks. EIGRP devices send multicast hello packets to
announce their presence on the network. You can also define static neighbors, which receive
unicast packets. When the device receives a hello packet from a new neighbor, it sends its
topology table to the neighbor with an initialization bit set. When the neighbor receives the
topology update with the initialization bit set, the neighbor sends its topology table back to the
EIGRP device. Once this neighbor relationship is established, routing updates are not
exchanged unless there is a change in the network topology.

EIGRP uses the Diffusing Update Algorithm (DUAL), which provides loop-free operation at every
instance throughout a route computation. DUAL allows all devices that are involved in a
topology change to synchronize simultaneously. Routers that are unaffected by topology
changes are not involved in re-computations.
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To configure EIGRP, create an EIGRP instance and associate networks. EIGRP sends updates to
the interfaces in the specified networks. If you do not specify an interface network, it is not
advertised in any EIGRP update.

Configure EIGRP via the WebUI

From the Configuration menu, choose EIGRP.

Configuration ™ > Routing Protocols ™ > EIGRP

+ Add

Type ~  Virtual Instance ~ AS v

[] ipva Test 100

1 10 v | items per page

From the EIGRP page, you can add, edit, and delete EIGRP instances:

» Toadd an EIGRP instance, click Add, complete the fields as described in Table 43, and
then click Apply to device

« Toedit an EIGRP instance, click the EIGRP instance in the grid, modify the fields, and
then click Update & Apply to Device.

» Todelete an EIGRP instance, check its assaciated checkbox in the grid, and then click
Delete.

Create EIGRP ®

(0 Basic  (® Advanced

-

Virtual Instance®

@ 1pva O 1pve O IPva/IPv6

Address Family Pva O vrRF O  Unicast AS*| 1-65535

Router ID 200K 00X XO0LXOOC
Network (J
Address Family Interface | Vian1 v | Enable Split Horizon  « | Enable Passive Interface |+
Interface Y Split Horizon Y Passive Interface Y Remove
0
Outgoing Interface (3 =

= Apply to Device
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Table 43 - Create EIGRP

Field

Description

Basic or Advanced

Click to determine the level of configuration:
« Basic—The page displays only basic configuration fields. Basic is the default value.
« Advanced—The page displays both basic and advanced configuration fields.

Basic Settings

Virtual Instance

Enter a name to identify the EIGRP route in the network.

IPV4, 1PV, IPV4/IPVE

Click the IP version for which to configure EIGRP.

Address Family IPV4

Specify the following information for IPv4, IPv6, or both:

1. Check VRF, and then choose the VRF name.

2. To enable unicast transmission, check Unicast.

3. Check AS, and then enter the AS number. Valid values: 1...65535

Advanced Settings

Router ID

Enter a router ID to manually configure the router for EIGRP.

The router 1D identifies the originating router for external routes. If an external route is received with the local router ID,
the route is discarded. EIGRP automatically selects an IP address to use as the router ID when an EIGRP process is
started. The highest IP address assigned to a loopback interface is selected as the router ID. If there are not any
loopback addresses configured, the highest IP address assigned to any other interface is chosen as the router ID.

The highest local IP address is selected and loopback interfaces are preferred. The router ID can be configured with any
IP address with two exceptions: 0.0.0.0 and 255.255.255.255 are not valid values. Configure a unique value for each
router.

Network

(IPv4 only). Check Netwaork, and then enter the network IP address and the wildcard mask. To list the network IP address
and wildcard details, click the plus sign (+).

Address Family Interface

In Address Family Interface you can enable or disable Split Horizon and Passive interface on the switch interfaces.

« Split horizon controls the sending of EIGRP update and query packets. When split harizon is enabled on an interface,
update and query packets are not sent to destinations for which this interface is the next hop. Controlling update and
query packets in this manner reduces the possibility of routing loops. In general, we recommend that you keep split
harizon enabled unless you are certain that your application requires the change in order to properly advertise routes.

« Passive Interface suppresses the exchange of hello packets between two routers. This results in the loss of their
neighbor relationship. It stops not only routing updates from being advertised, but it also suppresses incoming
routing updates.

Outgoing Interface Stub

This static configuration must be performed on both neighbars, and the specified IP address must belong to the same
subnet as the specified outgoing interface.

To configure the outgoing interface, do the following:

1. Check Outgoing Interface.

2. From the drop-down menu, choose an interface.

3. Click the plus sign (+) to add the interface to the grid.

The EIGRP stub routing feature improves network stability, reduces resource utilization, and simplifies the stub device
configuration.

To enable the stub routing feature, do the following:

1. Check Stub.

Stub 2. To set the device as a receive-only neighbor, check Receive only.
3. To advertise redistributed routes from other protocols and autonomous systems, check Redistribute.
4. To advertise static routes, check Static.
5. To advertise summary routes, check Summary.
The variance number is used to load balance over unequal cost paths. The variance number is multiplied by the local
best metric then includes the routes with the lesser or equal metric.
Variance Enter the variance number.

Valid values: 1...128
Default value: 1(equal-cost load balancing)

Redistribute

Redistribution is the use of a routing protocol to advertise routes that are learned by some other means, such as by
another routing protocol, static routes, or directly connected routes.
Check each protocol or routing type to redistribute, and then enter the metrics for each type.

Auth Key

Enter an authentication key.

Enable Best Practices

To enable the default features, check Enable Best Practices. To view the list of default features, hover your mouse over
the information icon ol
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Ethernet Ports Configure Ethernet ports, or interfaces, on the switch to determine how data is received and
sent between the switch and the attached device. You can change these settings to fit your
network needs and to troubleshoot network problems. The settings on a switch port must be
compatible with the port settings of the connected device.

Advanced Port Configuration

Advanced port configuration includes these features:

« 802X Configurations

+ Access Lists

+  DHCP relay

»  DHCP snooping

P Device Tracking

«  Quality of Service (QoS) policy management
« Port security

«  Port thresholds and storm control

For more information about these features, see the Ethernet Reference Manual, publication
ENET-RMO02.

Configure Ethernet Interfaces via the WebUI

From the Configure menu, choose Ethernet Ports.

Figure 23 - Stratix 5200 Ethernet Ports

* » Ethemnet Ports

Admin i Oparational 4
Marme P Sews Status Layer i Description

Ooo0ooo
0000
GCeOoCC

Figure 24 - Stratix 5800 Ethernet Ports

face * » Ethernet Ports

Muiti Port Configuration & Create VRF-Lite
Admin ~  Operational

Mame «  Status Status IPvit Address = IPvE Address = Layer «  Deacription

o o fhia
(4] ] )

© [+ d
(] © d
Q Qo d
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Configure Interface GigabitEthernet1/4 %

General

Interface

Description

Speed

Duplex

Admin Status

Paort Fast

BFDU Guard

BPDU Filtering

UDLD Aggressive Mode
Enable Layer 3 Address
Switchport Mode
Access VLAN

Allowed VLAN

Native VLAN

‘D Cancel

Rockwell

From the Ethernet Ports page, you can do the following:

«  Configure individual ports as described on page 90.
«  Configure multiple ports simultaneously as described on page 92.
«  Configure VRF-Lite as described on page 97.

Configure Individual Ports

1. Inthe grid, click the port to configure.
2. Onthe General tab, complete the fields as described in Table 44 on page 94.

Figure 25 - Configure Interface General

Advanced

GigabitEthernet1/4

‘ (1-200 Characters)

= 7]
O Ooo Oooo
= <]

up
| disable v |

i osasLeD
i o'sasLeD
i oisasLeD

i pisasLeD

o
-
=
]
2
o
w
=
o

v ]

i |

All ) VLAN IDs
@ ®]

[E Update & Apply to Device
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3. On the Advanced tab, complete the fields as described in Table 45 on page 95.

Figure 26 - Configure Interface Advanced

Configure Interface GigabitEthernet1/1

General Advanced

Access Lists
IPv4 Inbound ACL v |
IPv4 Outbound ACL [ None |
IPv6 Inbound ACL \ None |
IPv6 Outbound ACL [ Nore |
MAG Inbound ACL [ None v |
MAC Outbound ACL [ None v |

DHCP Relay

Relay Information Option . DISABLED
DHCP Snooping Trust - DISABLED

Policy Management

Auto QoS

Input User Defined QoS ‘ CIP-PTP-Traffic v |
Output User Defined QoS \ Policymap-Output . v | B
Interface Template ‘ﬁl

Port Security

Part Security
Maximum MAC Count 1
MAC Address b +

Static MAC Table MAC Address Y Remove _

Mo items to display

Port Threshold
Broadcast Threshold Level %
%

Multicast Threshold Level

Unicast Threshold Level %

0O 0O 0O O

Outgoing Threshold Level %

802.1X Configurations

Authenticator B oisAsLED
Access-Session . OPEN

Authentication Order None
Port Mode None
Host Mode None

IP Device Tracking

IP Device Tracking . DISABLED
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4. Click Update & Apply to Device.

Configure Multiple Ports Simultaneously

selected ports to the default settings. You must reconfigure all settings for
the selected ports. Upon completion, the selected ports configurations are

2 WARNING: Multiport configuration resets the current settings for the
identical.

1. Inthe grid, click the checkbox next to each port to configure.

2. Click Multi Port Configuration.

Configuration ™ > Interface ~ > Ethernet Ports

A warning appears.

The selected interfaces will be set to default configuration.
Do you want to Continue?

3. Toreset the current settings for the selected ports and proceed with the
reconfiguration of the selected ports, click Yes.
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4, On the General tab, complete the fields as described in Table 44.

Multi Port Configuration %

General Advanced -

Interfaces GigabitEthermnet1/1-2

nH?\'L‘IH on l 1-900 Character \.;]

Spead auto -

Duplex auto B

Adimin Status | up n]

Port Fast chisable v

Enable Layer 3 Address m|

Switchport Mode ACCRSS v

Ammmrr 4 e 1 " -
[ 2 Cancel | =1 Apply to Device

5. On the Advanced tab, complete the fields as described in Table 45.

Multi Port Configuration x

General Advanced

Access Lists
IPvd Inbound ACL None v
IPv Inbaund ACL MNone v

DHCP Relay
Ralay Intormation Option m|
DHCP Snooping Trust - DISABLED |

Policy Management
Auto QoS . DISABLED
Input User Defined oS CIP-PTP-Traffic v L
[ D Cancel = Apply to Device

6. Click Apply to Device.
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Table 44 - Configure Interface—General Tab

Field Description
Interface Displays the port types and numbers.
Enter a description for the interface. We recommend that you provide a port description to help identify the port during monitoring
Description and troubleshooting. The description can be the location of the connected device or the name of the person using the connected
device.
Choose the operating speed of the switch port in Mbps:
« 10
- 100
Speed -+ 1000
. auto
If the connected device can negotiate the link speed with the switch port, choose auto (autonegotiation). The default speed is auto.
We recommend that you use autonegotiation so that the speed of the switch port automatically matches the speed of the
connected device. If the connected device requires a specific speed, change the speed of the switch port.
Choose the duplex mode of the switch port:
« full— (Full-duplex mode). Both devices can send and receive data simultaneously.
« half— (Half-duplex mode). The connected device must alternate sending or receiving data.
Duplex - auto—(Autonegotiation). The connected device can negotiate the duplex mode with the switch.

Default value: auto
We recommend that you use autonegotiation so that the mode on the switch port automatically matches the mode of the connected
device. If the connected device requires a specific duplex mode, change the mode of the switch port.

Admin Status

Click to enable or disable the operational status of the interface:
« Up—The interface is operational.

« Down—The interface is not operational.

Default value: Up

Choose whether to enable PortFast on the port:
« disable—Does not enable PortFast.
» access—Enables PortFast when the port is operating as an access port.

Port Fast « trunk—Enables PortFast when the port is operating as a trunk port.
Devices that connect to ports that are enabled for PortFast can connect to the network immediately. Otherwise, the devices wait for
the port to transition from the listening and learning states to the forwarding state. If the switch port connects to endpoints (for
example, to computers and not to other switches or routers), enable PortFast on the port.

BPDU Guard BPDU guard prevents loops by moving a nontrunking port into an err-disable state when a BPDU is received on that port.

BPDU Filtering

BPDU filtering allows you to avoid transmitting BPDUs on PortFast-enabled ports that are connected to an end system.

UDLD-Aggressive Mode

Detects unidirectional links due to one-way traffic on fiber-optic and twisted-pair links and to misconnected ports on fiber-optic
links.

(Applies to dual-purpose uplink ports.) The active port type (either the RJ45 port or the SFP module port) of a dual-purpose uplink
port.

By default, the switch detects whether the RJ45 port or the SFP module port of a dual-purpose port is connected and uses the port
accordingly. Only one port can be active at a time. If both ports are connected, the SFP module port has priority. You cannot change
the priority setting. Choose from the following media types:

« SFP - Only the SFP module port of a dual-port is active. You can set the speed and duplex settings. Auto-MDIX is not available. For

Media Type Giaabi : h :
- . gahit Ethernet SFP ports, you can set the speed and duplex to Auto or 1000 Mb/s. This configures the port not to negotiate a
(Stratix 5200 Switch Only) device that does not support autonegatiation.
« RJ45 - Only the RJ45 port of a dual-port is active. You can enter the settings for port speed and duplex or choose Auto MDIX.
« Auto - (Autonegotiation) - The switch detects whether the RJ45 port or the SFP module port is connected and uses the port
accordingly. Only one port can be active at a time. If both ports are connected to the network, the SFP module port has priority.
The speed and duplex are set to Auto.
Default: Auto
Enable Layer 3 Address Click to enable or disable Layer 3 functionality on the port. When enabled, this elevates the interface from a switch port (Layer 2) to
(Stratix 5800 Switch Only) |2 routed port (Layer 3).
Default value: Disabled
IP Options (Stratix 5800 (Appears when a Layer 3 address is enabled.) Choose one of the following IP address types:
Switch Only) - 1PV
« IPV6
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Table 44 - Configure Interface—General Tab (Continued)

Field

Description

Switchport Mode

Choose one of the following administrative port modes:

access—The port operates permanently as an access port and negotiates to convert a neighbor port into an access port even if
the neighbor port is a trunk port. If you choose this option, also choose an access VLAN. An access port belongs to and carries the
traffic of only one VLAN.

trunk—The port operates permanently as a trunk port and negotiates to convert a neighbor port into a trunk port even if the
neighbor port is not a trunk port. If you choose Trunk mode, be sure to also choose a native VLAN and allowed VLANSs.

dynamic auto—The port converts to a trunk port if the neighbor port is set to Trunk mode or Dynamic Desirable mode. If you
choose Dynamic Auto mode, be sure to also specify these VLANs:

- Choose an access VLAN to use when the port is in Access mode.

- Choose a native VLAN and allowed VLANSs to use when the port is in Trunk mode.

dynamic desirable—If the neighbor port is set to Trunk, Dynamic Desirable, or Auto mode, the port converts to a trunk port. If you
choose Dynamic Desirable mode, be sure to also specify these VLANs:

- Choose an access VLAN to use when the port is in Access mode.

- Choose a native VLAN and allowed VLANSs to use when the port is in Trunk mode.

Default value: dynamic auto

Access Vlan

Choose the VLAN to assign to the port when the port operates as an access port. The port carries traffic for only its assigned VLAN.

Allowed Vlan

Click to specify the VLANSs to assign to the port when the port operates as a trunk port:
« All- The port carries traffic for all available VLANs.
« Vlan IDs—The port carries traffic for only the VLANs you specify.

VLAN IDs

(Appears only when you click VLAN IDs in the Allowed VLAN field). Enter the VLAN IDs to allow on the port. You can enter a series of
IDs or a range of IDs, such as 2, 4, 6-10.

Native Vlan

Choose the VLAN to transport untagged packets on the switch when the port operates as a trunk port.

Table 45 - Configure Interface—Advanced Tab

Field

| Description

Access Lists

IPv4 Inbound ACL

Choose the inbound IPv4 access control list (ACL) to apply to ingress traffic on the port.

IPv6 Inbound ACL

Choose the inbound IPv6 access control list (ACL) to apply to ingress traffic on the port.

|Pv4 Outbound ACL Choose the outbound IPv4 access control list (ACL) to apply to egress traffic on the port.

|Pv6 Outbound ACL Choose the outbound IPv6 access control list (ACL) to apply to egress traffic on the port.

MAC Inbound ACL Choose the inbound MAC address access control list (ACL) to apply to ingress traffic on the port.
MAC Outbound ACL Choose the outbound MAC address access control list (ACL) to apply to ingress traffic on the port.
DHCP Relay

Relay Information

Click to enable or disable a DHCP server from forwarding relay information.
Default value: Disabled

Click to enable or disable DHCP snooping. DHCP snooping configures the port as a trusted source of DHCP messages.

DHCP Snooping Trust | pegayit value: Disabled
Policy Management
Click to enable or disable Auto QoS on the port. Auto QoS deploys QoS features by determining the network design and enabling the
Auto QoS configurations that allow the switch to prioritize different traffic flows.
Default value: Disabled
Input User Defined QoS Choose an QoS palicy for ingress traffic on the port.
Output User Defined Choose an QoS policy for egress traffic on the port.

Interface Template

Choose a (oS template for the port.

Port Security (This section is not included in the Multi Port Configuration page.)

Port Security

Click to enable or disable port security. Port security restricts access to a port. A security violation occurs in the following scenarios:

« When a device with a MAC address that differs from any identified, secure MAC address attempts to access the switch port

« When the number of MAC addresses on a port exceeds the maximum number that is allowed on that port. MAC addresses for allowed
devices are manually configured or learned by the switch.

Default value: Disabled

Maximum MAC Count

Enter the maximum number of static MAC addresses to allow on the port.

To add the MAC address of a device that is not currently connected to the Static MAC Table, enter the address in the MAC Address field and

MAC Address click +.
Static MAC Table To remove a MAC address from the Static MAC Table, click the x in the table row for that MAC address.

To add the MAC addresses of all devices that are connected to this port to the Static MAC Table, click Add Learned MAC.
Port Threshold
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Table 45 - Configure Interface—Advanced Tab (Continued)

Field

Description

Broadcast Threshold Level

To enable broadcast storm control on the port, check Broadcast Threshold Level. Choose one of the following units, and then type values in
each of the two fields in the correct range:

+ %(0...100)

« bps (bits per second, 0...10 billion)

- pps (packets per second, 0...10 billion)

When the threshold value is reached, the port blocks traffic until the traffic rate drops below the threshold.

Multicast Threshold Level

To enable multicast storm control on the port, check Multicast Threshold Level. Choose one of the following units, and then type values in
each of the two fields in the correct range:

+ %(0...100)

« bps (bits per second, 0...10 billion)

- pps (packets per second, 0...10 billion)

When the threshold value is reached, the port blocks traffic until the traffic rate drops below the threshold.

Unicast Threshold Level

To enable unicast storm control on the port, check Unicast Threshold Level. Choose one of the following units, and then type values in each
of the two fields in the correct range:

+ %(0...100)

« bps (bits per second, 0...10 billion)

- pps (packets per second, 0...10 billion)

When the threshold value is reached, the port blocks traffic until the traffic rate drops below the threshold.

By default, unicast storm control is disabled.

Outgoing Threshold Level

To enable outgoing thresholds on the port, check Outgoing Threshold Level. Enter a percentage value in the range of 0...100.

802.1x Configurations

Authenticator

Click to enable or disable Authenticator on 802.1x configurations.

Access-Session

Click to open or close Access-Session on the 802.1x configurations. The default is Open when the Authenticator setting is disabled, and
Closed when enabled.

Authentication Order

Choose an Authentication Order for the 802.1x configuration on the port.
+ None

« dotlx

« Mab

+ dotlx->Mab

« Mab->dotlx

dotlx is the default when the Authenticator setting is enabled.

Port Mode

Choose a Port Mode for the 802.1x configuration on the port.

+ None

« Auto

« Force Authorized

« Force UnAuthorized

Force Authorized is the default when the Authenticator setting is enabled.

Host Mode

Choose a Host Mode for the 802.1x configuration on the port.

« None

« Single Host

« Multiple Host

« Multiple Domain

« Multiple Authentication

Multiple Authentication is the default when the Authenticator setting is enabled.

IP Device Tracking

IP Device Tracking

Click to enable or disable IP device tracking on the port. IP device tracking maintains a list of devices that are connected to the port viaan IP
address.
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Configure VRF-Lite (Stratix 5800 Switch Only)

Virtual Routing and Forwarding (VRF) is a feature that supports two or more Virtual Private
networks (VPNs), where IP addresses can be overlapped among the VPNs. VRF-lite uses input
interfaces to distinguish routes for different VPNs and forms virtual packet-forwarding tables
by associating one or more Layer 3 interfaces with each VRF.

1. Onthe Ethernet Ports page, click Create VRF-Lite.

Configuration ™ > Interface ~ > Ethernet Ports

& Create VRF-Lite )

Multi Port Configuration

2. On the Create VRF Lite page, complete the fields as described in Table 46, and click

Apply to Device.

= PVA T IPVE L IPVANIPYE
(D) VRF Name is Required

@ Route Distinguisher is
Required

Bl Apply to Device

Table 46 - Create VRF-Lite Fields

Field Description
IPV4, IPVG, IPV4/IPVG Click the address type.
VRF Name Enter a name for the VRF.

Route Distinguisher

Create a VRF table by specifying a route distinguisher.

Enter either an Autonomous System (AS) number and an arbitrary number (xxx:y) or an
IP address and arbitrary number (A.B.C.D:y).

Route-Target Import

Create a list of import route target communities for the VRF.
Enter either an AS system number and an arbitrary number (xxx:y) or an IP address
and an arbitrary number (A.B.C.D:y).

Route-Target Export

Create a list of export route target communities for the VRF.
Enter either an AS system number and an arbitrary number (xxx:y) or an IP address
and an arbitrary number (A.B.C.D:y).
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Configure Ethernet Ports via the Logix Designer Application

1. In the navigation pane, click Port Configuration.
2. Complete the fields as described in Table 47, and then click Set.

- General”

Port Configuration

-~ Connection
- Module Info
- Fault/Program Action Port_| Enable | Auto-Negotiate Speed Duplex
- Switch Configuration G!m Ll el |sel| Half |
Switch Status Gili2 | [V] [] [ A[Half [
Port Configuration Gitiz | ] 1 1000 Mbps ||| Full |+
. PoE Gis | [ 1 1000 Mbps o |[Full [y
.. Smartports and VLANs Gis | [ [ 100 Mbps o J[Full [
- Port Security Gils | [/] [~ 1000 Mbps ||| Full o
. Port Status GiliT | [ [ 1000 Mbps ||| Full ||
.. DHCP Pools Giig | [/ [ 1000 Mbps || Fun [L]
- DHCP Address Assignment G_ma 4 4 L || Half ||
- Time Syne Corfiguration G'T”n 4 1] ||| Half [+
- Time Sync Information Gi2n | |v] 1] 100 Mbps || Full ||
- NTP Client Gi2i2 | |v] ] 100 Mbps [ [ Full [
- NAT Gi2/3 ] ] |ae || Half |+
- EtherChannels G|2.-': ] ] ||| Half [o]
&)~ Parallel Redundancy Protocol { G!Z"I‘ 4 bl Lne || Half o]
i Chaninel Group 1 G!Z‘"e 54| 54| |nel| Half [ ]
i Channel Group 2 G!Z"'T 54, ] |nel| Half [ ]
50 Flash Sync G2 | [V ] [ A[Half [
Save/Restore
Eiefresh Commurication Set -
< >
Status: Running _OK Cancel Apply Help
Table 47 - Port Configuration
Field Description
Port The port that is selected for configuration.
To enable the port, check the checkbox.
Enable To disable the port manually, clear the checkbox.

If the port is not in use and is not attached to a device, we recommend that you disable the port. You can troubleshoot a suspected
unauthorized connection by manually disabling the port.

Auto-negotiate

If you want the port and end-device to auto-negotiate the link speed and Duplex mode, check the checkbox.

To specify the desired port speed and Duplex mode manually, clear the checkbox.

We recommend that you use the default (auto-negotiate) so that the speed and duplex settings on the switch port automatically match the
setting on the connected device. Change the switch port speed and duplex if the connected device requires a specific speed and duplex. If
you set the speed and duplex for the switch port, the connected device must be configured for the same speed and duplex and not set to
auto-negotiate. Otherwise, a speed/duplex mismatch occurs.

Fiber-optic ports do not support auto-negotiation.

Choose the operating speed of the port:

« 10 Mbps
Spoed . 100 Mbps
« 1Gbps
Choose one of these Duplex modes:
Duplex « Half-duplex—Both devices cannot send data simultaneously. Half-duplex is not available when speed is set to 1Gbps or higher.
« Full-duplex—Both devices can send data simultaneously.
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Configure Port States During Program Mode and Connection Faults

You can configure the state of each port when these changes occur at the controller:

- The controller transitions to Program mode

- Communication is disrupted between the controller and the switch

1. In the navigation pane, click Fault/Program Action.

2. Complete the fields as described in Table 48, and then click Apply.

<

- General®
- Connection

Module Info

- Switch Configuration
- Switch Status
- Part Configuration

PoE
Smartports and VLANs

- Port Security
- Port Status
-~ DHCP Pools

DHCP Address Assignment
Time Sync Configuration

- Time Sync Information
- NTP Client
- NAT

EtherChannels

Parallel Redundancy Protocol {

-« Channel Group 1
«Channel Group 2

-~ S0 Flash Sync

Save/Restore

Status: Running

FaultfProgram Action

Port State During ~
Port

Program Mode: Connection Fault
Gi1/1_|Hold Last State ||| Hold Last State |«
Gi1y2 | Hold Last State ||| Hold Last State ||
Gi143 | Hold Last State ||| Hold Last State ||
Gil/4 | Hold Last State ||| Hold Last State ||
Gi1/5 | Hold Last State |, || Hold Last State |
Gi1/6 | Hold Last State ||| Hold Last State |
Gil/7 | Hold Last State ||| Hold Last State ||
Gil/g | Hold Last State Hold Last State ||
Gil/9 | Hold Last State Hold Last State ||
Gi1/10| Hold Last State Hold Last State |
Gi2/1 | Hold Last State Hold Last State |
Giz2/2 | Hold Last State Hold Last State |..|
Gi2/3 | Hold Last State ||| Hold Last State ||
Gi2/4 | Hold Last State ||| Hold Last State ||
Gi2/5 | Hold Last State ||| Hold Last State || v

Disabling perts can result in interruption of connections te and through
! % switch. Connection from the workstation to controller may also be broken.

Gl | [ ook

Table 48 - Fault/Program Action

Help

Field

Description

Port

Displays the port type and number.

Program Mode

Choose what happens at the port when the controller transitions to Program mode:
« Hold Last State—The port maintains the current state.

« Disable—The port is disabled.

« Enable—The port is enabled.

Default value: Hold Last Sate

Connection Fault

« Hold Last State—The port maintains the current state.
« Disable—The port is disabled.

« Enable—The port is enabled.

The default is Hold Last Sate.

Choose what happens at the port when communication is lost between the controller and the switch:

Rockwell Automation Publication 1783-UM012N-EN-P - October 2025



Chapter &4 Configure the Switch

Ethernet Ring 6.8032 The 6.8032 Ethernet Ring Protocol (ERP) provides protection to Ethernet traffic in a ring

(Stratix 5200 Switch 0n|y) topology while ensuring that there are no loops within a ring at the Ethernet layer. Loop
formation is prevented by blocking traffic on either a predetermined link, or a failed link.

You can configure the Ethernet Ring 6.8032 protocol in the Configuration > Redundancy
Protocols > Ethernet Ring 6.8032 page.

- » Ethemet Ring G.B032

[ FProfile Nama £ WIR interval (minutes) ! Guard Interval (méisecands) £ Hold Off Timer (seconds) ¢ Non-Revertive

D DEFALILT L1

Rirg Name i Port0 : Pol ¢ ERP VLAN Exchusion List i OpenRing i Instance

Add a Profile

In the Profile area, click Add. The following screen appears.

Configure Profile X

Profile Name*

WTR Interval (minutes) 5
Guard Interval (milliseconds) 500
Hold Off Timer (seconds) 0
Non-Revertive D

8 oy onc

Table 49 - Configure Profile for Ethernet Ring 6.8032

Field Description
Profile Name Enter a profile name.
WTR Interval (minutes) The (Wait-to-Restore) WTR interval is used to verify that signal failure is not

intermittent

Guard Interval (milliseconds) | Ensures that there are no overlaps in transmissions.

Hold Off Timer (seconds) Filters out intermittent link faults. Faults are reported only if this timer expires.

Non-Revertive To enable non-revertive switching, check the Non-Revertive checkbox.
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Ring Name™

Port®

Port1

ERP VLAN Exclusion List @&

Open Ring

Instance |D

Profile

MNode Type*

ERP VLAN Inclusion List* @

APS Channel Level

Add a Ring

In the Ring area, click Add. The following screen appears.

Configure G.8032 Ring x

MNone
Mone

-4094

1
| DEFALLT

Mormal

1-4094

RING

le.g. 3,5,11-20)

Instance

(e.g., 2,4,6-10)

A

Table 50 - Configure Ring for Ethernet Ring 6.8032

Field | Description

RING

Ring Name Enter a ring name.

Port0 From the drop-down menu, choose an interface for Port 0 and Port 1.

Portl This allows you to choose if all VLANs are allowed on the switchport, or configure

specific allowed VLANs.

ERP VLAN Exclusion List"

Define an ERP VLAN exclusion list.

Open Ring To configure an open ring, check the Open Ring checkbox.
INSTANCE

Instance ID

Profile Choose the profile to apply the ring to.

Node Type Choose a node type.

ERP VLAN Inclusion List?

Define an ERP VLAN inclusion list. The inclusion list must be a subset of the
switchport-allowed VLANs on Port 0 or Port 1.

APS Channel Level

Enter an APS channel level, and the APS channel control VLAN.

APS Channel Control VLAN

Enter an APS channel level, and the APS channel control VLAN.

(1) The VLAN ID list is not protected by ERP.
(2) The VLANID list is protected by ERP.
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Edit or Delete Profile Rings

To edit a profile or a link use the following steps.
1. Check the check-box for the required entry from the displayed list.
2. Click Edit.
A slide-in pane displays the configured information for you to edit.

3. After you make your edits, click Update and Apply to Device.
To delete a profile or a link, check the checkbox for the required entry and click Delete.
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Flow-based SPAN (FSPAN)

Configuration~ > Layer2~ > SPAN
Session ID ~  Session Type
0 10 »

FSPAN is used to mirror traffic based on filter criteria. FSPAN supports three types of access
control lists (ACLs) to the SPAN session and filtering based on VLAN.

You can control the type of network traffic to be monitored in SPAN or RSPAN sessions by
using flow-based SPAN (FSPAN) or flow-based RSPAN (FRSPAN), which apply ACLs to the
monitored traffic on the source ports. The FSPAN ACLs can be configured to filter IPv4, IPv6,
and VLAN monitored traffic. You can use SPAN for troubleshooting connectivity issues and
calculating network utilization and performance.

Configure FSPAN via the WebUI

From the Configuration Menu, choose SPAN.

~  Source Interfaces ~  Destination Interfaces v Filter Type +~  Filter Condition

© A maximum of two monitor sessions is supported on this platform.

To configure FSPAN, use the following steps:

1. Select one or more source interfaces from the list of available interfaces on the left and
click the arrow to add them to the Selected list on the right.

2. Check or uncheck the Ingress checkboxes to specify the direction of source packets to
be monitored.

3. Select Enable FSPAN for local source, and then select the Filter Type and Filter
Condition from the drop-down lists.
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4. When you are finished, Click Apply to Device.

Create SPAN ®

Span Source Type Local =

Select Source Interface(s)

Available (21) qQ Selected (1)

Interfaces Interfaces Ingress Egress

I-I GigabitEthernet1/1 > |UI GigabitEthermnet1/3 €
¥ GigabitEthernet1/a
lb' GigabitEthernet1/5 » T

Span Destination Type Local v

Select Destination Interface(s)

Available (19) Selected (1)

I;I GigabitEthernet1/9 li] GigabitEthernet1/2 €
Ibl GigabitEthernet1/10

l;] GigabitEthernet1/11

v o+ ¥+ D

@ Platform does not support SPAN filtering when
Source interface 15 configured in the egress direction.
SPAN 15 énabled on vians.
One of the SPANS is remote FSPAN

Enable FSPAN
Filter Type™ pvd v
Filter Condition® 101 -

IMPORTANT This platform does not support SPAN filtering when:

« Source interface is configured in the egress direction.
« SPAN is enabled on VLANs.
+ One of the SPANs is remote FSPAN.
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Logical Interfaces

Table 51 - EtherChannel Modes

Alogical interface is a virtual interface, rather than a physical interface You can configure
these logical interfaces on the switch:

o Port channels, also known as EtherChannels
+ Loopback interfaces

Port Channels or EtherChannels

A port channel, or EtherChannel, is a group of switch ports that are bundled into one logical
link to create a higher bandwidth between two switches. For example, four switch ports that
are all configured to operate at 100 Mbps can be assigned to an EtherChannel to provide full-
duplex bandwidth of up to 400 Mbps. If one of the ports in the EtherChannel becomes
unavailable, traffic is carried over the remaining ports within the EtherChannel. For more
information about port channels, see the Ethernet Reference Manual, publication ENET-RM002.

EtherChannel Modes

In the Logix Designer application, you can assign the EtherChannel modes as described in
Table 51.

Description

Static

Al ports join the EtherChannel, without negotiations. This mode can be useful if the remote device does not support
the protocols that other modes require. The switches at both ends of the link must be configured in Static mode.

Link Aggregation Control Protocol (LACP) (active)

This mode enables LACP unconditionally. The port sends LACP packets to other ports to initiate negotiations to create
EtherChannels. A port in active LACP made can form an EtherChannel with another port that is in active or passive
LACP mode. The ports must be configured for full-duplex.
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Configure Port Channels

From the Port Channels tab, you can add, edit, and delete port channels.

« Toadd a port channel, click Add, complete the fields as described in Table 53, and then
click Apply to Device.

« Toedit a port channel, check the checkbox for the interface in the grid, modify the
fields, and then click Update & Apply to Device.

+ Todelete a port channel, check its associated checkbox in the grid, and then click
Delete.

Table 52 - Port Channel Modes

Port Channel Mode Descriptions
. Enables LACP only if a LACP device is detected. It places the port into an active negotiating state in which the port starts negotiations with

Active (Recommended) other ports by sending LACP packets.

Auto Enables PAgP only if a PAgP device is detected. It places the port into a passive negotiating state, in which the port responds to PAgP
packets it receives but does not start PAgP packet negotiation.

Desirable Unconditionally enables PAgP. It places the port into an active negotiating state, in which the port starts negotiations with other ports by
sending PAgP packets.

on Forces the port to channel without PAgP or LACP. In the on mode, an EtherChannel exists only when a port group in the on mode is

connected to another port group in the on mode.

Passive Enables LACP on the port and places it into a passive negotiating state in which the port responds to LACP packets that it receives, but
does not start LACP packet negotiation.

Add Port Channel Interface x
Port Channel Number* 1 = ¢
Descnption
Adimin Status | up n|
Part Fast disable v
Enable Layer 3 Address . ISABLE
Port Members Q
Available (24) Associated (0)
G
Gil/2 >
Gil/5 3 N A TRAR AR il -
| D Cancel | {=] Apply to Device
Add Port Channel Interface x
i -
Gi1/0/7 3 =
' Gi1/0/5 €
Gi1/0/8 3>
Gi1/0/9 3
Gi1/0/10 >
Giin a | ¥
Port Channel Mode active -
Switchport Mode
auto
Access VLAN desirable
on
Allowed VLAN passive Ds
Native VLAN 1 v |B

[El Apply to Device
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Configure Logical Interfaces via the WebUI
From the Configure menu, choose Logical.
* » Logical
Port Channel
Name Port Members Admin Status Operational Status IPv4 Address IPvE Address Description
o 50 »

From the Logical page, you can configure logical interfaces. Logical interfaces include port
channels and loopback interfaces:

« To configure port channels, see the following instructions.
» Toconfigure loopback interfaces, see page 108.

Table 53 - Add Port Channel Interface

Field

Description

Port Channel Number

Enter a number to identify the port channel.
Valid values: 1...6

Description

Enter a description for the port channel.

Admin Status

Click to enable or disable the operational status of the interface:
« Up—The interface is operational.

« Down—The interface is not operational.

Default value: Up

Choose whether to enable PortFast on the port channel:
« disable—Does not enable PortFast.
« access—Enables PortFast when the port channel is operating as an access interface.

PortFast « trunk—Enables PortFast when the port channel is operating as a trunk interface.
Devices that connect to port channels that are enabled for PortFast can connect to the network immediately. Otherwise, the devices wait for
the interface to transition from the listening and learning states to the forwarding state. If the port channel connects to endpoints (for
example, to computers and not to other switches or routers), enable PortFast on the port channel.

Enable Layer 3 Address Click to enable or disable Layer 3 functionality on the port. When enabled, this elevates the interface from a switch port (Layer 2) to a routed

(Stratix 5800 Switch Only) | POt (Laver 3)

Default value: Disabled

Port Members

In the Available list, click to move interfaces to the Associated list and make them members of the port channel.

« Access - Layer 2 Access

Switchport ffode « Trunk - Layer 2 Trunk Mode
Select the VLAN that the interface belongs to and carries traffic for.
Access VLAN For Trunk mode, select the list of allowed VLANs that transmit traffic from this interface in tagged format. Also in trunk mode, select
the VLAN that is sending and receiving untagged traffic on the trunk port.
Click to specify the VLANs to assign to the port when the port operates as a trunk port:
Allowed VLAN « All— The port carries traffic for all available VLANS.
« Vlan IDs—The port carries traffic for only the VLANSs you specify.
Native VLAN Choose the VLAN to transport untagged packets on the switch when the port operates as a trunk port.
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Loopback Interfaces

Aloopback interface is a virtual interface that remains in an up (operational) state. A loopback
interface can provide a stable interface on which you can assign a Layer 3 address. This
address can be configured as the source address when the networking device must send data
for protocols, such as Cisco Discovery Protocol (CDP), to another device in your network and
you always want the receiving device to see the same source IP address from the networking
device. This is an issue in networks with multiple equal-cost paths because of the following:

« Under normal circumstances the packets that are generated by a networking device
use the IP address from the outbound interface as the source address for the packets

»  From the networking device to the receiving host, each packet can use another

outbound interface.

Configure Loopback Interfaces

From the Loopback tab, you can add, edit, and delete loopback interfaces:

- Toadd aloopback interface, click Add, complete the fields as described in Table 54, and

then click Apply to Device.

« Toedit aloopback interface, click the interface in the grid, modify the fields, and then

click Update & Apply to Device.

» Todelete a loopback interface, check its associated checkbox in the grid, and then

click Delete.

Loopback Number*® 0 - 2147483647
Description

Admin Status up n

VRF None v
Relay Information Option

IP Options O] pva [ pve

'O Cancel

Add Loopback Interface x

% Apply to Device
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Table 54 - Add Loopback Interface

Field

Description

Loopback Number

Enter a number to identify the loopback interface.
Valid values: 0...2147483647

Description

Enter a description for the loopback interface.

Admin Status

Click to enable or disable the operational status of the interface:
« Up—The interface is operational.

« Down—The interface is not operational.

Default value: Up

VRF (Stratix 5800 Switch
Only)

Choose a Virtual Routing and Forwarding (VRF) instance to assign to the loopback interface.

Relay Information

Click to enable or disable a DHCP server from forwarding relay information.
Default value: Disabled

|P Options

To configure an IPv4 interface, check IPV4, and then specify the IPv4 address information.
To configure an IPv6 interface, check IPV6, and then specify the IPv6 address information.

Configure EtherChannels via the Logix Designer Application

In the navigation pane, click EtherChannels.

- General”

- Connection

- Module Info

- Fault/Program Action

- Switch Configuration

- Switch Status

- Port Corffiguration

--PoE

- Smartports and VLANs

- Part Security

- Port Status

-+ DHCP Pools

- DHCP Address Assignment

- Time Sync Corfiguration

- Time Sync Information

-+ NTP Client

- NAT

- Parallel Redundancy Protocal {
- Channel Group 1
«Channel Group 2

- 5D Hash Sync

- Save/Restore

< 2>

Status: Running

EtherChannels

EtherChannel Mode Members Status Delete | Edit Add...
4 Link Aggregation Control Protocol (Passive) Gili3 NULL
- Enables LACP only when LACP device detected Gilia i
Refresh Communication Sl &

Cancel Apply Help
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On the EtherChannels view, you can add, edit, and delete EtherChannels:

« Toadd an EtherChannel, click Add, complete the fields as described in Table 55, click
Set, and then click Close.

» Toedit an EtherChannel, click the Ellipses icon in the Edit column, modify the fields,
click Set, and then click Close.

« Todelete an EtherChannel, click the Trash icon in the Delete column.

5| Add EtherChannel

EtherChannel: i -

Channel Mode

@ Link Aggregation Control Protocol (Active)
Enables LACP unconditionally

Static

All ports join the EtherChannel, without negotiations

Port Members

Use for -

Port | EtherChannel

Gil/
Gz
Gil3
Gill4
e
et
G |

m

Table 55 - Add EtherChannel

Field Description
EtherChannel Choose a number to identify the EtherChannel.

Choose a mode to determine how ports become active. With Link Aggregation Control Protocol, negotiations occur to determine which ports

become active. Incompatible ports are put into an independent state and continue to carry data traffic, but do not participate in the
Channel Mode EtherChannel.

IMPORTANT: Make sure that all ports in an EtherChannel are configured with the same speed and duplex mode.
For a description of each mode, see Table 51 on page 105.

Port Members To make a port a member of this EtherChannel, check its associated checkbox in the grid.
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High-availability Seamless
Redundancy (HSR) (Stratix
5800 Switch Only)

High-availability Seamless Redundancy (HSR) is similar to Parallel Redundancy Protocol (PRP),
but is designed to work in a ring topology. Instead of two parallel independent networks of any
topology (LAN-A and LAN-B), HSR defines a ring with traffic in opposite directions. Port-A sends
traffic counter clockwise in the ring, and Port-B sends traffic clockwise.

=  The HSR feature is only available on hardware systems that support advanced
W) features.

The HSR packet format is also different from PRP. To allow the switch to determine and
discard duplicate packets, additional protocol-specific information is sent with the data
frame.

For PRP, this information is sent as part of a trailer called the redundancy control trailer (RCT),
whereas for HSR this is sent as part of the header called the HSR header. Both the RCT and HSR
header contain a sequence number, which is the primary data that is used to determine if the
received frame is the first instance or a duplicate instance.

The non-switching nodes with two interfaces attached to the HSR ring are Doubly Attached
Nodes implementing HSR (DANHs). Singly Attached Nodes (SANs) are attached to the HSR ring
through a RedBox. The RedBox acts as a DANH for all traffic that it is the source or destination
for. Since the RedBox emulates these as DANH, they are called Virtual Doubly Attached Nodes
(VDAN).

The switch implements RedBox functionality using Gigabit Ethernet port connections to the
HSR ring. In HSR-SAN mode, the RedBox inserts the HSR tag on behalf of the host and forwards
the ring traffic, except for frames that are sent by the node itself, duplicate frames, and
frames for which the node is the unique destination.
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Add an HSR Ring via the WebUI

From the Configuration tab, you can find the HSR page. You can view, add, edit, and delete an
HSR ring.
«  Only one HSR instance is supported. The switch supports only one HSR or one PRP
instance, so if a PRP instance has been created, you cannot create the HSR instance.

» HSRring 1can only be configured as a pair of ports: G1/1and G1/2 or G1/3 and G1/4.
Using these port pairs, you can configure one HSR ring.

Configuration~ » Redundancy Protocols~™ > HSR
-+ Add
Ring Number i Layer Type i Member Ports :  Port Status

No records available.

Table 56 - HSR

Parameter Description

Ring Number 1

Layer Type Network type of the ports in the HSR ring - Layer2 or Layer3.

Both interfaces within an HSR ring must have the same configuration.

Ports in the HSR ring:

Member Ports « G1/1and 61/2 or 61/3 and G1/4

The status of the group:

« InUse

« Not-InUse

« Not-InUse (Admin Down)

Port Status

Table 57 displays the following information for a configured HSR ring.

HSR-SAN Mode

In HSR-SAN mode, the RedBox inserts the HSR tag on behalf of the host and forwards the ring
traffic, except for frames sent by the node itself, duplicate frames, and frames for which the
node is the unigue destination.

To add an HSR-SAN ring, click Add on the HSR page.

Configure HSR *
Basic v
ue g|
2 [ Apply to Device
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HSR-PRP Mode
HSR-PRP mode, also called Dual RedBox mode, is used to bridge HSR and PRP networks.

In this mode, two different RedBoxes connect to LAN A and LAN B of the PRP network. Two
ports connect to the HSR ring and one port connects to one of the two PRP LANs. The traffic on
the upstream interlink port connecting the RedBox to the PRP network is PRP-tagged. In HSR-
PRP mode, the RedBox extracts data from the PRP frame and generates the HSR frame using
this data, and performs the reverse in the opposite direction.

To add an HSR ring for PRP-LAN-A/B, click Add on the HSR page.

Basic

Table 57 - HSR Ring Configuration

Parameter Description
Ring Number The ring number that was selected on the Configuration Page. This cannot be changed.
Port1 GigabitEthernet1/1 or GigabitEthernetl/3
Port 2 GigabitEthernet1/2 or GigabitEthernetl/4
« HSR-SAN
Mode « PRP-LAN-A
+ PRP-LAN-B
The 3-bit NetlD (1...6), which identifies a PRP network and the two RedBoxes that connect the PRP network to an HSR ring.
Path ID Both RedBoxes must have same NetID (Path ID)

Default Value: 1

Admin Status

Click the button to change the Admin Status of the ports in the HSR ring to Up or Down. The Admin Status is Up by default.

Description Optional description entry for the HSR ring.
. « Access—Layer 2 access mode
Switchport Mode « Trunk—Layer 2 trunk mode
For Access mode, select the VLAN that the HSR ring interface belongs to and carries traffic for.
Access VLAN For Trunk made, select the list of allowed VLANSs that transmit traffic from this interface in tagged format. Also in trunk mode, select

the VLAN that is sending and receiving untagged traffic on the trunk port.

Click Save and Apply to Device.

To delete an existing HSR ring, select that row in the HSR ring table and click Delete.
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Edit an HSR Ring Via WebUI

You can only modify the Admin Status and VLANS or IP Assignment Mode for an existing HSR
ring. To change the port numbers, you must delete the ring configuration and reconfigure it.

To edit an existing HSR ring configuration, navigate to the HSR page under the Configurations
tab and click the row in the HSR ring table to bring up the Configure HSR window.

Click the Admin status button of the ports in the HSR ring to Up or Down. The Admin Status is
Up by default. For Access mode, select the VLAN that the HSR ring interface belongs to and
carries traffic for.

For Trunk mode, select the list of allowed VLANS that transmit traffic from this interface in
tagged format and also select the VLAN that is sending and receiving untagged traffic on the
trunk port.

Click Save and Apply to Device.
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Configure Advanced HSR Settings via WebUI

To configure additional HSR settings, including Supervision Frame Options, click the Advanced
tab. Modify the settings as needed, and then click Save and Apply to Device.

Configure HSR x

Basic Advanced
Entry Forget Time 400 ms
Node Forget Time 60000 i ms
Node Reboot Interval 500 ms
Pause Frame Time 25 ms
Proxy Node Table Forget Time 60000 ms
Supervision Frame Life Check Interval 2000 ms

Supervision Frame Redbox Mac Address 0000.0000.0000

Supervision Frame Time 3 ms

Supervision Frame Options

MAC DA

Vian IDs 0

VLAN-COS

VLAN-CF | E|
VLAN-Tagged |E|

Fpga Mode-Dual Uplink Enhancement

Apply to Device

Table 58 - HSR Advanced Ring Configuration

Parameter

Description

Entry Forget Time

Time for clearing the inactive entry from the duplicate discard table.
Range: 0...65535 ms. Default: 400 ms.

Node Forget Time

Time to clear an inactive entry from the node table.
Range: 0...65535 ms. Default: 60,000 ms.

Node Reboot Time

Time after which the RedBox must start sending supervision frames after bootup.
Range: 0...65535 ms. Default: 500 ms.

Pause Frame Time

If there is congestion, the receiving station sends pause requests using pause frames. The pause frame contains the pause
time, which is the length of time for which the station that received the pause request is requested to stop transmitting data.
Range: 0...65535 ms. Default: 25 ms.

Proxy Node Table Forget Time

Time to clear an inactive entry from the proxy node table or vdan table.
Range: 0...65535 ms. Default: 60,000 ms.

Supervision Frame Life Check Interval

Life check interval value for supervision frames.
Range: 0...65535 ms. Default: 1600 ms.

Supervision Frame RedBox MAC address

The RedBox MAC address in the supervision frames.
Range: 48-bit MAC address. The default is the interface HSR ring MAC address.

Supervision Frame Time

Time interval between supervision frames.
Range: 0...65535 ms. Default: 3 ms.

Supervision Frame Options
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Table 58 - HSR Advanced Ring Configuration

Parameter Description
The last bytes of the destination MAC address of the supervision frames (01:15:4E:00:01:00). The last 00 is replaced by the value
MAC DA depending on this parameter.
Range: 1...255 MAC DA last 8-bits option value. Default: 1.
VLAN IDs The VLAN tag of supervision frame (valid only if the Supervision Frame VLAN Tag option is Enabled).
Range: 0...4095. Default: 0.
VLAN-COS COS value to be set in the VLAN tag of the Supervision frame (valid only if the Supervision Frame VLAN Tag option is Enabled).
Range: 1...7. Default: 1.
VLAN-CFI Enables CFl value to be set in the VLAN tag of the Supervision frame

The settings are either Enabled or Disabled. Default is Disabled.

VLAN-Tagged

Enables the VLAN tagging of supervision frames.
The settings are either Enabled or Disabled. Default is Disabled.

Fpga Mode-Dual Uplink Enhancement

Enables HSR dual uplink redundancy handling.

This feature allows two separate interfaces to connect upstream from the HSR ring through two separate HSR RedBoxes. This
makes sure that there is no single point of failure exiting the HSR ring. Examples of protocols that can leverage this feature to
improve high availability include HSRP, VRRP, and REP.

The settings are either Enabled or Disabled. Default is Enabled.

116
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Hot Standby Router
Protocol (HSRP) (Stratix
5800 Switch Only)

HSRP (Hot Standby Router Protocol) is a redundancy protocol to provide gateway redundancy
without any additional configuration on the end devices in the subnet. With HSRP configured
between a set of routers (treated as HSRP group or a standby group), they work together to
present the appearance of ane virtual router to the hosts on the LAN.

Configure HSRP via the WebUI

From the Configuration menu, choose Redundancy Protocols. From there, find the HSRP page
and click Add.

From the Redundancy Protocol page, you can find the HSRP page. To configure the

HSRP, click Add.

Create HSRP group X

Group®

HSRP Version*

Interface™

IP Options*®

Priority

Preempt

Track Interface

Track object
Number

Hello Interval

Hello Time

[ o

NOTE: Switch with highest value becomes the active switch

| 1 Yy
Vian1 v
O Pw
I 100
D Delay
| None v | Interface Priority
1-1000 Type
| Seconds v | Hold Interval
| 3 Hold Time

10

line-protocol v

Apply to Device
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Table 59 - HSRP Configuration Options

Field Description
Group 0...255
HSRP Version - vl{default)
o v2
Interface Layer 3 interface on which to enable HSRP.
IP Options The IP address of the hot standby router interface and an optional secondary IP address.
Priority“) 1...255 (default of 100)
Delay 0s...3600 s (default of 0)
Preempt Choose a value to cause the local router to postpone taking over the active role for the configured number of seconds.
Track Interface® Choose an interface for Track Interface.
Interface Priority 1...255 (default of 10)
Track Object Number 1..1000
« line-protocol
Type « IP routing
« ipv6 routing
S
e

(1) The switch with the highest value becomes the active switch.

(2) If the line protocal of the specified interface goes down, the HSRP priority is reduced. This means that another HSRP router with higher priority can become the active router if that router
has standby preempt enabled.

Intermediate System-to- IS-IS is a link-state Interior Gateway Protocol (IGP). Link-state protocols create the information

Intermediate System (|s_|s) that is required to build a complete network connectivity map on each participating device.

. . That map is then used to calculate the shortest path to destinations. IS-IS provides fast
(Stratix 5800 Switch only) convergence, scalability, and efficient use of network bandwidth.

Network Operation

IS-IS operates by reliably flooding link state information throughout a network of routers. Each
IS-IS router independently builds a database of the network topology to aggregate the flooded
network information. Like the Open Shortest Path First (OSPF) protocol, IS-IS uses an algorithm
for computing the best path through the network. Packets (datagral0 ms) are then forwarded
based on the computed ideal path through the network to the destination.

Unlike other IP routing protocols, IS-IS runs directly on the datalink layer (Layer 2). On Stratix
5800 switches, IS-IS supports route redistribution and load balancing.

To configure ISIS, you create an ISIS route and associate an interface.
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Name

55800

ng Protocols = » ISIS

Configure IS-IS via the WebUI

From the Configuration menu, choose ISIS.

Level = VRF «  Interface

lewvei-1

Table 60 - Add Route

From the ISIS page, you can add, edit, and delete ISIS routes:

+ Toadd an ISIS route, click Add, complete the fields as described in Table 60, and then
click Apply to device

 Toedit an ISIS route, click the ISIS route in the grid, modify the fields, and then click
Update & Apply to Device.

» Todelete an ISIS route, check its associated checkbox in the grid, and then click Delete.

Add Route x

Router I1SIS Enter the name

Level * level-1 -

Interface Nane v+

Net Area P Address +
Redistribute IPv4 IPv6

[ D Cancel % Apply to Device

Field Description

Router ISIS Enter a name for the ISIS process.
Choose a configuration for the ISIS router:

Level « level-1-The router acts as only a station router.
« level-1-2—The router acts as both a station router and an area router.
« level-2-only—The router acts as only an area router.

Interface Choose an interface to route ISIS.
The NET is the address of a Network Service Access Point (NSAP), which identifies an instance of the ISIS routing protocol running
onanS.

et Enter the Network Entity Title (NET) area and IP address for the routing process. Click the plus + sign to add the information to the
grid.

Redistribute

Check each IP protocol to use for route redistribution.
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10x Services (Stratix 5800
Switch Only)

I0x provides an infrastructure to host applications on the device. On a device with 10x enabled,
you can use the WebUI |0x tab to launch an application. 10x is only available on hardware
systems that support advanced features.

Only Rockwell approved applications can run on |0x. Attempting to run any other applications
will result in an error message similar to the following image.

° Application Deployment Failed: Invalid Archive file: "filename "package.cert’ not found”

There are two ways to enable loX:

+ ViaCLl
Via WebUI

Formatting Requirements for 10x via CLI

To configure 10x and a Stratix 5800 device, you need I0S release 17.06.01 or later, with a
Rockwell Automation 8 GB High Capacity SD card. The SD card must be in an ext4 format.

ATTENTION: : If a non-Rockwell Automation SD card is used in Stratix
switches, Rockwell Automation reserves the right to withhold support.

There are two ways to format the SD card.

1. The entire SD card can be formatted to ext4 format. In this case, the SD card is used for
loX purposes only.

format sdflash: ext4
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2. The second formatting method is to create partitions on the SD card so that one
partition is used for configuration backup and the other is used for I0x. A percentage
size of loX partition can be provided. If it is not provided, a default percentage of 66%
is used.

partition sdflash: iox

=, Partitioning an SD card reloads the switch.
&2 While formatting an SD card, if partitions exist, the switch reloads and the

partitions are removed.

3. To verify the sdflash filesystem, use the command “show sdflash: filesys".

4. To verify that the internal clock is synchronized, check the date and time using the
“show clock” command.

Enable 10x via the CLI

To enable 10x using CLI, the command “iox” must be executed in the global configuration
mode. After executing the command, save the configuration.

Verify that 10x is running by using the “show iox” command.
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Enable 10x via the WebUI

1. Navigate to the 10x page under the Configuration tab, and click enable loX. The
following message appears.

192.168.1.7 says

10x is currently not enabled.Click OK to return to homepage.

Click OK.
Enable 10x using the “click here to enable” option on the webpage.

It can take a couple of minutes to enable 10x.

0 I0h is not enablad click © 10 enable

{é] AhTnIration

W Trednizsmenting

The SD card cannot be formatted while loX running. If you attempt to format the SD card while
loX is running, the switch will not format the SD card.

A ATTENTION: To avoid errors, do not remove the SD card when |0x is enabled.
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MACsec (Stratix 5800
Switch Only)

Interfaces

/" > MACsec

MACsec is the standard for authenticating and encrypting packets between two MACsec-
capable devices. The switch supports encryption with MACsec Key Agreement (MKA) on
downlink ports for encryption between the switch and host devices. The MKA protocol provides
the required session keys and manages the required encryption keys.

Only switch-to-switch MACsec configuration is supported with WebUI.

To configure MACsec, define an MKA policy and apply it to an interface. You also must create a
key chain that contains the Connectivity Key Name (CKN) and the Connectivity Association Key
(CAK).

When MACsec is enabled on an interface, the entire interface traffic is secured by default.
MACsec does not allow any unencrypted packets to be transmitted or received from the same
physical interface. However, to enable MACsec on selected interfaces, you can choose to allow

unencrypted packets to be transmitted or received from the same physical interface.
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MKA Policy

Complete the following steps to configure an MKA Policy on the device.

On the Configuration > Security > MACsec > MKA Policy page, click Add to display the Add MKA
Policy window.

To make changes to an existing policy, click the policy in the list.
To delete an MKA policy, select the check box for the policy and click X Delete.

Configuration = » Security~ * MACsec

merfaces MEA Policy Key Chair

Include 1CV . Conhdentiality

MKA Policy Nsme i  Cipher Suite i Priofity i Delay Protection ;  SAK ReKey :  Indicator ' Offeet i Imerface Applied
O DEFAULT-ROLICY GCM-AES-128 0 false false true 0
1 20 -
Name*
Key Server Priority 0
SAK ReKey O Interval @® on-live-peer-loss
Delay Protection |l oDisasLE |
Cipher Suite GCM-AES-128 v
Include ICV Indicator |l oDisasLE
Confidentiality Offset [o v

O Cancel = Apply to Device

Table 61- Add MKA Policy

Field Description
Name Enter a name for the MKA Policy.
Key Server Priority Key server priority (0...255).

When the key server priority value is set to 255, the peer cannot become the key server.

Select whether to set a timer to rekey the MACsec secure association key (SAK) at a specified interval or when the link to
the peer is lost during the session.

SAK Rekey If you select to perform the SAK Rekey at an interval, enter the rekey interval (in seconds). The range is from 30...65535,
and the default value is 30.
Delay Protection Allows MKA participants to ensure that the data frames protected by MACsec are not delayed by more than 2 seconds.
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Table 61- Add MKA Policy

Field

Description

Cipher Suite

You can configure the cipher suite for deriving SAK with 128-bit encryption.
The default MACsec cipher suite is GCM-AES-128. If the device supports both GCM-AES-128 and GCM-AES-256 ciphers, it is

highly recommended to define and use a user defined MKA palicy to include both 128 and 256 bits ciphers or only 256 bits
cipher, as may be required.

Include ICV Indicator

If you want to include the optional Integrity check value (ICV) Indicator as part of the transmitted MACsec Key Agreement
PDU (MKPDU), Enable Include ICV Indicator.

The ICV is sent with the protected data unit and is recalculated and compared by the receiver to detect data
modification.

Confidentiality Offset

Confidentiality offset specifies the number of bytes starting from the frame header. MACsec encrypts only the bytes
after the offset in a frame. An offset of 0 causes the entire packet (after the MACsec header) to be encrypted.

Key Chain

1. Onthe Configuration > Security > MACsec > Key Chain page, click Add to display the Add
Key Chain window.

Configuration~ > Security~ > MACsec

Interfaces MKA Paolicy

key_chain

20 -

Key Chain

Key List :  Interface Applied

No records available.

2. Enter a name for the key chain.
3. Click + Add Key.

Click +Edit Key to make changes to an existing key. Click X Delete to remove a key.

Add Key Chain x
Name™
Key :  KeyString i Crypto Algorithm & Lifetime Start :  Lifetime End : Validity

No records available.
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Add Key Chain %
Name*
Key i Key String i Crypto Algorithm ¢ Lifetime Start i Lifetime End :  \Validity

No records availabie

20 4
Key Identifier™
Crypta Algorithm | AES-128-CMAC v
Key String* o]
Start Time ® Local O utc
m:ss MMM dd yyyy
Stop Time O Date and Time O Duration (secs) ® Infinite

ococe

Table 62 - Add Key Chain

Field Description

Enter a unique identifier for the key.
For 128-bit encryption, use 32 hex digit key-string. For 256-bit encryption, use 64 hex digit key-string.

Crypto Algorithm | Set the cryptographic authentication algorithm with 128-bit or 256-bit encryption.
Enter hex characters for the key string.

Key Identifier

Key String Click < to generate a key string.
Set the lifetime of the pre-shared key.
Start Time Choose Local or UTC and enter the time in the format {hh:mm:ss MMM dd yyyy}.

Choose one of the following:

- Date and Time: Enter the date and time in the format {hh:mm:ss MMM dd yyyy}.
« Duration (secs): Enter the number of seconds.

« Infinite

Stop Time

4. Click Save to add the key.
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Media Redundancy Protocol re, defined in International Electrotechnical Commission (IEC) standard 62439-2, provides

("RP) fast convergence in a ring network topology for industrial automation networks. MRP operates
at the MAC layer and is commonly used in conjunction with the PROFINET standard for
industrial networking in manufacturing.

MRP Modes

The switch can operate in one of two MRP modes:

«  PROFINET MRP mode—Deployed in a PROFINET environment, the switch is added and
managed by Siemens Totally Integrated Automation (TIA) Framework. This is the default
mode of the MRP manager or client.

IMPORTANT  When managing the switch via TIA, do not use the CLI or WebUI
to configure MRP.

«  MRP Ring mode—This mode is managed via the WebUI to configure as many as three
MRP rings.

Protocol Operation

An MRP ring contains the following nodes, each with a pair of ports that participate in the ring:

«  Media Redundancy Manager (MRM)—The ring manager initiates and controls the ring
topology to react to network faults by sending control frames on one ring port over the
ring and receiving them from the ring over its other ring port and conversely in the
other direction.The MRM defines its maximum recovery times for a ring in the following
range: 30 ms, 200 ms, and 500 ms.

« Media Redundancy Clients (MRCs)—Member ring nodes. An MRC reacts to received
reconfiguration frames from the MRM and can detect and signal link changes on its ring
ports.

Al MRM and MRC ring ports support these states:

« Disabled—Ring ports drop all received frames.

+ Blocked—Ring ports drop all received frames except MRP control frames and some
standard frames, such as LLDP.

» Forwarding—Ring ports forward all received frames.

« Not Connected—The link is physically down or disconnected. This state differs from the
Disabled state in which the MRP port is manually disabled via the WebUI.

During normal operation, the ring network operates in the Ring-Closed state (Figure 27). To
prevent a loop, one of the MRM ring ports is blocked while the other port is forwarding. Most of
the time, both ring ports of all MRCs are in the Forwarding state. With this loop avoidance, the
physical ring topology becomes a logical stub topology.
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Note the following details about the network shown in Figure 27:

+ Ring-Closed State—The connection represented by the blue square on the MRMisin a
Blocked state (two parallel lines) because no ports are disconnected.

» Ring-Open State—The two MRC connections represented by the white squares are in the

Disabled state because the link between them is broken, as marked by a red “x".

Figure 27 - MRP Ring States

Ring-Closed State Ring-Open State

. Forwarding Port
. Blocked Port
[:] Disconnected Port

If a failure occurs, the network shifts into the Ring-Open state.

A connection failure between two MRCs causes the following port changes:

+  Onthe MRM, both ring ports change to the Forwarding state.

» Oneach MRC adjacent to the failure, one ring port changes to a Disabled state and the
other port changes to the Forwarding state.

»  On the other MRCs, both ring ports change to the Forwarding state.

In the Ring-Open state, the network logical topology becomes a stub.

Layer 2 Ethernet frames are lost during the time required for the transition between these two
ring states. The MRP protocol defines the procedures to automatically manage the switchover
to minimize the switchover time. A recovery time profile, composed of various parameters,
drives the MRP topology convergence performance. The 200 ms profile supports a maximum
recovery time of 200 ms. 200_ms is the default profile setting.

MRP uses three types of control frames:
+ To monitor the ring status, MRM regularly sends test frames on both ring ports.
«  When MRM detects failure or recovery, it sends TopoChange frames on both ring ports.

«  When MRC detects failure or recovery on a local port, it sends LinkChange subtype
frames, Linkdown and Linkup, to the MRM.

128 Rockwell Automation Publication 1783-UM012N-EN-P - October 2025



Chapter &4 Configure the Switch

Media Redundancy Automanager (MRA)

A Stratix 5200 switch or a Stratix 5800 switch can configure certain nodes or all nodes in the
ring to start as a Media Redundancy Automanager (MRA). If configured to start as a Media
Redundancy Automanager (MRA), a node selects an MRM by using a voting protocol and a
configurable priority value. The remaining MRAs transition to the MRC role. All nodes must be
configured as MRA or MRC. A manually configured MRM and MRA in the same ring is not
supported.

The MRA role is not an operational MRP role like MRM or MRC. It is only an administrative,
temporary role at device startup. A node must transition to the MRM role or the MRC role after
startup and the MRM is selected through the manager voting process.

MRA functions as follows:

1. Atstartup, all MRAs begin the manager voting process. Each MRA begins to send
MRP_Test frames on both ring ports. The MRP_Test frame contains the MRA priority
value. The remote manager's priority value contained in the received MRP_Test frames
are compared with the MRA's own priority. If its own priority is higher than the received
priority, the MRA sends a negative test manager acknowledgment (MRP_TestMgrNAck)
frame, along with the remote manager's MAC address.

2. If the receiving MRA receives an MRP_TestMgrNAck with its own MAC address, the
receiving MRA initiates the transition into the client (MRC) role.

3. The MRP_TestPropagate frame informs other MRA devices in the client role about the
role change and the new higher priority manager. The clients receiving this frame
update their higher priority manager information accordingly. This makes sure that
clients remain in the client role if the monitored higher priority manager role changes.

Multiple MRP Rings

In an Industrial Ethernet network, an MRP ring in a cell/area is a subring of the access layer.
Depending on the MRP license and platform, you can connect multiple MRP rings, which you
can then aggregate into the distribution layer.

On a Stratix 5200 switch or a Stratix 5800 switch, you can configure as many as three rings
with MRP.
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MRP-STP Interoperability

MRP works with Spanning Tree Protocol (STP) to help prevent unwanted broadcast loops if
someone connects a device that does not participate in the MRP ring. In a network operating
with MRP and STP, spanning tree BPDUs are not sent on MRP-enabled ports. If ports are
unconfigured from an MRP ring, then the ports are added to the spanning tree.

MRP-STP interoperability is supported for both PROFINET MRP mode and MRP Ring mode and
functions without additional CLI or WebUI configuration.

Requirements and Restrictions

Before you configure MRP, do the following:

Verify that the switches have 10S release:
- T7.11.01 or later for the Stratix 5200 switch
- 1710.01 or later for the Stratix 5800 switch

Because MRP is deployed in a physical ring topology, leave one physical connection
between two nodes in each ring open by using one of these methods:

- Issue a shut command on the connecting interfaces.
- Physically remave the cable to avoid any network storms.

After you have properly configured all MRCs and MRMs, issue a no shut command on the
port or reconnect the cable between the nodes.
Determine the MRP configuration on the switch: MRA or MRC.

To use a non-default VLAN, configure the PROFINET VLAN ID before assigning it to the
MRP configuration. The MRP default VLAN is 1.

Observe these guidelines:

The switch supports up to 50 MRCs per ring.

MRP cannot run on the same interface as Resilient Ethernet Protocol (REP), Spanning
Tree Protocol (STP), macsec, or Dotlx.

STP does not run on MRP segments. MRP interfaces drop all STP BPDUs.

For access ports, you must specifically configure switchport mode access and
switchport access vlan x commands in the MRP interface.

MRP interfaces come up in a forwarding state and remain in a forwarding state until
notified that it is safe to block. The MRP ring changes to a Ring-Closed state.

MRP ports cannot be configured as any of these port types: SPAN destination port,
Private VLAN port, or Tunnel port. When operating PROFINET mode, you cannot
configure MRP ports as trunk ports.

MRP is not supported on EtherChannels or on an individual port that belongs to an
EtherChannel.

Each MRP ring can have one MRP VLAN. The VLAN must be different for each ring in a
device to avoid traffic flooding.
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Configure MRP via the WebUl

From the Configuration > Redundancy Protocols menu, choose MRP.

Configuration ™ > Redundancy Protocols ™ > MRP

Profinet MRP B osrec

Apply to Device
MRP Ring

Ring ID* [ 1 v |
Role* | Disable . ‘
Port 1* None
Port 2* None

To see the Client Settings, set the Role field to Client.

Configuration - » Redundancy Protocols - > MRP
Profinot MRE |m
B Apply 10 Device:
MRP Ring
Ring I0* 1 L
Role* c:..:-..! -
Port 1* Mani: -
Port 2* .N;....: -
Client Settings
Domain Name Cisco MRP Ring 1 B Heset to defaull values
Domain 1D FFFFFTFF-FRFF-FFFF-FRFF-FRFFFFRFFFFE
Swnchoon Mode aooess -
MRP/Access VLAN 1 X

To see the Manager Settings, set the Role field to Auto Manager.

Canfiguration = > Redundancy Protocols= > MRP

Brofinot MRP ] DisABLE |
MR Ring
Ring 10" 1 -
Riola® Autc Manager .
Part 1" Neni v
Pt 2 Nong L
Manager Settings
Dot Namo Ciseo MRAP Ring 1 ) Reset 1o default valuns
Bampin 10 FFFFFFEF-FFFF-FFFF-FFF
Switchpor Modo ACCEES -
MRPfAccess VLAN 1 b
Profie 200 ms -
Pricarity 40960
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Table 63 - MRP

Complete the fields as described in Table 63, and then click Apply to Device.

If you plan to use TIA to configure and manage MRP on the switch in a PROFINET environment,
on the Administration > Industrial Protocols > PROFINET page, click the button to enable
PROFINET. PROFINET is only available on the Stratix 5800 switch.

If you enable PROFINET, the MRP ring configuration disappears and the following warning
appears.

WARNING: Enabling PROFINET MRP disables MRP and does not allow you to
configure MRP ring. Are you sure you want to continue?

Field

Description

Click to enable or disable PROFINET MRP.
Default value: Disabled

PROFINET MRP IMPORTANT: MRP mode and PROFINET MRP made are mutually exclusive. You cannot use WebUl to configure the MRP ring when PROFINET
MRP mode is enabled.

MRP Ring

Rin ID Select the ID number of the MRP ring: 1, 2, or 3.

g There is a one-to-one association between the MRP ring ID and the Domain ID.

Select an MRP role:

Role « Disable (default)
« Auto Manager
» Client

Port1 Select a switch port to designate as MRP ring port 1.

Port 2 Select a switch port to designate as MRP ring port 2.

Client Settings

Domain Name Enter a logical name of the configured MRP domain ID.
Enter a unique 1D (UUID) that represents the MRP ring.

Damain [D The Domain ID references different rings when multiple rings are configured. The UUID is a string of 32 hexadecimal digits in five groups that
are separated by hyphens, for example 550e8400-e29b-41d4-a716.
Select a Switchport mode for the MRP ports. Both MRP ports must have the same interface mode (access or trunk). When both MRP ports are
in access mode, the access VLANs must match.

Switchport Mode Valid values:
+ access
« trunk

Allowed Vlan (Appears only for trunk Switchport mode). Select all VLANs or a range of VLANS.

MRP/Native Vian (Appears only for trunk Switchport mode). Select a VLAN for sending MRP frames. The default VLAN is 1. To use a non-default VLAN, you must
create it before assigning it to MRP.

MRP/Access Vian (Appears only for access Switchport mode). Select a VLAN for sending MRP frames. The default VLAN is 1. To use a non-default VLAN, you must
create it before assigning it to MRP.

Manager Settings
(Appears only for Auto Manager MRP role). Select a ring recovery time profile:

Profile + 30 ms— Maximum recovery time 30 milliseconds
« 200 ms— Maximum recovery time 200 milliseconds
« 500 ms— Maximum recovery time 500 milliseconds
(Appears only for Auto Manager MRP role). Enter the manager priority for multiple MRMs.

Priority Valid values: 36864...65535
Default value: 40960
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Multicast Services Multicast services include Internet Group Management Protocol (IGMP) snooping settings.
Switches can use IGMP snooping to constrain the flooding of multicast traffic. IGMP snooping
dynamically configures interfaces so that multicast traffic is forwarded to only those
interfaces that are associated with IP multicast devices. For more information about IGMP
snooping, see the Ethernet Reference Manual, publication ENET-RMO02.

Multicast services are supported on both Layer 2 and Layer 3 interfaces.

Configure Multicast Services via the WebUI

From the Configuration menu, choose Multicast.

Configuration ™ > Services~ > Multicast
IGMP Snooping B Apply
Querier
IGMP Snooping
Last Member 1000
Querier Interval
(milliseconds)

Complete the fields as described in Table 64, and then click Apply to Device.

Table 64 - Multicast

Field Description

IGMP Snooping Querier ngutl? fzﬂigleE?];giggble IGMP snooping with querier.

:‘r?ﬂslt"g:ggzrs?ue”er Interval ;?tg?erl?gr:eaaqlr?)itpn;:?obrzrlglﬂlét@éﬁ;v:(! frgLL[}rrsPasrzorréggeézrlter a value in milliseconds. The query interval is the length of time
Default value: 1000 ms
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NetFlow (Stratix 5800
Switch Only)

134

NetFlow is an application that provides statistics on packets that flow through the switch.
NetFlow applications include network traffic accounting, usage-based network billing,
network planning, security, denial-of-service, and network monitoring.

IMPORTANT  NetFlow is available only on select modular switch models. For
supported catalog numbers, see Table 1on page 15.

A flow is a unidirectional stream of packets that have the same flow key values. NetFlow
consists of these components:

«  Flow Record—A flow record defines the unique keys that are used to identify packets in
the flow, and other fields that NetFlow gathers for the flow. Device Manager provides
predefined flow record templates that you can use to configure NetFlow and begin to
monitor the network traffic.

Flow Monitor—Flow monitors are applied to ports to perform network traffic monitoring.
Flow data is collected from the network traffic and added to the flow monitor cache
based on the key and nonkey fields in the flow record. You define the size of the data
that you want to collect for a flow by using a monitor.

«  Flow Sampler—Flow samplers are used to reduce the load on the switch that is running
NetFlow by limiting the number of packets that are selected for analysis. Samplers use
random sampling techniques.

Flow sampling exchanges monitoring accuracy for router performance. When you apply
a sampler to a flow monitor, the overhead load on the switch that is running the flow
monitor is reduced because the monitor must analyze fewer packets. The reduction in
packets causes a corresponding reduction in the accuracy of the information that is
stored in the cache of the flow monitor.

«  Flow Exporter—You can export the data that NetFlow gathers for your flow by using an
exporter. Flow exporters export the data in the flow monitor cache to a remote system,
such as a server running NetFlow collector, for analysis and storage.

There can be one record per monitor and one monitor per port. You can have multiple
exporters per monitor. The flow records, flow monitor, flow exporter, and sampler cannot be
modified once applied to a port.

There are two primary methods to access NetFlow data:

«  The command-line interface (CLI}—Use show commands to view data and troubleshoot.

« Anapplication reporting tool—Export flows to a reporting server, which is known as a
NetFlow collector. The NetFlow collector uses the flows to produce reports for traffic
and security analysis.

For more information about NetFlow, see www.cisco.com.
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Configure NetFlow via the WebUI

From the Configuration menu, choose NetFlow.

onfiguration ™ » Services™ » NetFlow
EXEB
Netfiow Template = Interfaces «  Collector ~  Export interface IP ~ Sampling Method - Sampling Range/ACL Name = Exporter Port

Application Traffic GigabitEthemet 1 /34— 162,168.1.2 10.223.66.104 Full Netflow NA 2085

1 10 »

From the NetFlow page, you can add, edit, and delete NetFlow templates:

» Toadd a NetFlow template, click Add, complete the fields as described in Table 65, and
then click Apply to device

« Toedit a NetFlow template, click the NetFlow template in the grid, modify the fields, and
then click Update & Apply to Device.

+ To delete a NetFlow template, check its associated checkbox in the grid, and then click

Delete.

Netflow Template Application Traffic v

Collector Address® IPv4/IPv6{Hostname

Exporter Port* 2055 i}

Export Interface IP VIan1101(10.0.0.3)

Available (26) Search Q Selected (0)

Interfaces Interfaces Ingress
@ GigabitEthernet1/1 >

@ GigabitEthernet1/2 ES

m GlasbitEheretl/3 ? No Interfaces available
m GigabitEthernet1/4 >

@ GigabitEthernet1/5 >

@ GigabitEthernet1/6 >

Table 65 - Create NetFlow

Field Description

Choose a NetFlow template:

« Application Traffic—Monitors application traffic.

Server Utilization—Monitors packets to analyze server usage in the
network.

Security—Monitors packets for network security.

Capacity Planning—Monitors packets to analyze network capacity and
usage.

StealthWatch—Monitors packets to detect threats and security
vulnerabilities.

Collector Address Enter the collector IP address of where to send the NetFlow data.

Netflow Template
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Table 65 - Create NetFlow

Field
Exporter Port
Export Interface IP

Description

Enter the port number on which your NetFlow collector is listening.
Choose e export address to use when sending the NetFlow data.

Interfaces In the Available list, click the arrows to move interfaces to the Selected list

to associate them with the NetFlow template.
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Network Address
Translation (NAT)

NAT is a service that translates one IP address to another IP address via a NAT-configured
switch. The switch translates the source and destination addresses within data packets as
traffic passes between subnets.

IMPORTANT  NAT is available only on select modular switch models. For
supported catalog numbers, see Table 1on page 15.

This service is useful if you reuse IP addresses throughout a network. NAT enables devices
that share one IP address on a private subnet to be segmented into multiple, identical private

(inside) subnets while maintaining unique identities on the public (outside) subnet

The implementation of NAT in Stratix® switches is distinct in these ways:

»  One-to-one NAT—The switch uses one-to-one NAT, rather than one-to-many NAT.
One-to-one NAT requires that each source address translates to one unique destination
address. Unlike one-to-many NAT, multiple source addresses cannot share a
destination address.

» Layer 2 implementation—The implementation of NAT operates at the Layer 2 level. At
this level, the switch can replace only IP addresses and does not act as a router.

See also the NAT Whitepaper, publication ENET-WP032.

Configuration Overview

To configure NAT, create one or more unique NAT instances. A NAT instance contains entries
that define each address translation and other configuration parameters.

The translations that you define depend on whether traffic is routed through a Layer 3 switch
or router or a Layer 2 switch.

IMPORTANT  As a best practice, we recommend that you route traffic through
a Layer 3 switch or router.

If traffic is routed through a Layer 3 switch or router (Figure 28), you define the following:

«  Aprivate-to-public translation for each device on the private subnet that
communicates on the public subnet.?)
» Agateway translation for the Layer 3 switch or router.

You do not need to configure NAT for all devices on the private subnet. For example, you can
choose to omit some devices from NAT to increase security, decrease traffic, or conserve
public address space. By default, untranslated packets are dropped at the NAT boundary.

(1) The terms private and public differentiate the two networks on either side of the NAT device. The terms do not mean that the
public network must be Internet routable.

(2) Machines that communicate with each other within the same VLAN and subnet across a NAT boundary also require public-to-
private translations.
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Figure 28 - Layer 3 Example with NAT in Stratix 5800 Switch
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If traffic is routed through a Layer 2 switch (Figure 29), you define the following.

»  Aprivate-to-public translation for each device on the private subnet that
communicates on the public subnet.

+ A public-to-private translation for each device on the public subnet that communicates

on the private subnet.
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Figure 29 - Layer 2 Example with NAT in Stratix 5800 Switch
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Table 66 - Number of Translation Entries by Translation Type

An address translation can be one of three types. The type of translation determines the
number of translation entries as shown in Table 66.

Translation Translation
Type Entries

Description

Single 1

Translates one IP address.
Consists of the following:
« One private IP address
« One public IP address

Translates a range of IP addresses.
Consists of the following:

Range Multiple « One starting private IP address

« One starting public IP address

« Multiple entries that are based on the range you specify

Consists of the following:

Network 1 « One starting private IP address
« One starting public IP address that is aligned on valid subnet boundaries

« Subnet mask

Translates all IP addresses within a subnet or portion of a subnet.
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EXAMPLE The following combination counts as 10 translation entries:

« Single translation for one device

« Range translation for eight devices

« Subnet translation for all devices on the subnet

Single and range translation types have a one-to-one relationship
between translations entries and addresses to be translated.
However, subnet translation allows you to save translation-entries
by having one translation-entry for many addresses.

VLAN Assignments

When configuring NAT, you can assign one or more VLANs to a NAT instance. When you assign
a VLAN to a NAT instance, the traffic that is associated with that VLAN is subject to the
configuration parameters of the NAT instance. Configuration parameters include whether
traffic is translated, fixed up, blocked, or passed through.

IMPORTANT  Changes to the native VLAN on a port that is assigned to a NAT
instance can break existing NAT configurations. If you change the
VLAN assigned to a port associated with a NAT instance, you must
reassign VLANs to that NAT instance.

Make sure all VLANs and Smartport roles are configured before NAT
configuration.

When assigning VLANs to a NAT instance, consider the following.

NAT supports both trunk ports and access ports.
NAT does not change VLAN tags.
You can assign a maximum of 128 VLANS to one or more instances.

You can assign the same VLAN to multiple instances as long as the VLAN is associated
with different ports. For example, you can assign VLAN Tto both instance A and instance
B. However, VLAN 1 must be associated with port Gil/1on instance A and port Gil/2 on
instance B.

By default, each instance is assigned to all VLANs on port Gil/1and no instances on port
Gil/2.

VLANs associated with a trunk port can or cannot be assigned to a NAT instance:

If a VLAN is assigned to a NAT instance, its traffic is subject to the configuration
parameters of the NAT instance.

If a VLAN is unassigned to a NAT instance, its traffic remains untranslated and is always
permitted to pass through the trunk port.
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Management Interface and VLANs

The management interface can be associated with a VLAN that is or is not assigned to a NAT
instance:

» Ifitsassociated VLAN is assigned to a NAT instance, the management interface resides
on the private subnet by default. To manage the switch from the private subnet, no
additional configuration is required. To manage the switch from the public subnet, you
must configure a
private-to-public translation.

+ Ifits associated VLAN is not assigned to a NAT instance, the traffic of the management
interface remains untranslated and is always permitted to pass through the port.

Traffic Permits and Fixups

While a NAT-configured port can translate many types of traffic, only unicast and broadcast
traffic are supported. You can choose to block or pass through the following unsupported
traffic types.

« Untranslated unicast traffic
o Multicast traffic
o |GMP traffic

Use caution when you configure traffic permits and fixups. We recommend that you use the
default settings. By default, all preceding traffic types are blocked.

Some traffic types must be fixed up to work properly with NAT because their packets contain
embedded IP addresses. The switch supports fixups for these traffic types:

«  Address Resolution Protocol (ARP)
« Internet Control Message Protocol (ICMP)

By default, fixups are enabled for both ARP and ICMP.
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Requirements and Restrictions

Before configuring NAT, know the following requirements and restrictions:

Available interfaces for NAT instances are Gil/1and Gil/2. For the Stratix 5800 switch,
both interfaces are SFP slots, and for the Stratix 5200 switch they are Combo ports.

Some NAT configurations can result in greater-than-expected traffic loads on both
private and public subnets. Also, unintended traffic can be visible. NAT is not a
substitute for a firewall. Make sure that your configuration is performance qualified
before use in a production environment.

Configure all Smartport roles and VLANs before creating NAT instances. If you change a
Smartport role or the native VLAN for a port that is associated with a NAT instance, you
must reassign VLANs to the NAT instance.

As a result of Layer 2 forwarding, current traffic sessions remain established until
manually disconnected. If you change an existing translation, you must manually
disconnect all associated traffic sessions before the new translation can take effect.

The switch can translate only IPv4 addresses.

The switch can have a maximum of 128 NAT instances and 128 translation entries
across all NAT ports. Note that a subnet translation counts as only one translation entry,
but includes translations for many devices.

Ports that are configured for NAT do net support the following across the NAT boundary due to
embedded IP addresses that are not fixed up, encrypted IP addresses, or reliance on multicast
traffic:

Traffic encryption and integrity-checking protocols incompatible with NAT, including
IPsec Transport mode (1756-EN2TSC module)

Applications that use dynamic session initiations, such as NetMeeting
File Transfer Protocol (FTP)

Microsoft® Distributed Component Object Model (DCOM), which is used in Open Platform
Communications (OPC)

Multicast traffic, including applications that use multicast, such as CIP Sync™
(IEEE1588) and ControlLogix redundancy
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Configure NAT via the WebUI

From the Configuration menu, choose L2NAT.

Configuration ¥ > Security ™ > L2NAT

+ Add # Associate Interfaces

instanceName v

Range

From the L2NAT page, you can add, edit, and delete NAT instances and associate NAT
instances with interfaces and VLANs:
» Toadd a NAT instance, proceed to page 143.

« Toedit a NAT instance, click the instance in the grid, modify the fields, and then click
Update & Apply to Device.

» To delete a NAT instance, check its associated checkbox in the grid, and then click
Delete.

» Toassociate a NAT instance with an interface and VLANs, proceed to page 146.

Add NAT Instances

1. From the L2 NAT page, click Add.
2. In the Name field, enter a unique name to identify the instance.

When editing a NAT instance, you cannot change this field.

3. On the Translations tab, define translations based on your application, and then click
Apply to Device.

For information about how to complete the Inside and Outside fields, refer to the
corresponding descriptions in Table 67 on page 144.

Application Required Translations

A private-to-public (inside) translation for each device in the private subnet that communicates on the public subnet.
a. From the Inside drop-down menu, choose a translation type, and then complete the fields to the right.
b. Click the plus sign (+) to add the translation to the grid.
- . c. Repeat these steps for each device that requires a translation entry.
Iéﬂ{grc ;ssrgﬁéadntigrg?guﬁ: ZLS?{)T Sasvglggg o lone gateway (outside) translation for the Layer 3 switch or router.
' figure 26 on page 16 a. From the Outside drop-down menu, choose a translation type, and then complete the fields to the right.
b. Check Gateway.
c. Click the plus sign (+) to add the translation to the grid.
d. Repeat these steps for to add the gateway translation to the grid.

A private-to-public (inside) translation for each device in the private subnet that communicates on the public subnet.
a. From the Inside drop-down menu, choose a translation type, and then complete the fields to the right.
b. Click the plus sign (+) to add the translation to the grid.
c. Repeat these steps to add the translation to the grid.
Traffic is routed through a Layer 2 switch, as d. Repeat these steps for each device that requires a translation entry.
shown in Figure 29 on page 139 A public-to-private (outside) translation for each device on the public subnet that communicates on the private subnet.
a. From the Outside drop-down menu, choose a translation type, and then complete the fields to the right.
b. Make sure that the Gateway checkbox is cleared, and then click the plus sign (+) to add the translation to the grid.
c. Repeat these steps to add the translation to the grid.
d. Repeat these steps for each device that requires a translation entry.
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Configure Nat Instance x

Name*
Translations Advanced
—
Inside Single v XXX, XXX, XXX XHX * XXX XK KKK XXX + | 2-128 XK XORKXHK XK +
Translation Type v, Private IP v, Public IP v Range v, Mask v
0
Qutside Single v 2004 X304, XOOK. IO * 200X XXX XK + | 2-128 JOOKIOOK IR XK Gateway +
Translation Type ~  Public IP ~  Private IP ~  Range ~  Mask ~  Gateway ~

0

Table 67 - Configure NAT Instance Grids—Translations Tab

Field | Description
Inside (private-to-public translations)
The type of translation:

« Single—Translates one private address to one public address.
« Network—Translates all or a portion of the addresses in the private subnet to addresses on the public subnet.
« Range—Translates many sequential private addresses to many sequential public addresses.

For single translation types, this is the existing address for the device on the private subnet.

Private IP For network translation types, this is the network address for the private subnet. This address must correspond to the size
of the subnet mask to translate. See Table 68.

For range translation types, this is the first address in the range of sequential addresses.

For single translation types, this is the unique public address to represent the device.

Public IP For network translation types, this is the network address for the public subnet. This address must correspond to the size of
the subnet mask to translate. See Table 68.

For range translation types, this is the first address in the range of sequential addresses.

(Applies only to Range translation types). The number of addresses to translate.

Translation Type

Range IMPORTANT: Each address in the range counts as one translation entry. The switch supports a maximum of 128 translation
entries.
Mask (Applies only to Network translation types). The subnet mask for the addresses to translate.

Outside (public-to-private translations)

The type of translation:

« Single—Translates one public address to one private address.

« Network—Translates all or a portion of the addresses in the public subnet to addresses on the private subnet.
« Range—Translates many sequential public addresses to many sequential private addresses.

For single translation types, this is the unique public address to represent the device.

Public IP For network translation types, this is the network address for the public subnet. This address must correspond to the size of
the subnet mask to translate. See Table 68.

For range translation types, this is the first address in the range of sequential addresses.

For single translation types, this is the existing address for the device on the private subnet.

Private IP For network translation types, this is the network address for the private subnet. This address must correspond to the size
of the subnet mask to translate. See Table 68.

For range translation types, this is the first address in the range of sequential addresses.

Translation Type
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Table 67 - Configure NAT Instance Grids—Translations Tab (Continued)

Field

Description

Range

(Applies only to Range translation types). The number of addresses to translate.
IMPORTANT: Each address in the range counts as one translation entry. The switch supports a maximum of 128 translation
entries.

Mask

(Applies only to Network translation types). The subnet mask for the addresses to translate.

Gateway

Indicates whether the translation is a gateway translation. A gateway translation enables devices on the public subnet to
communicate with devices on different VLANs on the private subnet.

Valid values:

« true

» false

Table 68 - Subnet Mask Starting Address

Subnet Mask Subnet Address

T

22050 E?&\ﬁﬁggtﬁtgrznre%fgdoqugzoo10

ZR250.255.128 E?&ﬁﬁggt%?f;&fgdoqugzﬂrsgazfus 10.200.10 or 10.200.1128

S T T

285.256.256.224 EXAMPLES: 50168132 01 000037 o o o o0 120,100, 22

955955 755940 The last octet must end in one of the following: 0, 16, 32, 48, 6%, 80, 96, T12, 128, 14, 160, 176, 192, 208, 224, 240.

EXAMPLES: 192.168.1.16 or 10.200.1.16

4, To configure traffic permits and packet fixups, click the Advanced tab, configure the
fields as described in Table 69, and then click Apply to Device.

Configure Nat Instance

Name*®

Translations Advanced
PERMIT
All 0O IN O ouT 0
IGMP 0O IN ] out (]
Mulicast — (J IN O ouT O
Unmatched (O IN O ouT O
None O
FIXUP
All
ARP
ICMP
None O

13

Apply to Device
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Table 69 - Configure NAT Instance—Advanced Tab

Field Description
« Only unicast traffic is subject to translation. All unmatched, multicast, and IGMP packets are dropped by default. Check the All check box to
PERMIT permit unmatched traffic and traffic types that are not configured to be translated. Check the None check box to drop unmatched, multicast,
and IGMP packets.
Protocols, such as ARP and ICMP, do not work transparently across the NAT boundary. By default, these protocols are fixed up to support
translations.
Specify whether to enable or disable fixups for protocol packets:
FIXUP « All-Check to enable fixups for all protocol packets.
« ARP - The number of packets handled with ARP Fixup to change dynamic ARP entries into static entries in the NAT instance.
« ICMP - The number of packets handled with the ICMP Fixup to change dynamic ICMP entries into static entries in the NAT instance.
« None—Check to disable fixups for all protocol packets.
Associate NAT Instances with Interfaces and VLANs
1. From the L2 NAT page, click Associate Interfaces.
2. From the Interfaces drop-down menu, choose the NAT instance to associate with
interfaces and VLANs.
3. Inthe list of available interfaces, select GigabitEthernet1/1 or GigabitEthernetl/2.
On the right, specify the VLANs to associate with the NAT instance, and then click Apply
to Device.
Field Description
VLAN IDs Enter one VLAN ID or a range of VLAN IDs, such as 2, 4, or 6...10.
Native VLAN ID Displays the native VLAN for the selected interface.
Associated Instances | Instances that specify the address translations.
Associate Interfaces *®
Instances None -
Click on an Interface from the Available Interfaces to get and set the instance VLANs
Available Interfaces  Search Q] GigabitEthernat1/1 VLAN Details
(8 GigabitEthernet1/1 L i
(e.q., 2,4,6-10)
(] GigabitEthernet1/2
i Native VLAN ID 1
Associated None
Instances
B - up @ - down B - administratively down
4 »
D Cancel ‘ Apply to Device
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Configure NAT via the Logix Designer Application

In the navigation pane, click NAT.

- General®

- Connection

- Module Info

- Fault/Program Action
Switch Configuration
Switch Status

- Pott Configuration

-~ PoE

- Smartports and VLANs

- Port Security

- Port Status
DHCP Pools
DHCP Address Assignment
Time Sync Configuration

- Time Sync Information

- NTP Client

-

- BtherChannels
Parallel Redundancy Protocol (

Channel Group 1
Channel Group 2

5D Flash Sync

- Save/Restore

< >

Status: Running

NAT

Network Address Translation [NAT] Instance(s):

Instance Name:

GilH VLANS

G2 VLAN'S

Delete |

Edit | Diagnostics

Global Diagnostics:

Mew Instance...

>

Current Active Translations:
Total Translations:
Total Translated Fackets

Total Untranslated Packets:

o o oo

Befresh Communication

Set

Cancel

Apply

Help
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On the NAT view, you can add, edit, delete, and monitor NAT instances:

To add a NAT instance, click New Instance, and then proceed to page 148.
To edit a NAT instance, click the Ellipses icon in the Edit column, modify the fields, and

then click Close.

To delete a NAT instance, click the Trash icon in the Delete column.

To monitor NAT statistics, see page 304.
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Add NAT Instances
1. From the NAT view, click New Instance to display the New Instance dialog box.
rNAT Instance: NewTabIe' TR R g‘
ﬂ_ General r Public to Private r Advanced I ﬂ
Name:  NAT1 VLAN Assodation
. . . Gi/1
Private to Public NAT Table:
Provide Private subnet devices unique IP addresses on the Public subnet,
_I Private Public Subnet Mask Delete
i 5 192.1.0.0 10.0.0.0 i
& =D
Gi1f2
(O 1]
Gateway Translation:
Public:
P ! ' ! Refresh Communication -

2. In the Name field, type a unique name to identify the instance.

The instance name cannot include spaces or exceed 32 characters.

3. Inthe VLAN Association area, check the checkbox next to each VLAN to assign to the
instance.
For more information about VLAN assignments, see page 140.

Define translations based on your application as described in Table 70.
5. To configure traffic permits and packet fixups for the instance, see page 152.
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6. Click Set.

New Entry—Private to Public Translation New Entry—Public to Private Translation

-

Mw New Entry [.&.J‘

Starting Private IP Address:

Starting Public IP Address:

Range:

Effective Private Addresses:

Effective Public Addresses:

New Entry
Provide "Private” subnet devices unigue IF addresses on the "Public”™ Provide "Public™ subnet devices unigue IP addresses on the Private™
subnet. subnet.
Mumber of Entries Available: 128 MNumber of Entries Available: 127

Type of Entry: Type of Entry:

Subnet Mask: 255.255.

oK ] [ Cancel

Starting Public IP Address: .0 .0 .0
Starting Private IP Address: 92 .0 .0 .0
Range: 1
255 o] Subnet Mask: 255.255. 255 1]
Effective Public Addresses: 10,0.0.0
Effective Private Addresses: 152.0.0.0
] [ Help E OK. q ’ Cancel ] [ Help

Table 70 - Translations Required by Application

Application

Required Translations

Traffic is routed through a Layer 3 switch or
router, as shown in Figure 28 on page 138

A private-to-public (inside) translation for each device in the private subnet that communicates on the public
subnet.
a. On the General tab, click New Entry.
b. Do one of the following:
- To translate one address for a device on the private subnet that communicates on the public subnet, see
Table 71.
- To translate a range of addresses for devices on the private subnet that communicates on the public
subnet, see Table 72.
- To translate all addresses in the private subnet or a portion of the private subnet, see Table 73.
c. Click OK.
One gateway (outside) translation for the Layer 3 switch or router.
a. In the Gateway Translations Public field, enter the default gateway address of the Layer 3 switch or router
that is connected to the uplink port of the switch.
b. In the Gateway Translations Private field, enter a unique IP address to represent the Layer 3 switch or
router on the private network.
c. Click OK.

Traffic is routed through a Layer 2 switch, as
shown in Figure 29 on page 139

A private-to-public (inside) translation for each device in the private subnet that communicates on the public
subnet.
a. On the General tab, click New Entry.
b. Do one of the following:
- To translate one address for a device on the private subnet that communicates on the public subnet, see
Table 71.
- To translate a range of addresses for devices on the private subnet that communicates on the public
subnet, see Table 72.
- To translate all addresses in the private subnet or a portion of the private subnet, see Table 73.
A public-to-private (outside) translation for each device on the public subnet that communicates on the private
subnet.
a. Click the Public to Private tab.
b. Click New Entry.
c. Do one of the following:
- To translate one address for a device on the public subnet that communicates on the private subnet, see
Table 74.
- To translate a range of addresses for devices on the public subnet that communicates on the private
subnet, see Table 75.
- To translate all addresses on the public subnet or a portion of the public subnet that communicates on the
private subnet, see Table 76.
d. Click OK.
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Table 71 - Single Translation-Private to Public Translation

Field

Description

Type of Entry

Chaose Single. Single is the default value.

Starting Private IP Address

Type the existing address for the device on the private subnet.

Starting Public IP Address

Type a unique public address to represent the device.

Effective Private Addresses

Displays the existing address for the device on the private subnet that is configured for translation.
If blank, verify that the values in the preceding fields are valid.

Effective Public Addresses

Displays the unique public address to represent the device.
If blank, verify that the values in the preceding fields are valid.

Table 72 - Range Translation-Privat

e to Public Translation

Field

Description

Type of Entry

Choose Range.

Starting Private P Address

Type the existing starting address for the device on the private subnet.

Starting Public IP Address

Type a unique, starting public address to represent the device.

Range

Type the number of addresses to include in the range.

Valid values: 2...128

Default value =1

IMPORTANT: Each address in the range counts as one translation entry. The switch supports a maximum of 128
translation entries.

Effective Private Addresses

Displays the range of existing addresses for devices on the private subnet that are configured for translation.
If blank, verify that the values in the preceding fields are valid.

Effective Public Addresses

Displays the range of unique public addresses to represent the devices.
If blank, verify that the values in the preceding fields are valid.

Table 73 - Network Translation—Priv

ate to Public Translation

Field Description
Type of Entry Choose Subnet.
Starting Private IP Address Type the existing starting address for a device on the private subnet. This address must correspond to the size of the subnet

mask to translate. See Table 77.

Starting Public IP Address

Type a unique, starting public address to represent the devices. This address must correspond to the size of the subnet mask to
translate. See Table 77.

* 2552550

Subnet Mask

Choose the subnet mask for the addresses to translate.
Valid values:

0

255.255.255.0

255.255.255.128 (provides 128 addresses per translation entry
255.255.255.192 (provides 64 addresses per translation entry
255.255.255.224 (provides 32 addresses per translation entry
255.255.255.240 (provides 16 addresses per translation entry)

Displays the

Effective Private Addresses If blank, veri

range of existing addresses for devices on the private subnet that are configured for translation.
fy that the values in the preceding fields are valid.

Displays the

Effective Public Addresses If blank, veri

range of unique public addresses to represent the devices.
fy that the values in the preceding fields are valid.

Table 74 - Single Translation—Public

to Private Translation

Field

Description

Type of Entry

Choose Single. Single is the default value.

Starting Public IP Address

Type the existing address for the device on the public subnet.

Starting Private IP Address

Type a unique private address to represent the device.

Effective Public Addresses Disp

lays the existing address for the device on the public subnet that is configured for translation.

If blank, verify that the values in the preceding fields are valid.

Effective Private Addresses Disp

lays the unique private address to represent the device.

If blank, verify that the values in the preceding fields are valid.
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Table 75 - Range Translation—Public to Private Translation

Field

Description

Type of Entry

Choose Range.

Starting Public IP Address

Type the existing starting address for the device on the public subnet.

Starting Private IP Address

Type a unique, starting private address to represent the devices.

Range

Type the number of addresses to include in the range.

Valid values: 2...128

Default value =1

IMPORTANT: Each address in the range counts as one translation entry. The switch supports a maximum of 128 translation
entries.

Effective Public Addresses

Displays the range of existing addresses for devices on the public subnet that are configured for translation.
If blank, verify that the values in the preceding fields are valid.

Effective Private Addresses

Displays the range of unique private addresses to represent the devices.
If blank, verify that the values in the preceding fields are valid.

Table 76 - Network Translation—Public to Private Translation

Field

Description

Type of Entry

Choose Subnet.

Starting Public IP Address

Type the existing starting address for a device on the public subnet. This address must correspond to the size of the subnet mask
to translate. See Table 77.

Starting Private IP Address

Type a unique, starting private address to represent the devices. This address must correspond to the size of the subnet mask to
translate. See Table 77.

Subnet Mask

Choose the subnet mask for the addresses to translate.
Valid values:

» 255.255.00

» 255.255.255.0

255.255.255.128 (provides 128 addresses per translation entry
255.255.255.192 (provides 64 addresses per translation entry
255.255.255.224 (provides 32 addresses per translation entry
255.255.255.240 (provides 16 addresses per translation entry)

Effective Public Addresses

Displays the range of existing addresses for devices on the public subnet that are configured for translation.
If blank, verify that the values in the preceding fields are valid.

Effective Private Addresses

Displays the range of unique private addresses to represent the devices.
If blank, verify that the values in the preceding fields are valid.

Table 77 - Subnet Mask Starting Address

Subnet Mask Subnet Address

256.256.00 EXAMPLES, 142 168,00 or 10 2000

255.255.255.0 EXAMPLES: 16010810 o1 1020010,

255.255.255.128 EXAMPLES: 605810 ot G0 661128 1020010 or 102001128
T

Tt et it o o 0.0 00 2

255 255 756 240 The last octet must end in one of the following: 0, 16, 52, 48, 64, 80, 96, T2, 128, 144, 160, 176, 192, 208, 224, 240.

EXAMPLES: 192.168.1.16 or 10.200.1.16
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Configure Traffic Permits and Fixups
1. From the NAT Instance view, click the Advanced tab.

r o R R B
NAT Instance: Mew Table u
ﬂ General r Public to Pri\ratE/V Advanced 1 ﬂ
Traffic Permits Incoming Qutgoing
Non-Translated Addresses Blocked x Blocked ||
Multicast Blocked - Blocked -
IGMP Blocked |w| Blocked |
|
|
Fix-up Packets:
ARP
i ICMP

Refresh Communication «

2. Inthe Traffic Permits table, choose one of these options for unsupported incoming and
outgoing packets:

« Pass-Through—Permit the packets to pass across the NAT boundary.
« Blocked—Drop the packets.

3. Inthe Fix-up Packets area, check or clear the checkboxes to enable or disable protocol
fixups for ARP and ICMP.

By default, fixups are enabled for both ARP and ICMP.
4, Click Set.
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Open Shortest Path First
(OSPF) Routing Protocol
(Stratix 5800 Switch Only)

Configuration ¥ > Routing Protocols ™ > OSPF

+ Add

OSPF is a standards-based routing protocol that uses the Shortest Path First (SPF) algorithm to
determine the best route to its destination. Each router in an OSPF area contains an identical
link-state database, which is a list of each of the router usable interfaces and reachable
neighbors.

IMPORTANT  OSPF is available only on select modular switch models. For
supported catalog numbers, see Table 1on page 15.

Create an OSPF Route via the WebUI

From the Configuration menu, choose OSPF.

Process 1D ~  Version v Type ~ Router ID ~ VRF Name
0 50 «
From the OSPF page, you can add, edit, and delete OSPF routes:
« Toadd a route, click Add, complete the fields as described in Table 78 for OSPF or
Table 79 for OSPFv3, and then click Apply to Device.
» Toedit aroute, click the route in the grid, modify the fields, and then click Update &
Apply to Device.
» Todelete a route, check its associated checkbox in the grid, and then click Delete.
(®) Basic () Advanced
Router* OSPF v
Process ID* 1-65535
Router ID* YOO 300K XO0K. XK
VRF m)

= Apply to Device
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Table 78 - Add Route—0SPF

Field Description
Click to determine the level of configuration:
Basic or Advanced |- Basic—The page displays only basic configuration fields. Basic is the default value.
« Advanced—The page displays both basic and advanced configuration fields.
Basic Settings
Router Choose OSPF.
Enter a unique pracess ID to enable other routers to identify the OSPF routing process of
Process ID :
this router.
Router ID Enter a unique router ID for the OSPF process.
BFD Disabled by default.
VRF ((Stratix 5800 To create a virtual routing and forwarding (VRF) interface for the OSPF process, check the
Switch Only) VRF checkbox, and then enter a name to identify the VRF interface.
Advanced Settings
1. In the IP Address field, enter the IP address of the destination network for this route.
2. In the Wildcard field, enter the subnet mask that is used on that network.
Network 3. In the Area field, enter the OSPF area number for the network. Each router in a

particular OSPF area maintains a topological database for that area.
4. Click + to add the network information to the grid.

8 Basic ) Advanced

OSPFy3 v

® 1PV L IPVE L IPVASIPVE

Table 79 - Add Route—0SPFv3

Field Description
Click to determine the level of configuration:
Basic or Advanced |° \Eligliig—The page displays only basic configuration fields. Basic is the default
« Advanced—The page displays both basic and advanced configuration fields.
Basic Settings
Router Enter a unique process ID to enable other routers to identify the OSPFv3 routing
process of this router.
Process ID Enter a unique router ID for the OSPFv3 process.
Router ID 1. Enter a unique router ID for the OSPFV3 process.
2. Choose IPV4, IPVG, or IPV4/IPV6.
Address Family
A VRF must be created based on type (IPv4, IPv6, and IPv4/IPv6) if none is available
VRF (Stratix 5800 in the device. Otherwise, the VRF option is not selectable.
Switch Only) Check VRF to specify an OSPF VPN routing and forwarding (VRF) instance, and then

enter the VRF name.
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Parallel Redundancy
Protocol (PRP)

Table 79 - Add Route—0SPFv3

Field Description
Router ID Enter the IP address of the router associated with the OSPFv3 route.
Advanced Settings

1. Inthe Area field, enter the OSPF area number for the network. Each routerina
particular OSPF area maintains a topological database for that area.

Area 2. Choose Stub. Stub areas are areas into which information on external routes is

not sent.
3. Click + to add the area information to the table.

PRP is defined in international standard IEC 62439-3 and provides high-availability in Ethernet
networks. PRP technology creates seamless redundancy by sending duplicate frames to two
independent network infrastructures, which are known as LAN A and LAN B.

A PRP network includes the following components.

Component

Description

LAN-A interfaces (Gil/1 & Gil/3)

LAN-B interfaces (Gil/2 & Gil/4)

Redundant, active Ethernet networks that operate in parallel.

Double attached node (DAN)

An end device with PRP technology that connects to both LAN A and LAN B.

Single attached node (SAN)

An end device without PRP technology that connects to either LAN A or LAN B.
A SAN does not have PRP redundancy.

Redundancy box (RedBox)

A switch with PRP technology that connects devices without PRP technology to
both LAN A and LAN B.

Virtual double attached node
(VDAN)

An end device without PRP technology that connects to both LAN A and LAN B
through a RedBox.
A VDAN has PRP redundancy and appears to other nodes in the network as a DAN.

Infrastructure switch

A switch that connects to either LAN A or LAN B and is not configured as a RedBox.

For more information about PRP, see the EtherNet/IP Parallel Redundancy Protocol Application
Technique, publication ENET-ATOQE.

IMPORTANT  PRP is available only on select modular switch models. For supported
catalog numbers, see Table 10n page 15.

Figure 30 illustrates the Stratix 5800 switch as RedBox.

IMPORTANT  Before connecting the cables between devices in a PRP system,
complete the configuration of the devices.
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Figure 30 - PRP Topology with Stratix 5800 Switch as RedBox

1756-EN2TP Module as DAN Stratix 5800 Switch

\l, as RedBox
o = 1/0 as VDAN

HMI as SAN

RedBox PRP Channel Groups

For RedBox functionality, Stratix 5200 (Advanced 5200 PIDs) and 5800 switches have
designated ports for PRP channel groups. A PRP channel or channel group is a logical interface
that aggregates two Gigabit Ethernet interfaces (access, trunk, or routed) into one link. In the
channel group, the lower numbered Gigabit Ethernet member port is the primary port and
connects to LAN A. The higher numbered port is the secondary port and connects to LAN B. The
PRP channel remains up as long as at least one of these member ports remains up and sends
traffic. When both member ports are down, the channel is down. The total number of
supported PRP channel groups is 1 per switch for the Stratix 5200 switch and 2 per switch for
the Stratix 5800 switch.

There are two pairs of port that can be used for channel group 1:

« Gil/TLANAand Gil/2 LAN B
«  Gil/3LAN A and Gil/4 LAN B (Stratix 5800 Switch Only)

Channel 2 can only be configured on a 1783-MMX8EA, 1783-MMX8SA, or
1783-MMX8TA expansion module. The only two ports that can be used are
Gi2/1LAN A and Gi2/2 LAN B.
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Traffic and Supervisory Frames

Traffic that egresses the RedBox PRP channel group can be destined to either SANs connected
only on either LAN A or LAN B or to DANs. To avoid duplication of packets for SANs, the switch
learns source MAC IDs from supervisory frames for DAN entries and non-PRP frames for SAN
entries. Learned MAC IDs are maintained in the Node table. When forwarding packets out of the
PRP channel to SAN MAC IDs, the switch looks up the entry and determines which LAN to send
to rather than duplicating the packet.

A RedBox with VDANs sends supervisory frames on behalf of those VDANS. For traffic entering
on all other ports and exiting PRP channel ports, the switch learns source MAC IDs, adds them
to the VDAN table, and starts sending supervisory frames for these addresses. Learned VDAN

entries are subject to aging.

All Allen-Bradley products with PRP technology support supervisory frames. If your PRP system
includes a device that does not support supervisory frames, the switch identifies the device as
a DAN, even if it is a SAN or VDAN. In this scenario, we recommend that you manually add the
device to the Node or VDAN table, so the switch can correctly identify the device as a DAN, SAN,
or VDAN and manage traffic appropriately.

Node and VDAN Limitations

When you configure nodes and VDANSs, be aware of the following limitations:

« The switch supports a maximum of 512 SAN and DAN entries in the Node table.

« Hash collisions can limit the number of MAC IDs. If the Node table is out of resources for
learning a MAC ID from a node, the switch treats that node as a DAN by default.

«  After restarting and before any MAC ID is learned, the switch temporarily treats an
unlearned node as a DAN and duplicates the egress packets until an ingress packet or
supervisory frame is received from the node to populate an entry into the Node table.

«  The switch supports a maximum of 512 VDAN entries in the VDAN table. If the VDAN table
is full, the switch cannot send supervisory frames for new VDANS.

Configuration Considerations

For requirements related to the following features, see the EtherNet/IP Parallel Redundancy
Protocol Application Technique, publication ENET-ATOQ6:

+ Device IP addresses

» Frame sizes

«  Spanning Tree Protocol (STP)

» Multicast traffic and IGMP querier

«  CIP Sync time synchronization (Precision Time Protocol)
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Configure a Switch as a RedBox via the WebUI

From the Configuration menu, choose PRP.

Figure 31 - Stratix 5200 PRP Configuration

Channel Group Nmbar

< r PRP

i Momber Ports I Channel Swatus I VDN MAC Addross  Node MAC Address

Figure 32 - Stratix 5800 PRP Configuration

@ Allen-Bradley ‘!1%3-MMS10EAR

Channel Group Number

158

¢ Member Ports i Channel Status i VDAN MAC Address i Node MAC Address

From the PRP page, you can add, edit, and delete channel groups and clear dynamic VDAN and
Node table entries:

To add a channel group, click Add, complete the fields as described in Table 80, and
then click Apply to Device.

To edit a channel group, click the channel in the grid, modify the fields, and then click
Update & Apply to Device.

If you have an advanced expansion module, you can add a second channel group
(Stratix 5800 Switch Only).

To delete a channel group, check its associated checkbox in the grid, and then click
Delete.

To clear all dynamic entries from the VDAN and Node tables, check the associated
checkbox for one or both channels in the grid, and then click Clear. On the dialog box
that appears, select whether to clear entries from the VDAN table, Node table, or to
clear all entries, and then click Save & Apply to Device.
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Figure 33 - PRP Configuration

Configure PRP X

PRP Channel
Channel Group Number* L v |
Port 1* v
Port 2* v
IGMP General Query™ (Applicable during LAN recovery only)
Admin Status* up n
Description FRE Channel (1-200 Characters)
Switchport Mode™ | access v
Access Vian 3880 v
VDAN
VDAN MAC Address [+] (48 bit redbox MAC address)
= O
Node
MNode MAC Address ‘ H.HH ‘ © (48 bit redbox MAC address)
Node | DAN v
n ]
v

Supervision Frame Option

MAC DA ‘ 1-255 ‘
VLAN ID ‘ 0-4095 ‘
VLAN-COS ‘ 1-7 ‘

= Apply to Device
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Figure 34 - PRP Configuration (Stratix 5800 Only)

VLAN-Tagged

VLAN Aware

VLAN Aware Reject Untagged

VLAN Aware Allowed VLAN

Table 80 - Configure PRP
Field | Description
PRP Channel

Channel Group Number"

Choose an available channel group number.
Valid values: 1or 2 (Channel group 2 can only be configured on a 1783-MMX8EA or 1783-MMX8SA expansion module.

There are two pairs of port than can be used for channel group 1:
« Option 1: Gil/1

Port] » Option 2: 6il/3 (Stratix 5800 Switch Only)
Channel 2 can only be configured on a 1783-MMX8EA or 1783-MMX8SA expansion module. The fixed port is Gi2/1
(System-generated). Displays the port assignment for LAN B:
« Channel Group 1

Port 2 - Option 1: Gi1/2

- Option 2: Gil/4 (Stratix 5800 Switch Only)
« Channel 2 can only be configured on a 1783-MMX8EA or 1783-MMX8SA expansion module. The fixed port is Gi2/2.

IGMP General Query

Click whether to enable or disable the RedBox from sending general query packets for PRP LAN recovery. If a PRP LAN is

information.
By default, general queries are disabled.

down, a querier update is triggered for faster multicast reconvergence. General queries collect multicast group membership

Admin Status

Click whether to activate the switch ports in the channel group:
« Up—The ports are active.
« Down—The ports are inactive.

Description

Enter a description for the channel group. The description can contain a maximum of 200 characters.

Administrative Mode

Choose one of the following mades for the PRP channel group:
« access—The channel group carries traffic for one VLAN.
« trunk—The channel group carries traffic for multiple VLANS.

« routed—Layer 32

Access VLAN

(Access mode only). Choose the VLAN to which the PRP channel group belongs.
Default value: 1

Mlowed VLAN

(Trunk mode only). Click one of these options to specify the VLANs to transmit traffic from this channel group in tagged

format:

« All—Click to allow all VLANs to transmit traffic from this channel group.

« Vlan IDs—Click to allow only the VLANSs you specify to transmit traffic from this channel group. Enter each VLAN ID
separated by a comma or use a dash for ranges, such as 15,7-12,17.

Native VLAN

(Trunk mode only). Choose the VLAN to send and receive untagged traffic on the trunk port.
Default value: 1

IP Assignment Mode?)

(Routed mode only). Click one of these options to specify the IP address of this PRP channel group.
« No IP Address—Do not assign an IP address.

« Static—Manually assign a static IP address. Enter the IP address and the subnet mask.

« DHCP—Allow a DHCP server to assign an IP address automatically.

VDAN-Add static entries to the VDAN table.

VDAN MAC Address

Enter the MAC ID of the VDAN to add, and then click the plus (+) sign. To delete a VDAN, click the minus (-) sign.

Node—Add static entries to the Node table.

Node MAC Address Enter the MAC ID of the DAN or SAD to add, and then click the plus (+) sign. To delete a DAN or SAN, click the minus (-) sign.
Choose the type of PRP node:
Node + DAN—Double attached node.

+ LAN-A(SAN-A)-Single attached node on LAN A.
« LAN-B(SAN-B)-Single attached node on LAN B.

Supervision Frame Option

MAC DA

« Specify the last 8 bits of the supervision frame MAC DA.
« Value: 1...255
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Table 80 - Configure PRP (Continued)

Field Description
VLAN 1D « Set the VLAN D to be used in VLAN tags for supervision frames.

» Value 0...4095

« Enter the Class of Service (COS) value to be set in the VLAN tag of the supervision frames.
VLAN-COS . Value: 1.7

VLAN-Tagged?)

Enable the toggle button to allow supervision frames to be tagged with VLAN IDs.

VLAN-Awarel?)

Enable the toggle button to turn on the VLAN awareness feature which ensures supervision frames are sent with tags
matching the VLAN of the associated VDAN.

VLAN Aware Reject Untagqedm

Enable the toggle button to reject untagged supervision frames from being displayed in the node table.

VLAN Aware Allowed VLAN(?

Specify the VLANs to be recorded in the node table.

(1) Only 1channel for the Stratix 5200 switch.

(2) Only for the Stratix 5800 switch.

Port Security

You can configure port security based on the MAC ID of the switch. A MAC ID is a unique
address that is assigned to each Ethernet-capable device. Switches can enforce
communication either dynamically or statically per MAC ID:

»  With dynamic port security, a switch port communicates with some number of devices.
The port tracks only the number of devices rather than the MAC IDs of those devices.

» Static port security adds devices to the port security table on a per MAC ID basis. With
static dynamic port security, only devices with the MAC IDs in the security table are able
to communicate on that port.

Configure Port Security via the WebUI

In the WebUI, you can configure port security in the advanced settings for Ethernet ports.
See Advanced Port Configuration on page 89.
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Configure Port Security via the Logix Designer Application

In the navigation pane, click Port Security.

- General Port Security
- Connection
- Module Info
- Fault/Program Action Port Enable AT EERD
) ) y Allowed Dynamic Static
Switch Corfiguration T 5 0
- Switch Status iR = 3 0
- Port Corfiguration oI = 3 o
PoE Gill B 0 0
- Smartports and VLANs GiE = 3 0
Gille 1 8 0
- Port Status Gt = 0 0
- DHCF Poals e = 3 0
- DHCP Address Assignment =0 — G :
- Time Sync Corfiguration G0 = 0 0
- Time Syne Information —
- NTP Client
- BtherChannels
- 50 Flash Sync
- Save/Restore
Refresh Communication Set b
Status: Running Apply Help
Table 81 - Port Security
Field Description
Port Displays the port type and number.
Enable To enable or disable port security on a port, check or clear its associated checkbox on the grid.
The number of supported dynamic or static MAC IDs.
« Allowed-1...80.
MAC Addr « Dynamic—The number of dynamically defined MAC IDs (devices) currently connected to the port.
esses 3 ; . -
« Static—The number of statically defined MAC IDs (devices).
This number must be greater than the sum of the numbers in the Dynamic and Static fields for a port. To set the number to less,
disconnect the devices and let their entries in the port security table time out.
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Quality of Service (0oS)

0oS determines how packets are marked, classified, and treated. Allen-Bradley EtherNet/IP™
devices prioritize traffic internally. QoS implementations at the switch level add another level
of prioritization. QoS does not increase bandwidth—QoS gives preferential treatment to some
network traffic at the expense of others. For more information about (oS, see the Ethernet
Reference Manual, publication ENET-RM002.

QoS is supported on both Layer 2 and Layer 3 interfaces.

Auto QoS Macros

Table 82 describes (oS macros available on the switch. You can apply a QoS macro when you
enable the Auto QoS feature via the WebUlI for the switch.

Table 82 - QoS Macros

Macro

Description

classify police

Automatically configures QoS policing for untrusted devices within a JoS domain.

Automatically configures QoS classification for untrusted devices within a 0oS

classify domain.

trust cos Trusts the CoS packet classification.

trust dscp Trusts the Differentiated Services Code Point (DSCP) packet classification.

trust Automatically configures QoS classification for trusted devices within a QoS
domain.

video cts Specifies a port that is connected to a TelePresence System and automatically

configures QoS for video.

video ip-camera

Specifies a port that is connected to an IP camera and automatically configures
QoS for video.

video media-player

Specifies a port that is connected to a CDP-capable digital media player and
automatically configures QoS for video.

voip phone

Specifies a port that is connected to an IP phone, and automatically configures QoS
for VoIP. The QoS labels of incoming packets are trusted only when the telephone is
detected.

voip softphone

Specifies a port that is connected to a device running SoftPhone, and automatically
configures QoS for VolIP.

voip trust

Specifies a port that is connected to a trusted device, and automatically configures
QoS for VoIP. The QoS labels of incoming packets are trusted. For nonrouted ports,
the CoS value of the incoming packet is trusted. For routed ports, the DSCP value of
the incoming packet is trusted.
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Configure QoS via the WebUI

You can use standard (oS, or you can use Auto QoS to simplify the deployment of QoS features.
Auto QoS determines the network design and enables QoS configurations so that the switch
can prioritize different traffic flows.

You can enable or disable Auto QoS on a per-port basis in the advanced settings for Ethernet
ports. See Advanced Port Configuration on page 89.

From the Configuration menu, choose (oS.

QoS - Policy

+ Add

Policy Name + Associated Class-Maps «  Associated Interfaces/Profiles 3

Policymap-Output-Wireless  class-defoult, class-0, class-1, class-2 Mot Assigned

Vaoice-Map

Uutput-accesspoint

Balicymap-Output-Default

PTP-Event-Priority

CIP-PTP-Traffic

voip-data, voip-cantral

class-detault, class-0, class- 1, class-2

class-default, class-0, class-1, class-2

class-default, class-0, class- 1, class-2

CIP-Implicit_dscp_55, CIP-Implicit_dscp_47, CIP-Implicit_dscp_43, CIP-
Imphicit_dscp_any, CIP-Other, 1588-PTP-Event, 1588-PTP-General

Not Assigned
Net Assigned

GigabitEthernet1/ 1=
GigabitEthermet1/a=—+
GigabitFthernet 1 /7=
Gigabitkthernet2/1="
GigabitFthernetz/4—+

Gigabitbthernet2/7=* ,

, GigabitEthernet1/2=+ ,
. GigabitEthernet1 /5= |
, GigahitFthernet 1 /8= |
, GigabitEthernet2/2=* ,
, GigabitFthermer2 /5= |
GigabitEthernet2/6=+ ,
GigabitEthernet2/10=* | GigabitEthernet2/11=* | GigabitEthernet2/12—+ |
GigabitFthernet2/ 13— , GigahitEthernet2/ 14—+ | GigabitFthemer2/ 15—

Gigabittthernet1/3= |
GigabitEthernet1/e—* |
GigahitFthernet 1/g=—+ |
GigabitEthernet2/3=* ,
GigabitFthernat2/6—+ |
GigabitEthernet2/a— ,

GigabitEthernet2/16=* , GigabitEthernet1/10~*

Net Assigned

Gigabitbthernet 1/ 1%
GigabitEthernet1/a+—
GigabitEthernet 1 /74—
GigabitEthernet2/1 %=
GigabitEthernet2/44+—
GigahitEthernet2/ 74—

, GigabitEthernet1/2%=
. GigobitEthemet /54—
, GigahitEthernet | /R4+—
, GigabitEthemnet2/2 %=
. GigabnEthemet2/5+—
. GigabitEthermet2/a%+—

. GigabtEthernet1/3%=
. GigabitEthermet /54— |
. GigabitEthernet 1 /9% |
. GigabitEthernet2/3%= ,
. GigabitEthernet2/6+— |

. GigahitEthernet2/a%= |
Gigabittthernet2/10%= | GigabitEthernet2/11% , GigabitEthemet2/124=
. GigabitEthermet2/ 124 | GigobitEthemet2/14%=  GigabitEthernet2/15%
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From the QoS page, you can add, edit, and delete QoS policies:

« Toadd a policy, click Add, complete the fields as described in Table 83, and then click
Save & Apply to Device.

« Toedit a policy, click the policy in the grid, modify the fields, and then click Update &
Apply to Device.

» Todelete a policy, check its associated checkbox in the grid, and then click Delete.

Add QoS x

Policy Name* -

Description

Match Y Match Y Mark Y Mark Y Police Value Y AVC/User b

Type Value Type Value (kbps) Drop Y Defined Actions Y
0 | 26

+ Add Class-Maps

Class Default
Mark None =

Police(kbps) 64 - 10000000

ected Int

Available (19) Selected (0)
Interfaces Interfaces Ingress Egress (1)
:) 3 GigabitEthernet1/1 -

Table 83 - Add QoS

Field Description

Click to enable or disable Auto (oS.
Auto QoS Default value: Disabled

(Appears only if Auto QoS is enabled). Choose a policy to apply to interfaces on the switch.

Auto QoS Macro For a description of each policy, see Table 82 on page 163.
Policy Name Enter a name to identify the QoS policy.
Description Enter a description for the QoS policy.

+ Add Class-Maps—Click to name a specific traffic flow (or class) and isolate it from all other traffic. The class map defines the criteria that are used to match
against a specific traffic flow to classify it. Configure the following fields, and then click Save to save the class map.

AVC/User Defined Choose

Match If any one of the match criteria must be met to classify traffic as part of the traffic class, click Any.
If all match criteria must be met to classify traffic as part of the traffic class, click All.

Choose the type of protocol to match:

Match Type - DSCP
« ACL
Match Value Enter a value to specify the differentiated services code point value.

Valid values: 0...63
Choose the type of marking label for packets:

Mark Type « None
« DSCP
Police (kbps) Enter the policying rate.

Valid values: 64...10000000
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Table 83 - Add QoS (Continued)

Field | Description
Class Default—The class default is used to match all unclassified packets.
Choose
Mark + None
- DSCP
. Entera
Police (kbps) Valid values: 64...10000000
Available To attach the policy to interfaces, click to move the interfaces from the Available list to the Selected list.
Selected To specify the direction in which the policy is applied, check the checkboxes for Ingress or Egress.
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Remote Switch Port You can analyze network traffic passing through ports or VLANs by using Switched Port

Ana|yzer (RSPAN) Analyzer (SPAN) or Remote SPAN (RSPAN) to send a copy of the traffic to another port on the
switch or on another switch that has been connected to a network analyzer or other
monitoring or security device. You can use SPAN for troubleshooting connectivity issues and
calculating network utilization and performance.

Configure RSPAN via the WebUI

From the configuration menu, choose SPAN.

Configuration™ > Layer2~ > SPAN

-+ Add

Session ID ~  Session Type ~  Source Interfaces ~ Destination Interfaces ~  Filter Type ~  Filter Condition v

0 ‘-1-3.|.

0 A maximum of two monitor sessions is supported on this platform.

In the Create SPAN window, select the Span Source Type, Remote.

Create SPAN x

Span Source Type | Remote v |

VLAN ID*

2-1001,1006-4094 |

Span Destination Type Loca =

Select Destination Interface(s)

Available (19) Search Q Selected (0)

(@ cigavitEthernet1/1 > -

'W' GigabitEthernet1/2 2> No Interfaces Enabled
>

'W' GigabitEthernet1/3

© Platform does not support SPAN filtering when
« Source interface 1s configured in the egress direction.
» SPAN is enabled on vlans.
» One of the SPANs is remote FSPAN.

[= Apply to Device
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To configure the RSPAN, use the following steps:

1. For remote source, enter the VLAN ID of the remote source interface.

2. From the list of available interfaces on the left, select a destination interface and click
the arrow to add it to the selected list on the right.

3. When you are finished, Click Apply to Device.
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Resiliency Ethernet
Protocol (REP)

Stratix 5200 Switch

interface

. 1 2 3 » ™

Stratix 5800 Switch

REP provides an alternative to Spanning Tree Protocol (STP) to control network rings and
loops, handle link failures, and improve convergence time. REP also provides a basis for
constructing more complex networks and supports VLAN load balancing. For more information
about REP, see the Ethernet Reference Manual, publication ENET-RM002.

Default REP Configuration

REP is disabled on all interfaces. When enabled, the interface is a regular segment port unless
it is configured as an edge port.

When REP is enabled, the task of sending a segment topology change notice (STCN) is disabled,
all VLANs are blocked, and the administrative VLAN is VLAN 1.

When VLAN load balancing is enabled, the default is manual preemption with the delay timer
disabled. If VLAN load balancing is not configured, the default after manual preemption is to
block all VLANs in the primary edge port.

REP Over Port Channel

REP controls a group of ports connected in a segment, makes sure that the segment does not
create any bridging loops, and responds to link failures in the segment.

i SegmentiD i Port Type i STCN Imerface i STCN Segment i STCNSTP :  REPZTP

: Segment ID ! Pont Type i STCN Segment ! STGNSTP
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The REP configuration screen is shown under the Configuration tab in Redundancy Protocols.

From there, you can reach the REP screen. This screen currently shows physical interfaces
and port channels.

Stratix 5200 Switch Stratix 5800 Switch

Edit Rep Interface Gi1/9 x Edit Rep Interface Gi1/6 x
Enable |. DISABLE Enable - DISABLE

Mode access Mode trunk.

Segment ID* | (1-1024) Segment ID* O Autc® ® | (1-1024) ‘
Port Type | None s Port Type ‘ None v |
STCN Interface [ None v | STCN Interface | None v |

STCN Segment | | STCN Segment ‘ |

sronste @ et st ste @ e

REP ZTP (@ oseeE Fast REP [ osase

[5] Update & Apply to Device 5] Update & Apply to Device
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Configuring the REP Administrative VLAN

To avoid the delay created by link-failure messages, and VLAN-blocking notifications during
load balancing, REP floods packets to a regular multicast address at the hardware flood layer.
These messages are flooded to the whole network, and not just the REP segment. You can
control the flooding of these messages by configuring an administrative VLAN for the whole
domain or for a particular segment.

Follow these guidelines when configuring the REP administrative VLAN:

« If you do not configure an administrative VLAN, the default is VLAN 1.

+  You can configure one admin VLAN on the switch for all segments or configure an
admin VLAN per segment.

« The administrative VLAN cannot be the RSPAN VLAN.

REP Port Types

Table 84 describes the types of REP ports available for configuration.

Table 84 - REP Port Types

REP Port Type
Edge
Edge No-neighbor

Description
A secondary edge port that participates in VLAN load balancing.
A secondary edge port that is connected to a non-REP switch.

A secondary edge port that is the preferred alternate port for VLAN load
balancing.

A secondary edge port that is connected to a non-REP switch and is the

Preferred

Edge No-neighbor Preferred

preferred port for VLAN load balancing.

Edge No-neighbor Primary

A secondary edge port that always participates in VLAN load balancing in this
REP segment and is connected to a non-REP switch.

Edge No-neighbor Primary
Preferred

An edge port that always participates in VLAN load balancing in this REP
segment, is connected to a non-REP switch, and is the preferred port for VLAN
load balancing.

A secondary edge port that is the preferred alternate port for VLAN load

Edge Preferred balancing.

. An edge port that always participates in VLAN load balancing in this REP
Edge Primary segment.

- An edge port that always participates in VLAN load balancing in this REP
Edge Primary Preferred segment and is the preferred port for VLAN load balancing.
None A non-edge port in the REP segment. The default port type is None.
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REP

Adrmin VLAN 1

Interface >

Gilf
Gilf2
Gilf3
Gilfa
Giljs
Gille
Gilf7
Gilfe
Gilfg
Gitf1n
Giz/h
Giafz
Gialz
Gi2fa
Gi2fs
Gi2/e
Gi2f7
Gi2/g
Gi2fe
Gi2io

4 4 1 . | 20

Enable

Enable

Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
[isable
Disable
Disable
Disable
Disable
Disable
Disable
[hsable
Disable
Disable
Disable

Configure REP via the WebUI

From the Configuration menu, choose REP.

~  Mode
trunk

dynamic auto
access

dynamic auto
dynamic auta
dynamic auto
dynamic auto
dynamic auto
dynamic auto
dynamic auto
dynamic auto
dynamic auta
dynamic auto
dynamic auto
dynamic auto
dynamic auto
dynamic auto
dynamic auto
dynamic auta

dynamic auto

Segment ID

20

Port Type -
Edge No-neighbaor
Primary
None
MNone
Mone
Mone
Nene
Mone
Nene
Mone
MNone
Mone
MNane
None
Maone
None
MNone
MNone
MNone
Mone

Mone

STCN ~
Interface

Gl

None
MNone
MNone
Mone
Nene
Mone
None
Mone
MNone
Mone
Mane
Nene
Mane
None
Mone
None
Mone
Mone

Mone

STCN
Segment

STCN STP

Enable

Disable
Disable
Dhisable
Disahle
Disable
Dicable
Disable
Diisable
Disable
Disable
Disahle
Disable
Disable
Disable
Disable
Disahle
Disable
Disable
Disable
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From the REP page, you can specify the administrative VLAN for all REP segments or edit the
REP configuration for an interface:
» Tochange the administrative VLAN, enter a VLAN ID in the Admin VLAN field:
- The default administrative VLAN is 1.
- Valid values are 2...4094.

« Toedit the REP configuration for an interface, click the interface, modify the fields as
described in Table 85, and then click Update & Apply to Device.

Stratix 5200 Switch Stratix 5800 Switch
E‘li__. it FNARLF .:
T 100 o L
e | TN ST (]
FNABLE ! x5t HE -

a 2 e oy mine :

Table 85 - Edit REP Interface

Field Description

Enable Click to enable or disable REP on the interface. When enabled, the interface is a regular segment port unless it is configured as an edge port.
Default value: Disabled

Mode (System-generated). Displays the Switchport mode that is configured for the interface.

You can configure the Switchport mode in the basic settings for Ethernet ports. See Ethernet Ports on page 89.
Enter the segment ID.

Segment 1D Valid values: 1..1024
Port Type Choose a REP port type. For a description of REP port types, see Table 84 on page 171.
STCN Interface (Optional) Choose a physical interface to receive segment topology change notices (STCNs).
(Optional) Enter one or more segments to receive STCNs.
STCN Segment Valid values: 1..1024
STCN STP Click to enable or disable STCNs on STP networks.
Spanning Tree (MST) mode is required on edge no-neighbor nodes to send STCNs to STP networks.
(FSateraEEF';BOU Switch Only) REP Fast works on a per link basis. It does not impact the REP Protocol. REP Fast requires both ends of the link to support REP Fast to work.
Rep z7p! REP ZTP automates bringing up network devices into a functional state with minimal to no manual configuration.
[ REPZTP PnP Status « Unknown

« In-Progress

I REP ZTP PnP VLAN

J REPZTP Port Status + Blocked
« Unblocked

(1) REP ZTP works on both the Stratix 5200 switch and the Stratix 5800 switch, but can only be configured with WebUI on the Stratix 5200 switch.
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Routing Information RIP is a commonly used routing protocol in small to medium TCP/IP networks. It is a stable

Protocol (RIP)

1Pva

1PV

protocol that uses a distance-vector algorithm to calculate the best route to a destination
based on the number of hops in the path.

Configure RIP for Stratix 5800 Switch via WebUI

On the Configuration > Routing Protocols > RIP page, configure the device to receive and send
only RIP Version 1or RIP Version 2 packets. By default, the device receives Version Tand 2 but
sends only Version 1.

Figure 35 - Basic RIP Configuration IPv4

= RIP

. 0

¥ Address T Maximum Pat . v

=
P Addness T Re
o
Figure 36 - Basic RIP Configuration IPv6
RIP
(&)

Process Nama Y Dismnce T Maxdmum Paths X

Table 86 - Basic RIP Configuration Fields

Field Description
Choose one of the following firmware revisions for your RIP configuration:
Version - V1- Does not support authentication of update messages (plain-text or MD5).
« V2 - Supports plain text and message digest algorithm 5 (MD5) authentication, route summarization, classless interdomain routing (CIDR),
and variable-length subnet masks (VLSMs).
Network Address Enter the network address to associate a network with a RIP routing process, and click + to add the address.”
Neighbor Enter the IP address of a neighboring device to exchange routing information, and click + to add the address.
Disable RIP Completely removes RIP configurations.

(1) You can specify multiple network addresses. RIP routing updates are sent and received through interfaces only on these networks.
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Smartports

Smartports are recommended configurations for switch ports. These configurations, called
Smartport roles, optimize the switch connections and provide security, transmission quality,
and reliability for traffic from the switch ports. Smartport roles also help prevent port
misconfigurations.

Requirements and Restrictions

Assign Smartport roles immediately after the initial setup of the switch to configure the switch
ports before they connect to devices.

Observe these guidelines:

»  We recommend that you do not change port settings after assigning a Smartport role.
Any port setting changes can alter the effectiveness of the Smartport role.

« Before assigning Smartport roles, decide which switch port is connected to which
device type.

- Before attaching a device to the port or reconnecting any devices that have been
moved, verify which Smartport role is assigned to a port.

»  You cannot assign Smartport roles to routed ports.

Avoid Smartport Mismatches

A Smartport mismatch occurs when an attached device does not match the Smartport role
that is applied to the switch port. Mismatches can have adverse effects on devices and your
network.

Mismatches can result in the following conditions:

« Affect the behavior of the attached device

«  Lower network performance (reduce the level of 0oS) on CIP™, voice, wireless, switch,
and router traffic

» Reduce restrictions on guest access to the network
«  Reduce protection from denial-of-service (DoS) attacks on the network
« Disable or shut down the port

Before you attach a device to a port, verify which Smartport role is assigned to the port.

Smartport Roles

Table 88 describes the Smartport roles that you can assign to switch port. The port roles are
based on the type of devices that connect to the switch ports. For example, the Desktop for
Automation port role is specifically for switch ports to be connected to desktop and laptop
computers.

You can create a maximum of 10 custom Smartport roles for various custom applications.

The default Smartport role is None.
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Assign Smartport Roles via the WebUI

From the Configuration menu, choose Smartports.

Configuration~ > Layer2~ > Smartports
Smartports Role Custom Smartports Global Macros
Interface :  Role
O Gi1/1 None
0O Gil/2 None
0O Gi1/3 None
O Gi1/4 Mone
O Gi1/5 MNone
O Gi1/6 Mone
D Gi1/7 None
0 Gi1/8 None
0O Gil/9 Multiport Autornation Device
O Gi1/10 Mone
1 2 3 » M 10

From the Smartports page, you can assign Smartports roles and configure Custom Smartports
roles:

« To assign a Smartports role, see page 177.

« To configure Custom Smartports roles, see page 179.

« To configure Multiple Port Configuration, see page 92.

VLAN Type

When you assign a Smartport role to one or more ports, you must also assign a VLAN. Table 87
describes the types of VLANs you can assign depending on the type of Smartport role. For
example, if you choose the Phone for Automation role, you can assign an access VLAN and a

voice VLAN.
Table 87 - VLAN Type
VLAN Type Description

A native VLAN is for ports that can belong to a VLAN trunk (a port belonging to multiple VLANS).
The native VLAN for ports that are assigned to these Smartport roles:

Native « Switch for Automation

« Router for Automation

« Wireless for Automation

An access VLAN is for ports that can belong to only one VLAN.

The access VLAN ID for ports that are assigned to these Smartport roles:
« Automation Device

Access » Multiport Automation Device

« Desktop for Automation

« Virtual Desktop for Automation

« Phone for Automation

The voice VLAN helps to make sure that all voice traffic has better Quality of Service and is not
Voice mixed with data traffic.
The voice VLAN ID for ports that are assigned to the Phone for Automation Smartport role.
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Assign Smartports Roles

On the Smartport Role tab, you can assign a Smartport role to one interface or multiple
interfaces simultaneously. For Smartport role descriptions, see Table 88.

To assign a role to one interface, select an interface in the grid. On the Assign Macro page,
select a Smartport role and VLAN, and then click Update & Apply to Device.

Available Roles

e Automation Device
Access VLAN

1 v
» Multiport Automation Device
) Desktop for Automation

() Virtual Desktop for
Automation

~ Switch for Automation

 Router for Automation
(» Phone for Automation

) Wireless for Automation

) None

\Eﬂ Update & Apply to Device
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Table 88 - Assign Macro

To assign a role to multiple interfaces simultaneously, select multiple interfaces in the grid,
and then click Multi Port Configuration. On the Assign Macro page, select a Smartport role and
VLAN, and then click Apply to Device.

Interfaces*® Gi1/7,Gi1/6

Available Roles

Automation Device

@®

Multiport Automation Device

Access VLAN 1 v

O Desktop for Automation

O Virtual Desktop for Automation
Switch for Automation

QO Router for Automation

©  Phone for Automation
Wireless for Automation

O Wireless for Automation (Single VLAN)

-

=

Field

| Description

Smartports Role

Automation Device

Apply this role to ports that connect to EtherNet/IP (Ethernet Industrial Protocol) devices, such as logic controllers and 1/0:
« Portis set to Access mode.

« Port security supports only one MAC ID.

« Optimized queue management for CIP traffic.

Multiport Automation Device

Apply this role to DLR-enabled ports and ports that connect to multiport EtherNet/IP devices. For example, devices can include multiport
EtherNet/IP devices that are arranged in a linear or daisy chain topology, the 1783-ETAP module (for connection to only the device port),
unmanaged switches:

« Port is set to Access mode.

« No port security.

« Optimized queue management for CIP traffic.

Desktop for Automation

Apply this role to ports that connect to desktop devices, such as desktop computers, workstations, notebook computers, and other
client-based hosts:

« Portis set to Access mode.

« PortFast enabled.

« Port security supports only one MAC ID.

IMPORTANT: Do not apply the Desktop for Automation role to ports that connect to switches, routers, or access points.

Virtual Desktop for

Apply this role to ports that cannect to a computer with virtualization software. You can use this role with devices running up to two MAC IDs:
« Port is set to Access mode.
« PortFast is enabled.

Automation .

« Port security supports two MAC IDs.

IMPORTANT: Do not apply the Virtual Desktop for Automation role to ports that connect to switches, routers, or access points.
Switch for Automation Apply this role to ports that connect to other switches.

Port is set to Trunk mode.

Router for Automation

Apply this role to ports that connect to routers or Layer 3 switches with routing services enabled.
Port is set to Trunk mode.
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Table 88 - Assign Macro (Continued)

Field

Description

Phone for Automation

Apply this role to ports that connect to IP phones. A desktop device, such as a computer, can connect to the IP phane. Both the IP phone and
the connected computer have network access through the port:

« Port is set to Trunk mode.

« Port security supports three MAC IDs to this port.

This role prioritizes voice traffic over general data traffic to provide clear voice reception on the P phones.

Wireless for Automation

Apply this role to ports that connect to wireless access points. The access point can provide network access to as many as 30 wireless
users.

None

Apply this role to ports if you do not want a specialized Smartport role on the port. You can apply this role to ports that connect to any
device, including a device with another Smartport role.

CS1...CS10

Custom Smartport roles. You can create a customized port role with a user-defined name.

Configure Custom Smartport Roles

On the Custom Smartports tab, you can add, delete, import, and export custom Smartport
roles:

« Toadd a custom Smartports role, click Add, complete the fields as described in
Table 89, and then click Apply to Device.

» Todelete a Custom Smartports role, click the role in the grid, and then click Delete.

« Toimport a Custom Smartports role, click Import and then Select File to browse to the
location of the file to upload from your computer or network drive. Click Apply to Device.

» Toexport a Custom Smartports Macro, click the role in the grid, and then click Export.
Select the directory where you want to export the file.

Add custom smartports macro x

MName* 1-100 Characters
lcon C51 v

A . & &

Available Parameters Saccess_vlan,Snative_vlan,Svoice_vlan

Macro Definition:*

Antimacro Definition:*
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Table 89 - Add Custom Smartports Macro

Field Description
Name Enter a name to identify the custom Smartport role.

Choose an icon to identify the custom Smartport role.
Valid values: CS1...CS10

Displays the available parameters:
Available Parameters Snative_vlan, Saccess_vlan, and Svoice_vlan
You can use these parameters to achieve proper VLAN configuration in your custom Smartport roles.

Enter the commands to define the custom role with one command per line.

A macro definition can have up to 3000 characters. Use the @ character to end the macro. Use the # character at the beginning of
a line to enter comment text within the macro.

We recommend that you do not use the exit or end commands or change the command mode by using interface interface-id in a
macro. This can cause any commands following exit, end, or interface interface-id to execute in another command mode. For best
results, all commands in a macro must be in the same configuration mode.

Enter the commands to remove the custom role with one command per line.

The antimacro is the portion of the applied macro that removes the macro when you replace it or remove it. Before you can apply
the macro definition to the port, you must first define the antimacro with the proper commands to set the port back to its original
state.

An antimacro definition can have a maximum of 3000 characters. Use the @ character to end the macro. Use the # character at the
beginning of a line to enter comment text within the macro.

Icon

Macro Definition

Antimacro Definition

Motion Prioritized QoS Macros

During Express Setup, the switch applies QoS settings that are optimized for most
applications. The default QoS settings assign equal priority to traffic for CIP and traffic for
integrated motion on the EtherNet/IP network. However, you can assign the highest priority to
traffic for integrated motion on the EtherNet/IP network by applying the following 0oS macros
in the WebUl interface.

These macros move motion traffic to the highest level queue with time sync. After you apply
the macros, mation traffic takes priority over CIP traffic.

Configure Mation Prioritized QoS Macros via WebUI

From the Configure menu, choose Layer2 > Smartports > Global Macros and enable the switch
for Motion Prioritized QoS.

Configuration~ > Layer2~ > Smartports

Smartports Role Custom Smartports Global Macros

Motion Prioritized QoS |.
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Assign Smartport Roles via the Logix Designer Application

In the navigation pane, click Smartports and VLANs.

General®

-~ Connection

- Medule Info

- Fault/Program Action
Switch Corfiguration

-~ Switch Status

- Port Configuration
FoE

- Port Security
- Port Status
DHCF Pools

NTP Client
- NAT
- BtherChannels

(i)

- Channel Group 1

- Channel Group 2
- 5D Flash Sync
Save/Restore

<

Status: Running

Table 90 - Smartports and VLANs

= Smartports and VLANs

-~ DHCP Address Assignmert
-~ Time Sync Configuration
- Time Sync Information

Parallel Redundancy Protocal |

Smartports and YLANs

Smartport and VLAN Assignment

VLAN Configuration

Smartport

VLAN Type and IO

Native

Gil/1 | None

Access

Moice

Gil/2 |None

Gil/3 |None

Gil/4 |None

Gilis | Nene

Gil/ |None

Gil/7 | None

Gil/g |None

Gi1/8 |None

Gi1/10 | None

Gi2/ | Nene

Gi22 | Nene

Gi2/3 | None

Gi2/4 | None

Gi2/s | None

Gi2/6 |None

Gi2/7 | None

Gi2/g | None

AdEEEEEEeEEEEEEEEE

AdEEEENEeEEEEEEEEE

TRl e

AdEEEEEEeeNEEEEEEE

WLAN ID Hame Delete

Edit

1 default

5 VLANDOOS|

10 VLANOO1 0

20 VLANOOZ0)

30 VLANDO3D0)

Refresh Communication

New VLAN...

Set -

Apply

[ ot i ot et s e e e oo [

Field Description
Port Displays the port type and number.
Smartport Choose the role that corresponds to the type of device to be connected to the port. For a description of each role, see Table 88 on

page 178.

VLAN Type and ID

Choose the VLANs to assign to the port. The types of VLANSs you can assign depend on the type of Smartport role. For a description of
each VLAN type, see Table 87 on page 176.
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Spanning Tree Protocol STPis a Layer 2 link management protocol that provides path redundancy and helps to prevent

(STP) loops in the network. A spanning-tree algorithm selects one switch in a redundantly connected
network as the root of the spanning tree. The algorithm calculates the best loop-free path
through a Layer 2 network. For more information about STP, see the Ethernet Reference
Manual, publication ENET-RM002.

Requirements and Restrictions

We recommend that you leave STP enabled to help prevent network loops and provide a
redundant path if the active path becomes unavailable.

IMPORTANT  Disabling STP can affect connectivity to the network.

STP Modes

Table 91 describes the STP modes that you can assign to the switch. The default mode is
RPVST.

Table 91- STP Modes

STP Mode Description

Multiple Spanning Tree (MST) is based on the IEEE 802.1s standard.

MST uses Rapid Spanning Tree Protocol (RSTP) for rapid convergence. This mode maps a group of VLANs into one spanning tree
MST instance, with each instance having a spanning tree topology independent of other spanning tree instances. This architecture
provides multiple forwarding paths for data traffic, enables load balancing, and reduces the number of spanning tree instances
that are required to support many VLANs.

Per VLAN Spanning Tree Plus (PVST+) protocol based on the IEEE 802.1D standard.

PVST+ runs on each VLAN on the switch up to the maximum supported, to help create a loop-free path through the network.
PVST+ provides Layer 2 load balancing for the VLAN on which it runs. You can create different logical topologies by using the
PVST VLANSs on your network to make sure that all of your links are used but that no one link is oversubscribed. Each instance of PVST+
on a VLAN has one root switch. This root switch propagates the spanning-tree information that is associated with that VLAN to all
other switches in the network. Because each switch has the same information about the network, this process maintains the
network topology.

Rapid per VLAN Spanning Tree Plus (Rapid PVST+) protocol based on the IEEE 802.1w standard.

RPVST+ is the same as PVST+ except that it uses a rapid convergence based on the IEEE 802.1w standard. To provide rapid
RPVST convergence, the rapid PVST+immediately deletes dynamically learned MAC ID entries on a per-port basis upon receiving a
topology change. By contrast, PVST+ uses a short aging time for dynamically learned MAC ID entries. Only one version can be
active on the switch at any time. For example, all VLANs run PVST+, all VLANs run rapid PVST+, or all VLANs run MSTP.
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Multiple Spanning Tree (MST)

Mst Instance

VLANs Mapped 1-4094 (Ex:1,2,5-7)

Priority

O Cance

32768 v

Apply to Device

Table 92 - MST Mode

Parameter  |Description
MST Instance | The number assigned to this spanning tree instance.
VLANs Mapped | VLANs mapped to this MST instance.
ROOT
Priority Priority Indicator.
Address MAC address of the port.
Port Identifier of the named port.
Cost Cost associated with the port.
Remainin Number of hops remaining of the maximum hop count (configured value of MaxHops) after each
9 | downstream switch decrements the hop count field on reception of Internal Spanning Tree (IST)
(Rem) Hops BPDU.
BRIDGE
Priority Priority Indicator.
Address MAC address of the port.
Remainin Number of hops remaining of the maximum hop count (configured value of MaxHops) after each
9 | downstream switch decrements the hop count field on reception of Internal Spanning Tree (IST)
(Rem) Hops BPDL.
Interface Interface type and number of the port.
Current 802.1w role:
« Boun—boundary
Role « Desg—designated
+ Root
« Altn—Alternate
« Back—Backup
Spanning-tree states:
« BLK—Blocked: The port is still sending and listening to BPDU packets but is not forwarding
traffic.
« DIS—Disabled: The port is not sending or listening to BPDU packets and is not forwarding
traffic.
Sts » FWD—Forwarding: The port is sending and listening to BPDU packets and forwarding traffic.
« LBK—Loopback: The port receives its own BPDU packet back.
« LIS—Listening: The port spanning tree initially starts to listen for BPDU packets for the root
bridge.
+ LRN—Learning: The port sets the proposal bit on the BPDU packets it sends out.
Cost Cost associated with the port.
Prio.Nbr The local port priority and port ID.
Link type of the port:
Type « P2p—Paint to point: The interface is a point-to-point link.

« Shr—Shared: The interface is a shared medium.
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Configure STP via the WebUI

1. From the Configuration menu, choose Spanning Tree.
Complete the fields as described in Table 93.

3. Toenable or disable STP on a VLAN or change the bridge priority, click the VLAN in the

grid, modify the fields, and then click Update & Apply to Device.

Spanning Tree Protocol

S5TP Mode MST .

VLAN ID VLAN Name Enable Spanning Tree ~  Priority
o
1 v
Table 93 - Spanning Tree Protocol
Field Description
STP Mode Choose the STP mode to apply to the switch. For a description of each mode, see Table 91 on page 182.

The default mode is RPVST.

Click to enable or disable BPDU filtering.

BPDU Filterin BPDU filtering avoids transmitting bridge protocol data units (BPDUs) on PortFast-enabled ports that are connected to an end
9 system. When you enable PortFast on the device, STP places ports in the forwarding state immediately, instead of going through the
listening, learning, and forwarding states first.

Click to enable or disable BPDU guard.

BPDU guard helps to prevent loops by moving a nontrunk port into an err-disable state when a BPDU is received on that port. When

BPDU Guard you enable BPDU guard on the switch, STP shuts down PortFast-configured interfaces that receive BPDUs instead of putting them
into the STP blocking state. In a valid configuration, PortFast-configured interfaces do not receive BPDUs. If a PortFast-configured

interface receives a BPDU, an invalid configuration exists. BPDU guard provides a secure response to invalid configurations because
the administrator must manually put the interface back in service.
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Configure STP via the Logix Designer Application

1. In the navigation pane, click Switch Configuration.
2. Inthe Spanning Tree Mode field, click to specify an STP mode, and then click Apply.

For a description of each mode, see Table on page 182.

[ ot s e o s e s v v o~

[ -Gere®  Swilch Configuration
- Connection
- Module Info _
- Faut/Program Action Internet Protocol [IP] Settings

jtch Corfiguration @ Manualy Configure IP settings

Switch Status () Dbtsin P settings sutomatically using DHEP
- Port Corfiguration

-~ PoE IP Settings Configuration
- Smartports and VLANs

-~ Port Securty Physical Module IP &ddress | 182 188 & 2 Subinet Mask: 295 . 2% . 2% . 0

Fort Status

DHCP Pools Gateway Address: 182 188 6 1
DHCP Address Assignment

Time Sync Configuration

Time Syne Information Domain Name: Primary DNS Server Addiess: 0 0 1} 1}
NTP Client
NAT Host Mame: Secondary DNS Server Address: 0 0 [t} [t}

EtherChannels
= Parallel Redundancy Protocol {

- Channel Group 1 ]

~Channel Gmus 2 Contact: Spanning Tree Mode:
~ D Flash Sync (O Rapid Spanning Tree ProtocalMulliple Spanning Tree (RSTR/MST]
- Save/Restore

A ation

(O PerLAN Spanning Tree Plus (PYST+]

Geogiaphic (®) Riapid Per/LAN Spanning Tree Plus (RPYST+]

Location:
Enable Dual Power Supply Alam

Management Interface WLAN: 5

Rieftesh Communication St .
< >
Status: Running Cancel Apply Help
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Static Routing The switch provides two types of routing:

«  Connected routing—Enables all devices on any VLAN that use the switch to
communicate with each other if they use the switch as their default gateway.

IMPORTANT  Connected routing is enabled by default and cannot be disabled.

- Static routing—Defines explicit paths between two devices (routers and switches). You
must manually define the route information, including the destination IP address,
destination subnet mask, and next hop router IP address.

Configure Static Routing via the WebUI

From the Configuration menu, choose Static Routing.

> Static Routing

Selected Rows : &

O ®Tye T Profx T Profc Mask T Next Hop Pfintectace T Metric / Admiristrative Distance T

From the Static Routing page, you can add, edit, and delete IP routes:
« Toadd an IP route, click Add, complete the fields as described in Table 94, and then
click Save & Apply to Device.

» Toedit aroute, click the route in the grid, modify the fields, and then click Update &
Apply to Device.

» Todelete a route, check its associated checkbox in the grid, and then click Delete.

You can also specify a default gateway to direct packets addressed to networks not explicitly
listed in the routing table. When the default gateway is configured, the switch has connectivity
to the remote networks with which a host must communicate. To configure a default gateway,
enter the IP address of the default gateway and click Apply to Device.

Create Static Route X
IP Type ® Ipva
D IPvé
Prefix*
Prefix Mask™
Metric
Route Path O Interface
® Next Hop IP
O pHCP
MNextHop IP*

8 o o
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Table 94 - Create Static Route

Field Description

IP Type Click the type of static route.

Prefix Enter the prefix for your [Pv4 or IPv6 address.

Prefix Mask (Appears only for IPv4). Enter the prefix for your IPv4 address.

Metric (Appears only for IPv4). Enter the metric for your IPv4 address.
Valid values: 1...55

Prefix Length (Appears only for IPv6). Enter the prefix length for your IPv6 address.

Valid values: 0...128

Administrative Distance

(Appears only for IPv6). Enter the metric to choose the best path when there are two or more routes to the same destination from two

different routing protocols.”
Valid values: 1...254

grlllll-;l)(Stratix 5800 Switch If you want the static route to support Virtual Routing and Forwarding (VRF) instances, check VRF.
VRF Name (Appears only if VRF is checked). Choose the VRF name.
Click to specify a route path:
« Interface
Route Path - NextHop IP
« DHCP (IPv4 only)
Interface (Appears only if the route path is Interface). Choose the forwarding interface.
NextHop IP If the route path is an interface or next hop IP, enter the IPvé or IPv6 IP address.

(1) Arouter prefers a static route over a dynamic route because the router considers a route with a low number to be the shortest. If you want a dynamic route to override a static route,
specify an administrative distance for the static route. For example, if there are two dynamic routes with an administrative distance of 120, specify an administrative distance that is
greater than 120 for the static route.

Switched Port Analyzer

(SPAN)

SPAN, also known as port mirroring, copies traffic from one port to a monitoring port where a
network analyzer tool can capture the traffic. You can use SPAN to troubleshoot network
issues and calculate network utilization and performance. For more information about SPAN,
see the Ethernet Reference Manual, publication ENET-RM002.

Requirements and Restrictions

Observe these guidelines:

»  You can configure a maximum of two monitor sessions on the switch. Session IDs are 1
and 2.

« There can be multiple source interfaces and only one destination interface.
« Source interfaces cannot be a combination of VLAN and physical interfaces.

« If using multiple source ports, you can lose traffic if the combined source throughput is
more than the output port is capable of.

Configure SPAN via the WebUI

From the Configuration menu, choose SPAN.
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Configuration® > Layer2* > SPAN

Session ID ~  Bession Type ~  Source Interfaces

A maximum of two monitor sessions is supported on this platform.

Destination Interfaces
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From the SPAN page, you can add, edit, and delete SPAN monitor sessions:

« Toadd a SPAN session, click Add, complete the fields as described in Table 35, and then
click Apply to Device.

« To edit a SPAN session, click the session in the grid, modify the fields, and then click
Update & Apply to Device.

» Todelete a session, check its associated checkbox in the grid, and then click Delete.

Figure 37 - SPAN Page

=3
Seywon Y Session Type Y Source intorfaces Y Destration interfaces T Fimor Typo Y Fiwr Condifion Y

5} Lo e

0 A maximum of oo monitcs seskkons is supported oo this pladfonm.

Create SPAN x

Span Source Type | Local -

Select Source Interface(s)

Available (20) [ Searcn Q Selected (1)

Interfaces Interfaces Ingress Egress

Wl G itEther /19 FE
‘I!J Gigaitihermt @ GigabitEthernet1/20 €
@ AppGigabitEthernet1/1

@ Vian1 > =

Span Destination Type Lacal Ad

Ingress

Default VLAN™

Select Destination Interface(s)
Available (18) T S Selected (1)
GigabitEthernet 1/2 GigabitEthernet1/1 €
GigabitEthernet1/3

La Gigahittthernet1/4

¢ ¥ +|p

O Platform does not support SPAN filtering when
Source interface 13 configured in the egress direction
SPAN is enabled on vlans.
One of the SPANs iz remote FSPAN.

Enable FSPAN
Filter Type* ipvd -
Filter Condition* 10 -
Table 95 - Create SPAN
Field Description

In the Available list, click to move one or more source interfaces to the Selected list on the right.
To specify the direction of source packets to be monitored, check the Ingress and Egress checkboxes.

Select Destination In the Available list, click to move a destination interface to the Selected list on the right.
Interfaces Stratix 5800 switches support only one destination interface.

Select Source Interfaces
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TrustSec

190

Cisco TrustSec builds secure networks by establishing domains of trusted network devices.
Each device in the domain is authenticated by its peers. Communication on the links between
devices in the domain is secured with a combination of encryption, message integrity check,
and data-path replay protection mechanisms.

5, * TrustSec is only supported on catalog numbers 1783-MMS10AR, 1783-
\ ¥ MMSI0EAR, 1783-MMX8EA, 1783-MMX8TA, 1783-MMX8SA.
« Trustsec not supported with redundancy FPGA profile.

TrustSec Security Groups

TrustSec uses the device and user credentials that are acquired during authentication for
classifying the packets by security groups as they enter the network. A security group is a
grouping of users, endpoint devices, and resources that share access control policies. Once a
device is authenticated, TrustSec tags any packet that originates from that device with a
security group tag (SGT) that contains the security group number of the device. The packet
carries this SGT throughout the network within the TrustSec header. The SGT is a single label
that determines the privileges of the source within the entire enterprise.

You can map an SGT to a subnet, VLAN, or interface as described in Table 96.

Table 96 - SGT Mappings

Mapping Type Description
Binds an SGT to all host addresses of a specified subnet. TrustSec imposes
IPv4 subnet-to-SGT the SGT on an incoming packet when the source IP address in the packet

belongs to the specified subnet.

Binds an SGT to packets from a specified VLAN. This type of mapping is useful
in networks with these characteristics:

VLAN-to-SGT « Do not have authentication enabled

« Use third-party switches

« Have devices that do not support Cisco TrustSec

Directly maps SGTs to traffic of any of the following Layer 3 interfaces
regardless of the underlying physical interface:

«  Routed port

«  SVI(VLAN interface)

«  Layer 3 subinterface of a Layer 2 port

«  Tunnelinterface

L3IF-S6T

Security Group Tag Exchange Protocol

The Security Group Tag (SGT) Exchange Protocol (SXP) is a control protocol for propagating IP-
to-SGT binding information across network devices that do not have the capability to tag
packets. This helps propagate the SGTs across network devices that do not have hardware
support for TrustSec.
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TrustSec Policies

To control the operations performed by a user, you can use Cisco TrustSec (CTS) policies. CTS
policies include a selection of security group access control lists (SGACLs). A list specifies the
permissions to be applied to packets from an IP address belonging to a source security group
and having a destination IP address that belongs to the destination security group.

You must enable SGACL policy enforcement on specific VLANS to apply access control to
switched traffic within a VLAN, or to traffic that is forwarded to an SVI associated with a VLAN.

You can enable Monitor mode on a global or per-policy basis to test security policies without
enforcing them to make sure that the policies function as intended.

CTS Interface Configuration

By enabling CTS Manual Configuration mode on an interface, you can configure a physical port
so that one SGT is imposed on all traffic that enters the port. This SGT is applied on all IP
traffic exiting the port until a new binding is learned.

CTS configuration is available for the following ports:

« Routed ports
« Portsin Access mode
« Portsin Trunk mode

When manually configuring Cisco TrustSec on an interface, consider these usage guidelines
and restrictions:

«  If no Security Association Protocol (SAP) parameters are defined, MACsec encapsulation
or encryption is not performed.

« If the selected SAP mode allows SGT insertion and an incoming packet carries no SGT,
the packet is tagged with the SGT configured for the interface.

« If the selected SAP mode allows SGT insertion and an incoming packet carries an SGT,
the tagging policy is as follows:

- If the policy is configured without the trusted keyword, the SGT is replaced with the
SGT configured for the interface.

- If the policy is configured with the trusted keyword, no change is made to the SGT.
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Configure TrustSec via the WebUI

From the Configuration menu, choose TrustSec. From the Trustsec page, you can configure
the following:

«  Global settings as described on page 192. (Stratix 5800 Switch Only)

»  SGT mappings as described on page 192.

«  SGT Exchange Protocol (SXP) as described on page 194.

«  CTS policies as described on page 196. (Stratix 5800 Switch Only)

«  CTS link configuration as described on page 197. (Stratix 5800 Switch Only)

IMPORTANT  To configure global settings, CTS policies, and CTS interfaces, you
must have one of the following:

« Aswitch with advanced features with no expansion module attached
« A switch with advanced features attached to an expansion module
with advanced features

Configure TrustSec Global Settings (Stratix 5800 Switch Only)

On the General tab, complete the fields as described in Table 97, and then click Apply.

ty~ > Trustsec

Global SG1 Mapping

CTS Credentials Mod

CTS Device 1D

3 Authorization List none - <+ Add AAA Method List

Table 97 - Trustsec—Global Tab (Stratix 5800 Switch Only)

Field Description
CTS Credentials Click Modify, and then enter the Cisco TrustSec device ID and password.
CTS Device ID Displays the CTS device ID.
CTS Password Displays the CTS device password.
AT Choose the Cisco TrustSec global authorization list to configure on the switch.

CTS Authorization List To add a new method st click + Add A Method List.

. Enter the ID of the security group tag to configure on the switch.
CTS Device SGT Valid values: 2...65519.

Configure SGT Mappings
- > Trustsec
Global SGT Mapping SXP CT5 Policie :15 Link Conhguratior
IP - SGT Mappings | s witch to LAN List __:-=;: - _ '_ pRing
IP Type IP Address SGT ~  VRF Source
Pva 192.188:1.2 823 CLI
1
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On the SGT Mapping tab, you can add, edit, and delete SGT mappings:

» Toadd an SGT mapping, click Add, complete the fields as described in Table 96, and
then click Apply to Device.

 Toedit an SGT mapping, click the interface in the grid, modify the fields, and then click

Update & Apply to Device.
» Todelete an SGT mapping, check its associated checkbox in the grid, and then click

Delete.
Add Mapping
®  |Pv4d VLAN LIST L3IF
Host/Subnet Address(IPv4) AB.C.D or A.B.C.D/nn
VRF Nore .
SGT Value 2-65519

E Apply to Device

Table 98 - Add SGT Mapping

Field Description
Maopin Click the type of SGT mapping to add. For a description of each type of
pping mapping, see Table 96.

(Appears only for IPv4 mappings). Enter an IPv4 network address in dotted
decimal notation.

(Appears only for IPv4 mappings). Choose a VRF interface.
For information about creating a VRF interface, see page 97.

(Appears only for VLAN LIST mappings). Enter the VLAN IDs to apply to the
SGT mapping.

(Appears only for L3IF mappings). Choose an interface configured for Layer
3

Host/Subnet Address(IPv4)

VRF (Stratix 5800 Switch Only)

VLAN List

Layer-3 Interface .
For information about configuring a Layer 3 interface, see page 90.

Enter a number to identify the mapping.
SET Value Valid values: 0...65519
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Configure SXP

To configure SXP, follow these steps.
1. Click the SXP tab.
2. Inthe SXP Parameters area, complete the fields as described in Table 99, and then click

Apply.
rity = »  Trustsec
T Mapping SXP TS Policies CTS Link Configuration
SXP Parametars
SXP Status |enanen [
Default Source IP Reconciliation Period 120
|zec)
Default Password Retry Period (sec) 120
Pear Connections
Peer IP Source IP Mode{Local Device) -+ Connection Status
[+] 10 »
Table 99 - SXP Parameters
Field Description
SXP Status Click to enable or disable TrustSec SXP. You must enable SXP before you can configure peer connections.

Default Source IP

Enter an SXP default source IP address. SXP uses the default source IP address for all new TCP connections where a source IP address
is not specified. There is no effect on existing TCP connections when you configure the default SXP source IP address.

Reconciliation Period (sec)

Enter a reconciliation period in seconds. After a peer ends an SXP connection, an internal timer starts. If the peer reconnects before
the internal timer expires, the SXP reconciliation period timer starts. While the SXP reconciliation period timer is active, TrustSec
retains the SGT mapping entries learned from the previous connection and removes invalid entries.

Setting the reconciliation period to 0 seconds disables the timer and causes all entries from the previous connection to be removed.
Default value: 120 seconds (2 minutes)

Default Password

Enter an SXP default password. By default, SXP uses no password when setting up connections.
Spaces and special characters are not allowed.

Enter a retry period in seconds. The SXP retry period determines how often TrustSec retries an SXP connection. When an SXP

Retry Period (sec) connection is not successful, TrustSec makes a new attempt to connect after the SXP retry period timer expires.
y Setting the SXP retry period to 0 seconds disables the timer and retries are not attempted.
Default value: 120 seconds (2 minutes)
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3. Inthe Peer Connections area, you can add, edit, and delete peer connections:

- Toadd a peer connection, click Add, complete the fields as described in Table 100,
and then click Apply to Device.

« You must configure the SXP peer connection on both of the devices. One device is
the speaker and the other is the listener. When using password protection, make
sure to use the same password on both ends.

- To edit a peer connection, click the connection in the grid, modify the fields, and
then click Update & Apply to Device.

« Todelete a peer connection, check its associated checkbox in the grid, and then

click Delete.
Mode of Local Device listener v
Peer IP* X0, X008, XK. XXX
Source |P XK. XK. XK XXX
Password default v
VRF None v

Table 100 - Add Peer Connection

Field Description

Choose one of the following modes for the remote peer device:

« listener—The device is the listener in the connection.

Mode of Local Device « speaker—The device is the speaker in the connection.

« both—The device is both the listener and the speaker in the connection.
Default value: listener

Peer IP Enter the IPv4 address of the peer device.
Enter the IPv4 address of the source device. If you do not specify an address, the connection uses the default source address, if

Source [P configured, or the address of the port.
Choose one of the following options to specify the password that SXP uses for the connection:
Password « default—Uses the default SXP password.

« none—Does not use a password.
Default value: default

Choose one of the following to specify the VRF to the peer:

VRF (Stratix 5800 Switch Only) . ['\l\%lsname]

Default value: None
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Configure CTS Palicies

To configure CTS policies, follow these steps.

1. Click the CTS Policies tab.

2. Inthe Policy Enforcement area, complete the fields as described in Table 101, and then
click Apply.

onfiguration ™ > Securily ™ > Trustsec
3T Mapping SXP CTS Policies CTS Link Configuration

Policy Enforcement B Apply

VLAN List

Manage Policies

g — -~

From SGT ~ ToSGT IP Type ~  SGACL List Policy Type ~  Monitor Mode

1] 10 »

Table 101 - Policy Enforcement

Field Description

. Enter the VLAN IDs on which to enforce Cisco TrustSec palicies.
VLAN List Valid values: 1...4094

Click to enable or disable global CTS role-based enforcement.

Global IMPORTANT: You must enable policy enforcement glabally for TrustSec-enabled
routed interfaces.

Default value: Disabled

3. Inthe Manage Policies area, you can add, edit, and delete policies:

« Toadd a policy, click Add, complete the fields as described in Table 102, and then
click Apply to Device.

« To edit a policy, click the connection in the grid, modify the fields, and then click
Update & Apply to Device.

- To delete a policy, check its associated checkbox in the grid, and then click Delete.

4. In the Monitor mode for all field, click to enable or disable the Monitor mode for all
policies.

For more information about Monitor mode, see TrustSec Policies on page 191.
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Slobal SGT Mapping

ralion ™ » Securi

ty* > Trustsec

SXP CTS Policies

|- Configure Interface

Interface

0

Port SGT

0 G

5. Toforce an immediate refresh of TrustSec policies, click Refresh.

Manage Policies x

Default Policy

Monitor Mode [. DISABLED I

From SGT To SGT

SGACL Type ®  |Pvd IPv6

Available SGACLs (0) [EEEREE R Selected SGACLs

>

D Cancel

Eﬂ Apply to Device

Table 102 - Manage Policies

Field Description

Default Policy Check to make this policy the default policy.

Click to enable or disable Monitor mode for this policy.
Default value: Disabled
For more information about Monitor mode, see TrustSec Policies on page 191.

Monitor Mode

From SGT Enter the source security number for this policy.
To SGT Enter the destination security group number for this policy.

Click the type of IP addresses that belong to the security groups for this policy:
SGACL Type « IPv4

« IPv6

Available SGACLs column to move it into the Selected SGACLs column.

To create a SGACL, click Add SGACL. See Add an Access Control List on page 76.

To select the SGACLS to include in this policy, click an SGACL in the Available SGACLs

Configuring CTS Link Configuration

To configure CTS interfaces, click the CTS Link Configuration tab.

CTS Link Configuration

Port SGT Assignment Propogate SGT SAP Mode List

*Peer SGT :SGT for frames not having an SG1. or are untrusted

On the CTS Link Configuration tab, you can configure, edit, and delete STC interfaces:

« Toconfigure an interface, click Configure Interface, complete the fields as described in

Table 103, and then click Apply to Device.

« Toedit an interface, click the interface in the grid, modify the fields, and then click

Update & Apply to Device.

« Todelete aninterface, check its associated checkbox in the grid, and then click Delete.
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Configure Interface x

Interface Name | GigabitEthernet1/1

Port SGT value | 2-65519 |

SAP Parameters

L] Trusted

PMK

@

Mode List

Available Modes
gcm-encrypt -
gmac

Selected Modes

no-encap
null

|§| Apply to Device
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Utility Features

Table 103 - Configure Interface

Field

Description

Interface Name

Choose the interface to configure.

To remove the ability to manually configure Cisco TrustSec on the interface, click to
disable Manual Configuration mode. The remaining fields on the page become unavailable

CTS Manual for configuration.
Default value: Enabled
To configure a static authorization policy on this interface, enter an SGT tag value.
Port SGT value Valid values: 2.. 65519
Trusted Check to indicate that ingress traffic on the interface with this SGT should not have its tag
overwritten.
To allow the interface to transmit the SGT to the peer, click to enable the Propogate SGT
function.
Propogate SGT To help prevent the interface from transmitting the SGT to the peer, click to disable the
Propogate SGT function. Disable the function when the peer is incapable of processing an
SGT.
To enable Security Association Protocol (SAP), enter the pairwise-master key. The key is a
PMK hexadecimal value with an even number of characters and a maximum length of 32
characters.
In Manual Configuration mode, SAP is disabled by default.
To select SAP operation modes, click a made in the Available Modes column to move it into
the Selected Modes column.
SAP operations modes:
Mode List « gcm encrypt—Authentication and encryption

« gmac—Authentication, no encryption
« no-encap—No encapsulation
« null-Encapsulation, no authentication or encryption

GOOSE Messaging Support

GOOSE (Generic Object Oriented Substation Events) messaging is defined in
International Standard IEC 61850-8-1.

GOOSE messaging provides support for classification and prioritization of GOOSE messages via

(oS.

For instructions on how to configure GOOSE messaging via the CLI, refer to documentation
available at http://www.Cisco.com.
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Virtual Local Area Networks A vLaN is a switched network segmented on a functional application rather than a physical or

(VLANS) geographical basis. The isolation of different types of traffic helps to preserve the quality of
the transmission and to minimize excess traffic among the logical segments. A VLAN also
gives you the ability to control access and security to a group of devices independent of their
physical location. For more information about VLANSs, see the Ethernet Reference Manual,
publication ENET-RM002.

Switch Virtual Interfaces (SVis)

An SVIis a virtual interface in the switch that allows a VLAN to have an IP address and
additional configuration. An SVI allows traffic to be routed out of a Layer 2 domain without
requiring a physical interface.

You can configure SVIs via the WebUI with these restrictions:
« 328VIs total
« 1SVIper VLAN
« 1SVl per subnet

Supported VLANs

The switch supports VLANs in VTP client, server, and transparent modes. VLANs are identified
by a number from 1...4094:

« VLANTis the default VLAN and is created during system initialization.

«  VLAN IDs 1002...1005 are reserved for token rings and Fiber Distributed Data Interface
(FDDI) switching.

All VLANs except 1002...1005 are available for configuration. All VLAN Trunking Protocol (VTP)
versions support both normal and extended range VLANS, but the switch only propagates
extended range VLAN configuration information with VTP version 3. When extended range
VLANs are created in VTP versions 1and 2, their configuration information is not propagated.
Even the local VTP database entries on the switch are not updated, but the extended range
configuration information is created and stored in the running configuration file.

You can configure a maximum of 256 VLANs on the switch.

Management VLAN

The management VLAN provides administrative access to the switch. VLAN 1is the default
VLAN and also the default management VLAN. During Express Setup, you can change the
default VLAN 1D for the management VLAN. To have administrative access to the switch, you
must assign one of the switch ports to the management VLAN.
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VLAN

SV VLAN

+ Add

Name
Wlan1
Vian3630

1

0 v

Configure SVIs and VLANs via the WebUI

From the Configuration menu, choose VLAN.

< Admin Status ~  Operational Status ~  |Pvd Address ~  IPv6 Address «~  Description
(4] o unassigned Unassigned
(4] [+] 10.223.68.16 Unassigned

From the VLAN page, you can configure SVIs, VLANs, and VLAN groups:

« To configure SVIs, see page 201.
» To configure VLANS, see page 203.
» Toconfigure VLAN groups, see page 204.

Configure SVIs

From the SVI tab, you can add, edit, and delete SVls:

« Toadd an SVI, click Add, complete the fields as described in Table 104, and then click
Apply to Device.

«» Toedit an SVI, click the interface in the grid, modify the fields, and then click Update &

Apply to Device.
« Todelete an SVI, check its associated checkbox in the grid, and then
click Delete.
Create SVI x

VLAN Number*® | 2 - 4094 |
Description (1-200 Characters)
Admin Status up n
MTU (bytes) | 68-1500 |

PIM Sparse Mode D

IGMP Version | 2 (Default) v

Autostate Disabled D

IP Options O rur O ;s
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Table 104 - Create SVI

Field

Description

Enter a unique number to identify the VLAN. If you enter a VLAN number that does not exist, the switch creates a VLAN. Be sure to

VLAN Number assign ports to newly created VLANS.
Valid values: 1...4094
Description Enter a description for the VLAN.

Admin Status

Click to enable or disable the operational status of the interface:
« Up—The interface is operational.

« Down—The interface is not operational.

Default value: Up

Only populate this field if you specifically want to limit MTU on the associated VLAN. If this field is left blank, the SVI defaults to the
global MTU, which is set in the System MTU (Bytes) field on General tab of the Administration | Device page.

MTU (bytes) Enter the maximum transmission unit (MTU) for the VLAN.
Valid values: 68...1500
E%S%ﬁimggﬁlgsnanx Forwards multicast traffic only to the routers that request it.
IGMP Version (Stratix 5800 |Choose the IGMP version to be applied
Switch Only) Default: Version 2
Autostate Disabled To keep the SVI active even when there are no active VLAN interfaces, check the Autostate Disabled checkbox.
IP Options To configure an IPv4 SVI, check IPV4. ] ] )
To configure an IPv6 SVI, check IPV6. You can configure multiple IPv6 addresses on the same interface.
(Appears only for IPv4). Choose the IP address type:
IPv4 Type [S]tl_‘?ég:
« Local Pool
Host Name (Appears only DHCP IPv4 types). (Optional) Enter the DHCP server address.
DHCP Pool List (Appears only for Local Pool IPv4 types). Choose a DHCP pool from which to assign addresses.
IP Address (Appears only Static IPv4 types). Enter the IP address for the SVI.
Subnet Mask (Appears only for Static IPv4 types). Enter the subnet mask for the SVI.
Secondary IP (Appears only for Static IPv). Check Secondary IP
Static (Appears only for IPv6). Choose an IPv6 address type, and then enter an IPv6 address or prefix. To add an address or prefix, click +.
DHCP (Appears only for IPv6). Check DHCP to use the Rapid Commit feature.
Rapid Commit (Appears only for DHCP IPv6 types). To allow a two-message exchange method for address assignment, check Rapid Commit.
(Appears only for IPv6). To simplify the configuration, check AutoConfig, and then choose from the following:
AutoConfig « None

- Default—If a default device is selected on this interface, a default route is installed.

Act as an [Pv6 DHCP Client

(Appears only for IPv6). To make the interface act as a DHCPv6 client, check the checkbox, and then enter a prefix name.

202
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Configure VLANs

From the VLAN tab, you can add, edit, and delete VLANs:

« Toadd a VLAN, click Add, complete the fields as described in Table 105, and then click

Apply to Device.

« Toedita VLAN, click the VLAN in the grid, modify the fields, and then click Update &

Apply to Device.

» Todelete a VLAN, check its associated checkbox in the grid, and then click Delete.

Create VLAN
@ Create a single VLAN

VLAN ID* 2-4094

MName @

State actvaten )
IGMP Snooping enasieD [

|

Part Members Q Search
Available (14) Associated (0)
a
Giln >
Gil/2 > I
Gi1/3 >
Gi4 ? MNo Associated Members
Gi/7 N
v
() Create a range of VLANs
WLAN Range* - (Ex:5-7)

Table 105 - Create VLAN

»

[El Apply to Device

Field Description
Enter a VLAN ID.
VLANID Valid values: 2...4094
Name Enter a name to identify the VLAN.
State Click to activate or deactivate the VLAN.
I6MP Snooping Click to enable or disable IGMP snooping on the VLAN.

Default: Enabled

Port Members

In the Available list, click one or more ports to move them to the Associated list and make them members of the VLAN.

Create a range of VLANs

A VLAN range can be added to the parameters.
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Configure VLAN Groups

From the VLAN Group tab, you can add, edit, and delete VLAN groups:

» Toadd a VLAN group, click Add, complete the fields as described in Table 106, and then
click Apply to Device.

« Toedita VLAN group, click the group in the grid, modify the fields, and then click
Update & Apply to Device.

» Todelete a VLAN group, check its associated checkbox in the grid, and then click
Delete.

Create VLAN Group x

VLAN Group Name*

VLAN List* 1-4094 (Fx:1,2,5-7)

Table 106 - Create VLAN Group

Field Description
VLAN Group Name Enter a name to identify the VLAN group.
VLAN List To map one VLAN or a range of VLANs to the group, enter VLAN IDs. For example, you can enter 1, 2, 5-7.
Valid values: 1...4094
204
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Configure VLANSs via the Logix Designer Application

In the navigation pane, choose Smartports and VLANs.

.||

General®
-+ Connection
-+ Module Infa
- Fault/Program Action
- Switch Configuration
- Switch Status
- Port Configuration
- PoE
W Snstots nd VLANS
- Port Security

Port Status

DHCP Pools

DHCP Address Assignment
- Time Sync Corfiguration
- Time Sync Information
- NTP Client
- NAT
- BtherChannels
=) Parallel Redundancy Protocol {

Channel Group 1
i Channel Group 2

- 50 Fash Sync
- Save/Restore

m

< >

Status: Running

Smartports and YLANs

Smartport and YLAN Assignment

VLAN Configuration

Smartport

VLAN Type and ID

Native

Hone

Access| Voice

Hone

Hone

Hone

Hone

Hone

None

None

None

Hone

Hone

Hone

Hone

Hone

Hone

Hone

Hone

Hone

AdEEEEEEEEEeNEEEEE

el e sl el e ke

e
1Tl
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5 VLANDOOS i
10 VLANDO10) it
20 VLANDOZ0| it
30 VLANDO30| it
Mew VLAM...
Refresh Communication Set «
Concel | [ Aorly Helo

In the VLAN Configuration area, you can add, edit, and delete VLANS:

To add a VLAN, click New VLAN, enter a VLAN 1D and description, click Set, and then click
Close.

Add Mew VLAN

VLAN ID:

VLAN Name:

Set =

=5

[ Close

] |

Help

|

To edit a VLAN, click the Ellipses icon in the Edit column, modify the fields, click Set, and
then click Close.

To delete a VLAN, click the Trash icon in the Delete column.
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Virtual Router Redundancy
Protocol (VRRP) (Stratix
5800 Switch Only)

The VRRP specifies an election protocol that assigns responsibility for a virtual router to one
of the VRRP routers on a LAN. The VRRP router controlling the IP address associated with a
virtual router is called the Master and forwards packets sent to these IP addresses. The
election process provides dynamic failover in the forwarding responsibility should the Master
become unavailable. This allows any of the virtual router IP addresses on the LAN to be used as
the default first hop router by end-hosts. The advantage gained from using VRRP is a higher
availability default path without requiring configuration of dynamic routing or router discovery
protocols on every end-host.

Configure VRRP via the WebUI

There are multiple ways a LAN client can determine which router is the first to go to a remote
destination. The client can use a dynamic process or static configuration.

The following are examples of dynamic router discovery.

«  Proxy ARP - The client uses ARP to get the destination it wants to reach, and a router
responds to the ARP request with its own MAC address.

« Routing protocol - The client listens to dynamic routing protocol updates, for example,
from Routing Information Protocol (RIP). After the client listens, it forms its own routing
table.

« ICMP Router Discovery Protocol (IRDP) client - The client runs an Internet Control
Message Protocol (ICMP) router discovery client.

7.  Dynamic discovery protocols can incur some configuration and processing
&/ overhead on the LAN client. In the event of a router failure, the process of
switching to another router can be slow.

An alternative to dynamic discovery protocols is to statically configure a default router on the
client. This method simplifies client configuration and processing, but also creates a one point
of failure. If the default gateway fails, the LAN client is limited to communicating only on the
local IP network segment and is cut off from the rest of the network.

VRRP can solve the issues that are related to static configuration. VRRP enables a group of
routers to form a one virtual router. This allows for the configuration of the LAN clients with
the virtual router as their default gateway. The virtual router, representing a group of routers,
is also known as a VRRP group. VRRP is supported on Ethernet, Fast Ethernet, BVI, Gigabit
Ethernet interfaces, MPLS VPNs, VRF-aware MPLS VPNs, and VLANS.

The IP address of the virtual router is the same as the address configured for the Ethernet
interface of the router.
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Configure VRRP via WebUI

To configure the VRRP from Configuration, choose VRRP under the Redundancy Protocols
category.

To enable VRRP, click “enable” next to the VRRP status.

To edit and existing group, click the row in the VRRP Group table.

Create a VRRP Group

To create a VRRP group, click Add.

Configuration ~ » Redundancy Protocols~ » VRRP

VRRP: enasle [}
+ Add
Configured

Group @ Interface i |Pv4 Address i IPv6 Address i State i Current Priority : Priority Master Router

3

No records available.

The following window appears to create the VRRP group.

Create VRRP group x

Group* | 1 |

Interface™ | Vlan1 = |

IP Options* O wrve O rus

Priority | 100 | NOTE: Switch with highest value becomes the master

i — switch

Preempt D Delay | o |
Advertise | 100 |

Interval

Track | Mane v | Interface | 10 |

Interface > * Priority

Track object | 1-1000 | Type | line-protocol v |
MNurnber
] b
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Table 107 - VRRP Group

Parameter Description
Group Enter the group number on the VRRP interface that is being enabled.
Interface Choose the interface to enable the VRRP.
To enter the virtual IP address information of the VRRP interface, check the IP Options box.
IP Options « |Pvé: Select the IPv4 type and enter the IP address of the VRRP interface and optional secondary IP address.

« |Pv6: Assign an IPv6 address or prefix to the interface. To add an address or prefix to the list, Click the “+.” To remove them, click the “x.”

Set a priority value that is used in choosing the virtual device master.

Priority The VRRP interface with the highest priority value becomes the virtual device master.

Preempt Select Preempt so that when the VRRP interface has a higher priority than the virtual device master, it assumes control as the virtual device
master.

Delay To cause the VRRP interface to postpone taking over the virtual device master role for the configured number of seconds, enter a delay value.

The range is 0...3600 (1 hour). The default is 0, or no delay before taking over.

Set the advertisement timer.

Advertise Interval The range is 100...40950 with a default of 100.

If you want to specify another VRRP interface for the VRRP process to monitor to alter the VRRP priority for a given group, select a Track
Interface.
If the line protocol of the specified interface goes down, the VRRP priority is reduced. This means that another VRRP interface with higher
priority can become the virtual device master if that interface has standby preempt enabled.

Track Interface

To specify the decrease of the VRRP priority when the tracked interface goes down, enter a priority value.
Interface Priority When the tracked interface comes back up, the priority increases by the same amount.
The range is 1...255 with a default of 10.

Track Object Number | Enter an object number for the tracked interface from 1...1000.

Type Select the type of interface to be tracked.

Click Apply to Device.

Virtual Routing and Forward virtual Routing and Forwarding (VRF)is a logical representation or grouping of Layer 3 entities,

(VRF) (Stratix 5800 Switch  suchas IP address, and routes. The VRF Support feature provides the controller with the
only) capability to split the control plane and data plane into multiple segregated logical instances

within the same controller platform and make the planes VRF aware.

VRF can enable flexible routing in infrastructure services and facilitate support for
overlapping IP addresses.

Use the following steps to configure the VRF.
1. On the Configuration > Interface > VRF page, click Add to add a new VRF interface.

Add New VRF X

Protocols™ ® Ipva O Ipvs O IPva/IPvE

VRF Name*
Route Distinguisher
Route-Target Import

Route-Target Export

'O Cancel . {2l Apply to Device
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2. Inthe Add New VRF window, select the IPv4, IPv6 or IPv4/IPv6 protocol to enable the
address family for the defined VRF.

3. Add a VRF name.

In the Route Distinguisher field, enter the route distinguisher Autonomous System (AS)
number.

5. Inthe Route-Target Import and Route-Target Export field, enter the import and export
route target number. Enter either an AS system number and an arbitrary number (xxx:y)
or an IP address and an arbitrary number (A.B.C.D:y).

6. Click Apply to Device to save the configuration.

VLAN Trunk Protocol (VTP) VTP reduces administration and minimizes misconfiguration in a switched network. When you

Table 108 - VTP Modes

configure a new VLAN on one VTP server, the VLAN is distributed through all switches in the
domain. VTP avoids the need to configure the same VLAN on multiple switches in a network.
For more information about VTP, see the Ethernet Reference Manual, publication ENET-RMO02.

Requirements and Restrictions

Observe these guidelines:

VTP has three versions. Only version 3 provides enhanced authentication, support for
extended range VLAN (VLANs 1006...4094) database propagation, and support for any
database in a domain. For example, version 3 can propagate Multiple Spanning Tree
(MST) protocol database information. If extended VLANSs are configured in the domain,
you cannot convert from VTP version 3 to VTP version 2.

«  Before configuring VTP, configure a trunk port so that the switch can send and receive
VTP advertisements to and from other switches in the domain.

VTP Modes

You can configure a switch to operate in the VTP modes described in Table 108.

Mode

Description

Server

You can create, modify, and delete VLANs, and specify other configuration parameters (such as the VTP version) for the entire VTP domain.
VTP servers advertise their VLAN configurations to other switches in the same VTP domain. The servers also synchronize their VLAN
configurations with other switches based on advertisements that are received over trunk links.

off

The switch functions in the same manner as a VTP transparent switch, except that it does not forward VTP advertisements on trunks.

Client

A VTP client behaves like a VTP server and transmits and receives VTP updates on its trunks, but you cannot create, change, or delete VLANs
on a VTP client. VLANs are configured on another switch in the domain that is in server mode.

Before adding a VTP client switch to a VTP domain, always verify that its VTP configuration revision number is lower than the configuration
revision number of the other switches in the VTP domain. Switches in a VTP domain always use the VLAN configuration of the switch with the
highest VTP configuration revision number. If you add a switch that has a revision number higher than the revision number in the VTP
domain, it can erase all VLAN information from the VTP server and VTP domain.

Transparent

A VTP transparent switch does not participate in VTP. It does not advertise its VLAN configuration and does not synchronize its VLAN
configuration based on received advertisements. However, in VTP version 2 or version 3, transparent switches do forward VTP
advertisements that they receive from other switches through their trunk interfaces. You can create, modify, and delete VLANs on a switch in
VTP transparent mode.

In VTP versions 1and 2, the switch must be in VTP transparent mode when you create extended-range VLANs. VTP version 3 also supports
creating extended-range VLANSs in server mode only.
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Table 109 - VTP

Configure VTP via the WebUI

1. From the Configuration menu, choose VTP.
2. Complete the fields as described in Table 109, and then click Apply to Device.

Field

Description

Domain Name

Enter a VTP domain name.
The domain name is an ASCII string from 1...32 characters that identifies the VTP administrative domain for the device. The domain name is
case sensitive.

Password

(Optional) Enter the administrative domain password.
This password is for the generation of the 16-byte secret value that is used in MD5 digest calculation to be sent in VTP advertisements and to
validate received VTP advertisements. The password can be an ASCII string from 1to 32 characters. The password is case-sensitive.

Version

Choose the VTP version:

« V1-Supports only normal-range VLANs (VLAN IDs 1...1005).
« V2—Supports only normal-range VLANs (VLAN IDs 1...1005).
« V3—Supports the entire VLAN range (VLANs 1...4096).

The default version 1.

VLAN Mode

Choose the VLAN mode. For a description of each mode, see Table 108 on page 209.

The default mode is Server.

For Server mode, click the Primary field to indicate the operational state of the primary server:

- ON—Changes the operational state of a switch from a secondary server (the default) to a primary server and advertises the configuration
to the domain.

- OFF—Does not change the operational state of a switch from a secondary server (the default) to a primary server.

MST Mode

(Optional, VTP version 3 only). Choose a VTP mode for the MST database. For a description of each mode, see Table 108 on page 209.

The default mode is Server.

For Server mode, click the Primary field to indicate the operational state of the primary server:

- ON—Changes the operational state of a switch from a secondary server (the default) to a primary server and advertises the configuration
to the domain.

- OFF—Does not change the operational state of a switch from a secondary server (the default) to a primary server.

Force

(Optional, VTP Version 3 only, and VLAN Server mode and MST Server mode only). Click to indicate whether to overwrite the configuration of
any conflicting servers:

« ON—Overwrite configurations that conflict.

« OFF—Do not overwrite configurations that conflict.
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Alarm Profiles Alarm profiles enable you to apply a group of alarm settings to multiple interfaces. These port-
specific alarm settings specify the type of alarms and actions to trigger for the ports.

Alarm Types

An alarm profile can include the following alarm types.

Table 110 - Alarm Types for Alarm Profiles

Alarm Description

The switch triggers the alarm when problems with a port physical layer cause unreliable
Link Fault data transmission. A typical link fault condition is loss of signal or clock. The link fault alarm

clears automatically when the link fault condition is clear. The severity for this alarm is
error condition, level 3.

The switch triggers the alarm when a port is not forwarding packets. This alarm clears
Port Not Forwarding |automatically when the port begins to forward packets. The severity for this alarm is
warning, level 4.

The switch triggers the alarm when the port fails during the startup self-test. When
Port Not Operating  |triggered, the port not-operating alarm is only clear when the switch restarts and the port is
operational. The severity for this alarm is error condition, level 3.

The switch triggers the alarm when the actual frame check sequence (FCS) bit error-rate is
close to the configured rate. You can set the FCS Threshold on the Port page under
Administration > Alarm Settings in the WebUl. The severity for this alarm is error condition,
level 3.

Fcs Bit Error Rate

Alarm Actions

For each port-specific alarm, you can trigger the following actions.

Table 111 - Alarm Actions

Alarm Action Description
Alarms Enable the alarm.
SNMP trap Alarm traps are sent to an SNMP server. SNMP is enabled on the SNMP page under

Administration > Management in the WebUI.
The alarm relay is triggered for the switch, and the switch sends a fault signal to a

HW relay connected external alarm device, such as a bell, light, or other signal device.

Svslo Alarm traps are recorded in the syslog. You can view the syslog on the Syslog page under
ysiog Troubleshooting in the WebUI.

Default Alarm Profile

Express Setup configures all ports to use the default alarm profile called ab-alarm.

Edit Profile Instance x

MName™ ab-alarm

Alarm Name Alarms SNMP Trap HW Relay Syslog

Link Fault

Port Not Forwarding

0B 6
60006
0O0B®0
066
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Create an Alarm Profile Via the WebUI

From the Administration menu, choose Alarm Profiles.

ns = » Alarm Profiles

Profile Name
defaultPort
ab-aiam

50 w

From the Alarm Profiles page, you can add, edit, and delete alarm profiles:

« Toadd an alarm profile, click Add, complete the fields as described in Table 112, and
then click Apply to Device.

« Toedit an alarm profile, click the profile in the grid, modify the fields, and then click

Update and Apply to Device.
» Todelete an alarm profile, check its assaciated checkbox in the grid, and then click
Delete.
Add Profile Instance x
MName* (1-32 Characters)
Alarm Name Alarms SNMP Trap HW Relay Syslog
Link Fault O O O O
Port Not Forwarding 0O 0O (] O
Port Not Operating O O O O
Fcs Bit Error Rate 0O 0O 0O O

Table 112 - Add Profile Instance

Field Description

Name Enter a unique profile name.

Alarm Name See Alarm Types on page 212.

Alarms

SNMP Trap Check each type of action to trigger for the associated alarm type.
HW Relay See Alarm Actions on page 212.

Syslog
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Alarm Settings The switch monitors alarm conditions on a per-port or a global basis. If conditions on the
switch or on a port do not match the parameters that you configure for an alarm, the switch
triggers an alarm or a system message.

External Alarm Devices

You can configure the switch to trigger an external alarm device by using the alarm relay. The
switch supports one alarm output with both a normally closed and a normally open contact.
The switch software is configured to detect faults, which are used to energize the relay coil
and, change the state on both of the relay contacts. You can wire the external alarm to be
triggered when the circuit is open or closed.

Global Alarm Types

You can configure the following types of global alarms on the switch.

Table 113 - Global Alarm Types

Alarm Description

The switch triggers the alarm if a power supply fails or is missing. The alarm clears

Power Supply when the power supply is present or working.

The switch triggers the primary alarm when the system temperature is higher or
lower than the configured thresholds. By default, this alarm cannot be disabled.
You can change the default temperature thresholds by entering new values.
Default high threshold value: +30 °C (+134 °F)

Default low threshold value: -40°C (-40°F)

Valid threshold range: -55...+125°C (-67...+257°F)

Temperature—Primary

Input—Alarm 1

P The switch triggers the two input alarms based on the alarm relay configuration.
Input—Alarm 2
SD card The switch triggers the alarm when the SD Card is removed and it is cleared when it is

inserted.!

The switch triggers the secondary alarm when the system temperature is higher or
lower than the configured thresholds. By default, this alarm is disabled.

_ You can change the default temperature thresholds by entering new values.
Temperature—Secondary | o gyt high threshold value: +90 °C (+194 °F)

Default low threshold value: 0 °C (+32 °F)

Valid threshold range: -55...+125°C (-67...+257°F)

The Device Level Ring (DLR) alarm is triggered by any of the following Major DLR Alarm
events:

« The ring goes from Normal to Fault state.

« Redundant gateway status changes from Active Normal or Backup.

« Supervisor goes into Rapid_Fault state/partial fault.

« Redundant Gateway goes to Partial_Network_Fault state.

DLR

An HSR ring can generate the following two alarms:

« Partial Ring Fault: This minor fault is generated by an HSR RedBox when one of its
physical ring ports/links is down. Because the packets can be sent using the

HSR (Stratix 5800 Switch redundant path, this is considered as a partial fault. However, this fault still

Only) requires user intervention to restore the ring.

Full Ring Fault: This major fault is generated by an HSR RedBox when both of its

physical ring ports/links are down. This is a catastrophic failure and needs

immediate attention.

(1) Toenable the HW Relay alarm for SD card, the alarms also must be enabled.
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Alarm Actions for Global Alarms

For each global alarm, you can trigger the following actions.

Alarm Action Description
Alarm Enable the alarm.
SNMP tra Alarm traps are sent to an SNMP server. SNMP is enabled on the SNMP page under
p Administration > SNMP in the WebUI.
HW rela The alarm relay is triggered for the switch, the switch sends a fault signal to a connected
y external alarm device, such as a bell, light, or other signal device.
Syslog Alarm traps are recorded in the syslog. You can view the syslog on the Syslog page under

Troubleshooting in the WebUI.

Configure Alarm Settings Via the WebUI

To configure alarm settings, from the Administration menu, choose Alarm Settings.

From the Alarm Settings page, you can configure alarm relays, global alarms, and port alarms:
« Toconfigure alarm relays, see page 215.
Configure global alarms, see page 216.
«  Configure port alarms, see page 217.

Configure Alarm Relays

On the Alarm Relay Setup tab, complete the fields as described in Table Ti4. When you make
changes, a message appears in the lower-right corner of the WebUI to confirm that the
configuration was successfully applied.

Administration~ > Alarms ~ > Alarm Settings
Alarm Relay Setup Global Port
Output Relay OPENED .
Input Relay1 |. CL( |
Input Relay2 |l cLosep |

Table 114 - Alarm Settings—Alarm Relay Setup

Field Description
Click to determine the normal state of the output relay circuit:
Output Relay « Opened—When an alarm state occurs, the output relay circuit closes.

« Closed—When an alarm state occurs, the output relay circuit opens.

Click to determine the normal state of input relay 1:
Input Relay 1 « Opened—An alarm triggers when the input relay circuit closes.
« Closed—An alarm triggers when the input relay circuit opens.

Click to determine the normal state of input relay 2:
Input Relay 2 « Opened—An alarm triggers when the input relay circuit closes.
« Closed—An alarm triggers when the input relay circuit opens.
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Configure Global Alarms

On the Global tab, you can change the frame check sequence (FCS) error hysteresis threshold
and edit global alarms:
«  Tochange the (FCS) error hysteresis threshold, enter a percentage value from 1...10 and
click Apply to Device. The default value is 10 percent.

The frame check sequence (FCS) error hysteresis threshold is used to determine when
an alarm condition is cleared. This value is expressed as a percentage of fluctuation
from the FCS bit error rate. You can adjust the percentage to help prevent toggling the
alarm condition when the FCS bit error rate fluctuates near the configured bit error
rate. You can also configure this setting for individual ports.

Alarm Settings

Alarm Relay Setup Global Port
—

FCS Hysteresis 10 Apply to Device

» Toedit a global alarm, click the alarm in the grid, complete the fields as described in
Table T15, and then click Update & Apply to Device.

Alarm Name Temperature-Primary
Alarm Enabled

SNMP Trap

HW Relay
Maximum Threshold 20

Minimum Threshold -40

Table 115 - Alarm Settings—Global

Field Description

Mlarm Name (System-generated). Displays the name of the global alarm. See Glabal Alarm Types on page 214.
Alarm

SNMP Trap Click to enable or disable the action from being triggered by the associated alarm type.

HW Relay See Alarm Actions for Global Alarms on page 215.

Syslog

Max Threshold in °C

Enter a maximum temperature in degrees Celsius.
Valid threshold range: -55...+125°C

Min Threshold in °C

Enter a minimum temperature in degrees Celsius.
Valid threshold range: -55...+125°C
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Configure Port Alarms

On the Port tab, you can view and edit port alarms.

1783-MMS10EAR

17.16.20240810

Administration~ > Alarms~ > Alarm Settings
Alarm Relay Setup Global Port
FCS Hysteresis 10
Alarm Name Y Alarm Y
Power Supply Enabled
Temperature-Primary Enabled
Temperature-Secondary Enabled
Input-Alarm 1 Enabled
Input-Alarm 2 Enabled |
SD-Card Disabled |
HSR Disabled |
DLR Disabled |

1 0 v ‘

To edit a port alarm, on the Port tab, click the alarm in the grid, complete the fields as
described in Table 116, and click Update & Save to Device.

Edit Alarm: Temperature-Primary

Alarm Name Temperature-Primary

Alarm Enabled

SNMP Trap enaste [
HW Relay enaslen [l

Maximum Threshold 80
Minimum Threshold -40
Table 116 - Alarm Settings—Port
Field Description
Port Name Displays the port type and number.
Alarm Profile Choose an alarm profile. The default profile that is configured via Express Setup is ab-alarm.
Enter a percentage value from 6...8.
FCS Threshold This value is expressed as a percentage of fluctuation from the FCS bit error rate. You can adjust the percentage to help prevent
toggling the alarm condition when the FCS bit error rate fluctuates near the configured bit error rate. You can also configure this
setting at the global level. Default value: 8
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Back Up and Restore
Procedures

218

You can perform these procedures on the switch:

» Back up and restore configuration files.
«  Sync the SD card with the internal memory of the switch.

Back Up and Restore Configuration Files Via the WebUI

Configuration files contain the |0S software commands that are used to customize the
functionality of your switch. The WebUl uses these configuration files:
«  The Startup configuration file (startup-config) is used during system startup to
configure the software.

- The Running configuration file (running-config) contains the current configuration of
the software.

The two configuration files can be different. For example, you can change the configuration
for a short time period rather than permanently.

IMPORTANT Changes made to the Running configuration are lost after you
restart the switch. The switch uses its Startup configuration after a
power cycle.

1. From the Administration menu, choose Backup & Restore.

On the Config File Management tab, you can copy configuration files to the switch or
from the switch.

. Complete the fields as described in Table T17.
3. If you are copying a file to the switch, click Upload File.

or

If you are copying a file from the switch, click Download File.
4, To reload the switch, click Reload.

IMPORTANT A downloaded configuration does not take effect until after a reload.
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Administration ¥ > Management~ > Backup & Restore

Config File Management Sync Auto Sync
Copy @ To Device -
File Type Configuration =
Transfer Mode TFTP v
Backup existing startup config to flash? ®vYes O No

Server Details

IP Address (IPv4/IPvB)*

File Path @ /

File Name*

+ Download File

Table 117 - Backup & Restore—Config File Management

Field Description

Choose whether to copy the configuration file to the device or from the device:
Copy « To Device (default)

« From Device
File Type Choose Configuration.

Transfer Mode

Choose the protocol to use for the file transfer:
« TFTP(default)

« SFTP

« FTP

« HTTP

Back up existing start up config to
flash

If you chose to transfer a file to the device, click whether to back up the existing startup config to flash:
« Yes—The switch saves the current startup configuration in its internal memory as a backup.
« No—The switch does not save the current startup configuration.

Server Details

IP Address (IPv4/IPv6) (Appears only for TFTP, SFTP, and FTP transfers.) Enter the IP address of the TFTP or FTP server.

File Path (Appears only for TFTP, SFTP, and FTP transfers.) Enter the file location for the configuration file on the TFTP, FTP server.
File Name (Appears only for TFTP, SFTP, and FTP transfers.) Enter the name of the configuration file to transfer.

Server Login UserName

(Appears only for SFTP transfers.) Type the user name of the server to be accessed.

Server Login Password

(Appears only for SFTP transfers.) Type the password of the server to be accessed.

Logon Type

(Appears only for FTP transfers). Choose the type of logon required to access the FTP site:
« Anonymous (default)
« Authenticated

Source File Path

(Appears only for HTTP transfers). Click Select File and then browse to the .config file.
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Back Up and Restore Sync Via the WebUI

Synchronization copies the firmware image or device configuration or both, from internal

flash to SD card.

A configured Switch (not in a factory default state) always uses the startup configuration on
the internal memory during start up. Changes to the running configuration are not immediately
saved to the startup Configuration and must be saved explicitly. Once changes are saved, it is
highly recommended to synchronize the configuration from internal flash to SD card.

You can use manual sync or enable automated sync. The SD card must be inserted to use Sync.

Use the Administration > Management > Backup & Restore > Sync page to display the SD card,
device flash, and synchronization status and to manually synchronize files. Use the
Administration > Management > Backup & Restore > Auto Sync page to configure the switch to
synchronize automatically when the configuration is changed.

IMPORTANT  Sync between usbflash and sdflash is not supported. Also,
syncing from sdflash or usbflash to internal flash is not

supported.
Administration = » Management - > Backup & Restore
Config File Management Sync Auta Sync
Sync To: sdflash: =

m Sync Status

Device Flash Configuration in sync

Card Present : Yes
IOS Image in sync
Booted from : Yes

. - e Last Sync: Thu Jun 1 08:34:01 2023
Free Space: 1.3 GB =

SD Card

Card Present : Yes

Free Space : 75 GB

Table T18 - Backup & Restore—Sync

Sync Option

Description

Sync Configuration

Synchronizes the device configuration file.

Sync 10S Image

Synchronizes the image file.

Sync Both

Synchronizes both the device configuration file and the image file.

220
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Backup & Restore

Aato Sync

Global Auto Sync{Config and Image)

Scheduled Timer

syne To:

Configuration &

Image (I0S) G

Table 119 - Backup & Restore—Auto Sync

Field

Description

Global Auto Sync (Config and Image)

Select this option to copy the 10S files from the internal flash memory to the SD card at a given specific time every day.

Schedule Timer

Select the time at which Auto Sync will be initiated every day.

Configuration

Auto Sync Use this feature for the switch to synchronize automatically when the configuration is changed.
Prompt to Sync Use this feature for synchronization to occur only after a prompt is acknowledged.

Manual Sync Use this feature for the synchronization to occur manually.

Image (10S)

Auto Sync After firmware update, use this feature for the switch to synchronize automatically.

Prompt to Sync After firmware update, use this feature for synchronization between the SD Card and an onboard flash.
Manual Sync Use this feature for the synchronization to occur manually.

O For more information on SD Cards as well as Swap Drive, see page 268.

Back Up, Restore, and Sync Configuration Files Via the
Logix Designer Application

The Logix Designer application uses these configuration file:

«  Text file with configuration parameters (config.text)
«  Binary file with VLAN information (vlan.dat)

You can sync the configuration files between the switch and an SD card or save and restore
the configuration files.

Sync Configuration Files with an SD Card

1. In the navigation pane, click SD Flash Sync.
2. Complete the fields as described in Table 120, and then click Apply.
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- General SD Flash Sync
- Connection
- Module Info
- Fault/Program Action

- Switch Corfiguration ] . -
Switch Status 5D Flash Present: No Configuration Files:

5D Flash Status Synchronization Status

- Port Configuration 5D Flash Status: 105 Image:
- PoE
Smartports and VLANs Copy from SD Flash to Switch
- Port Security
- Port Status
DHCP Pools
- DHCP Address Assignment
- Time Sync Configuration
- Time Sync Irformation
- NTP Client
- BtherChannels
- Save/Restore

Copy 'canfig test’ and "vlan.dat' to Switch Copy Canfiguration -

Copy 105 Image to Switch Copy 105 Image -

Copy from Switch to SD Flash

Copy 'config.text' and 'vlan.dat' to 5D Flash Copy Canfiguration +

Copy 105 Image ta SD Flash Copy 105 Image -

Refresh Communication

Table 120 - SD Flash Sync

Field Description

SD Flash Status Indicates whether the SD card is present and the status of the card

Synchronization Status Indicates whether the configuration files and the 10S are synchronized or unsynchronized.
Click to sync one of the following from the SD card to the switch:

g&?t)::{]mm SD Flash to « Copy Configuration
« Copy I0S Image

. Click to sync one of the following from the switch to the SD card:
E;ﬂlfmm Switch to SD « Copy Configuration

« Copy 10S Image
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Save and Restore Configuration Files

1. Inthe navigation pane, click Save/Restore.
2. Perform the following save and restore actions as needed, and then click Apply:

- To restore a configuration that is stored on your local computer to the controller
project, click Import.

- To save the configuration that is stored in the controller project to your computer,
click Export.

« To copy the configuration from the switch to the controller project, click Upload.

- To download the configuration from the controller project to the switch, click
Download.

- General
- Connection
- Module Info
- Fault/Program Action
- Switch Configuration
Switch Status
- Port Configuration
.. PoE
- Smartports and WVLANs
- Port Security
Port Status
- DHCF Pools
- DHCP Address Assignment
- Time Sync Configuration
- Time Sync Information
- NTP Client
- EtherChannels
- 5D Fash Sync

Status: Running

SavefRestore
Exchange Configuration with Switch
o Upload full configuration ['config text’ and “wlan dat’] from
= switch to project.

Download full configuration [‘config text’ and "wlan dat'] from
project to switch.

Download |

Import{Export Configuration

Import full configuration [‘config.text’ and “wlan. dat) from
Impaort.
files into project.

Export full configuration ['config.best’ and “vlan.dat'] fram

Ezpart... ? .
=2 praject into fles.
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Common Industrial Protocol
(CIP)

Administration ~ » Industrial Protocols~ > CIP

CIP Status

CIP VLAN

IP Address

Subnet Mask

CIP Password

Confirm CIP Password*

CIP™is a messaging protocol for devices in industrial automation control systems. CIP is the
application layer for the EtherNet/IP™ network. For more information about CIP, see the
Ethernet Reference Manual, publication ENET-RM002.

Configure CIP Via the WebUI

IMPORTANT  To manage the switch via the Logix Designer application, CIP must
be enabled on the switch.

To configure CIP on the switch, from the Administration menu, choose CIP.

8 oy o Do

3680 v
10.223.68.16

255.255.255.0

Table 121 - CIP

Field Description

CIP Status Click to enable or disable CIP messaging.

CIP VLAN Choose a CIP VLAN. CIP can be enabled on only one VLAN.

IP Address Displays the IP address and subnet mask for the CIP connection on the VLAN that you chose in the CIP VLAN field. To

Subnet Mask change these values, modify the SVI on the Configure > VLAN page.

CIP Password Enter a CIP password.

Confirm CIP Password Reenter the CIP password to confirm it.

CiP Sync (PTP) CIP Sync time synchronization refers to the IEEE 1588 standard for Precision Time Protocol

(PTP). The protocol enables precise synchronization of clocks in measurement and control
systems. Clocks are synchronized with nanosecond accuracy over the EtherNet/IP
communication network. PTP enables systems that include clocks of various precisions,
resolution, and stability to synchronize. PTP generates a primary-secondary relationship
among the clocks in the system. All clocks ultimately derive their time from a clock that is
selected as the Grandmaster clock. For more information about PTP and CIP Sync, see the
Ethernet Reference Manual, publication ENET-RM002.

Table 124 describes the PTP modes that you can apply to a Stratix 5200 or Stratix 5800 switch.
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Configure Device Time Via the WebUI

From the Administration menu, choose Time.

Administration ~ > Time

Source: NTP Jul 10, 2019

=
16:34:41

(UTC+00:00) Casablanca, Dublin, .

Sync with System Time Change Date and Time

Systemn Time: 12:34:41 Jul 10, 2018 (UTC -04:00 )

NTP NTP Server Details

-+ Add

Host Name ~  Status ~ Source Address
10.80.1.41 Synchronized None

1 | 20  |items per page

i Refresh NTP Table

~

From the Time page, you can set time manually or via NTP:

« Toset time manually, see page 225.
« Toset time via NTP, see page 226.

Set Time Manually

« To synchronize the time on the switch with the time on your computer, click Sync with

System Time.

The WebUI session is re-established and you are redirected to the sign in page.

» Toenter date and time settings manually, click Change Date and Time, complete the

fields as described in Table 122, and then click

Apply to Device.
Date 26 Jun 2023 ]
Time 14:06:10 ©
Time Zone™* utc Select Time Zone
Offset [HH]* [MM]* -4 o]
Daylight Savings (]
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Table 122 - Date and Time Setting

Field Description
Date . .

- Enter the date and time to set on the device.
Time

. From the drop-down menu, choose a time zone.
Time Zone Default value: Coordinated Universal Time (UTC)

" * « HH - Hours offset from Coordinated Universal Time (UTC). Range is from -23...+23.
Offset [HHI* [MM] « MM - (Optional) Minutes offset from UTC.
Daylight Saving Check to set the Daylight Saving observance period.
Set Time Via NTP

On the Time page, click NTP.

NTP NTP Server Details

+ Add % Delete & Refresh NTP Table

Host Name ~  Status ~  Source Address v

PTP

10.80.1.41 Synchronized None

Under NTP Server Details, you can add, edit, and delete NTP servers.

» Toadd an NTP server, click Add, complete the fields as described in Table 123, and then
click Apply to Device.

» Toedit an NTP server, click the server in the grid, modify the fields, and then click
Update & Apply to Device.

» Todelete an NTP server, check its associated checkbox in the grid, and then click
Delete.

« Toreload the NTP server details, click Refresh NTP Table.

Create NTP Server x

Host Name*

Prefer

IP for DNS Resolution None v
Source Address None v

E Apply to Device
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Table 123 - Create NTP Server

Field Description
Host Name Enter the host name or IP address to identify the NTP server.
Prefer Check Prefer to make this server the preferred server if multiple servers are synchronized.
Choose an IP protocol to resolve the DNS server name:
. - None (default)
IP for DNS Resolution « [P—Uses an IPv4 address.
« |Pv6—Uses an IPv6 server address.
Choose the source to use for establishing a connection to the NTP server.
« None (default}-The switch automatically chooses a source.
Source Address
« VLAN
» Interface
Vian If you chose VLAN in the Source Address field, choose a VLAN ID from the list.
Interface If you chose Interface in the Source Address field, choose an interface from the list.

Table 124 - PTP Modes

CIP Sync PTP

PTP Mode

Description

Boundary

Allows the switch to participate in selecting the best master clock.

If the switch does not detect a better clock, it becomes the Grandmaster clock and parent clock to all connected devices. If the best master
is to be a clock that is connected to the switch, the switch becomes a child to that clock, and acts as a parent clock to devices connected to
other ports.

The clock selection process is determined in part by the relative priority of the switches in the network.

End to End Transparent

The switch transparently synchronizes all clocks with the master clock that is connected to it. All ports are enabled by default. The switch
corrects the delay that is incurred by every packet passing through it (referred to as residence time). This mode causes less jitter and error
accumulation than Boundary mode.

Forward

The switch passes PTP packets as normal multicast traffic. All switch ports are enabled by default.

NTP/PTP

This mode is also known as NTP-PTP Clock mode. Allows the switch to act as a Grandmaster. Derives PTP clock time from an NTP time
source, it adds the TOD reference from NTP to PTP. If not the Grandmaster, the switch operates in Boundary mode.

End to End Transparent
with Multiple VLAN

This PTP mode is only supported with Device Level Ring (DLR) for DLR's Supervisor, Gateway and Beacon nodes.
For PTP over DLR, configure the DLR supervisor node in transparent clock mode with multiple VLAN support. This allows the use of multiple
VLANs while maintaining a single time source on the ring.

Table 125 - PTP Details

Boundary Mode
Domai The participating grandmaster clock, switches, and slave devices should be in the same domain. (Optional)
omain .
Range: 0...255
Priori First priority to override the default criteria (clock quality, clock class, and so on) for best master clock selection.
riority 1 .
Range: 0...255
L Second priority to use as a tie-breaker between two devices that are otherwise equally matched in the default criteria.
Priority 2 .
Range: 0...255
Current UTC Offset Allows you to configure the adjust-time, which causes the derived PTP time to remain in time with the International Atomic Time (TAI) clock.

The PTP announce message carries the leap second offset value. Supported range is from 0...100.

End to End Transparent

Domain

The participating grandmaster clock, switches, and slave devices should be in the same domain. (Optional)
Range: 0...255

Forward - N/A

NTP-PTP Clock

The participating grandmaster clock, switches, and slave devices should be in the same domain. (Optional)

Domain Range: 0...255

T First priority to override the default criteria (clock quality, clock class, and so on) for best master clock selection.
Priority 1 Range: 0...255
Priority 2 Second priority to use as a tie-breaker between two devices that are otherwise equally matched in the default criteria.

Range: 0...255
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Table 125 - PTP Details

Current UTC Offset

Allows you to configure the adjust-time, which causes the derived PTP time to remain in time with the International Atomic Time (TAI) clock.
The PTP announce message carries the leap second offset value. Supported range is from 0...100.

End to End Transparent with Multiple VLAN

Domain

The participating grandmaster clock, switches, and slave devices should be in the same domain. (Optional)

Range: 0...255

NTP Servers

228

On the Time page, click the PTP tab.

PTP Details

Mode

Domair

Priority1

Priority2

Current UTC Offset

Interface
Gl

Gi/2

NTP-PTP Clock v

128

128

¢ Enabled

TRUE
TRUE

To configure PTP in NTP-PTP Clock mode, follow these steps.

1.

Be sure that you have an NTP server configured as described in
Set Time Via NTP on page 226.

From the Mode drop-down menu, choose NTP-PTP Clock.
Domain (Optional) - domain-number - A number from 0...255.

The participating grandmaster clock, switches, and slave devices should be in the same
domain.

In the Priorityl field, enter a priority value in the range of 0...255 to override the default
criteria (clock quality, clock class, and so on) for best master clock selection.

A lower value takes precedence. The default value is 128.

In the Priority2 field, enter a second priority in the range of 0...255 to use as a tie-
breaker between two devices that are otherwise equally matched in the default criteria.
For example, you can give a specific switch priority over other identical switches.

Current UTC Offset (Optional) - A number from 0...100.
Click Apply to Device.
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To configure PTP in Boundary mode, follow these steps.

1. From the Mode dropdown menu, choose Boundary.
2. Domain (Optional) - domain-number - A number from 0...255.

The participating grandmaster clock, switches, and slave devices should be in the same
domain.

3. Inthe Priorityl field, enter a priority value in the range of 0...255 to override the default
criteria (clock quality, clock class, and so on) for best master clock selection.
A lower value takes precedence. The default value is 128.

4. In the Priority2 field, enter a second priority in the range of 0...255 to use as a tie-
breaker between two devices that are otherwise equally matched in the default criteria.
For example, you can give a specific switch priority over other identical switches.

Current UTC Offset (Optional) - A number from 0...100.
Click Apply to Device.
Click Configure.

Disabled : (0 ) Enabled : ( 26 )
Interface Interface Delay Request Interval Announce Timeout Announce Interval Sync Interval Sync Fault Limit
& GiiN 5 3 L) o 500000
e Gz 5 3 1 0 500000
€ Gil3 5 3 1 0 500000
& Gilfa 5 3 1 (v] 500000
e Gils 5 3 [ 0 500000
* i1 5 3 1 o 500000
& Gi17 5 3 1 (v] 500000 e
2 i Apply to Device

Table 126 - Configure PTP

Field Description

Enter the time for the member devices to send delay request messages when the port is in the master state.
Delay Request Interval Valid values: -1...+6 seconds
Default value: 5

Enter the time for announcing timeout messages.
Announce Timeout Valid values: 2...10 seconds
Default value: 3

Enter the time for sending announce messages.
Announce Interval Valid values: 0...4 seconds
Default value: 1

Enter the time for sending synchronization messages.
Sync Interval Valid values: -1...+1 seconds
Default value: 1

Enter the maximum clock offset value before PTP attempts to resynchronize. The range is 50...500000000 nanoseconds. The
default is 50,000 nanoseconds.

Valid values: 50... 50000000 nanoseconds

Default value: 50000

Sync Fault Limit
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8.

10.

1.

To disable PTP on specific interfaces, click each interface to move it from the Enabled
list to the Disabled list.

or

To disable all interfaces, click Disable All.
To enable PTP on specific interfaces, click each interface to move it from the Disabled
list to the Enabled list.

or

To enable all interfaces, click Enable All.

To change the PTP values for each interface, modify the fields as described in
Table 126.

Click Apply to Device.

To configure PTP in End to End Transparent mode, follow these steps.

1.
2.

From the Mode dropdown menu, choose End to End Transparent.
Domain (Optional) - domain-number - A number from 0 to 255.

The participating grandmaster clock, switches, and slave devices should be in the same
domain.

Click Apply to Device.
Click Configure.

Configure PTP x

Interface Interface

Disabled : (0) Enabled : ( 26)

Gi1/1

Gil/2

Gi1/3

No ports disabled

Gil/4

Gi1/5

Gil/e

Gil/7 e

Disable All

I1~+1~++1~1~

.

To disable PTP on specific interfaces, click each interface to move it from the Enabled
list to the Disabled list.

or

To disable all interfaces, click Disable All.
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6. To enable PTP on specific interfaces, click each interface to move it from the Disabled
list to the Enabled list.

or

To enable all interfaces, click Enable All.
7. Click Apply to Device.

To configure PTP in Forward mode, follow these steps.

1. From the Mode dropdown menu, choose Forward.
2. Click Apply to Device.

To configure PTP in End to End Transparent with Multiple VLAN mode, follow these steps.

1. From the Mode dropdown menu, choose End to End Transparent with Multiple VLAN.
2. Domain (Optional) - domain-number - A number from 0 to 255.

The participating grandmaster clock, switches, and slave devices should be in the same
domain.

3. Click Apply to Device.
Click Configure.

P Senven PTP Detalls

5. Todisable PTP on specific interfaces, click each interface to move it from the Enabled
list to the Disabled list.

or

To disable all interfaces, click Disable All.

6. To enable PTP on specific interfaces, click each interface to move it from the Disabled
list to the Enabled list.

or

To enable all interfaces, click Enable All.
7. Tochange the VLAN number for each interface, modify the fields under VLAN ID
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232

8. Click Apply to Device.

Configure PTP *

Disabled : (0 ) Enabled: (18)
Interface Interface VLAN ID
« GiA 38
« Gz 39
& Gilf3 NIA
& Gilja N/A
+« Gis 2
& Gl 2

Configure Device Time Via the Logix Designer Application

In the Logix Designer application, you can manage device time in these ways:

« Toconfigure CIP Sync Time (PTP), see page 232
+  To view CIP Sync Time information, page 235
» Tomanage NTP servers, see page 236

Configure CIP Sync Time (PTP)

1. In the navigation pane, click Time Sync Configuration.
2. From the Clock Type dropdown menu, choose a mode.

For a description of each mode, see Table 121 on page 224.

3. Complete the fields, and then click Set:
« To configure Boundary mode, see page 233.
« To configure End to End Transparent mode, see page 234.

There is no configuration for Forward mode.
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| ﬂ Module Properties: Prodcuer_EN4TR_In_Slot1 (1783-MMS10EAR plus 1783-MMXSEA 8.001)

- General”
- Connection
- Module Info

Fault/Program Action
Switch Configuration

- Switch Status

- Port Configuration

.. PoE

- Smartports and VLANs
- Port Security

- Port Status

DHCP Paals
DHCF Address Assignment

- Time Sync Configuration

. Time Sync Information

- NTP Client

. NAT

- BtherChannels

- Pgrallel Redundancy Protocal {

Channel Group 1
i Channel Group 2

Time Sync Configuration
Clock Type: Boundary

Clock Identity.

w

0x08:61:95:FF:FE:00:56: 40

Grandmaster 5election Priority 1:

Grandmazter Selection Priority 2

Offset From Master

Port | Enabie State

Time Sync| Time Sync

Delay
Request

Announce
Timeout

Announce
Interval

Sync
Interval

Sync Fault
Limit

Gili1 Faulty

3

500000

Gilrz Faulty

500000

Gilf3 Master

500000

Gili4 Master

Soo0o0

Gills Master

soo0oo

Gills Master

soo0oo

Gl Slave

soo0o0

Gillg Master

S0o000

- 50 Flash Sync
- Save/Restore

<

Status: Running

Gilg
Gi1/10

500000
500000 w

Faulty
Faulty

RRAREREEIEEIE

en|en|enfen|enfen|en|en|nfen
B ICICICIEIC]

[ Y Y ) P AC) Py )

Refresh Communication Set «

Concal | [ fonk et

Table 127 - Boundary Mode

Field

Description

Clock Identity

Displays a unique identifier for the clock.

Grandmaster Selection Priorityl

Type a value to override the default criteria (clock quality, clock class, and so on) for the best master clock selection. A lower
value takes precedence.

Valid values: 0...255

Default: 128

Grandmaster Selection Priority
2

Type a value to use as a tie-breaker between two devices that are otherwise equally matched in the default criteria. For example,
you can give a specific switch priority over other identical switches. A lower value takes precedence.

Valid values: 0...255

Default: 128

Offset from Master

Displays the time offset in nanoseconds between the slave and master clocks.

Port

Displays the port type and number.

Enable

Check the checkbox for each port on which to enable PTP. You can enable one or more switch ports.
By default, PTP is enabled on all ports.

State

The synchronization state of the switch port with the parent or Grandmaster clock:

Initializing—The switch port is waiting while a parent or Grandmaster clock is selected.

Listening—The switch port is waiting while a parent or Grandmaster clock is selected.

Pre-master—The switch port is transitioning to change to Master state.

Master—The switch is acting as a parent clock to the devices connected to that switch port.

Passive—The switch has detected a redundant path to a parent or Grandmaster clock. For example, two different switch ports

claim the same parent or Grandmaster clock. To help prevent a loop in the network, one of the ports changes to Passive state.

Uncalibrated—The switch port cannot synchronize with the parent or Grandmaster clock.

« Slave—The switch port is connected to and synchronizing with the parent or Grandmaster clock.
Faulty—Either PTP is not operating properly on the switch port or nothing is connected to the port.
« Disabled—PTP is not enabled on the switch port.

Delay Request

The logarithmic mean interval in seconds for connected devices to send delay request messages when the switch port is in the
master state.
Default value: 5 (32 seconds)

Announce Timeout

The number of announce intervals in seconds that must pass without receipt of an announce message from the parent or
Grandmaster clock before the switch selects a new parent or Grandmaster clock.
Valid values: 2...10

Default value: 3 (8 seconds)
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Table 127 - Boundary Mode (Continued)

Field Description

The logarithmic mean time interval in seconds for sending announce messages.
Valid values:

« 0..1second

+ 1..2 seconds

« 2.4 seconds

« 3.8 seconds

+ 4..16 seconds

Default value: 1(2 seconds)

The logarithmic mean time interval in seconds for sending synchronization messages.
Valid values:

» -1...half second

« 0...1second

- 1.2 seconds

Default value: 0 (1 second)

Type the maximum clock offset before PTP attempts to reacquire synchronization.

Valid values: 50...500000000 nanoseconds

Default value: 50,000 nanoseconds

IMPORTANT: We recommend against setting the sync limit below the default (50,000 nanoseconds). Use values below 50,000
nanoseconds only in networks with a very high-precision Grandmaster clock. These networks have a critical need to keep
sensitive devices synchronized.

Announce Interval

Sync Interval

Sync Fault Limit

- General® Time Sync Configuration
- Connection
g;?ﬂ;nl:r;:am Action Elock Type: Y e
- Switch Configuration _ o =
. Switch Status Clack: |dentity: 0x08:61:95:FF:FE:00:58: 40 Grandmaster Selection Priority 1: =
- Port Configuration _ -
. PoE Grandmaster Selection Priority 2: 12| -2
- Smartports and VLANs
- Port Securty Offzet From M aster: 1
- Port Status
... DHCP Poals Port Time Sync| Time Sync Delay An!wunce Announce Sync Syn; Fault -
- DHCP Address Assignment Enible State Request Timeout Interval Interval Limit
- Time Sync Configuration ) i1 Fautty 5 3 1 0 500000
. Time Sync Information Gili2 [ Fauly s 3 1 0 500000
NTP Client Gil3 [ Master 5 3 1 0 500000
- NAT G4 [ Master 5 3 1 0 500000
- EtherChannels Giis | [ Master 5 3 1 0 500000
=} Parallel Redundancy Protocal { GWG d Master s 2 1 0 £00000
Channel Group 1 Gill7 ] Slave 5 3 1 0 500000
- Charnel Group 2 Gilg [ Master 5 3 1 0 £00000
5D Flash Sync Gt | [ Fauky 5 3 1 0 500000
... Save/Restore Gio| [ Fauly 5 3 1 0 500000 v
ERefresh Communication Set b
< >
Status: Running Cancel Aoply Help
Table 128 - End to End Transparent Mode
Field Description
Port Displays the port type and number.
Time Sync Enable To enable or disable time synchronization on a port, check or clear its associated Time Sync Enable checkbox.
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View Time Sync Information

The Time Sync Information view shows current information about the real-time clocks in the
network.

In the navigation pane, click Time Sync Information.

- General® Time Sync Information
--Connection
Module Inf
. FaDultL;:rngr?am Action CIP Syne Time Synchronization: Enabled
- Switch Configuration UTC System Time: 01/01/70 01:48:09 &M
- Switch Status
Port Configuration Grandmaster Clock Local Clock
--PaE o Synchronization Status:  Synchronized
escrption:
-+ Smartports and VLANs Dffset to Master 1 ns
Port Security User Mame: Managed_Switch... a
- Port Status Physical Address: 34-CO-F9-F5-05-61
- DHCP Pools Clock Type: Boundary
DHCP Address Assignment Manufacturer Name: Rockwel Automat... .,
- Time Sync Corfiguration
e S riomair
- NTP Cliert Identity: 086195FFFEOOSE40 | dertity: 34COFSFFFEESISED
MNAT Class: 248 Class: 248
-+ BtherChannels | Accuracy: 254 Accuracy: 254
7 Paralel Redundanoy Frotocal | Vaiance: 65535 Variance: 85535
i Channel Group 1 ; .
i...Channel Group 2 Source: Intemal Dscillator Source, Intemal Oscillator
-- 3D Flash Sync Priarity 1 128
Save/Restore Priarity 2 128
Befresh Communication
< >
Status: Running Cancel Apply Help

Table 129 - Time Sync Information

Field Description

[S:;licsr)llpocnisz?on Displays whether the Precision Time Protocol is enabled or disabled on the device.

UTC System Time Displays the current system time in units of microseconds.

Grandmaster Clock

Description Displays information to identify the Grandmaster clock, including the configured clock type.

Identity Displays the unique identifier for the Grandmaster clock. The format depends on the network protocol.

Class Displays a measure of the quality of the Grandmaster clock. Values are defined from 0...255 with 0 as the best clock.

Indicates the expected absolute accuracy of the Grandmaster clock relative to CIP Sync time synchronization epoch (31 December
1969 23:59:51.99918 UTC). The accuracy is specified as a graduated scale starting at 25 ns and ending at greater than 10 seconds or
Accuracy unknown.

For example, a GPS time source has an accuracy of approximately 250 ns. A hand-set clock typically has an accuracy less than 10
seconds. The lower the accuracy value, the better the clock.

Displays the measure of inherent stability properties of the Grandmaster clock. The value is in offset scaled log units. The lower the
variance, the better the clock.

Displays the clock time source:
« Atomic Clock

+ GPS

« Terrestrial Radio

Source « CIP Time Synchronization

« NTP

« HAND Set

« Other

« Internal Oscillator

Priority 1 Displays the relative priority of the Grandmaster clock to other clocks in the system.
Priority 2 The value is between 0...255. The highest priority is 0.

Variance
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Table 129 - Time Sync Information (Continued)

Field

| Description

Local Clock

Synchronization Status

Displays whether the local clock is synchronized or asynchronized with the Grandmaster clock.

Offset to Master

Displays the offset value between the local clock and the master clock.

Identity

Displays the unique identifier for the local clock. The format depends on the network protocol.
« The Ethernet protocol encodes the MAC ID into the identifier.
« The DeviceNet® and ControlNet® protocols encode the Vendor ID and serial number into the identifier.

Class

Displays a measure of the quality of the local clock. Values are defined from 0...255 with 0 as the best clock.

Accuracy

Indicates the expected absolute accuracy of the local clock relative to CIP Sync time synchronization epoch (31 December 1969
23:59:51.99918 UTC). The accuracy is specified as a graduated scale starting at 25 ns and ending at greater than 10 seconds or
unknown.

For example, a GPS time source has an accuracy of approximately 250 ns. A hand-set clock typically has an accuracy less than 10
seconds. The lower the accuracy value, the better the clock.

Variance

Displays the measure of inherent stability properties of the local clock. The value is in offset scaled log units. The lower the
variance, the better the clock.

Source

Displays the clock time source:
« Atomic Clock

« GPS

« Terrestrial Radio

« CIP Time Synchronization

« NTP

« HAND Set

« Other

« Internal Oscillator

Manage NTP Servers

In the navigation pane, click the NTP Client.

General”
- Connection
- Module Info
Fault/Program Action
- Switch Configuration
- Switch Status
Port Configuration
- PoE
- Smartports and VLANs
Port Security
- Port Status
- DHCP Pools
DHCP Address Assignment
- Time Syne Configuration
- Time Sync Information
- NAT
- EtherChannels
Parallel Redundancy Protocal {
- Channel Group 1
«Channel Group 2
- SD Flash Sync
Save/Restore

< >

Status: Running

236

NTP Client

TP Enabled: Mo Add NTP Server...

Refresh Communication Set «

Cancel Aoply Help
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Table 130 - NTP Client

Field

Description

NTP Enabled

Displays whether NTP is enabled or disabled.

Synchronized

Displays the status of NTP clock synchronization:

« Synchronized
« Unsynchronized

System Pall Interval

Displays the poll interval of the peer.

Current Time

Displays the reference time stamp.

NTP Servers

NTP Server Address

Displays the specified IP address for the assaciation:

« For a peer association, the IP address identifies the peer providing, or being provided, the clock synchronization.
« For a server association, the IP address identifies the time server providing the clock synchronization.

Preferred Server

Choose whether the peer or server is the preferred one that provides synchronization.

NTP Status

Displays the status of the NTP peer association.

Stratum of Clock

Displays the stratum of the peer.

Time Since Last Update (seconds)

Displays the time the system last updated its NTP information.

On the NTP Client view, you can add and delete NTP servers:

To add an NTP server, see the following procedure.
To delete an NTP server, click the Trash icon in the Delete column.
To reload the NTP server details, click Refresh Communication.

Click Add NTP Server.

Add Server Address

NTP Server Address:

58

QK ] l Cancel

] l Help

In the NTP Server Address field, enter one of the following, and then click OK:
- For a peer association, enter the IP address of the peer providing, or being provided,

the clock synchronization.

« For a server association, enter the IP address of the time server providing the clock

synchronization.

The IP address that you specify appears in the NTP Servers table.

To make the peer or server the preferred one that provides synchronization, on the NTP
Client view, choose Yes in the Preferred Server column.
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Command-line Interface Apart from software and web-based applications, you can manage the switch via the Cisco®

(cu) command-line interface (CLI). The CLI enables you to execute Cisco I0S commands. Technical
Support representatives from Rockwell Automation can also use the CLI to troubleshoot the
switch. For more information about the CLI, refer to www.cisco.com.

For other Stratix® switches, the CLI is accessible only via a console port, Telnet session, or
Secure Shell (SSH) session. The CLI is available via the same methods as other switches, but
they also provide access to the CLI via the WebUI.

CLI Modes

Because the CLI is divided into many different modes, the commands available to you at any
given time depend on the mode you are currently in. The WebUI provides two command
modes:

»  Exec mode—Most commands in Exec mode are one-time commands. For example, show
commands provide important status information, and clear commands clear counters
or interfaces.

+  Configure mode—Configure mode enables you to make changes to the running
configuration.

Run CLI Commands Via the WebUI

From the Administration menu, choose Command Line Interface.

Administration ~ > Command Line Interface

Control+X: Clear | Control+M: Switch Mode | Control+Return(J): Execute Command | Control+Y: Copy | Control+Shift+E: Export | Shift+Up Arrow(1)/Down Arrow(|): Lookup History

From the Command Line Interface page, you execute and manage commands:

« Torunacommand, click a CLI mode, enter the command in the text box, and then click
Run Command. The command output appears in the bottom area of the page.

+ To delete commands or output, click Clear.
« To copy the command output to your clipboard, click Copy.
« Toexport the command output to a text file on your local computer, click Export.
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Device Settings Device settings are system-wide values for the switch.

Configure Device Settings via the WebUI

From the Administration menu, choose Device.

Administration ~ > Device

General Host Name* S5800-68-16 B Apply

FTP/SFTP/TFTP Banner Stratix 5800 Ethernet Managed Switch

System MTU(Bytes) 1500

On the General tab, complete the fields as described in Table 131, and then click Apply to

Device.
Table 131 - Device Settings—General
Field Description
Host Name Enter a unique name to identify the switch.
To display a message on the Login page of the WebUlI, enter the text to appear in the banner area, as shown in the following
example.

@ Allen-Bradley

Stratix 5800 Ethernet Managed Switch

Usemame

Banner

Password

Language: English | B&3E

Log In

Best viewed with Edge 40+, Firefox 6‘0+_, Chrome 59"
User Manual

Enter the maximum transmission unit (MTU) value in bytes for all interfaces on the switch that operate at 10 Mbps or 100 Mbps or
1000 Mbps (1 Gbps).
Valid values: 1500...1998
System MTU (Bytes) Advanced SKU valid values: 1500...2000
Non-advanced SKU valid values: 1500...8996
Default value: 1500
NOTE: If you set an odd number for the System MTU size, an error appears.
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On the FTP/TFTP tab, complete the fields in Table 132, and then click Apply.
ini = » Device
General FTP Settings B Apply
L Source Interface None v
Password
SFTP Settings
TFTP Settings

240

Source Interface

Table 132 - Device Settings—FTP/SFTP/TFTP

Field

| Description

FTP Settings

Source Interface

Choose the interface on the switch to use during any FTP session.

User name Enter the user name.

Password Enter the password.

SFTP Settings

Source Interface Choose the interface on the switch to use during any SFTP session.
TFTP Settings

Source Interface

Choose the interface on the switch to use during any TFTP session.

User name

Enter the user name.

Password

Enter the password.
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Configure Device Settings Via the Logix Designer Application

Configure Connection Properties

1. In the navigation pane, click Connection.
2. Complete the fields as described in Table 133, and then click Apply.

- General” Connection

Madule Irfo
- Fout/Frogram Acion Requested Packet Interval (RPT): =] ms (300.0 - 5000.0)
. Switch Configuration [ tnhibit Module
- Switch Status
- Port Corfiguration [ Major Fault On Controller If Connection Fails While in Run Mode
» :;irtpnrts and VLANS Use Unicast Connection over EtherNet/IP
- Port Security
- Port Status
-+ DHCP Pocls
DHCP Address Assignment
Time Sync Corfiguration
- Time Sync Information
-+ NTP Client
- NAT
- EtherChannels
= Parallel Redundancy Protocol (
‘.- Channel Group 1
L. Channel Group 2

j‘) Disabling this feature will prevent this device from

B D2 s T Fo e publishing diagnostics to FactoryTalk Alarms and Events,

-+ 50 Fash Sync
-~ Save/Restore
Module Fault
< >
Status: Runining Cancel Apply Help

Table 133 - Connection Fields

Field Description
Requested Packet Interval (RPI) Enter a value between 300...5000.
Inhibit Module Check to disable communication between the controller and the switch.

Clear the checkbox to restore communication.

Major Fault an Controller If Connection Fails While in Run Check to have the controller create a major fault if connection fails in Run mode.

mode
Use Unicast Connections over EtherNet/IP Check to use Unicast connections with the EtherNet/IP network.
Module Fault Displays the fault code from the controller and the text that indicates the module fault has occurred.
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Configure Switch Information

In the navigation pane, click Switch Configuration.
3. Complete the fields as described in Table 133, and then click Apply.

Connection
Meodule Info
Fault/Program Action

- Switch Status

- General® Switch Configuration

Internet Protocol [IF] Settings

s Switch Corfiguration (® Marually Configure IP settings

(7 Dibtain IP settings automatically using DHCP

- DHCP Pools

- DHCP Address Assignment

- Time Sync Configuration

- Time Sync Information
NTP Client

Domain Name:

NAT Host Name:
EtherChannels

Admins

ation

~ Port Configuration

- PoE IP Settings Config
Smartports and VLANs
Port Secuity Physical Module IP Addess | 192 168 . 6 2 Subnet Mask: 25 . 255 . 255 . 0
Port Status

Galeway Address: 192168 5 . 1
Primany NS Server Address: [0 0.0 o]

) 0 1}
) 0 1}

Secondary DNS Server Address: _

=I- Parallel Redundancy Pratocal {
-Channel Group 1
-Channel Group 2
- 5D Flash Sync
Save/Restore

Contact

Geographic
Location:

< >

Status: Running

(O PerLAN Spanning Tree Plus [PYST+)
(@) Rapid Per+/LAN Spanning Tree Plus (RPYST+]

Spanning Tree Mode:
(O Rapid Spanring Tree Protocol/Multiple Spanning Tree [RSTPAMST]

Enable Dual Power Supply Alam

Management Interface YLAN: §

@
t

Fiefresh Communication E

Cancel Apply Help

Table 134 - Switch Configuration

Field

| Description

Internet Protocol (IP) Settings

Manually configure IP settings

or

Obtain IP settings automatically using
DHCP

Click the method to use for assigning the switch an IP address:

« Manually Configure IP settings (default)-The switch uses a manually assigned, static IP address.

« If the switch has a static IP address and your network uses a DHCP server, make sure that the IP address is not within
the range of DHCP address pool. Otherwise, IP address conflicts can occur between the switch and another device.

- Obtain IP settings automatically using DHCP—A Dynamic Host Configuration Protocol (DHCP) server automatically
assigns the switch an IP address, subnet mask, and default gateway.

« Unless restarted, the switch continues to use the DHCP-assigned information.

We recommend that you manually assign the IP address for the switch. You can then use the same IP address whenever

you want to access the switch.

IP Settings Configuration—Applies to manually assigned IP addresses.

Physical Module IP Address

Enter the IP address for the switch. This value must match the IP address on the General view. If you change the assigned
IP address, make sure that the new IP address is not assigned to another device in your network. The IP address and the
default gateway cannot be the same.

IMPORTANT: If you reconfigure your switch with another IP address, you can lose communication with the switch when
you click Apply. To correct this problem, you must return to the Express Setup and General view, set the new IP address,
and download to the controller.

Enter the subnetwork (subnet) for the switch. Subnets are used to segment the devices in a network into smaller groups.

Subnet Mask The subnet mask is a 32-bit number. Set each octet between 0...255. The default is 255.255.255.0.
Enter the gateway address for the switch. A gateway is a router or a dedicated network device that enables the switch to
communicate with devices in other networks or subnetworks. The default gateway IP address must be part of the same
subnet as the switch IP address. The switch IP address and the default gateway IP address cannot be the same.

Gateway Address If all of your devices are in the same network and a default gateway is not used, you do not need to enter an IP address in

this field.

If your network management station and the switch are in different networks or subnetworks, you must specify a default
gateway. Otherwise, the switch and your network management station cannot communicate with each other.
IMPORTANT: Communication is disrupted when you change the gateway (IP) address.

Primary DNS Server Address

Enter the IP addresses of the primary domain name system (DNS) IP server available to a DHCP client.

Secondary DNS Server Address

Enter the secondary domain name system (DNS) IP server available to a DHCP client.

Enter a name to identify the switch. The name can be up to 64 characters and can include alphanumeric and special

Host Name characters (comma and dash).
Administration
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Table 134 - Switch Configuration (Continued)

Field Description

(Optional). Enter contact information for the switch. The contact information can include a maximum of 200 characters,
alphanumeric and special characters (dash and comma), and a carriage return.

(Optional). Enter a geographic location of the switch. The geographic location can include a maximum of 200 characters,
alphanumeric and special characters (dash and comma), and a carriage return.

Displays the VLAN through which the switch is managed. The management VLAN is the broadcast domain through which
management traffic is sent between specific users or devices. It provides broadcast control and security for
management traffic that must be limited to a specific group of users, such as the administrators of your network. It also
provides secure administrative access to all devices in the network.

IMPORTANT: Be sure that the switch and your network management station are in the same VLAN. Otherwise, you can
lose management connectivity to the switch.

Contact

Geographic Location

Management Interface VLAN

Spanning Tree Mode See Configure STP via the Logix Designer Application on page 185.
Enable Dual-Power Supply Alarm To enable dual-power supply alarms, check the checkbox.
Device Time You can set the time on the switch by using the following methods:

«  Set the time manually
«  Set the time via a Network Time Protocol (NTP) server

Set Time Manually

If you do not use a network-based method of synchronizing time, such as NTP or PTP, you can
set the time of the switch by using these methods:

«  Sync the switch time with the time on your computer
« Manually complete the fields in the WebUI

IMPORTANT  Manual time settings override time and date settings from the NTP
server.

Set Time Via NTP

Network Time Protocol (NTP), defined in RFC 1305, synchronizes clocks across packet-based
networks. NTP uses a two-way time transfer mechanism between a master and a slave. For
more information about NTP, see the Ethernet Reference Manual, publication ENET-RM002.
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Domain Name system (DNS) DNS is a name resolution protacol that enables you to identify devices by names rather than IP
addresses. For DNS to work, a DNS server is configured to hold a table of names and the
associated IP addresses. When a device attempts to send a message to a device with an
unknown name, it requests the IP address of the named device from the DNS server. For more
information about DNS, see the Ethernet Reference Manual, publication ENET-RM002.

Add a DNS Server Via the WebUI

From the Administration menu, choose DNS.

Administration~ > DNS

DMNS Loopback @

+ Add

IP Address

0 10 =

From the DNS page, you can add, edit, and delete DNS servers:

» Toadd a DNS server, click Add, complete the fields as described in Table 135, and then
click Apply to Device.

 Toedit a DNS server, click the server in the grid, modify the fields, and then click
« Todelete a DNS server, click its associated checkbox in the grid, and then click Delete.

Create DNS x

DNS Server(IPvd [ IPvB)* +

Table 135 - Create DNS

Field Description

Enter the IP address of a DNS server and click <+ to add it to the list.
You can add multiple DNS servers for backup.

To change the order of DNS servers in the list, click a server in the list, and
then click the up and down arrows 4.

DNS Server (IPv4/IPv6)

+
[DNS server list]

IMPORTANT: The first server in the list is the primary server. The device
sends DNS queries to the primary server first. If that query fails, the device
queries the backup servers.
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Dynamic Host Configuration tvery device in an IP-based network must have a unique IP address. DHCP assigns IP address

Protocol (DHCP)

information from a pool of available addresses to newly connected devices (DHCP clients) in
the network. The switch can operate as a DHCP server by automatically assigning IP addresses
to connected devices. If a device leaves and then rejoins the network, the device receives the
next available IP address. For more information about DHCP, see the Ethernet Reference
Manual, publication ENET-RM002.

DHCP Persistence

DHCP persistence, or port-based address allocation, is a feature that enables DHCP to
maintain the same IP address on an Ethernet switch port. The device that is connected to that
port always receives the same IP address regardless of the MAC address of the connected
device. You can assign an IP address from an IP address pool.

DHCP persistence is useful in networks that you configure in advance, where dependencies on
the exact IP addresses of some devices exist. Use DHCP persistence when the attached device
has a specific role to play and when other devices know its IP address. If the device is
replaced, the replacement device is assigned the same IP address, and the other devices in
the network require no reconfiguration.

When the DHCP persistence feature is enabled, a switch acts as a DHCP server for other
devices on the same subnet, including devices that are connected to other switches. If the
switch receives a DHCP request, it responds with any unassigned IP addresses in its pool.

When DHCP persistence is enabled and a DHCP request is made from a connected device on
that port, the switch assigns the IP address for that port. It also broadcasts the DHCP request
to the remainder of the network. If another DHCP server with available addresses is on the
network and receives this request, it can try to respond. The response can override the initial
IP address the switch assigns depending on how the end device behaves (takes first IP
address response or the last). To keep the IP address from being overridden, enable DHCP
snooping on the appropriate VLAN. DHCP snooping blocks the broadcast of this DHCP request
so that no other server, including another switch with DHCP persistence enabled, responds.
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If you are using DHCP persistence, we recommend that you initially assign static [P addresses
to end devices. If an end device fails and is replaced, the DHCP persistence feature assigns an
IP address from the DHCP persistence table. The device functions properly with this [P
address, but we recommend that you reassign a static IP address to the replaced devices.

The following figure and table illustrate DHCP persistence behavior.

Figure 38 - DHCP Persistence

Table 136 - DHCP Persistence Behavior

]

© o o o

5 L]
7

9

o

o

A

/AN

Gi3  Gi7

Gid

@
=
<5}
~

If

Then

Switch 1has ports Gil...Gi3 in its persistence table
Switch 2 has ports Gi4, Gib, Gi6, and Gi8 in its persistence table
Reserved Only is disabled and DHCP snooping is disabled

A new device that is connected to switch 16il receives an IP address from the switch 1
persistence table. A broadcast request is also sent across the network. Switch 2 responds if
there is an unassigned address in its pool. The response can override the assignment that is
made

by switch 1.

Switch 1has ports Gil...Gi3 in its persistence table

Switch 2 has ports Gi4, Gib, Gi6, and Gi8 in its persistence table
Reserved Only is enabled in both switches and DHCP snooping is
disabled

A new device that is connected to switch 1Gil receives an IP address from the switch 1
persistence table. A broadcast request is also sent across the network. Switch 2 does not
respond to the request. If the device is connected to Gi7 of switch 1, it does not receive an IP
address from the switch pool because it is not defined in the persistence table. Also, unused
addresses in the pool are blocked.

Switch 1has ports Gil...Gi3 in its persistence table

Switch 2 has ports Gi4, Gib, Gi6, and Gi8 in its persistence table
Reserved Only is enabled in switch Tand DHCP snooping is disabled
Reserved Only is disabled in switch 2

A new device is connected to Gil receives an IP address from the persistence table. A broadcast
request is also sent across the network. Switch 2 does not respond to the request. In addition, a
device that is connected to Gi receives an IP address from the switch 2 persistence table. A
broadcast request is sent out, and switch Tresponds with an unused IP address from its pool. The
response can override the assigned port.

Switch 1has ports Gil...Gi3 in its persistence table

Switch 2 has ports Gi, Gib, Gi6, and Gi8 in its persistence table
DHCP Snooping is enabled

Reserved Only is enabled

A new device that is connected to switch 1Gil receives an IP address from the persistence table
in switch 1. A broadcast request is not sent across the network, so switch 2 does not respond. If a
device is connected to Gi7 of switch 1, it does not receive an IP address from the switch pool
because it is not defined in the persistence table. Also, unused addresses in the pool are blocked.

Switch 1 has ports Gil...Gi3 in its persistence table

Switch 2 has ports Gi4, Gib, Gi6, and Gi8 in its persistence table
DHCP Snaoping is enabled

Reserved Only is enabled

A new device that is connected to switch 1Gil receives an IP address from the persistence table
in switch 1. A broadcast request is not sent across the network, therefore switch 2 does not
respond. If a device is connected to Gi7 (not defined in the DHCP persistence table) of switch 1, it
receives an unassigned P address from the switch 1 pool.

246

Rockwell Automation Publication 1783-UMO12N-EN-P - October 2025



Chapter 5 Administer the Switch

= » DHCP Pools

T Network)!

Subnet Magk

DHCP Snooping

DHCP snooping restricts the broadcast of DHCP requests beyond the connected switch. As a
result, devices receive address assignments from only the connected switch. This option is
available only on ports that are assigned to

a VLAN.

Configure DHCP Via the WebUI

From the Administration menu, choose DHCP Pools.

T WVLAN YT DHCP Snooping T Reserved Only T PType T VRF T

From the DHCP page, you can enable or disable DHCP snooping and configure DHCP pools and
DHCP persistence:

+ Toenable or disable DHCP snooping, see page 247.
+ Toconfigure DHCP pools, see page 248.
» To configure DHCP persistence, see page 249.

Enable or Disable DHCP Snooping

On the Pools tab, click to enable or disable Global DHCP snooping. By default, DHCP snooping is
enabled. A message appears in the lower-right corner of the WebUI to confirm that the
configuration was successfully applied.

Administration - > DHCP Pools

Pools DHCP Persistence
Global DHCP Snooping ENABLED .
Associate VLAN with DHCP +
Snooping

VLAN List
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Configure DHCP Paols

On the Pools tab, you can add, edit, and delete DHCP pools:
« Toadd a pool, click Add, complete the fields as described in Table 137, and then click

Apply to Device.

« Toeditapool, click the pool in the grid, modify the fields, and then click Update & Apply
to Device.

» Todelete a pool, check its associated checkbox in the grid, and then
click Delete.

Create DHCP Pool 3

® Basic (O Advanced

DHCP Pool Name* (1-236 Characters)
IP Type Pva v
VRF (]
Network™ 3OOK 00K XK XXX
Subnet Mask™ 255.255.255. v
Starting ip* YOO X0 XD0L XXX
Ending ip* OO IO IO KX
Reserved Only
Lease* Mever Expires v

(0-365 davys) (0-23 hours) (0-59 minutes) h

Apply to Device

Table 137 - Create DHCP Pool

Field Description
Click to determine the fields that appear on the Create DHCP Pool page:
Basic « Basic (default)—Only basic fields on appear on the page.
or « Advanced—Both basic and advanced fields appear on the page. Advanced fields include configuration of Domain Name System
Advanced (DNS) or
« NetBIOS™ servers for IPv4 address types.
Basic

DHCP Pool Name

Enter a unique name for the DHCP address pool.

Choose the IP protocol to use for this DHCP address pool.

IP Type « IPV4 (default)
- IPV6

IPV4

\éﬁmsnatix 5800 Switch Choose a Virtual Routing and Forwarding (VRF) instance to assign to the DHCP Pool.

Network Enter the IP address of the network served by this DHCP address pool. This IP address is used by the management interface with
Netmask applied, as configured on the Interface page.

Subnet Mask Choose the subnet mask to assign to the DHCP clients.

Starting IP Enter the first of the contiguous addresses in the DHCP address pool. Any new DHCP client joining the LAN receives an IP address

9 between this starting address and the ending address.
Ending IP Enter the last contiguous address in the address pool.

Reserved Only

To limit address assignments to only ports that are defined in the DHCP persistence table, click to enable Reserved Only.
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Table 137 - Create DHCP Pool (Continued)

Field Description
Choose the duration of the lease for an IP address that is assigned to a DHCP client:
Lease « Never Expires (default)-The DHCP client can use the assigned IP address indefinitely.
« User Defined—The DHCP client can use the assigned IP address for a limited time.
If you choose User Defined, enter the duration of the lease in the numbers of days, hours, and minutes.
IPV6
DNS Server(s) Enter the IP addresses of a DNS server for a DHCP client, and then click the plus sign to add the translation to the grid. Repeat for

each address.

DNS Domain Name

Enter the domain name for the DHCP client, and then click the plus sign to add the name to the grid. Repeat for each domain name.
The name can have a maximum of 31 alphanumeric characters. The name cannot contain a ? or a tab.

IPV6 Address Allocation

Enter an IP addresses allocated to IPV6 protocol, and then click the plus sign to add the address to the grid. Repeat for each
address.

Advanced

Enable DNS Proxy

|(Appears only for IPv4 address types). Check Enable DNS Proxy to add default routers to DNS servers.

DHCP Options List—DHCP provides an internal framework for passing configuration parameters and other control information to clients on your
network. DHCP options carry parameters as tagged data stored within protocol messages that are exchanged between the DHCP server and its clients.

DHCP Options

Enter a DHCP option value from 2...251 and click Add. You can also enter a range of options, such as 7...11.

Options Value

Enter a string value for the DHCP option.

Configure DHCP Persistence

On the DHCP Persistence tab, click an interface in the grid, modify the fields as described in
Table 138, and then click Update & Apply to Device.

Edit DHCP Persistence: GigabitEthernet1/1

Interface GigabitEthernet1/1
Pool Name Mone v
Reserved IP
Address*
Table 138 - DHCP Persistence
Field Description
Interface Displays the interface type and number.
Pool Name Choose the DHCP address pool that includes the IP address to assign to this

interface.

Enter the IP address reserved for the device that connects to this interface.
The IP address that you assign is reserved for only this port and is not
available for normal DHCP dynamic assignment. The IP address must be in
the range of the assigned DHCP address poal.

Reserved IP Address
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Configure DHCP Via the Logix Designer Application

In the navigation pane, click DHCP Poals.

- General* DHCP Pools
- Connection
- Module Info
- Fault/Program Action
- Switch Configuration
.. Switch Status Enable DHCP Snooping

Port Configuration
.. PoE
- Smartports and VLANs Pool Name| Starting IP Ending IP Preassigned Addresses DHCI.:y Delete| Edit Pn.n\
. Port Security Address Address Only Snooping| Pool | Properties
... Port Status WVLAN30 | 152.168.30.10 | 152.168.30.20 No Ho T
- DHCP Address Assignment
- Time Sync Configuration
- Time Sync Information

NTP Cliert
- NAT
- BtherChannels
=I- Parallel Redundancy Protocol (

Channel Group 1
. Channel Group 2

- 50 Flash Sync
- Save/Restore

Enable Dynamic Host Configuration Protocol (DHCP) &

New Pool...

Refresh Communication Set

< >

Status: Running Cancel Apply Help

From the DHCP Pools view, you can enable or disable DHCP and DHCP snooping and configure
DHCP poals:

« Toenable or disable DHCP and DHCP snooping, see page 251.

+ Toadd a DHCP pool, see page 251.

« Toedit a DHCP pool, click the Ellipses icon in the Edit Pool Properties column, modify
the fields, and then click Close.

 Todelete a DHCP pool, click the Trash icon in the Delete Pool column.
» Toconfigure DHCP persistence, see page 252.
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Enable or Disable DHCP or DHCP Snooping

On the DHCP Pools view, check the checkboxes to enable DHCP and DHCP snooping. Clear the
checkboxes to disable the features.

By default, DHCP is enabled, and DHCP snooping is disabled.

DH

CP Pools

Enable Dynamic Host Configuration Protocol (DHCP) &

[| Enable DHCP Snooping

Add a
1.

DHCP Pool
Click New Pool.

2. Complete the fields as described in Table 139, click Set, and then click Close.

3.

-

L

o}

Click Apply.

DHCP Poal Mame
DHCP Pool Metwork
Subnet Mask
Default G ateway
Domain Mame

eaze Length
@ Mever Expires
() Custom
Days:
HCP Server
Frimary DHS Address

Secondary DMS Address

Add/Edit DHCP Pool Definition

Starting IP Address

Ending IP Address

[ Use Preassigned Addresses Only

Enable DHCP Snooping for this Fool

Hrs: Mins:

Frimary WINS address

Secondary WINS Address

Close ] l Help ]

Table 139 - Add/Edit DCHP Pool Definition

Field

Description

DHCP Pool Name

The name of the DHCP IP address pool that is configured on the switch.
A DHCP IP address pool is a range (or pool) of available IP addresses that the switch can assign to connected devices.

DHCP Pool Network

The subnetwork IP address of the DHCP IP address pool.

The network address that identifies the subnetwork (subnet) of the DHCP IP address pool. Subnets segment the devices

Subnet Mask in a network into smaller groups.
Default Gateway The default gateway IP address for the DHCP client.
Domain Name The domain name for the DHCP client.

Starting IP Address

The starting IP address that defines the range of addresses in the DHCP IP address pool. The format is a 32-bit numeric
address that is written as four numbers that are separated by periods. Each number can be from 0...255.
Be sure that none of the IP addresses that you assign are being used by another device in your network.

This field is required.

Ending IP Address

The ending IP address that defines the range of addresses in the DHCP IP address pool. The format is a 32-bit numeric
address that is written as four numbers that are separated by periods. Each number can be from 0...255.
Make sure that none of the IP address that you assign are being used by other devices in your network.

This field is required.
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Table 139 - Add/Edit DCHP Pool Definition (Continued)

Field

Description

Use Preassigned Addresses Only

If checked, IP addresses are assigned only when configured for specific ports on the DHCP Address Assignment or DLR
DHCP views.

Enable DHCP Snooping for this Pool

If checked, devices only receive address assignments from the connected switch.

Never Expires
or

The duration of the lease for an IP address that is assigned to a DHCP client. Click one of the following:
« Never Expires
« Custom

Custom If you click Custom, enter the duration of the lease in the numbers of days, hours, and minutes. This lease length is used
for all assignments.

Primary DNS Address The IP addresses of the primary domain name system (DNS) IP servers available to a DHCP client.

Secondary DNS Address The IP addresses of the secondary domain name system (DNS) IP servers available to a DHCP client.

Primary WINS Address The IP address of the primary Microsoft® NetBIOS name server (WINS server) available to a DHCP client.

Secondary WINS Address The IP address of the secondary Microsoft NetBIOS name server (WINS server) available to a DHCP client.

Configure DHCP Persistence

To make sure that a device that is connected to a specific port receives the same IP address,
assign a specific IP address to the port.

1. In the navigation pane, click DHCP Address Assignment.

2. Complete the fields as described in Table 140, and then click Set.

3. Click Apply.

- General”

- Connection

- Module Info

- Fault/Program Action

- Switch Configuration
Switch Status

- Port Configuration

- PoE

- Smartports and VLANs

- Port Security
Port Status

- DHCP Pools

- Time Sync Configuration
Time Sync Information

- NTP Client

—NAT

- BtherChannels

]
o

i+ Channel Group 1
.. Channel Group 2
- 50 RAash Sync
- Save/Restore

<

Status: Running

DHCP Address Assignment

Reserve and preassign an IP address to 3 spedfic switch port, so thata
device connected to that switch port always receives the same IP
address (Also referred to as DHCP Persistence)

Port

Pool

IP Address

GilH

WLAN30

Girz

WLAN30

Gilr3

WLAN30

Gilre

WLAN30

Gilis

WLAN30

Gilke

WLAN30

GiliIT

WLAN30

Gilig

WLAN30

Gilrg

WLAN30

GilM0

WLAN30

GizH

WLAN30

- Parallel Redundancy Protocal

Gizi2

WLAN30

Gi2/3

WLAN30

Gizre

WLAN30

Gi2is

WLAN30

G2

WLAN30

Gi2i7

WLAN30

1 e

Gizia

WLAN30

Refresh Communication Set &

Cancel

Apply Help

Table 140 - DHCP Address Assignment

Field Description

Port Displays the port type and number.

Pool Choose the DHCP address pool that includes the IP address to assign to this port.
Enter the IP address reserved for the port that connects to this interface.

IP Address The IP address that you assign is reserved for only this port and is not available for normal DHCP dynamic assignment. The IP
address must be in the range of the assigned DHCP address pool.
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File Manager In the WebUI, you can manage files in the flash and sdflash file systems on the device. You can
upload and download files such as logs, scripts, data files, and so on. Also, you can create
folders, display folder contents, and search for files.

From the Administration menu, choose File Manager.
To display the files and directories in the file system, double-click flash or sdflash. You can

also type the path to a file in the directory search field, or you can search for a file name from
within a directory or folder.

Administration ~ > Management~ > File Manager

@ =

Enter file or Directory name for search |

82 &8 B8

flash sdflash usbflash(:

The contents of the file system appears.

> File Manager
# €
B
0 o
Q|
E K E E E &K
am_confi i da et S0 o _p 5 ¥5800- 5500 L t  chow pcag
¥ oLt b 17,11 s 7.1
1

Within a file system, you can do the following:

» Toreturn to a previous level in the file system, click the left arrow, or click the Home
icon to return to the top level.

- Tocreate afolder, click New Folder, enter a folder name, and then click OK.

Create New Folder

+ Toupload afile, click upload, browse to the file to upload, and then click Open.
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» Toopen, rename, delete, or view file properties, right-click a folder.
& Open
[ Rename
@ Delete
= Properties

« Toview folder or file details, click Properties.

. vian.dat

Type: -rw-

Location: flash:/vian.dat

Total Size: 556 bytes

Date: Aug 19 2019 12:50:20 +00:00
Field Description

The permissions file types:

« d=directory

« r=read

« W=write

* X =execute

« -(dash)= used when a particular permission is not granted

Type

Location | The path to the folder or file.

Total Size | The size of the folder contents or file size.

Date The date and time stamp of folder or file.
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Field-programmable Gate
Array (FPGA) Profiles
(Stratix 5800 Switch Only)

@ Allen-Bradley

The Field-programmable Gate Array (FPGA) feature turns certain software features assisted by
field-programmable gate array on or off. Some switch features such as PRP, HSR, and
TrustSec rely on FPGA implementation.

FPGA Profiles allow for efficient allocation of platform resources for the operation of multiple
time sensitive, resilient industrial protocols without changes to hardware.

Configure FPGA Profiles in WebUI

From the Administration Menu, choose FPGA.

1> FPGA

The switch supports three FPGA profiles with different combinations of features that are
supported in each profile, as shown in the following table.

FPGA Profile Name |Description

Default Supports Tinstance of PRP/HSR, and CTS IPv4 Security Group Tag (SGT) with VRF and
Security Group Access Control List (SGACL) Logging.
CTS-IPv6 Supports CTS IPv& and IPv6 SGT with VRF and SGACL Logging.

« Supports Tinstance of PRP/HSR. The expansion module can increase the capacity of the
instances that are supported on the system.
« Supports up to 3 DLR rings: 2 rings can be configured on the switch and 1ring configured

on the expansion module, or 1ring configured on the switch and 2 rings configured on the
expansion module.

« The same profile that is configured for the switch is used for the expansion module®

Redundancy“)

(1) TrustSec is not supported when using the Redundancy FPGA profile on the Stratix 5800 switch.
(2) An advanced expansion module is required.

IMPORTANT  You must reload the switch after changing the configured FPGA
Profile to activate the profile.
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An FPGA Profile is configured globally on the switch. All base systems and expansion modules
load the same FPGA Profile that is configured for the switch. If an expansion module is
present, the FPGA Profile that is configured for the switch also applies to the expansion
module.

An FPGA Profile is supported in firmware release 17.8 and later. In any previous release that
does not support FPGA Profile, for example, an upgrade from firmware release 17.7 to 17.8, the
default FPGA Profile is installed.

Any features controlled by FPGA Profile that are configured in the switch running the earlier
release and are not included in the default profile are rejected. For example, an IPv6 address is
not supported in the default profile, so IPv6 configurations are rejected during startup after
the upgrade. Similarly, after an upgrade where the IPv6 profile is loaded, existing PRP and DLR
configurations are rejected upon startup.

@ Allen-Bradley

_ Administration~ > Management~ > FPGA

FPGA Latest Version: 0.89.2
ard
FPGA Profile & Default v
Monitoring
CTS-IPv6
., Configuration Redundancy
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HTTP/HTTPS/Netconf
Access

> HTTP/HTTPS/Netconi/VTY

HTTP/HTTPS Access Conhguration

s ) ENABLED .

HTTP Proxy Configuration

HTTP Trust Point Configuration

T s i

Table 141 - HTTP/HTTPS/Netconf

On a secure HTTP connection, data to and from an HTTP server is encrypted before being sent.
HTTP with SSL encryption provides a secure connection between two devices, such as a
switch and your web browser.

With Personal Identity Verification (PIV), the identity of a user is verified using a certificate and
the login user name and password. Prerequisites to enable PIV include configuring a PKI trust
store and installing the root CA certificate, and then enabling PKI from HTTP.

Certificate Authority (CA) Trustpoints

CA Trustpoints manage certificate requests and issue certificates to participating network
devices. These services provide centralized security key and certificate management for the
participating devices. Specific CA servers are known as trustpoints. For more information
about CA Trustpoints, see the Ethernet Reference Manual, publication ENET-RM002.

IMPORTANT  CA trustpoints must be configured on each device individually.
Copying them from other devices makes them invalid on the device.

Configure HTTP/HTTPS/Netconf/VTY Access Via the WebUl

1. From the Administration menu, choose HTTP/HTTPS/Netconf/VTY.
2. Complete the fields as described in Table 141, and then click Apply.

Timeout Palicy Conhguration

o 180

Natcond Yang Configuration

o []

VTY

Field

| Description

HTTP/HTTPS Access Configuration

HTTP Access

Click to enable or disable HTTP connections. By default, HTTP access is enabled.
IMPORTANT: If both HTTP and HTTPS are enabled, HTTP redirects to HTTPS.

HTTPS Access

Click to enable or disable HTTPS connections. By default, HTTPS access is enabled.

Personal Identity Verification

Click to enable or disable PIV.

IMPORTANT: If you enable PIV before setting it up, you are not able to access the switch.

HTTP Trust Point Configuration

Enable Trust Point

Click to enable or disable certificate authority (CA) trustpoints.
See Certificate Authority (CA) Trustpoints on page 257.

Trust Points

If trustpoints are enabled, choose a trustpoint from the list.
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Table 141 - HTTP/HTTPS/Netconf (Continued)

Field

| Description

Netconf Yang Configuration

Status Click to enable or disable Netconf on the device.
Enter the port number for Netconf-over-SSH sessions.
SSH Port Valid values: 1...65535

Default value: 830

Timeout Policy Configuration

HTTP Timeout-policy (secs)

Enter the number of seconds to determine how long a connection to the HTTP server remains open.

Session ldle Timeout (secs)

Enter the number of seconds of inactivity allowed before the session times out.

Server Life (secs)

Enter the server life time in seconds.
Valid values: 1...86400

Max Number of Requests

Enter the maximum number of concurrent requests the device can accept.
Valid values: 1...86400

VTY Line

Enter the virtual terminal line (VTY) line number or a range.

VTY Transport Mode

Choose a transport mode for the VTY:
« Telnet & SSH

« Telnet
» SSH
« None

MODBUS

258

MODBUS is an application layer protocol for client-server communication between two devices
on the network, where the Stratix 5800 switch acts as the server, and a device with MODBUS
client software can query the switch for information. This MODBUS implementation is read-
only and only provides data.

Requirements and Restrictions

Before you configure MODBUS, know the following:

« If afirewall or other security services are enabled, the switch TCP port can be blocked,
and the switch and the client cannot communicate.

« If afirewall and other security services are disabled, a denial-of-service attack can
occur on the switch.

 Toadd security when using MODBUS TCP, configure an ACL to permit traffic from
specific clients or configure QoS to rate-limit traffic.
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Configure MODBUS Via the WebUI

To configure MODBUS, follow these steps.

1. From the Administration menu, choose MODBUS.
2. In the Status field, click to enable or disable MODBUS.

By default, MODBUS is disabled. If you enable MODBUS, a security warning appears.

Starting Modbus TCP server is a security risk. Please
understand the security issues involved before proceeding
further. Do you still want to start the server?

IMPORTANT  Before proceeding, observe and understand the security risk that is

involved in starting the MODBUS TCP server.

3. To proceed through the security warning, click Yes.

4, Complete the fields as described inTable 142, and then click Apply to Device.

Administration ™ > Industrial Protocols * > MODBUS
TCP Server Port Number 502
TCP Server Connections 2

Table 142 - MODBUS

Field Description

Status Click to enable or disable MODBUS. By default, MODBUS is disabled.

Enter the port number of the MODBUS TCP server.
TCP Server Port Number | Valid values: 1...65535

Default value: 502

TCP Server Connections | Valid values: 1...5
Default value: 2

Enter the number of simultaneous connection requests sent to the switch.

For a list of MODBUS register addresses, see Appendix E.
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ower over Ethernet (Pok) provides power to end devices over a copper tthernet cable.
Power over Ethernet (PoE) » Ethernet (PoE) provid d devi Eth bi
(Stratix 5800 Switch 0n|y) Switches and expansion modules with PoE ports are software-configurable and provide

260

automatic detection and power budgeting. PoE is implemented following the specifications in
IEEE 802.3af (2003) and IEEE 802.3at (2009), which accommodate different power levels. For
more information about PoE, see the Ethernet Reference Manual, publication ENET-RM002.

IMPORTANT A mismatch between the total power that is supported and the
power supply can damage the switch. Do not oversubscribe the
power supply. If you intend to connect the switch to a power supply
that allows more wattage than configured, first change the power
supply and then enter the total power supported. If you intend to
connect the switch to a power supply that allows less wattage than
configured, first change the total power that is supported to an
appropriate value and then change the power supply.

Requirements and Restrictions

There is a power budget of 360 W shared across PoE/PoE+ ports.

PoE Port Modes

You can assign the following modes to PoE ports.
Table 143 - PoE Modes

Mode Description

Disabled The switch disables powered-device detection and never powers the PoE port
even if an unpowered device is connected.

Auto (default) The switch automatically detects if the connected device requires power and

automatically assigns the required capacity.

Static The switch preallocates power to the port, even when a non-PoE device is
connected, and makes sure that power is available to the port.
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Configure PoE via the WebUI

The Power Management page is available for devices that have PoE support.

From the Administration menu, choose Power Management.

* » Power Management

® I

Interface Mode Status Power Max Power Override Power Device Class
At Off 1 0. MNiA WA /A
Aut Off 0.0 30.( NiA MNA NfA
At ff NjA M N/
A off 0.0 30.0 Ni& A M/A
At Off 0. 30.0 NiA /A NiA
At f 3 NIA A NIA
Aute N/A NrA N/A
At A NIA

of 0.0 N/A

From the Power Management page, you can view and configure PoE information:

« The fields at the top of the page show information about the total power on the switch
See Table 144.

To configure the total power supported, modify the value in the Total Power Supported
field. A warning appears. Misconfiguration of this setting can result in damage to the
switch. Click Yes to apply the configuration, which power cycles any PoE devices
currently connected.

Table 144 - Power Management

Field Description
The total amount of power that the switch can support for external devices.
Total Power Supported To limit the total PoE power budget, enter a value based on the power source.
Valid values: 4...480 watts
Total Power Used The amount of power used on the switch for PoE.
Total Power Available The amount of power available on the switch for PoE.
PSUI The status of the power supply connected to the Pwr A power connector.
PSU2 The status of the power supply connected to the Pwr B power connector.
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 Toconfigure PoE for an individual switch interface, click the interface in the grid,
complete the fields as described in Table 145, and then click Update & Apply to Device.

Edit POE InterfaceGigabitEthernet1/3 x

Interface GigabitEthernet1/3
Mode Auto v
Status On
Pawer 15.4
Max Power 30.0
Override Power NIA
Device leee PD
Class 3
Table 145 - Edit PoE Interface
Field Description
Interface The interface type and number.
Mode Choose a PoE made to apply to the interface. For a description of each made, see Table 143 on page 260.
Status Displays whether PoE is in use on the interface.
The status turns to On once a PoE device is connected to the interface.
Power Enter the amount of power in watts to allocate to the interface.

Enter the maximum power that can be allocated to the interface.

Max Power Valid values: 4...30 watts
Displays either N/A or the power that is configured for the interface. To configure this parameter, enter the following command in
Override Power command-line interface (CLI) where X is the wattage value:
power inline consumption default wattage X
Device The device that is connected to the interface.
Class Displays the power classification of the powered device.

262 Rockwell Automation Publication 1783-UM012N-EN-P - October 2025



Chapter 5 Administer the Switch

Configure PoE via the Logix Designer Application

1. In the navigation pane, click PoE.
2. Complete the fields as described in Table, and then click Set.

- General* PoE
- Connection
Module Info P Eth PoE] Port Confi a
. Faulk/Program Action 'ower over Ethernet (PoE) Port Configuration
- Switch Configuration
- Switch Status
- Port Configuration Port Mode Status Power Limit (W) Power Used (W)
PoE -
- Smartports and VLANs Lile off 2 L o
. Port Securty G4 |off [ 0.0 0.0
. Port Status G5 |off ¥ 0.0 0.0
. DHCP Pools Gl |off | 0.0 0.0
DHCP Address Assignment £ty off = U s v
- Time Sync Configuration
- Time Sync Information
- NTP Client
- NAT
EtherChannels
=J- Parallel Redundancy Protocol {
i.--Channel Group 1 Switch Statistics:
‘.. Channel Group 2
- 50 Flash Sync
Save/Restore Total Fower Supported: 125 W
Total Power Used: ow
Remaining Power Available: 125 W
Refresh Communication Set b
< >
Status: Running Cancel Apply Help
Field | Description
Power over Ethernet (PoE) Port Configuration
Port Displays the port type and number.
Mode Choose a PoE mode to apply to the port. For a description of each mode, see Table 143 on page 260.
Status Displays whether PoE is enabled (On) or disabled (0ff) on the port.
Power Limit (W) Enter the maximum power in that can be allocated to the interface. If the port is in Auto mode, you can enter a value.
Valid values: 4...30 watts
Power Used (W) Displays the amount of power in watts currently in use by the port.
Switch Statistics
The total amount of power that the switch can support for external devices.
Total Power Supported To limit the total PoE power budget, enter a value based on the power source.
Valid values: 4...720 watts
Total Power Used The amount of power used on the switch for PoE.
Remaining Power Available The amount of power available on the switch for PoE.
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PROFINET

» PROFINET

Status

Sessions

Seession Murmber Connected
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PROFINET is the PROFIBUS International (PI) open Industrial Ethernet Standard that uses TCP/
IPand IT standards for automation contral.

The Stratix 5800 switch supports the forwarding of these PROFINET traffic types:

- TCP/IP
e Real-Time(RT)

Stratix switches do not support the forwarding of Isochronous Real-Time (IRT) traffic.

PROFINET conformance classes define the capabilities of a device. All Stratix switches are
Conformance Class B certified.

Configure PROFINET via the WebUI

To configure PROFINET, from the Administration Menu, choose Industrial Pratocols. An option
for PROFINET is present.

From the following screen, you are able to choose to enable PROFINET.

* » PROFINET

(Feam @

After you enable PROFINET, it is available in the Monitoring tab.

Mo, of IO CRs Mo, of diffiaocules
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From the PROFINET Monitoring screen, you can choose the status and session parameters.
Table 146 - PROFINET Status Parameters

Parameter Description

Profinet Shows whether PROFINET is enabled or disabled on the switch.

Connection Status Shows whether the switch is connected to the PROFINET PLC (1/0 Controller).

VLAN The VLAN number for PROFINET traffic.

Profinet ID PROFINET device identifier.

GSD version Shows whether the General Station Description (GSD) file for the switch matches the GSD file in the controller configuration software.
Reduction Ratio denotes the rate at which the real time (RT) packets are exchanged between controller and the |0 devices. By default, the value

Reduct Ratio is set to 128 ms. This denotes that the transmit and receive occurs at every 128th send clock. Other values like 256 and 512 can also be
configured from the TIA tool.

Mrp(M Shows whether MRP is enabled or disabled.

MRP License Status!! | Shows whether the MRP license is active.

MRP Max Rings Allowed™ | The maximum number of MRP rings that can be configured based on the license.

(1) Stratix 5800 Switch Only

Table 147 - PROFINET Session Parameters

Parameter Description

Session Number Number of the PROFINET session.

Connected Shows whether the session is connected.

Number of 1/0

Communication Number of 10 Communication Relationships (CRs) for the session.

Relationships

Avalue greater than zero means that there is a difference in expected (configured from TIA) and the actual submodules in the device. This
Number of diffModules number denotes the count of the differences. The presence of diffmodule blocks in the response shows the details of missing or additional
submodules in the device from the ones configured.
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Reload the Switch Via the
WebUI

@ Allen-Bradley 1783-CIS200P
-+ Reload

.

You can reload the switch with or without saving the Running configuration to the Startup
configuration. You can also reset the switch to its factory default state.

1. From the Administration menu, choose Reload.
2. Click an option as described in Table 148, and then click Apply to Device.

Table 148 - Reload
Field Description
Save Configuration and Reload EEEE [;3rr:tsi;?]rgsti:st:\i/}/]i(tucjhwahnednst?]\;estwhﬁthu?;sig;rtc;nfiguration to the Startup configuration. The current Running
Reload without Saving Configuration Egﬁzéﬂrﬁ?;?lr;ttgfe[si“i’riltictg \?Ir:ttgfﬁglsrﬁ\émrt;e Running configuration. The switch restarts with the Startup

Click to restart the switch and overwrite all applied and saved configuration parameters and return to the factory
Reset to Factory Default and Reload” $§La::te prompted for confirmation to reset the configuration. All configuration data files are deleted, and the

device is restored to its factory default state when the switch restarts.
To restore the base configuration, you can run Express Setup on the switch.

(1) Using the Reset to Factory Default and Reload overwrites all existing configuration files on both internal memory and external memory (SD card and USB Flash) and resets the

switch back to factory default configuration

266 Rockwell Automation Publication 1783-UM012N-EN-P - October 2025



Chapter 5

Administer the Switch

SDM-Template

Switch Management Database (SDM) templates optimize how system resources are allocated
to support specific features, depending on how the switch is used in the network. In the
WebUI, you can apply an SDM template to the switch.

To apply an SDM template to the switch, follow these steps.

1. From the Administration menu, choose SDM-Template.

The only SDM-Template available is the ‘Default’ template.

2. Toselect a template to apply to the switch, click a template in the List of Resources

column, and then click Apply to Device.

Figure 39 - Stratix 5200 SDM Template

Administration = > Management~ > SDM-Template

SDM Template Config @

| Select a value - |

Advanced View @&

List of Resources

number of SVIs:

number of VLANS:

number of unicast mac addresses:
number of multicast groups (L2/L3):
number of IPv4 unicast routes:

number of directly-connected IPv4 hosts:
number of indirect IPv4 routes:

number of IPv6 unicast routes:

number of directly-connected IPvE addresses:
number of indirect IPv6 unicast routes:
number of IPv4 policy based routing aces:

number of Ingress IPv4 security/gos aces:

No.of Resources Allocated

32
256
8K
0.5K
2K
2K
2K
0.5K
0.5K
0.5K
0.25K
125

Figure 40 - Stratix 5800 Switch SDM Template

Administration -~ > Management~ > SDM-Template

SDM Template Config @

| Select a value v |

Advanced View @

List of Resources

number of SVis:

number of VLANS:

number of unicast mac addresses:
number of multicast groups (L2/L3):
number of IPv4 unicast routes:

number of directly-connected IPv4 hosts:
number of indirect IPv4 routes:

number of IPvE unicast routes:

number of directly-connected IPv6 addresses:
number of indirect IPv6 unicast routes:
number of IPv4 policy based routing aces:

number of Ingress IPv4 security/gos aces:

No.of Resources Allocated
32
255
16K
1K
3K

3K

3K
0.5K
0.5K
0.5K
0.25K
1K
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Secure Digital (SD) Card

268

The following switches can store their configuration in an SD card, USB device (Stratix 5800
Switch Only), or internal memory:

«  The Stratix switch has a slot for an optional SD card. You must use the 1784-SDHC8 card
available from Rockwell Automation with the switches.

The switches can store their configuration in an SD card, USB device (Stratix 5800 Switch
Only), or internal memory: The Stratix switch has a slot for an optional SD card. You must use
the 1784-SDHC8 card available from

Rockwell Automation with the switches.

switches, Rockwell Automation reserves the right to withhold

ATTENTION: If a non-Rockwell Automation SD card is used in Stratix
A support.

You can use the SD card to do the following:
«  Synchronize the configuration and software from the internal memory to the SD card.
«  Restore a switch configuration if it fails (using the Swap-Drive feature).
« Store versions of software files or store copies of configurations on the SD card.

You can use WebUI or the Logix Designer application to synchronize configuration and 10S
from the internal flash to the SD card.

If the lock switch is engaged, Syncing from the internal memory to SD

ATTENTION: SD cards commonly have a physical read-only lock switch.
A Card is not possible.

Swap Drive

Swap drive is a switch recovery feature. The swap drive feature enables you to replace a failed
switch quickly and easily. You move an SD card or USB drive (Stratix 5800 Switch Only) with a
backup of the original switch to a new, factory defaulted switch. After you turn on the new
switch, the same image and configuration as the original switch appears.

To restore the settings to the new switch, you must have previously synchronized the original
switch with the SD card or USB drive.

Restore occurs automatically, when you insert the SD card or USB drive into the new switch
and power the switch. The new switch looks for an SD card and scans it to see if an image and
configuration are present. If the image and configuration are present, the switch then copies
them to internal flash and comes up with the image and configuration of the original switch.
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On a Stratix 5800 switch, if an SD card is not present or doesn't have the original switch's
image and configuration, the switch then looks for and scans the USB drive. If they are present
on the USB drive, the switch comes up with the original switch's image and configuration.

If the image and configuration are not present on any external media, the system asks if you
want to continue with the initial configuration on the new switch, in which express setup has
to be performed.

Procedure for Swap Drive

Cable the new switch correctly and make sure that it is powered off before you transfer the SD
card or USB drive.

Use the following steps to utilize the swap drive feature:
1. On the failed switch, remove the SD card or USB drive.

The SD card and USB drive are hot-swappable, but do not remove it from the switch
while SD flash write is in progress.

2. On the new switch, verify that the SD card or USB drive is oriented properly, and then
press it into the slot on the switch until it is seated.
3. Power on the new switch.

The image and configuration of the failed switch are transferred to the new one.
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Simple Network

Management Protocol

(SNMP)

SNMP enables the switch to be remotely managed through other network management
software. SNMP defines the method of communication among the devices and also denotes a
manager for the monitoring and supervision of the devices. For more information about SNMP,
see the Ethernet Reference Manual, publication ENET-RM002.

Supported SNMP Versions

Stratix 5800 switches support SNMP versions 1, 2c¢, and 3. Your configuration requirements
depend on the SNMP version that you use. You can choose an SNMP version on the Hosts tab of
the SNMP page of the WebUI for the switch.

SNMP Version Required Configuration Components
SNMPVI « A community string to authenticate access to the device.
« Ahost defined to be the recipient of SNMP notifications.
SNMPVAC « A community string to authenticate access to the device.
« Ahost defined to be the recipient of SNMP notifications.
SNMPY3 « User security modes and authentication.
« Ahost defined to be the recipient of SNMP notifications.

SNMPv3 User Security Modes and Authentication

SNMPv3 enables you to configure an authentication strategy for a user. A combination of
security modes and authentication protocols determines the security mechanism that is
applied to an SNMP packet.

The following table describes the combinations of security modes and authentication that you
can configure for each user.

Table 149 - User Security Modes and Authentication

Security Mode Authentication Encryption Result
Provides authentication based on the hashed message
Message digest algorithm 5 (MD5) . authentication code (HMAC)-MD5 or HMAC-SHA algorithms.
AuthPriv (default) or ([]DaEtg)Encryptlon Standard In addition to authentication, provides DES 56-bit
Secure Hash Algorithm (SHA) encryption based on the cipher block chaining (CBC)-DES
(DES-56) standard.
AuthNoPriv L’Iressage digest algorithm 5 (MDS) No Provides authentication based on the hashed message
Secure hash algorithm (SHA) authentication code (HMAC)-MD5 or HMAC-SHA algorithms.
NoAuthNoPriv User name No Uses a user name match for authentication.
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Configure SNMP Via the WebUI

From the Administration menu, choose SNMP.

From the SNMP page, you can configure these aspects of SNMP:
» Toenable or disable SNMP made, click the SNMP Mode field. To see all SNMP views that
are included and excluded, click the eye @ icon.

Administration~ > SNMP

» To configure system information and enable or disable traps, see page 271.

+ To configure community strings, see page 272. Community strings to provide a remote
manager read-only or read/write access to the switch. Community strings are required
for SNMP versions 1and 2c.

« Toconfigure SNMPv3 users and authentication, see page 273. This feature requires that
you choose SNMPv3 on the Hosts tab.

» Toconfigure SNMP hosts, see page 274.

Configure System Information and SNMP Traps

On the General tab, complete the fields as described in Table 150, and then click Apply.

Table 150 - SNMP—General
Field Description
SNMP Mode Click to enable or.disable SNMR. By default, SNMP is enal?led. .
To see all SNMP views that are included and excluded, click the eye @ icon.
System Location Enter the location of the device.
System Contact Enter the contact details of the device administrator.

To enable one or more traps:

« Click each trap to move it from the Available list to the Enabled list.
or

» Click Enable All.

SNMP Traps To disable one or more traps:

« Click each trap to move it from the Enabled list to the Available list.
or

« Click Disable All.
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Configure Community Strings

On the Community Strings tab, you can add, edit, and delete community strings:

» Toadd a community string, click Add, complete the fields as described in Table 151, and
then click Apply to Device.

« Toedit a community string, click the community name in the grid, modify the fields, and
then click Update & Apply to Device.

 Todelete a community string, check its associated checkbox in the grid, and then click

Delete.
Community Strings ®
Community Name*
Access Mode Read Only v

'_"E] Apply to Device

Table 151 - SNMP—Community Strings

Field Description
Enter a name to identify the community.

Community Name The name must be a unique, case-sensitive, alphanumeric string of up to 16
characters.

Choose the level of access to grant to this community:
Access Mode - Read-only (default)
+ Read/Write

Configure V3 User Groups

On the V3 User Groups tab, you can add, edit, and delete SNMP V3 user groups and their
authentication methods.

« Toadd a user group, click Add, complete the fields as described in Table , and then click
Apply to Device.

» Toedit a user group, click the user group name in the grid, modify the fields, and then
click Apply to Device.

» Todelete a user, check its associated checkbox in the grid, and then click Delete.

V3 User Groups x

Group Name*

Security Level™ Auth v

Read View v Li]
Write View v

Table 152 - V3 User Groups

Field Descriptions

Group Name Enter a name for the user group.
Choose a security level:

Security Level » Auth
« No Auth
* Priv
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Configure SNMP Users and Authentication

On the V3 Users tab, you can add, edit, and delete SNMPv3 users and their authentication

methods:
» Toadd a user, click Add, complete the fields as described in Table 153, and then click
Apply to Device.
« Toeditauser, click the user name in the grid, modify the fields, and then click Update &
Apply to Device.

 Todelete a user, check its associated checkbox in the grid, and then click Delete.

User Name™ €@

Group Name* @ None v || +
Security Mode* AuthPriv v | O
Authentication Protoco MD5 v

Authentication Password™®
Privacy Protocol 3DES v
Privacy Password®

ACL None v

Apply to Device

Table 153 - SNMP—V3 Users

Field Description

User Name Enter a name for the user.

Group Name Choose an existing group name, or to create a new group name, click the plus sign (+).
Security Mode Choose a security mode. See SNMPv3 User Security Modes and Authentication on page 270.

Authentication Protocol

(Applies only to AuthPriv and AuthNoPriv security modes). Choose an algorithm to configure authentication based on the Hashed
message authentication code (HMAC)-MD5 or HMAC-SHA algorithms:

« MD5 (default)

« SHA

Authentication Password

(Applies only to AuthPriv and AuthNoPriv security modes). Enter a password to authenticate user access.

Privacy Protocol

(Applies only to AuthPriv security mode). Choose an encryption method:

« 3DES (default)

« AES128

« AES192

« AES256

« DES

AES 128, AES 192, and AES 256 use Cipher Feedback (CFB) mode with encryption key sizes of 128 bits, 192 bits, or 256 bits
respectively. 3DES uses the cipher block chaining (CBC)-DES (DES-56) standard with a 168-bit key size for encryption.

Privacy Password

(Applies only to AuthPriv security mode). Enter a password for the user.

ACL

Select an Access Control List (ACL) to be associated with this SNMP user from the ACL drop-down menu.
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Add SNMP Hosts

On the Hosts tab, you can add, edit, and delete SNMP hosts, or recipients of SNMP notifications:

To add a host, click Add, complete the fields as described in Table 154, and then click
Apply to Device.

To edit a host, click the user name in the grid, modify the fields, and then click Update &
Apply to Device.

To delete a host, check its associated checkbox in the grid, and then click Delete.

IPvd/IPv6 Address*

Version
Community String®

Port

Type

V1 v
None v ||+
162

traps v

‘_-Eﬂ Apply to Device

Table 154 - SNMP—Hosts

Field Description

Enter the IP address for the device to accept and use to send SNMP packets. An AND operation is performed between the requesting
IPV4/IPVE Address entity IP address and the subnet mask before being compared to the IP address.

If the subnet mask is set to 0.0.0.0, an IP address of 0.0.0.0 matches all IP addresses.

Default value: 0.0.0.0
Version Choose the SNMP version. See See Supported SNMP Versions on page 270.

Community String

For SNMP versions 1and 2c, enter the SNMP community that you want to use.

Enter the UDP port number for the remote SNMP agent of the device where the user resides.

Port Valid values: 0...65535
Default value: 162
Type Choose traps to enable the device to send SNMP traps to this host.
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I Software Upgrade

In WebUI, you can upgrade the software image on your switch using the following steps.

1. From the Administration menu, choose Software Upgrade.

2. Deleting unused software files using "Remove Inactive Files" link on the "Software
Upgrade” page or manually removes them from the File Manager page to ensure there is

enough space (~1.36B) to upgrade successfully.
3. InUpgrade Mode, choose Install Mode.

Install Mode - In this mode, a single .BIN file is copied to the switch. Then, multiple files
(packages) are extracted from the .BIN file and installed on the on-board flash memory.
After transferring and installing the files, the switch must be rebooted to apply the new

software version.

Administration ~ > Software Upgrade

Soft

Software Upgrad

Table 155 - Software Upgrade

NSTALL v
Current Mode (until next reload): INSTALL

Upgrade Mode @

One-Shot Install

Upgrade @

Transport Type My Desktop -

File System Flash - Free Space: 452.80 MB

Source File Path*

= Select File
& Download & Install

Manage

@l Remove Inactive Files

O Rollback

4, Complete the fields as described in Table 155, and then click Download.

b. To restart the switch with the new software, click
Save Configuration & Reload.

If “One-Shot Install Updgrade” is selected, this occurs automatically. Without this
selection, you will need to manually reload the switch to apply the new firmware.

Field Description
There are two modes:
Upgrade Mode « INSTALL

« BUNDLE (Not Supported)

One Shot Install Upgrade

device will be reloaded post activation to bring it up with new software.

The new image/package would be installed and activated as a part of One-Shot upgrade. In case of an image upgrade, the

Transport Type

Choose the method to use for sending the software image to your device:
« TFTP

- SFTP

« FTP

« Device

« Desktop (HTTPS)

Source File Path

file that is not a .bin file, an error message appears.

(Applies only for Desktop transport types.) Click to select the .bin file from your local device. If you inadvertently select a

Server IP Address (IPv&/IPv6)"

Enter the IP address of the FTP or TFTP server to use.

(SFTP/FTP) Username'?)

Enter the SFTP or FTP user name.

(SFTP/FTP) Password'?

Enter the SFTP or FTP password.
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Table 155 - Software Upgrade

Field Description

Due to limited space on the Internal flash, it is highly recommended to “Remove Inactive Files.” before upgrading.
Choose a file system for the file:
« flash
File System') « SD Flash
- When using the SD Flash as a File System on an Install mode, the SD Flash acts as an intermediate location where the
.bin file is copied to before extracting the Install files to the internal flash.
« USB Flash (Available when USB is inserted on the Stratix 5800 switch only)

Specify the complete path from where you want to download the software image file, including the name of the file.

Source File Path EXAMPLE: FolderOnFTP/s5800-universalkg.16.10.07i.SPA.bin

(Applies to all transport types except Device.)

Choose a destination for the file:

Destination'®! + SDFlash

« flash

« USB Flash (Available when USB is inserted on the Stratix 5800 switch only)

(T Applies only o TFTP, SFTP, or FIP transport types

(2) Applies only to SFTP or FTP transport types.

(3) Only available on Install Mode. Applies only to Device transport type.
(4) Located in Bundle Mode, which is not supported.

Stratix 5200 Boot Order The boot order for the Stratix 5200 switch is as follows:
+ flash:
« sdflash: (for Swap-drive on a factory defaulted switch)

O For more information on SD Cards as well as Swap Drive, see page 268.

The configuration file is always stored and booted from flash: (Firmware revision 17.11.1 and
later.)

Stratix 5800 Boot Order The boot order for the Stratix 5800 switch is as follows:

Boot sequence comes only when we don't have boot variable set. If the device is set with a
boot variable, then the boot flow follows the same sequence.

If no boot variable set, then boot media priority is as follows:

o sdflash:
« ushflash: (0 and1)
o flash:

The configuration file is always stored and booted from flash: (Firmware revision 17.10.1 and
later.)
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User Administration You can maintain user accounts with specified privilege levels and password policies to help
prevent unauthorized users from reconfiguring the switch and viewing its configuration.

Privilege Levels

A privilege level defines what commands that a user can enter by using the CLI after logging on
to the switch. There are two methods of configuring a privilege level:

Basic—Allows admin, read-only, or no access privileges.

Users with read-only privileges are restricted from viewing the configuration,
administration, and troubleshooting pages in the WebUI.

« Advanced—Allows privilege level between 0...15. Privilege 1allows access in User Exec
mode. Privilege 15 allows access in Privileged Exec mode.

Password Policies

A password policy is a security mechanism for defining rules, constraints, and restrictions to
specify user passwords. You can create a password policy via the CLI, and then apply the
policy to users when creating accounts.

Create a User Account Via the WebUl

From the Administration menu, choose User Administration.

* » User Administration

Name Privilage Policy

Admin MNone
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From the User Administration page, you can add, edit, and delete users:

To add a user, click Add, complete the fields as described in Table 156, and then click
Apply to Device.

To edit a user, click the name in the grid, modify the fields, and then click Update &
Apply to Device.

To delete a user, check its associated checkbox in the grid, and then click Delete.

Create User Administration x

User Name*

Palicy None

Privilege Admin &
Passward*

Confirm

Passwaord*

Impaortant guidelines to create new Password

o Must contain at least 6 characters
o Must contain at most 127 characters

Eﬂ Apply to Device

Table 156 - Create User Administration

Field

Description

User Name

Enter a unique user name.

Policy

(Optional). Choose a password palicy.
See Password Policies on page 277.

Privilege

To assign a basic privilege level, choose Admin, Read Only, or No Access.
To assign an advanced privilege level, click the &+ icon, and then choose a numeric value.

See Privilege Levels on page 277.

page.

Password « Minimum length: 6 characters

« Maximum length: 27 characters

The password must meet these requirements:

Enter the password to authenticate the user when they log on to the switch. See the guidelines in the upper-right corner of the

« If you specified a password policy, the password must meet all criteria in the policy.

Confirm Password Reenter the password.
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Security Requirements (IEC-62443-4-2)

Topic Page
Switch Security Features 279
Telnet 280
TLS1.2 282
Additional Resources 283

To comply with the certification requirements, implement the security features in the
following table in the order listed.

v" |Switch Security Feature

Required to Meet
IEC-62443-4-2

Details

10S Release is certified for |EC-62443-4-2

Yes

To verify if your 10S release is certified for IEC-62443-4-2, access product release
notes from the Product Compatibility and Download Center at rok.auto/pcdc.

Configure Certificate Authority (CA)

Yes

A CA provides a chain of trusts for devices in the network. This mechanism provides
the ability for a user or process to trust the connection to one of these devices on the
network by validating its identity.

For more information, see the Security Configuration Guide available at
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9500/software/
release/16-T1/configuration_guide/sec/b_161_sec_9500_cg.html.

Configure Authentication, Authorization, and
Accounting (AAA)

AAA services provide flexible administrative control and accounting for network
access.

For more information, see Authentication, Authorization, and Accounting (AAA) on
page 54 and the Security Configuration Guide available at
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9500/software/
release/16-1l/configuration_guide/sec/b_161_sec_9500_cg.html.

Disable Telnet!

Yes

Telnet is disabled by default during Express Setup.

Keep Telnet disabled to secure remote access to the switch, such as when you are
using the command-line interface (CLI) to manage the switch from a computer.

To verify that Telnet is disabled or disable Telnet if needed, see Telnet on page 280.

Transport Layer Security (TLS) 1.2

Yes

TLS 1.2 is enabled by default during Express Setup.
Keep this feature enabled to secure the exchange of data through encryption.
To verify that TLS 1.2 is enabled or to enable TLS 1.2 if needed, see TLS 1.2 on page 282.

Configure Type 9 password hashing

Yes

Hashing makes password storage more secure by transforming a password into data
that cannot be converted back to the original password.

For more information, see the User Security Configuration Guide at
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr._cfg/configuration/xe-
16-12/sec-usr-cfg-xe-16-12-baok.html.

(1) When both Telnet and Secure Shell (SSH) are disabled, the only way to access the switch is via console cable or HTTPS.

&, Secure web access to the switch is enforced via HTTPS. Attempts to access the switch via HTTP automatically redirect to secure

W)  access via HTTPS.
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Telnet

280

Telnet must be disabled to comply with [EC-62443-4-2 requirements. By default, Telnet is
disabled during Express Setup. The following procedures describe how you can verify that
Telnet is disabled and disable it if needed.

Verify Telnet Settings

To verify that Telnet is disabled, follow these steps.

1. From the Administration menu, choose Device to Admin.
2. On the General tab, click View VTY options.

Administration ™ > HTTP/HTTPS/Netconf/VTY

HTTP/HTTPS Access Configuration

HTTP Access @

HTTP Port

HTTPS Access

HTTPS Port

Personal Identity Veerification

Authentication

HTTP Trust Point Configuration

Enable Trust Point @

Trust Paints

Netconf Yang Configuration

Statis 8

Timeout Policy Configuration

HTTP Timeout-policy (secs) @ [80
80 Session Idle Timeout (secs) : 1200
443 |
e e Max Number of Requests | 25
. DISABLED | e
i it VTY Line @ i ExOor1-5 |
VTY Transport Mode | None v
TP-self-signed-2363%. [ 7]
El DISABLED
3. Onthe Telnet SSH Configuration dialog box, note which lines must be disabled, and then
click OK.
Telnet is currently enabled on any single lines or range with acheckbox in the Telnet
column.
Telnet SSH Configuration x
VTY Line Telnet SSH Authentication List Authorization List
0-4 v MN/A /A i
5=-15 v MN/A N/A -

4. If Telnet is enabled on any lines to the switch, proceed to Disable Telnet on page 281.
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Administration~ » HTTP/HTTPS/Netconf/VTY

HTTP/HTTPS Access Configuration

HTTP Access @

HTTP Port

HTTPS Access

HTTPS Port

Personal Identity Verification

Authentication

HTTP Trust Point Configuration

Enable Trust Point @

Trust Points

Netconf Yang Configuration

Status @

SSH Port

80

443

Disable Telnet

To disable Telnet on lines to the switch, follow these steps.

1. From the Administration menu, choose Device to Admin.
In the VTY Line field, enter a single line or range of lines on which to disable Telnet.
In the VTY Transport Mode field, choose one of these values, and then click Apply:

« SSH—SSH is enabled, and Telnet is disabled.
« None—Both SSH and Telnet are disabled.

Timeout Policy Configuration
HTTP Timeout-policy (secs) @
Session Ildle Timeout {secs)
Server Life Time (secs)

Max Number of Reguests

vTY

VTY Line ®

VTY Transport Mode

TP-seli-signed-2363%. L]
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TLS1.2

TLS 1.2 must be enabled and all other TLS versions must be disabled to comply with IEC-62443-
4-2 requirements. By default, TLS 1.2 is enabled during Express Setup and all other versions
are disabled. The following procedures describe how you can verify that TLS 1.2 is enabled and
then enable it if needed.

Verify TLS 1.2 Settings

To verify that TLS 1.2 is enabled, follow these steps.

1. From the Administration menu, choose Command Line Interface.
Click Exec to run the command in Executive mode.
3. Inthe text box, type the following command, and then click Run Command:

show run | include tls

4. If the result is ip http tis-version TLSv1.2, then TLS 1.2 is enabled and only that version
of TLS is allowed.

5. If any version other than 1.2 shows, proceed to Enable TLS 1.2 on page 283.

Administration ~

> Command Line Interface

show run | include iis

Control=X: Clear | Control+M: Switch Mode | Control+Return{J): Execute Command | Control+Y: Copy | Control+Shift+E: Export | Shift+Up Arrow{ { VDown Arrow(|): Lookup History

Fri Aug 28 2020 14:47:42 GMT-0400 (Eastern Daylight Time)

#show run [ include tis
ip http tis-version TLSv1.2

282
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Enable TLS 1.2

To enable TLS 1.2, follow these steps.

1. From the Administration menu, choose Command Line Interface.
Click Configure to run the command in Configure mode.
In the text box, type the following command, and then click Run Command:

ip http tls-version TLSv1.2

The command enables TLS 1.2 and disallows any other version of TLS.

Administration = » Command Line Interface

ip hitp tis-varsion TLSv1 a

Confrol=X: Clear | Conirol+M: Switch Mode | Conlrod=Retum(.l): Execute Command | Control=Y: Copy | Control+Shift=E: Export | Shift«Uip Ammow( ¥Down Armow(|): Lookup History

18 ip hitp tis-version TLSv1.2
{Command Executed Successfully

Additional Resources For more information about how to implement security requirements, see the following
resources.
Resource Description
User Security Configuration Guide available at Cisco® publication that provides details about how to secure user access to the switch.
https://www.cisco.com/c/en/us/td/dacs/ios-xml/ios/sec_usr_cfq/ For the User Security Configuration Guide that corresponds to the current 10S version
configuration/xe-16-12/sec-usr-cfg-xe-16-12-baok.html on your switch, search www.cisco.com.
Security Configuration Guide available at Cisco publication that provides details about how to secure the switch on your network.
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9500/software/ | For the Security Configuration Guide that corresponds to the current 10S version on your
release/16-11/configuration_guide/sec/b_1611_sec_9500_cg.html switch, search www.cisco.com.
: ; ; _— : Describes how to configure and use Rockwell Automation products to improve the

Security Configuration User Manual, publication SECURE-UMOO1 security of your industrial automation system.

. : . . Defines manufacturing-focused reference architectures to help accelerate the
CEEng;%eodnPEIz'a\lrEtTVﬂig[]%t]hernet (CPwE) Design and Implementation Guide, successful deployment of standard networking technologies and convergence of
p _— manufacturing and enterprise/business networks.
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Notes:
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Topic Page
Switch Status 286
Neighbors 287
CIP Sync (PTP) 289
Common Industrial Protocol (CIP) 293
Device Level Ring (DLR) 295
Dynamic Host Configuration Protocol (DHCP) Clients 298
HSR (Stratix 5800 Switch Only) 299
HSRP (Stratix 5800 Switch Only) 300
Network Address Translation (NAT) 301
MODBUS (Modicon Communication Bus) 307
Media Redundancy Protacol (MRP) 309
Ports 310
PROFINET 313
Parallel Redundancy Protocol (PRP) 315
Resiliency Ethernet Protocol (REP) 320
Spanning Tree Protocol (STP) 322
System 324
Time 321
VRRP (Stratix 5800 Switch Only) 337
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Switch Status In the Logix Designer application, you can view overall switch status information as shown in
the following figure.

In the navigation pane, click Switch Status.

General" Switch Status
Connection
:ﬁ"}l;gf&m Action Alarms & Faults Health
Suich Corfguration Aotive Al Porl o Switch Lpl 21 minu
e ] otive Alarms: ot larm witch Lptime: minutes
F‘ Co\on Major Alarm R elay: Open Switch T emperature: 42°C
~ PoE Active Faults: Nane Bandwidth Utilization 0%
g’“a’g’m_a"d VLANS Traffic Thieshold Exceeded on Any Part: 72
Pzﬁ ;;::w Image Mumber of fictive Mulicast Groups z
DHCF Pools
DHCP Address Assignment DR Fcte=s SBB00UNIVERSALKI M, Power
- Time Sync Corfiguration Version 17.11.1
- Time Sync Irformation License File: Ok Pawer Present on Terminal A: Mo
NTP Client
- NAT 50 Card Prasent es Power Present on Temminal B: Yes
- EtherChannels
=} Parallel Redundancy Protocol {
i Channel Group 1
.- Channel Group 2
- 5D Flash Sync
Save/Restore [ Blink Systern Status Indicators to |dentify Swich FRefresh Communication
Time Fiemaining 400 [minutes:seconds)
< >
Status: Running Cancel Apply Help
Table 157 - Switch Status
Field Description
Alarms & Faults
The current active alarm:
« None
Active Alarms « Port alarm
« Dual Mode Power Supply alarm
« Primary Temperature alarm
The status of the alarm relay:
Major Alarm Relay « Open
« Closed
The current active fault:
« None
Active Faults « Port fault
« Hardware fault
If the port and hardware faults are active, the Hardware fault status appears.
Health
Switch Uptime The days, hours, and minutes that the switch has been functioning since the last restart.
Switch Temperature The current internal temperature (in degree Celsius) of the switch.
Bandwidth Utilization The total percentage of the switch bandwidth being used.
Traffic Threshold Exceeded on Any Port | Indicates whether the current unicast, multicast, and broadcast thresholds have been exceeded on any port.
Number of Active Multicast Groups The number of active multicast groups.
Image
10S Release The current version of the switch operating system.
License File Indicates whether the license file is valid.
SD Card Present Indicates whether the SD card is installed.
Power
Power Present on Terminal A Indicates whether power is present on terminal A.
Power Present on Terminal B Indicates whether power is present on terminal B.
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NEigthI’S In the WebUI, you can view neighbor information that uses Cisco® Discovery Protocol (CDP)
and Link Layer Discovery Protocol (LLDP).

When CDP or LLDP is enabled, you can use the neighbor information from each node to
determine complete network topology.

From the Monitoring menu, choose Neighbors:

«  Toview CDP neighbor information, see the information on the CDP Neighbors tab as
described in Table 158. For more information about CDP, see page 78.

» Toview LLDP neighbor information, see the information on the LLDP Neighbors tab as
described in Table 159. For more information about LLDP, see page 78.

If LLDP is not enabled on the switch, a message appears. To enable LLDP, click the link
in the message.

Monitoring* » General~ > Neighbors

CDP Neighbors LLDP Neighbors

O LLDP is not enabled click here to enable.

Monitoring ~ General~ > Neighbors
CDP Neighbors LLDP Neighbors

Local Port +  Neighbor Name - Neighbor Port v | TIL ~  Capability ~  Platform
GigabitEthemnet1/5 Lab3850.stratix.cor GigabitEthernet1/0/13 178 Switch IGMP cisco WS-C3850-48F

1 0 v

Table 158 - Monitor CDP Neighbors

Field Description
Local Port The port number on the local switch.
Neighbor Name The name of the CDP neighbor device.
Neighbor Port The port number on the CDP neighbor device.
TTL The time left in seconds before each CDP neighbor entry expires.
The functional capability of the neighbor device:
« Router
« Trans Bridge
« Source Route Bridge
Capability « Switch
« Host
- IGMP
« Repeater
« Remotely Managed Device
Platform The platform of the CDP neighbor device.
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> Neighbors
jht LLDP Neighbors
Local Interface Y Device D Y PortiD Y Capability
Gi1/3 S5800-68-16 port-006-00000 Bridge,Router
1 v
Table 159 - Monitor LLDP Neighbors
Field Description
Local Interface The local interface through which this neighbor is connected.
Device ID The ID of the neighboring device.
Port ID The interface and port number of the neighboring device.
The device type of the neighbor, indicated by the capability code discovered on the device:
Router

Trans Bridge

Source Route Bridge
Switch

Host

IGMP

Repeater

Remotely Managed Device

Capability
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CiP Sync (PTP) In the WebUI, you can monitor time details for the time source that is configured on the
switch.

From the Monitor menu, choose Time.
The clock at the top of the page shows the local time and the time source. The time source

indicates where the switch is receiving its time, such as from an NTP server, PTP, or the local
computer.

[ MON |
13:50:44

System Time: 09:50:45 May 06, 2019 UTC( -04:00 )

UTC (+00:00)

PTP Details

PTP Details shows the properties of the local PTP clock and the clock identity.

ing= *» General= > Time
Source: NTP Jul 2, 2019
UTC {+00:00)
Systemn Time: 15:24:53 Jul 02, 2019 UTC( -04:00 )
PTP
lode Boundary
FTP Clock Settings Priority1: 128
PTP Parent Property Priority2: 128
Clock ID 0x34:C0F9FFFEES:15:40

Offset From Master(ns):

PTP Enabled Ports: G, Givfz, Giv/a, Gife, Givfs, Gile, Gilf

Table 160 - Monitor Time—PTP Details

Field Description
The PTP mode configured for the switch:
« Forward

Mode « Boundary

« End to End Transparent
« GMC-BC (NTP-PTP Clock)

(Appears only for Boundary and NTP-PTP mode). Priority 1 preference value of the PTP clock. The priority1 clock is considered
first during clock selection.

(Appears only for Boundary and NTP-PTP mode). Priority 2 preference value of the PTP clock. The priority2 clock is considered
after all other clock sources during clock selection.

Priority 1

Priority 2
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Table 160 - Monitor Time—PTP Details (Continued)

Field Description

Clock ID (Appears only for Boundary and NTP-PTP mode). The unique clock identity.

Offset From Master (ns) (Appears only for Boundary and NTP-PTP mode). The time offset between the slave and master clocks.

PTP Enabled Ports (Appears only for Boundary and End to End Transparent modes).The list of ports that are assigned to the PTP clock.

= > Time
Source: NTP Jul 28, 2019
21:17:41
am Time: 17:17:41 Jul 29, 2019 UTC( -04:00 )
PTP
PTP Details PT
Number of PTP Ports
PTP Parent Property Clock Quality
13
Vithe
et |
TG
il Clock T L I )

PTP Clock Settings

PTP Clock Settings shows the settings of the local PTP clock when PTP is in Boundary and End
to End Transparent mode.

Table 161 - Monitor Time—PTP Clock Settings

Field Description
The PTP clock type as determined by the PTP mode configured on the switch.
« Forward Clock
PTP Device Type « Boundary Clock
« End to End Transparent Clock
« GMC-BC (NTP-PTP Clock)
Number of PTP Ports The number of ports that are assigned to the PTP clock.
Class (Appears only for Boundary and NTP-PTP clock type). The time and frequency traceability of the Grandmaster clock.
Accuracy (Appears only for Boundary and NTP-PTP clock type. Applies only when the Best Master Clock algorithm is in use.) This is an

enumerated list of ranges of accuracy to UTC.

Offset (log variance)

(Appears only for Boundary and NTP-PTP clock type). The offset between the Grandmaster clock and the parent clock.

Steps Removed

The number of hops from the local clock to the Grandmaster clock.

Local Clock Time

The time of the local PTP clock.

290

Rockwell Automation Publication 1783-UM012N-EN-P - October 2025



Chapter 7 Monitor the Switch

PTP Parent Property

PTP Parent Property shows the properties of the PTP parent clock when PTP is in Boundary
and NTP-PTP mode.

Monitoring~ > General~ > Time

Source: Jul 9, 2019

09:02:43

System Time: 09:02:42 Jul 09, 2019 UTC( -04:00 )

EST (-04:00)

PTP
PTP Details Parent Clock:
PTP Clock Settings Parent Clock Identity: 0xF4:54:33:FF.FE:DC:94.0
PTP Parent Property Parent Port Number: 15

Grandmaster Clock:

Grandmaster Clock Identity: 0xF4:54:33:FF:FE:DC.94.0

Table 162 - Monitor Time—PTP Parent Property

Field Description

Parent Clock The clock to which the member-slave clocks synchronize.
Parent Clock Identity The unique parent clock identity.

Parent Port Number The clock port ID of the parent port.

Grandmaster Clock The root of the master-slave clock hierarchy.
Grandmaster Clock Identity The unique Grandmaster clock identity.
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PTP Time Property

Display the PTP time properties.

Monitoring ~ > General™ > Time

Source:

17:54:03

System Time: 13:54:03 Jul 10, 2023 UTC( -04:00 )

PTP
PTP Details Current UTC Offset Valid: FALSE
PTP Clock Settings Current UTC Offset: 0
PTP Parent Property Time Source: Internal Oscillator
PTP Time Property Time Property Persistence: 300 seconds

292 Rockwell Automation Publication 1783-UM012N-EN-P - October 2025

Jul 10, 2023

UTC (+00:00)



Chapter 7 Monitor the Switch

Common Industrial Protocol in the webul, you can monitor information about CIP™ status and statistics since the switch
(ClP) was last powered on, was restarted, or the counters were last reset.

IMPORTANT  Except for Active Multicast Groups, all other categories are related
to the CIP server in the switch. The categories pertain to CIP traffic
directed to the switch as a CIP target device. The categories do not
refer to CIP (EtherNet/IP™) traffic that flows through the switch
among these devices:

« Various CIP controllers

« HMI devices

« Configuration tools

« Qther CIP target devices, such as drives, I/0 modules, motor starters,
sensors, and valves

From the Monitoring menu, choose CIP:

« Toview general CIP information, such as status, VLAN, and total number of connections,
see the information on the Overview tab as described in Table 163.

- To view connection details, see the information on the Connection Details tab as
described in Table 164.

Monitoring™ > General~ > CIP

Overview Connection Details

State: Enabled
Vlan: 3680
CIP 10 Connection Owner: None

CIP Config Session Owner:

Active IO Connections: 0
Active Multicast Groups: 0
Management CPU Utilization: 1

Active Explicit Msg Connections:
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Table 163 - Monitor CIP—QOverview Tab

Field Description

The state of the CIP protocaol:
State « Enabled

» Disabled
Vlan The CIP VLAN ID.

CIP 10 Connection Owner

The IP address of the device to and from which application-specific I/0 output data is sent.

CIP Config Session Owner

The IP address of the device controlling the CIP configuration session.

Active 10 Connections

The number of active application-specific connections between a producing application and one or more consuming applications.

Active Multicast Groups

The number of multicast groups, including the CIP multicast group, configured on the device.

Management CPU Utilization

The CPU usage (%) for the CIP configuration session owner.

Active Explicit Msg
Connections

The number of active explicit message connections (generic, multipurpose communication) between devices.

*3» CIP

Connection Details

Table 164 - Monitor CIP—Connection Details Tab

Field

Description

Open Requests

The number of Forward Open requests to establish a connection with an industrial device in the network.

Open Format Rejects

The number of Forward Open requests that failed because the request was not in the proper format

Open Resource Rejects

The number of Forward Open requests that failed to establish a new connection for reasons such as insufficient memory.

Open Other Rejects

The number of Forward Open requests that failed for reasons such as incompatible electronic keying.

Close Requests

The number of Forward Close requests received after a connection is successfully established with an industrial device in the
network.

Close Format Rejects

The number of Forward Close requests that failed because the request was not in the proper format.

Close Other Rejects

The number of Forward Close requests that failed for reasons such as incompatible electronic keying.

Connection Timeouts

The number of connection timeouts that have occurred.
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Device Level Ring (DLR) Use the Monitoring > General > DLR page to view information and status of the Device Level

Ring (DLR) rings configured on the system. Select the ring number from the drop-down menu
to see the status for that ring.

A diagram of each configured ring displays the status of the switch as a DLR member and

shows which ports are configured for DLR. The diagram provides the ring port status shown in
Table 165.

Table 165 - DLR Ring Status Port

Status Description

Green Forwarding Port: Ring ports forward all received frames.

Red Not Connected Port: The link is physically down or disconnected. (This state differs from the
Disabled state, in which the DLR Port is manually disabled through software.)

Gray Disabled Port: Ring ports drop all received frames.

The ring states, indicated by the ring colors, are shown in table Table 166
Table 166 - DLR Ring States

Status Description
Black dashed line |Represents beacon node ring.
Green solid line | Supervisor ring in normal operation.

Red open line ?iLr:[[JJerWSN ring in error condition due to link failure or power loss in any other device in the
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Overview Tab

The Overview tab displays the settings of the Active Supervisor. The Overview tab also displays
status and settings for the Backup Supervisor and Redundant Gateway, if configured.

Active Redundant Gatavary

DHCP Sarvr Statas

Faults Tab

The Faults tab displays fault statistics for the ring, including the number of faults since power-
up, time of last fault, and the MAC and IP addresses of the node where the fault occurred. Click
Clear Ring Faults to clear the supervisor's ring fault count.

DLR
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Members Tab

The Members tab displays the node number, MAC address, and IP address for each node in the

ring.

Table 167 - Switch DLR Status

Parameter

Description

Network Status

Current network status based on the device's view of the network. Possible values are:

Normal—Operation is normal.

Ring Fault— A ring fault has been detected.

Unexpected Loop Detected— A loop has been detected in the network.

Partial Network Fault— A network fault has been detected in one direction only. This fault
occurs only when the node is the active ring supervisor.

Rapid Fault/restore Cycle— A series of rapid ring fault/restore cycles has been detected.
Similar to the Partial Network Fault status, the supervisor remains in a state with
forwarding blocked on its ring ports. Clear this condition by clicking Clear Rapid Faults.

Ring Type

Physical media type.

Network Topology

Ring.

IP Address

IP address of the ring node.

MAC Address

MAC address of the ring node.

VLAN'ID

VLAN ID used when sending DLR protocol frames.

Table 168 - Active Supervisor

Parameter

Description

Supervisor MAC
Address

MAC address of the active supervisor.

Supervisor IP Address

IP address of the active supervisor.

Beacon Interval

Interval for active supervisor to transmit beacon frames.

Beacon Timeout

Amount of time ring nodes wait before timing out in the absence of received beacon
messages.

Precedence

Precedence value assigned to ring supervisor and transmitted in beacon frames.

VLAN ID

VLAN ID used when sending DLR protocol frames.
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Table 169 - Redundant Gateway

Parameter Description

Status Active, Backup, or not enabled.

Advertise Internal Interval for gateway to transmit advertise messages.

Advertise Timeout mg::;eosf time nodes wait before timing out in the absence of received advertise

Gateway Precedence |Precedence value assigned to redundant gateway and transmitted in advertise messages.

Learning Enabled Whether learning update is enabled.

Uplink Ports Names of gateway uplink ports.

Table 170 - DHCP Server Status

Parameter |Description

Role of the Ring DHCP server:
« None

Role + Primary

« Backup

« Secondary

Ring DHCP server status:

« Active

« Standby

« Not in Active or Standby state

Status

Dynamic Host Configuration In the WebUI, you can view information about devices that receive IP addresses from the
Protocol (DHCP) Clients switch when it is configured as a DHCP server. These devices are known as DHCP clients.

The table contains an entry for each device that meets this criteria:

« The device received its IP address from the switch via DHCP, and the IP address lease is
active.

» AVLAN is assigned to the DHCP client port that connects to the switch, and DHCP
snooping is enabled for that VLAN.

From the Monitor menu, choose DHCP Clients.

> DHCP Clients

IP Address +  Client ID Lease Expiration « Type < State < Interface VRF

Infinite Manua Selecting Unknow Neone

Table 171 - Monitor DHCP Clients

Field Description

IP Address The IP address that the switch assigned to the DHCP client.

Client ID The MAC ID of the DHCP client.

Lease Expiration The lease expiration date of the IP address.
The manner in which the IP address was assigned to the host:

Type « Automatic—The IP address of the DHCP client was dynamically assigned from the DHCP pool of IP addresses.
« Manual—The IP address of the DHCP client was set to a specific IP address via the DHCP Persistence feature.

State The state port that connects to the DHCP client.

Interface The port that connects to the DHCP client.

VRF The table that provides virtual routing and forwarding.

298 Rockwell Automation Publication 1783-UMO12N-EN-P - October 2025



Chapter 7

Monitor the Switch

HSR (Stratix 5800 Switch
Only)

Open the HSR page under the Monitoring tab to view information and status of the HSR ring
configured on the system. A diagram of the configured ring provides a visual representation of
the ring port status, as indicated by the following table.

State Description
Green Port in use
Red Port not in use

The ring states, indicated by the ring colors, are listed in the following table.

State

Description

Green Solid Line

Ring in use
The HSR mode (HSR-SAN) is displayed.

Ring not in use

Red Open Line “Unknown” is displayed for the HSR mode.

.  The HSR feature is only available on hardware systems that support advanced
W) features.

Table 172 - Monitor HSR

Parameter Description

Ring Name HS1

Layer Type Network type of the ports in the HSR ring - Layer2 or Layer3.
Port1 Port name and number of HSR ring port number 1.

Port 2 Port name and number of HSR ring port number 2.

Ring Status InUse or Not-InUse.

MAC Address RedBox MAC address.

Description If configured, a description of the HSR ring.

To display information about Virtual DAN (VDAN) and Node entries in the HSR network, click the

VDAN or Node tab.
VDAN
Table 173 - HSR VDAN
Parameter Description
Ring Number HSR ring 1.
MAC Address MAC Address of the VDAN.
TTL Amount of time before the learned MAC address expires.
Dynamic Whether or not (Y or N) the entry was added as a learned MAC address.
Node
Table 174 - HSR Node
Parameter Description
Ring Number HSRring 1.
Type of HSR ring node:
Type + DANH—Dual Attached Node
« SAN —Singly Attached Node
MAC Address MAC Address of the HSR ring node.
TTL Amount of time before the learned MAC address expires.
Dynamic Whether or not (Y or N) the entry was added as a learned MAC address.
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HSRP (Stratix 5800 Switch

Only)

300

HSRP

Group ! interface f IPvE Agdross t Secondary IP I IPVE Addness

The Stratix 5800 Switch allows you to monitor HSRP.

Curent . Configured . Acthe . Swndby . interface . Hello . Hold .

! Swe ! Priomy °  Prioety : Fouwter ' Router ¢ Track interface i Priomy oTme ¢ Tme ¢

Table 175 - HSRP Parameters

Parameter

Description

Group

Hot Standby group number for the interface.

Interface

Interface type and number.

IPv4 Address

IPv4 address of the Hot Standby router interface.

Secondary IP

Secondary IP address of the Hot Standby router interface.

IPv6 Address

IPv6 address of the Hot Standby router interface.

State

State of local router; can be one of the following:

« Active—Indicates the current Hot Standby router.

Standby—Indicates the router next in line to be the Hot Standby router.

Speak—Router is sending packets to claim the active or standby role.

Listen—Router is neither in the active nor standby state, but if no messages are received
from the active or standby router, it will start to speak.

Init or Disabled—Router is not yet ready or able to participate in HSRP, possibly because the
associated interface is not up. HSRP groups configured on other routers on the network that
are learned via snooping are displayed as being in the Init state. Locally configured groups
with an interface that is down or groups without a specified interface IP address appear in
the Init state. For these cases, the Active Router and Standby Router fields show “unknown.”
The state is listed as disabled in the fields when the IP address of the Hot Standby router
interface has not been specified.

Init (tracking shutdown)—HSRP groups appear in the Init state when HSRP group shutdown
has been configured and a tracked object goes down.

Priority

The priority value used in choosing the active router.

Active Priority

Address of the current active Hot Standby router.

Value can be “local,” “unknown,” or an IP address.

Standby Router

Address of the “standby” router (the router that is next in line to be the Hot Standby router).
Value can be “local,” “unknown,” or an IP address.

Track Interface

Name of interface that is being tracked.

Interface Priority

Amount by which the Hot Standby priority for the router is decremented (or incremented) when
the tracked interface goes down (or comes back up).

Hello Time

Time (in seconds) between hello packets.

Hold Time

Time (in seconds) before other routers declare the active or standby router to be down.
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Network Address
Translation (NAT)

L2NAT

Total NAT translated packets

Table 176 - L2NAT

You can view details about NAT globally and per instance in both the WebUl and the Logix
Designer application.

Monitor NAT Statistics via the WebUI

From the Monitoring menu, choose L2NAT:

» Toview global and per instance statistics, see the header and grid area on the LZNAT
page as described in Table 176.

« Toview statistics for a single NAT instance, click the instance in the grid to display the
Instance Details page as described in Table 177 and Table 178.

« Toreset counters to zero, click Clear All.

Total Dropped packets

Field

Description

Global Statistics

Total NAT translated packets

The number of packets that were translated by the switch.

Total Dropped packets

The number of packets that were dropped due to NAT rules.

Core 0

Statistics for Core 0 (on the Stratix® 5800 switch, there is only one core named Core 0).

Current Active Translations

The number of translations in applied NAT instances.

Total Translations

The total number of private and public translations.

Total Instances Attached

The number of NAT instances.

Instance Statistics

Name

The name of the NAT instance.

Current Active Translations

The number of translations in the NAT instance.

NAT Translation Packets

The number of translated packets in the NAT instance.

Total Dropped packets

The number of packets that were dropped due to settings in the NAT instance.

Total Inside Translations

The number of internal addresses translated to external addresses in the NAT instance.

Total Outside Translations

The number of external addresses translated to internal addresses in the NAT instance.

ARP Fixup

The number of packets handled with the ARP Fixup to change dynamic ARP entries into static entries in the NAT
instance.

ICMP Fixup

The number of packets handled with the ICMP Fixup to change dynamic ICMP entries into static entries in the NAT
instance.

Non Translated Unicast

The number of unicast traffic packets that were not translated in the NAT instance.

Multicast Traffic

The number of multicast traffic packets in the NAT instance.

IGMP Traffic

The number of ICMP traffic packets in the NAT instance.
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Instance Details x

302

General Translations
Translations
Current Active 4
Total NAT Packets 77043188
Private to Public 2
Public to Private 3
Total Dropped packets 1322556
Fixups
ARP 17809
ICMP 3084
Total
Traffic
Non Translated Unicast 746964
Multicast 719148
IGMP 69276
Total Active
Private IP i Public IP i Mask Total Packets § P
J false 38874441
Outside 192.168.1.58 R false 38165559
Translations
1 0w

Table 177 - Instance Details—General Tab

Field

| Description

Translations

Current Active
Translations

The number of translations in the NAT instance.

Total NAT Packets

The number of translated packets in the NAT instance.

Private to Public

The number of private addresses translated to public addresses in the NAT
instance.

Public to Private

The number of public addresses translated to private addresses in the NAT
instance.

Total Dropped packets

The number of packets that were dropped due to settings in the NAT instance.

Fixups

ARP The number of packets handled with ARP Fixup to change dynamic ARP entries
into static entries in the NAT instance.

(CMP The number of packets handled with the ICMP Fixup to change dynamic ICMP
entries into static entries in the NAT instance.

Total The total number of packets that were fixed up.

Traffic

Non Translated Unicast

The number of unicast traffic packets that were not translated.

Multicast

The number of multicast traffic packets.

IGMP

The number of ICMP traffic packets.
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Instance Details x

General Translations

Translations
Current Active
Total NAT Packsts
Private 1o Public
Public to Private
Total Dropped packets
Fixups

ARP

ICMP

Total

Traffic

Non Translated Unicast

Multicast
IGMP
Inside
Translations Private IP
192.168.1.59
Outside 192.168.1.58
Translations

4
77043188

17809
3084

746964
719148
69276

Mask

3.59 false
58 false

v | Roms por pane

Total Active .

Total Packets §  Packets
38874441 3425

38165559 20675

Table 178 - Instance Details—Translations Tab

Field Description

Private IP The IP address on the private (inside) network.
Public IP The IP address on the public (outside) network.
Mask The subnet mask for the network IP address.

Total Packets

The total number of translated packets.

Total Active Packets

The total number of active packets translated.
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Monitor NAT Statistics via the Logix Designer Application

In the navigation pane, click NAT:

« Toview NAT statistics across all NAT instances, see the Global Diagnostics area

described in Table 179.

 To view statistics for a specific NAT instance, click the Ellipse button in the Diagnostics

column for the instance. See Table 180.

- General” NAT
Connection

- Module Info
Fautt/Program Action

- Switch Corfiguration

Network Address Translation [NAT) Instance(s]:

Switch Status

- Port Configuration
FoE

Instance Name

Gil/1 VLAN's GillZVLAN'S | Delete | Edit

| Diagnostics

- Smartports and VLANs
- Port Securty
Fort Status
-~ DHCP Poocls
DHCP Address Assignment
- Time Sync Configuration
Time Sync Information
- NTP Client

>

Status: Running

~ BtherChannels
- Parallel Redundancy Pratocol { Mewt Instance. ..
Channel Group 1 Global Diagnostics:
« Channel Group 2
5D Flash Syme Current fclive Translations
~ Save/Restore
Total Translatiors:
Total Trarslated Packets:
Total Untranslated Packets:
Behesh Communication Set «
< >

Cancel

Apply Help

Table 179 - Global Diagnostics

Field Description
Current Active Translations The total number of translations that occurred within the last 90 seconds across all NAT instances.
Total Translations The total number of translations across all NAT instances.

Total Translated Packets

The total number of translated packets across all NAT instances.

Total Untranslated Packets

The total number of packets that have been bypassed across all NAT instances.
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Table 180 - Per Instance Diagnostics

NAT Diagnostics : Tahle1 @

Current Active Translations:
Total MAT Translated Packets:

0 Translations

0 Packets
Total Private To Public Address Translations: 2 Translations
Z Translations
4 Translations

Total Public To Private Address Translations:
Total Translations:

ARP Fixup: 0 Packets
ICMP Fixup: 0 Packets
Tokal Fixups: 0 Packets
Elocked Mon Translated Traffic: 0 Packets
Pass-Through Mon Translated Traffic: 0 Packets
Elocked Multicast Traffic: 0 Packets
Pass-Through Multicast Traffic: 0 Packets
Blocked IGMP Traffic: 0 Packets
Pass-Through IGMP Traffic: 0 Packets

Private To Public Translations l l Public To Private Translations

Refresh Communication

[ ]

Clear Disgnostics

| Close |
| |

Field

Description

Current Active Translations

The number of translations that have occurred within the last 90 seconds across all NAT instances.

Total NAT Translated Packets

The total number of packets that have been translated for this instance.

Total Private to Public Address Translations

The total number of private-to-public translations for this instance.

Total Public to Private Address Translations

The total number of public-to-private translations for this instance.

ARP Fixup The number of ARP packets that have been fixed up for this instance.
ICMP Fixup The number of ICMP packets that have been fixed up for this instance.
Total Fixups The number of ARP and ICMP packets that have been fixed up for this instance.

Incoming Non Translated Traffic (Pass-
Through)

The number of incoming packets with untranslated traffic that NAT passed through for this instance.

Outgoing Non Translated Traffic (Blocked)

The number of outgoing packets with untranslated traffic that NAT blocked for this instance.

Incoming Multicast Traffic (Blocked)

The number of incoming packets with multicast traffic that NAT blocked for this instance.

Outgoing Multicast Traffic (Pass-Through)

The number of outgoing packets of multicast traffic that NAT passed through for this instance.

Incoming IGMP Traffic (Blocked)

The number of incoming packets with IGMP traffic that NAT blocked for this instance.

Outgoing IGMP Traffic (Blocked)

The number of outgoing packets with IGMP traffic that NAT blocked for this instance.

Private to Public Translations

Click to view private-to-public translations that have changed within the last 90 seconds. See Table 181.

Public to Private Translations

Click to view public-to-private translations that have changed within the last 90 seconds. See Table 182.
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Table 181 - Private-to-Public Translations

Table1 : Private To Public Translations

Active Translations in last 90 Seconds:

Private Public: ’ Subnet l Mumber Of Packets
128.7.0.3 192.7.0.3 I:‘ o
128.7.041 1827041 [ 0

Field Description

Private The existing address for a device on the private subnet.

Public The unique public address that represents the corresponding device on the private subnet.
Subnet Indicates whether the translation is part of a subnet entry type.

Number of Packets The number of packets that contain the translation.

Table 182 - Public-to-Private Translation Diagnostics

Tablel : Public To Private Translations

Active Translations in last 90 Seconds:

Public Private ’ Subnet \ Mumber Of Packets
128702 | 192702 [ o
128.7.1.2 192.7.1.2 D 1]

Field Description

Public The unique IP address on the public subnet that represents the corresponding IP address on the private subnet.
Private The IP address on the private subnet that was changed to a unique IP address on the public subnet.

Subnet Indicates whether the translation is part of a subnet entry type.

Number of Packets

The number of packets that contain the translation.
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MODBUS (Modicon In the WebUI, you can view statistics for the MODBUS TCP server and connections from
cOmmunication Bus) MODBUS TCP clients.

From the Monitoring menu, choose MODBUS:

- Toview server details, see the information on the Server Details tab as described in
Table 183.

- Toview client details, see the information on the Client Details tab as described in
Table 184.

- Toreset all counters to zero, click Clear Statistics.

oring™ > General™ > MODBUS

Server Details Client Detail:
—

Status Enabled
CONNECTION STATISTICS

Part Mumber s02 Max Simultaneous Connections @ 2 Current Client Connections : o]
Total Accepted Connections 0 Accept Connection Errors 0 Closed Connections :

Close Connection Erors (4]

SEND STATISTICS

CP Messages ; 0 TCP Bytes ; 0 TCP Errors ; 4]
Responses (4] Exceptions : 0 Send Errors ¢ ]

RECEIVE STATISTICS

TCP Messages : 0 TCP Bytes : o TCP Enors : 0]

Requests 0

Table 183 - MODBUS—Server Details Tab

Field | Description
Server Details
Status |Sh0ws whether MODBUS is enabled on the switch as configured on the Administration MODBUS page.
CONNECTION STATISTICS
The MODBUS TCP server port number as configured on the Administration MODBUS page.
Port Number Valid values: 1...65535
Default value: 502
Maximum number of simultaneous connection requests sent to the switch, configured on the Administration MODBUS
Max Simultaneous Conncections 5§ﬁ§'va|ues; 1.5
Default value: 2
Current Client Connections Number of MODBUS clients currently connected to the MODBUS server.
Total Accepted Connections Number of MODBUS client connections that the MODBUS server accepted.
Accept Connection Errors Number of times that the MODBUS server accepted a connection request and an error occurred.
Closed Connections Number of closed client connections.
Close Connection Errors Number of times that a connection was closed and an error occurred.
SEND STATISTICS
TCP Messages Number of TCP messages sent on the MODBUS TCP server port.
TCP Bytes Number of TCP bytes sent on the MODBUS TCP server port.
TCP Errors Number of TCP errors in packets sent on the MODBUS TCP server port.
Responses Number of responses sent on the MODBUS TCP server port.
Exceptions Number of MODBUS Exceptions reponses on the MODBUS TCP server port.
Send Errors Number of send errors on the MODBUS TCP server port.
RECEIVE STATISTICS
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Table 183 - MODBUS—Server Details Tab (Continued)

Field Description

TCP Messages Number of TCP messages received on the MODBUS TCP server port.

TCP Bytes Number of TCP bytes received on the MODBUS TCP server port.

TCP Errors Number of TCP errors in packets received on the MODBUS TCP server port.
Requests Number of requests received on the MODBUS TCP server port.

Receive Errors Number of receive errors on the MODBUS TCP server port.

Client Details Indicates the amount of client connections to the server.

» MODBUS

Client Details

SEND STATISTICS

RECEIVE STATISTICS

Table 184 - Monitor MODBUS—Client Details Tab

Field

| Description

Client Details

Connection IP

IP adddress of the MODBUS TCP client.

Connection Port

Port number of MODBUS TCP client.

SEND STATISTICS

TCP Messages Number of TCP messages sent to the MODBUS TCP client.

TCP Bytes Number of TCP bytes sent to the MODBUS TCP client.

TCP Errors Number of TCP errors in packets sent to the MODBUS TCP client.
Responses Number of responses sent to the MODBUS TCP client.

Exceptions Number of MODBUS Exception responses sent to the MODBUS TCP client.

Send Errors

Number of errors when sending messages to the MODBUS TCP client.
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Table 184 - Monitor MODBUS—Client Details Tab (Continued)

Field | Description

RECEIVE STATISTICS

TCP Messages Number of TCP messages received from the MODBUS TCP client.

TCP Bytes Number of TCP bytes received from the MODBUS TCP client.

TCP Errors Number of TCP errors in packets received from the MODBUS TCP client.
Requests Number of requests received from the MODBUS TCP client.

Receive Errors Number of errors when receiving messages from the MODBUS TCP client.

Media Redundancy Protocol use the Monitoring > General > MRP page to view information and status of the MRP rings

(MRP) configured on the system.The ring port status indicators are defined in Table 185.
MRP
MRS Ring 1 MR Ring 2 MERF Ring 3
y .\\_.. (_,( ‘\\‘
/ ] '
® \ ® iJ & \
am | am H - t
| oo 1 Pl !
".\ Mo f.' Auts Maru \\ Clon ‘,

Table 185 - MRP Ring Status Port

Status Description
Green Forwarding Port: Ring ports forward all received frames.
Blocked Port: Ring ports drop all received frames except MRP control frames and some standard

Blue frames, for example, LLDP.

Red Not Connected Port: The link is physically down or disconnected. (This state differs from the
Disabled state, in which the MRP Port is manually disabled through software.)

Gray Disabled Port: Ring ports drop all received frames.

The ring states, indicated by the ring colors, are shown in table Table 186.
Table 186 - MRP Ring States

Status Description

Black dashed line |MRP not operational.

Green solid line | Ring-Closed (normal operation).

Red open line Ring-Open (error condition due to link failure or power loss in any other device in the ring).
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Ports

310

Table 187 - MRP Parameters

Parameter Description
The mode of the MRP ring member:
Operation Mode |+ Manager
« Client
License Not applicable
VLANID VLAN for sending MRP frames

Network Status

The state of the ring:

« OPEN: In the case of failure of a link connecting two Media Redundancy Clients (MRCs), both
ring ports of the MRP Media Redundancy Manager (MRM) change to the forwarding state, the
MRCs adjacent to the failure have a blocked and a forwarding ring port, and the other MRCs
have both ring ports forwarding.

CLOSED: During normal operation, the network operates in the Ring-Closed state. To
prevent a loap, one of the MRM ring ports is blocked, while the other port is forwarding.
Most of the time, both ring ports of all MRCs are in the forwarding state.

« UNKNOWN

Ring Type Physical media type

Domain ID A unique ID that represents the MRP ring.

Domain Name Logical name of the configured MRP domain ID.

Network Topology |Ring

Profile Ring recovery time profile: 30, 200, or 500 milliseconds (ms).

You can monitor the ports on the switch both in the WebUI and the Logix Designer application.

Monitor Ports via the WebUI

From the Monitoring menu, choose Ports:

« Toview port connection status, the VLAN associated with each port, and the bits per
second received and transmitted on each port, see the fields on the Ports page
described in Table 188.

+ Toview more details for a specific port, click the port in the grid to display the Ports
page. See Table 189.

Monitoring ™ > General ™ > Ports

Port Name:

Vlan1

Vlan1101
Vlan3680
GigabitEthernet1/1
GigabitEthernet1/2
GigabitEthernet1/3
GigabitEthernet1/4
GigabitEthernet1/5
GigabitEthernet1/6
GigabitEthernet1/7
GigabitEthernet1/8
GigabitEthernet1/9
GigabitEthernet1/10
GigabitEthernet2/1
GigabitEthernet2/2
GigabitEthernet2/3
GigabitEthernet2/4
GigabitEthernet2/5
GigabitEthernet2/6

Description

v Status v VLAN/IP ~ RX|[Bits/Sec] ~ TX|[Bits/Sec] v
(4] 3680 0 0
o 0 0
1) 4000 0
(4] 0 0
(] 0 ]
(4] routed 0 a
(] routed 0 a
(4] 3680 16000 125000
(4] 3680 0 ]
(4] 3680 0 0
(4] 3680 0 o]
(4] 3680 0 0
(4] 3680 0 o]
o 3630 0 0
(4] 3680 0 o]
o 3630 0 0
(4] 3680 0 o]
(4] 3630 0 0
(4] 3630 0 0
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Table 188 - Ports

Field Description

Port Name The port type and number.

Description The description associated with the port.

Status The connection status of the port.

VLAN/IP The VLAN ID or the IP address that is associated with the port.
RX [Bits/Sec] The received bits per second.

TX[Bits/Sec] The transmitted bits per second.

Input Information

Input Queue 0/375/0/0
CRC 0
Input Rate[Packets/sec] 0
Last Input never
Output Information
Qutput Queue 0740
Protocol Drop 0
Output Rate[Packets/sec] 14
Last Output 00:00:00
General
Interface Name GigabitEthernet1/9
Mac Address 34c0.f9e5.1549
Duplex Full-duplex
Speed 1000Mb/s
MTU 1500 bytes
Delay 10 usec
Bandwidth 1000000 Kbit/sec
RxLoad 1255
TxlLoad 1/255
v OK
Table 189 - Ports
Field Description
Input Information
Information about packets in the input queue (size/max/drops/flushes).
Input Queue EXAMPLE: 30/75/187/0
p In this example, 30 packets are in the input queue. The queue depth is 75 packets and there have been 187 drops since
the interface counters were last cleared.
The cyclic redundancy checksum generated by the originating LAN station or far-end device does not match the
CRC checksum calculated from the data received. On a LAN, this usually indicates noise or transmission prablems on the LAN

interface or the LAN bus itself. A high number of CRCs is usually the result of collisions or a station transmitting bad
data.

Input Rate [Packets/sec]

The number of packets received per second for the port.

The number of hours, minutes, and seconds since the last packet was successfully received by the port. This is useful

Last Input for knowing when the port failed.
Output Information

Information about packets in the output queue (size/max total/threshold/drops).
Output Queue EXAMPLE: 0/1000/64/0

In this example, 0 packets are in the output queue. The queue depth is 1000 packets and there have been 64 drops since
the interface counters were last cleared.

Protocol Drop

The number of packets dropped by the port due to a full queue.

Output Rate [Packets/sec]

The number of packets output per second for the port.

Last Output The number of hours, minutes, and seconds since the last packet was successfully transmitted by the port.
General

Interface Name The type and number of the port.

Mac Address The Ethernet address of the port.
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Table 189 - Ports (Continued)

Field Description

Duplex The duplex mode of the port.

Speed The speed of the port.

MTU The maximum transmission unit set for the port in bytes.

Dela The delay of the port in microseconds. Higher-level protocols can use delay information to make operating decisions.

y For example, IGRP can use delay information to differentiate between a satellite link and a land link.

Bandwidth The bandwidth of the port in kilobits per second.

RxLoad The amount of traffic being received on the port. RxLoad is a fraction of 255 (255/255 is completely saturated),
calculated as an exponential average over 5 minutes.

TxLoad The amount of traffic being sent from the port. TxLoad is a fraction of 255 (255/255 is completely saturated), calculated
as an exponential average over 5 minutes.

Reliability The reliability of the port as a fraction of 255 (255/255 is 100 percent reliability), calculated as an exponential average

over b minutes.

Monitor Port Status via the Logix Designer Application

In the Logix Designer application, you can monitor alarms, statuses, thresholds, and bandwidth
utilization for each switch port. You can also access port and cable diagnostics.

From the navigation pane, click Port Status.

[ i s e v o s s o s I

- General®

- Connection

- Madule Info

- Fault/Program Action
Switch Configuration

- Switch Status

- Port Configuration
PoE

- Smartports and VLANs

- Port Security

- DHCP Poals

- DHCP Address Assignment

- Time Sync Configuration
Time Sync Information

- NTP Client

L NAT

EtherChannels

- Parallel Redundancy Protocol {
Channel Group 1
.. Channel Group 2

- 50 Flash Sync

- Save/Restore

a

< >

Status: Running

312

Port Status
Port Port Alarm Link Status Port Fault| Threshold Exceeded ”Barldwidth ) Port . ) Cable.
Status Status | Unicast | Multicast| Broadcast | Utilization Percent | Diagnostics | Diagnostics
Gi1i1 |Link fault alarm |Inactive No Fault  |No No No 0
Gi1/2 |Link fault alarm |Inactive Mo Fault [Ne Ho Ho 0
Gi1f3 [No alarms. Active Mo Fault [No Ho Ho 0
Gili4 |No alarms Active No Fault  |No No No 0
Gil/S [No alarms Active No Fault [Ne Ho No 0
Gi1%6 [No alarms Active Mo Fault [Ne No Ho 0
Gil/T_|No alarms. Active Mo Fault [No Ho Ho 0
Gilig |No alarms Active No Fault  |No No No 0
Gi1/9 |Link fault alarm |Inactive Mo Fault [Ne Ho Ho 0
GilA0 |Link fault alarm |Inactive Mo Fault [No Ho Ho 0
Gizi1 |No alarms Active No Fault  |No No No 0
Gi2/2 [No alarms Active Mo Fault [Ne Ho Ho 0
Gi2/3 [No alarms Inactive Mo Fault [No Ho Ho 0
Gizi4 |No alarms Inactive No Fault  |No No No 0
Gi2/5 [No alarms Inactive No Fault [Ne Ho No 0
Gi2/s [No alarms. Inactive Mo Fault [Ne No Ho 0
Gi2M_ |No alarms. Inactive Mo Fault [No Ho Ho 0
GiZig |No alarms Inactive No Fault  |No No No 0

Befresh Communication

Corcel | | omy Heb
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Table 190 - Port Status

Field Description
Port The port type and number.

The status of the port alarm:
« Link fault alarm

« Port not forwarding alarm
« Port not operating alarm

« High bit error rate alarm

« Noalarms

The status of the port:
Link Status « Active
« Inactive

The fault status of the port:

« Error - Disable event

« SFP error - Disabled

Port Fault Status « CDP native VLAN mismatch
« MAC address flap

« Port security violation

« No fault

Indicates whether the threshold value has been exceeded for these traffic types:
« Unicast—Displays Yes or No to indicate whether the current unicast traffic has exceeded the threshold value.

Port Alarm Status

Threshold Exceeded « Multicast—Displays Yes or No to indicate whether the current multicast traffic has exceeded the threshold value.
« Broadcast—Displays Yes or No to indicate whether the current broadcast traffic has exceeded the threshold value.
Bandwidth Utilization The percentage of the bandwidth being used. Note whether the percentage of usage is what you expect during the given time of network
Percent activity. If usage is higher than expected, an issue can exist.
Port Diagnostics Click to display information to diagnose a network performance issue for the corresponding port.
Cable Diagnostics Click to display information to diagnose a cable issue for the corresponding port.
PROFINET Use the Monitoring > General > PROFINET page to display information and statistics for
PROFINET.
» PROFINET
Status
Session Number Connectod No, of 10 CRs No. of diffModulos
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Table 191 - PROFINET Status Parameters

Parameter Description

Profinet Shows whether PROFINET is enabled or disabled on the switch.

Connection Status Shows whether the switch is connected to the PROFINET PLC (1/0 Controller).

VLAN The VLAN number for PROFINET traffic.

Profinet ID PROFINET device identifier.

6SD Version Shows whether the General Station Description (GSD) file for the switch matches the GSD
file in the controller configuration software.
Reduction Ratio denotes the rate at which the real time (RT) packets are exchanged

Reduct Ratio between controller and the |0 devices. By default, the value is set to 128 ms. This denotes
that the transmit and receive occurs at every 128th send clock. Other values like 256 and
512 can also be configured from the TIA tool.

MRP Shows whether MRP is enabled or disabled.

MRP License Status Shows whether the MRP license is active.

MRP Max Rings Allowed

The maximum number of MRP rings that can be configured based on the license.

Table 192 - PROFINET Session Parameters

Parameter Description

Session Number [ Number of the PROFINET session.

Connected Shows whether the session is currently connected.

No. of 10 CRs Number of 10 Communication Relationships (CRs) for the session.

A value greater than zero means that there is a difference in expected (configured from TIA)

No. of diffModules and the actual submodules in the device. This number denotes the count of the differences.

The presence of diffmoduleblocks in the response shows the details of missing or additional
submodules in the device from the ones configured.
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Parallel Redundancy You can monitor PRP statistics in both the WebUl and the Logix Designer application.
Protocol (PRP)

Monitor PRP via the WebUI

From the Monitoring menu, choose PRP, and then click the VDAN, Node, and Statistics tabs to
view statistics for each type of connected device.

Monitoring = > General~ > PRP

Vdan Node Statistics

Channel Group MAC Count Static

1 5 1

Channel 2 T

Dynamic
0000.0CSF.FO00 60 v

Table 193 - Monitor PRP—VDAN Tab
Field Description
Channel Group The channel group selected on the page.
MAC Count The total number of static and dynamic MAC addresses for the channel group.
Static The total number of static entries for the channel group.
Channel 1, Channel 2 Click Channel 1or Channel 2 (Stratix 5800 Switch Only) to display VDAN table entries for the selected channel group.
TTL The amount of time before the selected dynamic MAC address expires.

Indicates whether the selected MAC address is a dynamic or static entry:
Dynamic Y—The entry is dynamic.

N—The entry is static.
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> PRP

Node

Channel 2

F454,3316.0801 59 ¥
fackats Rocenad A ‘ackets Ricewved B
D6a. o sten 331250 a3zse
Packets B femota Typa
FA54.3316.A841
Q RedBod®

Fa54 33164542

0861.9500.FEB2

Table 194 - Monitor PRP—Node Tab

Field Description

Channel Group The channel group number.

MAC Count The total number of static and dynamic MAC addresses for the channel group.
DAN Count The total number of DAN MAC addresses for the channel group.

LAN-A Count The total number of SANs on LAN A.

LAN-B Count The total number of SANs on LAN B.

Channel 1, Channel 2

Click Channel 1 or Channel 2 to display Node table entries for the selected channel group.

TTL

The amount of time before the selected MAC address expires.

Indicates whether the selected MAC address is a dynamic or static entry:

Dynamic « Y—The entry is dynamic.
 N—The entry is static.
The type of PRP node:
« DAN—Double attached node
Node

« SAN-A-Single attached node on LAN A
« SAN-B—Single attached node on LAN B

Packets Received A

The number of packets received on LAN A.

Packets Received B

The number of packets received on LAN B.

Error Packets A

The number of packets received on LAN A having the wrong LAN A destination.

Error Packets B

The number of packets received on LAN B having the wrong LAN B destination.
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-3 PRP
Slnu's!ics!('-'

Channel 1

Ingress Statistics
Channet 2

Egress Statistics

Table 195 - Monitor PRP— Statistics Tab

Field Description
Channel Group The channel group number.
Ingress Statistics

Wrong LAN ID A

The number of packets received on LAN A with a LAN B PRP tag.

Wrong LAN ID B

The number of packets received on LAN B with a LAN A PRP tag.

Multiple Count A The number of entries in the duplicate detection mechanism on Port A for which more than one duplicate was received.
Multiple Count B The number of entries in the duplicate detection mechanism on Port B for which more than one duplicate was received.
Unique Count A The number of entries in the duplicate detection mechanism on Port A for which no duplicate was received.

Unique Count B The number of entries in the duplicate detection mechanism on Port B for which no duplicate was received.

Packet LAN A The number of packets received on LAN A.

Packet LAN B

The number of packets received on LAN B.

Duplicate Count A

The number of entries in the duplicate detection mechanism on Port A for which on single duplicate was received.

Duplicate Count B

The number of entries in the duplicate detection mechanism on Port B for which on single duplicate was received.

Warning Count LAN A The number of warnings encountered on LAN A.
Warning Count LAN B The number of warnings encountered on LAN B.
Egress Statistics

Packets sent on LAN A The number of packets sent on LAN A.

Packets sent on LAN B

The number of packets sent on LAN B.
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Monitor PRP via the Logix Designer Application

In the navigation pane, click Parallel Redundancy Protocol (PRP):

« Toview the port numbers for each PRP channel group, see the fields as described in
Table 196.

» Toview statistics for a PRP channel group, click Channel Group 1or Group 2 in the
navigation pane. See Table 197.

[[3 Modue roperis: rodcuer ENATRInslot 1753 M ok pus 765 axeca scon < [

General® Channel Group 1

Connection

Module Info

Fault/Program Action Metwork Mode:

Switch Configuration

Switch Status Diagnostics for this node

Port Configuration

PoE

Smartports and VLANs Part & PartB

:ﬁ gf;::" Network Status

DHCP Pools Metwork Fault Count

DHCP Address Assignment

Time Sync Configuration Transmit Count

Time Sync Information 7

s qr:m Feceive Count

NAT “wirong LAN Count

EtherChannels .

] Parallel Redundancy Protocol { Unique Entry Count
& Channel Group 1] Duplicate Entry Court
Channel Group 2
SD Flash Sync Muliple Entry Count
Save/Restore
Fieset Counters =
Refiesh
< >
Status: Rurring Cancel Apply Help

Table 196 - Parallel Redundancy Protocol (PRP)
Field | Description
Channel Group 1
Port A The port type and number for channel group 1, port A.
Port B The port type and number for channel group 1, port B.
Channel Group 2
Port A The port type and number for channel group 2, port A.
Port B The port type and number for channel group 2, port B.
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‘ ﬂ Module Properties: Prodcuer_EN4TR_In_Slot1 (1783-MMS10EAR plus 1783-MMXSEA 8.001)

- General*

- Connection

- Module Info
Fault/Program Action

- Switch Configuration

- Switch Status

- Port Configuration
PoE

- Smartports and VLANs

- Port Security

- Port Status
DHCP Pools

- Time Sync Configuration
- Time Sync Information
NTP Client
NAT
- EtherChannels

- Channel Group 1

- 5D Flash Sync
- Save/Restore

<

Status: Running

- DHCP Address Assignment

- Parallel Redundancy Protocol {

Channel Group 2

Network Mode:

Diagnostics for this node

Port & Port B
Nebwork Status
Netwark. Fault Count
Transmit Count
Receive Count
“Wiong LAM Count
Unigue Entry Count
Duplicate Entry Count

Multiple Entry Count

Fiesst Counters &

Refresh

Cancel Apply Help

-

Table 197 - Channel Group

Field

Description

Network Mode

The module is online for a PRP-enabled device.

Diagnostics for this node

Network Status

The network state of each PRP port on the device:
« OK—Indicates that there is no problem with the PRP network.
« Fault—Indicates that there is a problem with the PRP network.

Network Fault Count

The number of times the netwark status for each PRP port changed from OK to Fault since the last counter reset or power cycle.

Transmit Count

The number of PRP-tagged frames transmitted over each PRP port since the last counter reset or power cycle.

Receive Count

The number of PRP-tagged frames received on each PRP port since the last counter reset or power cycle.

Wrong LAN Count

The number of PRP-tagged frames received on the wrong PRP port since the last counter reset or power cycle.

Unique Entry Count

The number of PRP-tagged frames received on one PRP port, but not received on the other PRP port since the last counter reset or
power cycle. Usually indicative of a loss of connection or loss of frames on the other PRP port.

Duplicate Entry Count

The number of PRP-tagged frames received on the PRP port that were already received on the other PRP port since the last counter
reset or power cycle.
IMPORTANT: This count increments during normal operation and is not an indication of a fault.

Multiple Entry Count

The number of PRP-tagged frames for which multiple duplicates were received on each PRP port since the last counter reset or
power cycle. Usually indicative of a misconfigured network, such as a routing loop.

Reset Counters

Sets the PRP port counter values to zero, and then refreshes the values with the current counter values.
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Resiliency Ethernet

Protocol (REP)

Monitoring ~

In the WebUI, you can view the Resilient Ethernet Protocol (REP) topology that is configured on
a network segment. You can also view the previously topology of a network segment. When a
fault occurs on the segment, the topology dynamically changes.

From the Monitor menu, choose REP:

« Todisplay the current REP topology configured on that segment, from the Segment ID
pull-down menu on the Global tab, choose a network segment ID. See Table 198.

« Toview the previous topology of a network segment, from the Segment ID pull-down
menu on the Archived Topology tab, choose a network segment ID. See Table 199.

Figure 41 - REP Segment

General~ > REP

Global  Archived Topolog

Segment ID

Switch Name

Edge

Role
2 Por rimary Open
iS5 Pol Transit Open
S5800_2_3 Gil/7 Transit Open
S5410_2_ 6 Gi1/11 Transit Open
S5410_2 6 Gil/1z Transit Open
55200_2 2 Gil/17 Secondary Alternate
1 10
Figure 42 - Broken REP Segment
Vonitoring~ » General~ > REP
Global Archived Topology
Segment ID 100 v
Part Edge Role
Gi117 Secondary Open
Gitf2 Transit Open
Gitf11 Transit Open
Gil/7 Transit Open
Po1 Transit Fa
1 10
Table 198 - REP—Global Tab
Field Description
Switch Name The name of the switch.
Port The port type and number.
Edge The REP port type. For a description of REP port types, see Table 84 on page 171.
The role of the REP port:
« Open
Role « Alternate
« Failed
320
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Monitoring~ > General~ » REP
Glabal Archived Topology

Segment ID 100 v

Switch Name Port Edge Role

P Po1 Primary Open
S5800_2 3 Test Pol Transit Open

55800 2 3 Test Gil/7 Transit Open
$5410_2 6 _Test Transit Open
$5410_2_6_Test Gi1/12 Transit Open
$5200_2 2 Git/17 Secondary Alternate
1 10 v
Table 199 - REP—Archived Topology Tab
Field Description
Switch Name The archived name of the switch.
Port The archived port type and number.
Edge The archived REP port type. For a description of REP port types, see Table 84 on page 171.
The archived role of the REP port:
« Open
Role « Alternate
« Failed
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Spanning Tree Protocol The Monitoring > General > STP page displays information about Spanning Tree Protocol (STP).
(STP) To display STP data, select the STP Mode configured on the switch from the pull-down menu:
«  Rapid Spanning Tree Protocol (RSTP): Display spanning-tree information for the
selected VLAN.

«  Multiple Spanning Tree (MST): Display spanning-tree information for an MST instance.

To display RSTP information, click on the VLAN ID in the RSTP table. To display MST

| information, click the MST instance in the MST table.
ntor > El=] |- > STP
STP Mode RSTP v
VLAN ID Y Root Priority Y Bridge Priority by g
Vian 1 32769 32769
Vian 3680 36448 36448
1 10 -

Rapid Spanning Tree Protocol (RSTP) Mode

Display spanning-tree information for the selected VLAN.

Vian 1 x
ROOT
Priority 32769
Address 00da.5510.2¢80
Cost 8
Port 3 (GigabitEthernet1/3)
Rem Hops 2 sec Max Age 20 sec Forward Delay 15 sec
BRIDGE
Priority 32769
Address 00da.5510.2¢80
Rem Hops 2 sec Max Age 20 sec Forward Delay 15 sec
Interface Y Role Y Sis Y Cost Y Prio.Nbr Y Type T
Gi1/3 Root FWD 4 1283 P2p
Ap1f1 Desg FWD 4 128.21 P2p

1 0 -

Table 200 - RSTP Mode

Parameter | Description

VLAN ID The number of the VLAN assaciated with this spanning tree instance.
ROOT

Priority Priority Indicator.

Address MAC address of the port.

Port Identifier of the named port.

Cost Cost associated with the port.

Number of hops remaining of the maximum hop count (configured value of MaxHops) after each

Remaining downstream switch decrements the hop count field on reception of Internal Spanning Tree (IST)
(Rem) Hops BPDU.

BRIDGE

Priority Priority Indicator.

Address MAC address of the port.
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Table 200 - RSTP Mode

Parameter

Description

Remaining
(Rem) Hops

Number of hops remaining of the maximum hop count (configured value of MaxHops) after each
downstream switch decrements the hop count field on reception of Internal Spanning Tree (IST)

BPDU.

Interface

Interface type and number of the port.

Role

Current 802.1w role:
Boun—boundary
Desg—designated
Root
Altn—Alternate
Back—Backup

Sts

Spanning-tree states:

BLK—Blocked: The port is still sending and listening to BPDU packets but is not forwarding
traffic.

DIS—Disabled: The port is not sending or listening to BPDU packets and is not forwarding
traffic.

LBK—Loopback: The port receives its own BPDU packet back.

LIS—Listening: The port spanning tree initially starts to listen for BPDU packets for the root
bridge.

LRN—Learning: The port sets the proposal bit on the BPDU packets it sends out.

FWD—Forwarding: The port is sending and listening to BPDU packets and forwarding traffic.

Cost

Cost associated with the port.

Prio.Nbr

The local port priority and port ID.

Type

Link type of the port:
« P2p—Point to point: The interface is a point-to-point link.
« Shr—Shared: The interface is a shared medium.
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System

toring ~ General~ » System

Inventory Memory Utilizatio

INVENTORY DETAILS

Name h

SWITCH DETAILS

Switch Number

1

In the WebUI, you can monitor hardware details, memory utilization, and CPU utilization.

From the Monitoring menu, choose System.

CPU Utilization

Y Serial Number
Base Chassis
opper, 2GE Combo, Full FW DLR, PRP.NAT
Y MAC Address Y  Priority Y  H/W Version Y Curent State Y Product Description Y Serial Number Y CIP Serial Number
68c8.eb00.38a0 1 10 Ready assis SVARAZOK 0x7028415¢

Table 201 - System—Inventory Tab

Field | Description
Inventory Details
Name The type of hardware product.

Product Description

The description of the hardware product.

Serial Number

The serial number of the hardware product.

PID The catalog number of the hardware product.
VID The version of the hardware product.
Switch Details

Switch Number

The number of the switch in a stacked environment.
The Stratix 5800 switch platform does not currently support stacking, so the switch number is always 1.

The current role of the switch in a stacked environment:

Role « Active
» Member
MAC Address The MAC address of the switch.
Priority The priority of the switch from 1...15. The default priority value is 1.
H/W Version The hardware version number associated with the switch.
Different device models can have the same hardware version, provided they support the same system-level features.
The current state of the switch in a stacked environment:
« Ready—The switch is fully operational.
« Progressing—The stack master is communicating with the new switch joining the stack.
« Provisioned—When a switch that previously joined a stack is removed, the port numbers remain in the running
Current State configuration, and the missing device has a state of a Provisioned. The Provisioned state is caused by a switch that is no

longer connected to the stack.

v-mismatch—When a new switch that is in Installed mode tries to join the stack that is in Bundled Boot mode, the new
switch has a state of v-mismatch. Auto-upgrade is supported in installed mode only.

« Lic-mismatch—When there is a license mismatch.

The Stratix 5800 switch platform does not currently support stacking, so the current state is always Ready.

Product Description

The switch model description.

Serial Number

The serial number of the switch.

CIP Serial Number

The CIP serial number of the switch.

324
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Memory Utilization

The Memory Utilization tab shows the used, free, and total memory on the 10S daemon:
» To export memory data to a spreadsheet, click |0SD Memory Dump and then click

Export to Excel.

« Toexport control plane memory data as a PDF, click Control Plane Data and then click

Export as PDF.

Monitoring ™ > General ™ > System

Inventory Memory Utilization CPU Utilization

10S Daemon Memory Usage

Memory Details

Free
Used
Total

Slot: RPO

@& |0SD Memory Dump

size (B)
745388384

175915616
921304000

@& Control Plane Data

Control Plane Memary
(Memory Used (%) vs Device Time)

100%
5%
50%
256%

0%

19:33
Device Time

B Healthy ® Critical (>95%)
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CPU Utilization

The CPU Utilization tab shows the CPU utilization of the top five processes over the last 5
seconds, 1 minute, and 5 minutes.
» Toexport the CPU utilization data to a spreadsheet, click [0SD CPU Dump and then click
Export to Excel.
« Toexport control plane CPU data as a PDF, click Control Plane Data and then click
Export as PDF.

Monitoring™ > General ™ > System

Inventory Memory Utilization CPU Utilization
10S Daemon CPU Usage(Top 5 Process) @ 105D CPU Dump
Process 55ec TMin 5Min
HTTP CORE 0.00% 1.74% 2.50%
SEP_webui_wsma_h 0.00% 0.10% 0.10%
Check heaps 0.00% 0.06% 0.05%
ARP Input 0.00% 0.03% 0.04%
CPS5S AgingTask 0.00% 0.01% 0.03%
Slot: RPO CPU: | O v @ Control Plane Data
CPU trend
(CPU (%) vs Device Time)
120%
100% -

80%
60%
40%

20%
oo | |
19:33 19:35
Device Time

W User @ System W Idle
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Time

toring™ > General~ > Time

PTP PTP Serviceability

PTP Clock Settings

PTP Parent Property

PTP Time Property

PTP

In the WebUI, you can monitor time details for the time source that is configured on the
switch.

From the Monitor menu, choose Time and PTP.
The clock at the top of the page shows the local time and the time source. The time source

indicates where the switch is receiving its time, such as from an NTP server, PTP, or the local
computer.

May 6, 2019
[ MON |
13:50:44

System Time: 09:50:45 May 06, 2019 UTC( -04:00 )

UTC (+00:00)

PTP Details

PTP Details shows the properties of the local PTP clock and the clock identity.

Source: Apr 17, 2024

16:53:39

System Time: 16:53:35 Apr 17, 2024 UTC( -04:00 )

Mode Boundary

Priority1 128

Priority2 128

Clock ID: 0x34:C0:F9:FF:FE:E5:97:60

Offset From Primary(ns): 0

PTP Enabled Ports: G, GilJ2, GiYy3, G4, Gilys, Gil/é, Gil/7, Giyysa, Gi/9, Gil/10, Gi2/1, Gi2/2, Gi2/3, Gi2/4, Gi2/5,
Gi2/6 , Gi2/7, Gi2/8,

Table 202 - Monitor Time—PTP Details

Field Description
The PTP mode configured for the switch:
» Forward
Mode « Boundary
« End to End Transparent
« GMC-BC (NTP-PTP Clock)
Priority 1 (Appears only for Boundary and NTP-PTP mode). Priority 1 preference value of the PTP clock. The priority1 clock is considered first
y during clock selection.
Priority 2 (Appears only for Boundary and NTP-PTP mode). Priority 2 preference value of the PTP clock. The priority2 clock is considered after all
y other clock sources during clock selection.
Clock ID (Appears only for Boundary and NTP-PTP mode). The unique clock identity.
Offset From Primary (ns) Time offset between the time recipient and time source clocks.
PTP Enabled Ports (Appears only for Boundary and End to End Transparent modes). The list of ports that are assigned to the PTP clock.
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PTP Clock Settings
PTP Clock Settings shows the settings of the local PTP clock when PTP is in Boundary and End
to End Transparent mode.
Monitoring = > General™ > Time
Source: Apr 17, 2024
[ we |
UTC (-04:00
System Time: 16:46:31 Apr 17, 2024 UTC( -04:00 )
PTP PTP Serviceability
PTP Details PTP Device Type: Boundary Clock
TP Clock Settings Number of PTP Ports: 18
PTP Parent Property Clock Quality
Class: 248
PTP Time Property
Accuracy Unknown
Offset (log variance): N/A

Steps Removed:

Local Clock Time

Table 203 - Monitor Time—PTP Clock Settings

o

00:49:57 UTC Jan 9 1970

Field Description

« Forward Clock

The PTP clock type as is determined by the PTP mode configured on the switch.

PTP Device Type « Boundary Clock
« End to End Transparent Clock
« GMC-BC (NTP-PTP Clock)
Number of PTP Ports The number of ports that are assigned to the PTP clock.
Class (Appears only for Boundary and NTP-PTP clock type). The time and frequency traceability of the Grandmaster clock.
Accurac (Appears only for Boundary and NTP-PTP clock type.) This applies only when the Best Master Clock algorithm is in use.) This is
y an enumerated list of ranges of accuracy to UTC.

Offset (log variance)

(Appears only for Boundary and NTP-PTP clock type). The offset between the Grandmaster clock and the parent clock.

Steps Removed

The number of hops from the local clock to the Grandmaster clock.

Local Clock Time

The time of the local PTP clock.
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PTP Parent Property

PTP Parent Property shows the properties of the PTP parent clock when PTP is in Boundary
and NTP-PTP mode.

Monitoring = > General~ > Time

Source: Apr 17, 2024
[ WeD |
) ) UTC (-04:00)
System Time: 16:49:00 Apr 17, 2024 UTC( -04:00 )
PTP PTP Serviceability

PTP Details Current UTC Offset Valid: FALSE

PTP Clock Settings Current UTC Offset 1]

PTP Parent Property Time Source Internal Oscillator

STP Time Property Time Property Persistence 300 seconds
Table 204 - Monitor Time—PTP Parent Property
Field Description
Parent Clock The clock to which the member-slave clocks synchronize.
Parent Clock Identity The unique parent clock identity.
Parent Port Number The clock port ID of the parent port.
Grandmaster Clock The root of the master-slave clock hierarchy.
Grandmaster Clock Identity The unique Grandmaster clock identity.

PTP Time Property
PTP Time Property shows PTP clock-time properties for the PTP device.
Monitoring = » General = > Time
Source: Apr 17, 2024
[ we |
) ) UTC (-04:00)

System Time: 16:49:00 Apr 17, 2024 UTC( -04:00 )

PTP
EIFDetals Current UTC Offset Valid: FALSE
PTP Clock Settings Current UTC Offset 0
PTP Parent Property Time Source: Internal Oscillatar
- Time Property Persistence 300 seconds
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Table 205 - PTP Time Property

Field Description
Current UTC Offset Valid |Indicates whether the current Coordinated Universal Time (UTC) offset is valid.
Current UTC Offset Offset between the International Atomic Time (TAI) and UTC in seconds.
Time Source Time source used by the Grandmaster clock.
Time Property The number of seconds that time properties are preserved after a primary Grandmaster clock fails and a secondary Grandmaster clock takes
Persistence over.
PTP Serviceability
The PTP Serviceability page displays PTP statistics and information. PTP statistics can help
you troubleshoot and monitor the performance of PTP in the network.
From the Monitor menu, choose Time and PTP Serviceability.
Messages
Messages display counter information for the PTP messages that are sent and received.
» Time
T
14:39:05
PTP Serviceability
Histogram o
u]
u]
w]
u]
u]
u]
u]
o
o
Table 206 - PTP Serviceability Messages
Field Description
Interface Name The port type and number.
Sync Event message tagged with a timestamp when data packets reach or leave a port and used to synchronize ordinary and boundary
clocks.
Event message tagged with a timestamp when data packets reach or leave a port and used to synchronize ordinary and boundary
Delay Request clocks

Event message tagged with a timestamp when data packets reach or leave a port and used to measure the link delay in transparent

Peer Delay Request clocks.

Peer Delay Response Event message tagged with a timestamp when data packets reach or leave a port and used to measure the link delay in transparent

clocks.
Follow Up General message (not tagged with a timestamp) used to synchronize ordinary and boundary clocks.
Delay Response General message (not tagged with a timestamp) used to synchronize ordinary and boundary clocks.

Peer Delay Response Follow Up | General message (not tagged with a timestamp) used to measure the link delay in transparent clocks.
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Table 206 - PTP Serviceability Messages

Field Description

Announce General message (not tagged with a timestamp) used to establish a time source-time recipient hierarchy.

Signaling General message (not tagged with a timestamp) used to carry information, requests, and commands between clocks.
Management

General message (not tagged with a timestamp) that communicates information and commands that are used to manage clocks.
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Errors
The errors tab displays counter information for the PTP errors that occurred on the various
ports. PTP errors are categorized as field mismatch errors, unexpected messages, duplicate
messages, and generic errors.
> Time
Source Apr 18, 2024
[ |
PTP Serviceability
Messages
o Intarface ,  Sanity Check . Timestamp . VLAN . Domain .o e Dupcata . Duplicats Send . Miscellanecus . RoguePrimary . Blocksd
Nume Failed U gut fuled Mizmatch Mismatch  * Syme Anngurice Enmor Errar Follow Up ' Port
History ()
Histogram 0 ¢
i
D [
@]
u]
u]
(i)
a]
(@]
1 M -
Table 207 - PTP Serviceability Errors
Field Description

Interface Name

The port type and number.

Sanity Check Failed

The PTP message header field or fields of ingress PTP packets are invalid.

Timestamp Get Failed

This counter increments each time an ingress or egress PTP packet fails to get a timestamp.

VLAN Mismatch

The VLAN ID of ingress PTP messages differs from the VLAN ID configured in the PTP VLAN command.

Domain Mismatch

The domain number field of ingress PTP messages differs from the configured PTP clock domain (the PTP domain number
configured in the PTP domain command). (Applicable only in Boundary Clock mode)

Sync Fault

The PTP clock-offset value has exceeded the “sync limit” value that is configured on the PTP slave port (the value that is
configured for PTP sync limit on the interface, which is in the PTP SLAVE state).

Duplicate Sync

The number of duplicate PTP Sync messages received by the switch. (Duplicates are identified by checking the PTP sequence
number on received messages.)

Duplicate Announce

The number of duplicate PTP Announce messages received by the switch. (Duplicates are identified by checking the PTP
sequence number on received messages.)

Send Error

The number of PTP messages that could not be sent due to failures. PTP software might fail to send PTP messages due to
reasons such as memory allocation failure, failure to obtain the correct outgoing interface information, etc.

Miscellaneous Error

The number of miscellaneous errors that have occurred in the PTP protocol. Any error other than the ones listed in preceding
fields is classified as a miscellaneous error.

Rogue Primary Follow Up

The number of Follow-up messages blocked on the port when GMC-Block is enabled for the port.

Blocked Port

The PTP messages (except Peer-Delay messages) are received on REP/STP blocked ports.

Invalid Parent ID

The source port identity of ingress PTP messages is different from the parent port identity of the local PTP clock. (Applicable
only in Boundary Clock mode).

Invalid GMC ID

The Grandmaster clock identity of ingress announce messages have an invalid value (the Grandmaster clock identity of ingress
announce messages are the same as the clock identity of the local PTP clock). (Applicable only in Boundary Clock mode)

Invalid Sequence ID

The sequence ID field of ingress PTP messages has an invalid value (the sequence ID of the follow-up message differs from the
sequence ID of the preceding sync message). (Applicable only in Boundary Clock mode)

Unmatched Follow Up

The switch received a Follow-up message when there was no outstanding Sync message for which it expected a Follow-up.

Unmatched Delay Response

The switch received a Delay Response without sending a Delay Request.

Unmatched Peer Delay Response

The switch received a Peer Delay Response message without sending a Peer Delay Request.
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Table 207 - PTP Serviceability Errors

Field Description
Hgmatched Peer Delay Response Follow The switch received a Peer Delay Response Follow up message without sending a Peer Delay Request.
The number of Sync messages blocked on the port when GMC-Block is enabled for the port.
Rogue Primary Sync In Boundary or Transparent clock mode, the GMC-Block per-port setting helps prevent the port from transitioning to the PTP
SLAVE state to protect from rogue PTP devices on the Edge of the network.
Rogue Primary Announce The number of Announce messages blocked on the port when GMC-Block is enabled for the port.
History

The history tab displays the historical maximum and minimum values for the offset from the
time source and mean path delay for the last 5 seconds, 15 seconds, in increments up to 15
days, and greater than 15 days.

Information in the History tab is available when the switch is operating in NTP-PTP (NTP-PTP
Clock) or BC (Boundary Clock) modes. The values are zero if the switch is the time source or
Grandmaster clock.

Offset

Offset is the difference between the time on the time recipient clock and the time source. It is
the measure of how accurately the time recipient synchronizes with the time source clock.
This measurement indicates the amount of inaccuracy that is brought by the switch as a
boundary clock. Less is better.
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Mean Path Delay
The mean path delay is the average time taken by PTP frames to travel between time source
and recipient. This measurement does not indicate the performance or accuracy of the switch
or servers. A small mean path delay is useful for obtaining baseline results. A large mean path
delay with jitter is representative of a complex DataCenter with buffering and latency spikes,
control protocols running, a high rate of traffic, and so on.
Offset and Delay Values
High offset and delay values can indicate a problem, for example, when a device goes down in
the network and the link to the time source is available but not viable. Ideally, offset and delay
values must be as small as possible. Some PTP modes or profiles might cause higher offset
values.
Offset and delay values are shown for the past:

+ bseconds

« 15 seconds

« Iminute

+  bminutes

+ 15 minutes

« Thour

» bhours

« 15hours

« Tday

« bdays

« 15 days
They are also shown fore more than 15 days

-5 Time

PTP Senviceahllity

Messages

Emars Options

Histogram
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Table 208 - PTP Serviceability History

Field Descriptions
Max Mean Path Delay(ns) The maximum average time, in nanoseconds, taken by PTP frames to travel between time source and time recipient.
Min Mean Path Delay(ns) The minimum average time, in nanoseconds, taken by PTP frames to travel between time source and time recipient.

Max Offset From Primary(ns)

The maximum difference, in nanoseconds, between the time on the time recipient clock and the time source clock.

Min Offset From Primary(ns)

The minimum difference, in nanoseconds, between the time on the time recipient clock and the time source clock.

Max time error (ns)

The maximum difference, in nanoseconds, between the time on the time recipient clock and the time source clock.

Min time error (ns)

The minimum difference, in nanoseconds, between the time on the time recipient clock and the time source clock.

Histogram

The Histogram tab provides a graphical display of the following PTP data:

Mean Path Delay Range: Available when the clock mode is boundary or gmc-boundary.
This histogram shows data for mean path delay. Mean path delay values are divided into
ranges of 0...20 nanoseconds, 20...50 nanoseconds, 50...100 nanoseconds, 100...250
nanoseconds, 250...500 nanoseconds, 500...1000 nanoseconds, 1000...10,000
nanoseconds, and greater than 10,000 nanoseconds.

- Select Last Minute to show the data for the last 60 seconds, Last Hour to show the
data for the last 1 hour, and Last Day to show data for the last 24 hours.

- Click Control Plane Data to display the data in table format. Click Export as PDF in the
Control Plane Data window to export the table data.

Offset Range: Available when the clock mode is boundary. This histogram shows data
for the positive or negative variation in the offset from time source. Offset Range
values are divided into ranges of 0 nanoseconds...20 nanoseconds, 20...50
nanoseconds, 50...100 nanoseconds, 100...250 nanoseconds, 250...500 nanoseconds,
500...1000 nanoseconds, 1000...10,000 nanoseconds, and greater than 10,000
nanoseconds.

- Select Last Minute to show the data for the last 60 seconds, Last Hour to show the
data for the last 1 hour, and Last Day to show data for the last 24 hours.

- Click Control Plane Data to display the data in table format. Click Export as PDF in the
Control Plane Data window to export the table data.
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« Time Error Range: Displayed when the clock mode is e2etransparent. This histogram
shows data for the positive or negative variation in the time-error (frequency error *
residence time). Time Error Range values are divided into ranges of 0...20 nanoseconds,
20...50 nanoseconds, 50...100 nanoseconds, 100...250 nanoseconds, 250...500
nanoseconds, 500...1000 nanoseconds, 1000...10,000 nanoseconds, and greater than
10,000 nanoseconds.

- Select Last Minute to show the data for the last 60 seconds, Last Hour to show the
data for the last 1hour, and Last Day to show data for the last 24 hours.

- Click Control Plane Data to display the data in table format. Click Export as PDF in the
Control Plane Data window to export the table data.

» Time

Source Apr 18, 2024
K
14:47:29
System Time: 14:47:29 Apr 18, 2024 UTCH - 04:00
PTP Serviceability

Messages Claar Histogram
Errors an
History "

0 Hns 20-50ns E0-100ns 100-250n 250-500n: 00 1us 1-10us
Delay Renge (nang seconds)

Offset Range
(Value vs Offset Range)

Time Period Last Minute v

0-20ns 20-50n3 50-100ns 100-250ns 250-500n3 500-1us 1-10us =10us
Offzet Range (nano seconds)

Positive == Negative
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VRRP (Stratix 5800 Switch  Monitor VRRP
Only)
onitorin General~ > VRRP
Configured Advertise
Group Interface IPv4 Address Secondary IP IPv6 Address State Current Priority : Priority Interval Tre

No records available.

Table 209 - Monitoring VRRP

Parameter Description
Group VRRP group number for the interface.
Interface type and number. Range:
Interface 0...255
Default: 0
IPv4 Address IPv4 address of the VRRP interface.
Secondary IP Secondary IP address of the VRRP interface.
IPv6 Address IPv6 address of the VRRP interface.
State of VRRP interface; can be one of the following:
« Init - Waits for startup event.
State » Backup - Monitors the availability and state of the virtual device master.

- Master - Functions as the forwarding router for the IP address(es) associated with the
virtual router.

Current Priority

The priority value used in choosing the virtual device master.
Range: 1...254
Default: 100

Configured Priority

Priority configured on the VRRP interface.

Adverse Interval

Configured interval (in milliseconds) at which the VRRP interface sends VRRP
advertisements when it is the virtual device master.

Range: 100...40950

Default: 100

Track Interface

Name of interface that is being tracked.

Master Router

Location of the virtual device master.

Interface Priority

Amount by which the VRRP priority for the interface is decremented (or incremented)
when the tracked interface goes down (or comes back up).

Master Down Interval

Time the VRRP interface waits for the virtual device master advertisements before
assuming the role of master router.

Master Advertise Interval

Interval (in milliseconds) at which the virtual device master sends VRRP advertisements.
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Notes:
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Troubleshoot the Switch

Topic Page
Configure and View System Logs 339
Download Core Files 342
Download a Debug Bundle 343
Troubleshoot with Ping and Trace Route 344
Troubleshoot the Installation 346
Troubleshoot IP Addresses 347
Troubleshoot the WebUI 348
Troubleshoot Switch Performance 348
Automatic Device Descriptive Analytics (ADDA) 349
Configure and View In the WebUI for the switch, the system log (syslog) displays events that occur on the switch
svstem Logs and its ports. The events are based on alarm settings.

Message Severity Levels

Table 210 lists the syslog message levels from the most severe level to the least severe level.

Table 210 - Syslog Message Severity Levels

Severity Level Numerical Level |Description Syslog Definition
emergencies 0 System unstable LOG_EMERG
alerts 1 Immediate action needed LOG_ALERT
critical 2 Critical conditions LOG_CRIT

errors 3 Error conditions LOG_ERR
warnings 4 Warnings conditions LOG_WARNING
notifications 5 Normal but significant condition |LOG_NOTICE
informational 6 Informational messages only LOG_INFO
debugging 7 Debugging messages LOG_DEBUG
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Troubleshooating

From the Troubleshooting menu, click Logs.

ge Syslog. Webserver Log. License Log

3 ol @ target

= &)

Core Dump and System Report Debug Bundle

View the list of core files and System Reports captured in re require inf

» Sysiog
Syslog Se T Loy
Nurmbor of latest Syelog enirios to deptn® | 100 [ vew | e | 4 TR v
Jun 19 20-109:38 KR LT ~5-CONFIG_P- Configured peogrammatically by process SEP wetsd werma_htip from consobe i admin on viy0 -

340

Jun 19 20019:38,320

Jun 19 20:19:38,191 UTC: %S

Jun 1§ 20

Jun 18 20:18:37

han 18 00

11 a6 UTE

11 683 UTE:

01111 856 LITC

1011425 UTC: %5YS

11,295 UTC:

1211.16B UTC:

13,283 UTC

VIR UTR

038 UTC: RSYS

CONFIC

L INEPR

HELINK == LIFDIOW

CONFIG_P: Conhgured programmancally by proce!

%E¥S-5- CONFIG_P- Configured programmatic

INFHG_F: Configuned programmatic

UPDOWN: Ling protocol an

P: Configured programmatically by process SOP wete

Caonfigured programmatically by process S

P Configured programmatically by process SER_

Configured programmaetcally by process S

intertace VIAnAHHD, Changed Stats to up

P; Confgured programmatically by process SEP webul wsma_hnp from console a3 admin on viyD

wsma_hnp from console a3 sdmin on viy0

ul_wsma_np fram conzole s admin on viyd

%575-5-CONFIG_P: Configured programmatically by process SEP_weoul_wsma_hng from console as admin on viy0

CONFIG_P: Configured programmatically by process SEF_weow_wsma_hitp from console a8 admin on viyd

wisrma_http from conscle &8 admin on viyl

sl a5 kR on vyl

dimiin on vyl

wabll_wsme_hp from consale 83 samin on viyD

bul_wsma_hetp from console as sdmin on viyd

alty by process SEP_webul_wsma_hep from consale as admin on vyl
ally by process SEF_wabul_wsma_hitp from consale ag admin on viyd

nterface Viandtey, charged siate to u

From the Troubleshooting: Syslog page, you can manage Syslog servers and entries, and view
Web server and License logs:

To manage Syslog servers, click Manage Syslog Servers, complete the fields in Table 211,
and then click Apply to Device.

To change the number of log entries on the page, enter the number of entries to display,
and then click View. For example, if you type 100, the most recent 100 lines in the syslog
are displayed.

To display Web server logs, click the Web Server Logs tab. To display License Logs, click
the License logs tab. To download entire Web server or License logs, click Download Full
Log on the respective tabs.

To delete all of the log entries, click Clear.

To download the log entries to your local computer, click & I
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Manage Syslog Configuration

|

Log Level Settings

Syslog . informationa =
Message Console debugging -

Message Buffer Configuration

Level | debugging g |

Size (Bytes) | 16384 @

IP Configuration

Server Type @ IPV4/IPV6e O FQDN

IPva | IPvE Server Address*®

VRF Name _. None v |
Server Y [P Type Y VRFName Y Remove
0 10 &

‘\ O Cancel | & Apply to Device

Table 211 - Manage Syslog Configuration Fields

Field | Description
Log Level Settings

Choose the kind of messages, by severity level, to send to the Syslog server. For information about message severity levels, see
Syslog Table 210 on page 339.

Default value: informational

Message Console

Choose the severity level for the messages you want sent to the device console.

Message Buffer

Choose the severity level for the messages you want sent to the internal buffer on the device.

IP Configuration

IPV4/IPV6 Check to specify the IPv4 or IPv6 address of the server on which to store message logs.
IPv4/IPv6 Server Address | Enter the IPvé or IPv6 address of the server on which to store message logs.

VRF Name Choose the VPN routing/forwarding (VRF) table.

sl

Click to add the IP address and VFR (if applicable) to the grid. You can add multiple servers.
To delete a server, click X in the Remove column.
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Download Core Files

Troubleshooting

Ping and Trace Route

When the switch encounters a significant error, it can take a snapshot of the data currently
stored in its memory at the time of the error. Technical Support can refer to this snapshot of
data, also known as a core dump, at a later time for troubleshooting. In the WebUI, you can
download a core dump and share the data with technical support for intensive
troubleshooting.

From the Troubleshooting menu, click Core Dump and System Report.

£
/@ I\-.:ﬁi/'l

Core Dump and System Report

Debug Bundle

» Core Dump and System Report

Core Dump

Date & Timo Stz (Bytos) T

1

Systemn Report

The information from the switch appears on the Troubleshooting: Core Dump and System
Report page.

Review the date and time stamp to identify the files to download, and then click Download to
save to your computer. The core files are downloaded to the location configured for your
browser.
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Download a Debug Bundle A debug bundle is the output of CLI commands stored in a zip file that you can download for
analysis and troubleshooting. The WebUI enables you to create a debug bundle and download it

to your local computer.

From the Troubleshooting menu, click Debug Bundle.

Troubleshooting

U o ®
] &
Logs Core Dump and System Report Debug Bundle
Manage Syslog. Webserver Log. License Log Wiew list of core files and System Reports captured in

&

i)
Ping and Trace Route

Trace route info ol @ target

The Troubleshooting: Debug Bundle page appears.

Troubleshooting = > Debug Bundle

Name of the debug bundle

debugBundle_1783-CMS20DN i

Create a compressed package with required information such as CLI outputs, logs, etc. for reporting and debugging the issues

Enter the CLis of t needs to be packaged. Maximum 5 CLIs are all

Enter the CLIs of which output needs to be packaged

o show run y
Ea

O web Server log

D Core File

[A) Create Debug Bundle
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From the Troubleshooting: Debug Bundle page, you can create and download a debug bundle:

« Tocreate a debug bundle, complete the fields in Table 212, and then click Create Debug
Bundle. A window opens to display the status.

+ To download the debug bundle once it is created, click Download Debug Bundle.

Table 212 - Troubleshooting: Debug Bundle

Field Description
Enter a name to identify the debug bundle. The name can have a maximum of 25 characters and can include lowercase or
Name of the debug bundle uppercase letters, numbers 0...9, and the underscore (_).
. Enter a maximum of 5 CLI commands to identify the content to capture in the debug bundle.
Eﬂti[ltﬂ:]%gélstgfb"ghmh To verify the output of the CLI commands, click View.
pagkaged To add a CLI command to the debug bundle, click Add.

To remove a CLI command from the debug bundle, click the X to the right of the command.

Web Server log

To include the web server log in the debug file, check Web Server log.

To include core files from the internal memory of the switch in the debug bundle, check Core File. A window opens with a list of core

Core File files on the device. You can select a maximum of two core files from this list.
Troubleshoot with Ping To troubleshoot connectivity problems, communication delays and packet loss, you can use
and Trace Route the ping and trace route feature in the WebUI of the switch.

Troubleshooting

From the Troubleshooting menu, click Ping and Trace Route.

)= ®

Core Dump and System Report Debug Bundle

3h4

Rockwell Automation Publication 1783-UM012N-EN-P - October 2025



Chapter 8 Troubleshoot the Switch

The Troubleshooting: Ping and Traceroute page appears.

Troubleshooting : Ping and Traceroute

+ Back to TroubleShooting Menu
Destination™ Source

8.8.8.8 v GigabitEthernet1/2 v

Source (Device) Destination
a (111 E

= — E
GigabitEthernet1/2 B8.8.8.8

Click on ping or traceroute to start

Ping Destinations

Sending ping packets to a destination can help you verify connectivity.

1. Inthe Destination field, enter a destination or choose a predefined destination from the
pull-down menu.

Ping packets are sent to the specified destination.

2. (Optional) In the Source field, enter the source IP address on the switch to initiate the
ping.
The ICMP echo response is sent to the specified source.

3. Click Ping.

Discover Route Information

Discovering route information can help you identify the path of a Layer 3 transmission.

1. Inthe Destination field, enter a destination interface or choose a predefined
destination from the pull-down menu.

In the Source field, enter the source IP address for which to run Traceroute.
3. Click Traceroute.

Traceroute discovers the route and the number of Layer 3 hops that packets take when
traveling to their destination.
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Troubleshoot the The status indicators on the front panel provide troubleshooting information about the switch.

Installation They show port connectivity problems and overall switch performance. You can also get
statistics from the browser interface, the command-line interface (CLI), or a Simple Network
Management Protocol (SNMP) workstation.

Bad or Damaged Cable

Always make sure that the cable does not have damage. Even if a cable can connect at the
physical layer, subtle damage to the wiring or connectors can corrupt packets.

This situation is likely when the port has many packet errors or the port constantly loses and
regains the link. To troubleshoot, try the following:

+  Swap the copper or fiber-optic cable with a known, undamaged cable.

+ Look for broken, bent, or missing pins on cable connectors.

+ Rule out any bad patch panel connections or media convertors between the source and
destination.

If possible, bypass the patch panel, or eliminate faulty media convertors (fiber-optic-
to-copper).
« Try the cable in another port or interface to determine if the problem follows the cable.

Ethernet and Fiber Cables

Make sure that you have the correct cable type for the connection:

« For 1000 Mbps connections, use Category 5e or Category 6 UTP or STP cable.

«  For fiber-optic connectors, verify that you have the correct cable for the distance and
the port type.

« Make sure that the connected device ports both match and use the same type of
encoding, optical frequency, and fiber type.

Port Status

Verify that both sides of the port connection have a network connection. A port status
indicator does not indicate that the cable is fully functional. The cable can encounter physical
stress that causes it to function at a marginal level. If the port status indicator for the port is
off, do the following:

+  Connect the cable from the switch to a known good device.

+ Make sure that both ends of the cable are connected to the correct ports.

«  Verify that both devices have power.

«  Verify that you are using the correct cable type.

» Rule out loose connections. Sometimes a cable appears to be seated, but is not.
Disconnect the cable, and then reconnect it.

«  Verify the port settings, as described on page 347.
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SFP Module Issues

Use SFP modules only from Rockwell Automation. Each SFP module has an internal serial
EEPROM that is encoded with security information. This encoding identifies and validates that
the module meets the requirements for the switch.

If you encounter SFP module issues, try the following:

«  Verify that the SFP module is valid and functional. Exchange a suspect module with a
known good module on this platform. For supported modules, see the Ethernet Device
Specifications Technical Data, publication 1783-1D002.

« Make sure that all fiber connections are properly cleaned and securely connected.

»  Be sure that the fiber cable is compatible with the SFP module. For example, do not use
single-mode cable with a multi-mode SFP module.

«  Besure to use an SFP module with same speed on both ends.

«  Be sure that the fiber cable is installed correctly on the SFP module (RX connected to
TX, and TX connected to RX).

Port Settings

A disabled port can cause a port connectivity failure:

«  Verify that operational status of the port on the Configuration >
Ethernet Ports page, as described on page 89. Users with read-only access can verify
port status on the Monitoring > Ports page, as described on page 310.

« Verify the operational status of the VLAN assigned to the port on the Configuration >
VLAN page, as described on page 201.

If a port or interface is manually shut down on one side of the connection, you must re-enable
the port on the Configuration > Ethernet Ports page, as described on page 89.

Troubleshoot IP Addresses The following table includes basic troubleshooting for issues that are related to the switch [P

address.
Issue Resolution
. . If the switch does not receive an IP address from an upstream device operating as a DHCP server, make sure that the
Etljl%;vggrcye?oes not receive an IP address from the device is operating as a DHCP server and that the switch is configured for DHCP IP address assignment.
Repeat Express Setup.

If the switch is installed in your network, but you cannot access the switch because it has the wrong IP address, run
The switch has the wrong IP address Express Setup and configure the correct IP address. If the device is set for DHCP and receiving the wrong address,
verify the configuration settings on your DHCP server.
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Troubleshoot the WebUl

The following table includes basic troubleshooting for issues that are related to the WebUI.

Issue

Resolution

WebUI does not appear

If you cannot display the WebUI from your computer, make sure that you entered the correct switch IP address in the
browser. If you entered the correct switch IP address in the browser, make sure that the switch and your computer
are in the same network:
- For example, if your switch IP address is 172.20.20.85 and your computer address is 172.20.20.84, both devices
are in the same network.
- For example, if your switch IP address is 172.20.20.85 and your computer IP address is 10.0.0.2, the devices are
in different networks and cannot directly communicate without a router. You must either change the switch P
address or change the computer IP address.

WebUI does not operate properly

Open the WebUl in a new browser window by using a private browsing mode.

Troubleshoot Switch The following table includes basic troubleshooting for issues that are related to switch
Performance performance.
Issue Resolution

Speed, duplex, and autonegotiation

Port statistics that show a large amount of alignment errors, frame check sequence (FCS), or late-collisions

errors can indicate a speed or duplex mismatch.

Common speed and duplex issues occur when duplex settings are mismatched between two switches,

between a switch and a router, or between the switch and a computer. These issues can occur from manually

setting the speed and duplex or from autonegotiation issues between the two devices. A mismatch occurs

under these circumstances:

« Amanually set speed or duplex parameter differs from the manually set speed or duplex parameter on the
connected port.

« Aport is set to autonegotiate, and the connected port is set to full-duplex with no autonegotiation.

To maximize switch performance and be sure of a link, follow one of these guidelines when changing the

settings for duplex and speed:

« Let both ports autonegotiate both speed and duplex.

« Manually set the same speed and duplex parameters for the ports on both ends of the connection to the
same values.

- If aremote device does not autonegotiate, configure the duplex settings on the two ports to the same
values.
The speed parameter can adjust itself even if the connected port does not autonegotiate.

Autonegotiation and network interface cards (NICs)

Issues sometimes occur between the switch and third-party network interface cards (NICs). By default, the
switch ports and interfaces are set to autonegotiate. It is commaon for devices like laptops or other devices to
be set to autonegotiate as well, yet sometimes autonegotiation issues occur.

To troubleshoot autonegotiation issues, try manually setting both sides of the connection. If the issues
persist, try upgrading the NIC driver to the latest firmware or software.

Cable distance

If the port statistics show excessive FCS, late-collision, or alignment errors, verify that the cable distance
from the switch to the connected device meets the recommended guidelines.

348 Rockwell Automation Publication 1783-UMO12N-EN-P - October 2025



Chapter 8 Troubleshoot the Switch

Automatic Device
Descriptive Analytics
(ADDA)

Considerations for
Communication Loss
Diagnostics

Automatic Device Descriptive Analytics is a system feature that delivers device level
diagnostics to HMIs and other clients with zero user programming.

This section describes how ADDA assists in troubleshooting the switch in case issues occur
during normal operation. The diagnostics include device description conditions and state
events. Automatic Diagnostics is enabled by default in Logix controllers with firmware revision
33 or later. You can disable and enable the whole feature while online or offline from the
Advanced tab on the Controller Properties dialog box. You can also disable Automatic
Diagnostics for a specific device in the device's configuration.

3 Controller Properties - Logix_Project *
Monvolatile Memory Capacity Intemet Protocol Port Configuration Security Alarm Log
General Maijor Faults Minor Faults Date/Time Advanced SFC Execution Project Safety

Power-Up Handler:

<none: w |

[ Match Project to Contraller

Serial Number: | (125F277

[ Allow Consumed Tags to Use RP| Provided by Producer
[[] Report Overflow Faults i

[ Enable Automatic Diagnostics

Cancel Apply Help

The following ADDA alarms are supported for Stratix switches added to the 1/0 tree.
Table 213 - ADDA Alarm Codes

Display Code Display Text
S-UNDEV Unauthorized device detected on Port %s
S-COMRT Communication rate threshold exceeded on Port %s

When enabled, the Automatic Diagnostics feature enables:

+  Communication loss diagnostics for all devices in the controller 1/0 configuration
« Device-level automatic diagnostics evaluations for all uninhibited and enabled devices.

You can disable Automatic Diagnostics for a specific device in the device configuration. The
communication loss diagnostic remains active even if the device disables Automatic
Diagnostics. To disable communication loss diagnostic, inhibit the device or disable Automatic
Diagnostics at the controller.
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Display Code Definitions

S-UNDEYV - Unautharized device detected on Port %s

The S-UNDEV status flag indicates whether any unauthorized MAC address has attempted to
communicate on any port of the device. It is set to 1when any of the individual
PortXXX_XUnauthorizedDevice members are set to 1, signifying a violation on at least one port.

This indicator does not have a fallback message and is intended to provide a quick, global view
of port security violations across the switch. It is useful for monitoring and alerting systems
that must detect unauthorized access attempts at a device-wide level.

"This parameter indicates whether an unauthorized MAC address has attempted to
communicate on a specific port. The value is defined as follows:

« 0 - Nomismatch: Either port security is disabled, or it is enabled, and the number of
detected MAC addresses is within the allowed limit.

» 1-Mismatch: Port security is enabled, and a violation has occurred due to an
unauthorized MAC address attempting to communicate.

These indicators are only set to 1if port security is enabled on the device. When enabled, the
switch monitors the number of MAC addresses learned on each port. If the number of detected
MAC addresses exceeds the configured maximum, or if an unauthorized MAC address is
detected, the port enters Restrict mode.

In Restrict mode, the switch blocks traffic from the unauthorized MAC address but continues
to allow communication with authorized devices. This ensures that normal network traffic is
not disrupted, avoiding a full outage. However, the presence of an unauthorized MAC address
requires attention from maintenance personnel to investigate and resolve the violation.

Some customers require immediate notification or action in such cases due to heightened
security policies. Note that port security is enabled by default on certain Smartport
configurations, and behavior can vary depending on the specific template applied.

S-COMRT - Communication rate Threshold exceeded on Port %s

Indicates that unicast, multicast, or broadcast traffic has exceeded the configured threshold
on any port. This flag is set to 1when any PortXXX_XThreshold member is triggered. There is
no fallback message; use port-level indicators for detailed diagnostics.

Indicates whether unicast, multicast, or broadcast traffic has exceeded the configured
threshold on a specific port.

« 0 - Normal (traffic within limits)

» 1-Threshold exceeded

When the threshold is exceeded, excess traffic-including legitimate packets-is dropped. This
can result in data loss for devices that are connected to the affected port and intermittent
connection timeouts. In some cases, excessive multicast or broadcast traffic can signal a
storm condition, potentially impacting overall network stability.

The status can remain at 1 or fluctuate from 0...1if traffic levels hover around the threshold.
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Stratix 5200 Status
Indicators

(3
Status Indicators
Topic Page
Stratix 5200 Status Indicators 351
Stratix 5800 Status Indicators 352

Stratix® 5200 switches have status indicators on the front panel. The color and behavior of
each status indicator helps you to monitor the status of the switch, network, power, alarms,
and individual ports.
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Table 214 - Stratix 5200 Status Indicators

Item

Status Indicators

Dual-media SFP port

Dual-media copper port

1000BASE-T port

Power connectors

Management console

1
2
3
4
5
6

Express setup
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Table 214 - Stratix 5200 Status Indicators
Item Status Indicators
7 EIP
8 Alarm input
9 Alarm output
Port Status Indicators
Each Ethernet port has a status indicator that displays information about the individual port.
The dual-media ports have two status indicators, one by the SFP connector and the second by
the RJ-45 connector.
Table 215 - Port Status Indicators
Indicator Status Description

0ff No link, or the port is administratively shut down.

Solid Green Link present, but no activity.

Blinking Green Activity: Port is sending or receiving data.

. Link fault. Error frames can affect connectivity, and errors

/;Ir;ebrgratmg green and such as excessive collisions, CRC errors, and alignment

Dual-media SFP port and jabber errors are monitored for a link-fault indication.
Dual-media copper port Port is blocked by Spanning Tree Protocol (STP) and is not
forwarding data.

Solid amber After a port is reconfigured, the port LED can remain
amber for up to 30 seconds as STP checks the switch for
possible loops.

- The port is going through the Spanning Tree process and

Blinking amber is sending Spanning Three BPDUs on an STP blocked port.

Stratix 5800 Stratix 5800 switches and expansion modules have status indicators on the front panel. The
Status Indicators color and behavior of each status indicator helps you to monitor the status of the switch,

network, power, alarms, and individual ports.
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Table 216 - Stratix 5800 Status Indicators

Item Status Indicators
Power (Pwr A and Pwr B indicated by lines to corresponding power connector)

Power over Ethernet (PoE Pwrf"

Setup

EIP (EIP Mod, EIP Net)

Alarms (Alarm INT, Alarm IN2, Alarm OUT)
6 Ports

gl S~ NN

(1) The PoE Pwr status indicator appears only on switch models that support Power over Ethernet (PoE).

Power Status Indicators

The switch can operate with one or two DC power sources. Each DC input has an associated
status indicator that shows the status of the corresponding DC input (Pwr A, Pwr B). If power is
present on the circuit, the status indicator is green. If power is not present, the status
indicator color depends on the alarm configuration. If alarms are configured, the status
indicator is red when power is not present; otherwise, the status indicator is off.

If the switch has dual power sources, the switch draws power from the power source with the
higher voltage. If one of the DC sources fails, the alternate DC source powers the switch, and

the corresponding power status indicator is green. The power status for the failed DC source

is either off or red, depending on the alarm configuration.

If the power input drops below the low valid level, the power status indicators show that power
is not present on the switch. If the voltage at the switch input exceeds the valid level, the
power status indicators only show that power is present.

Table 217 - Power Status Indicators

Indicator Status Description
0ff Power is not present on the circuit.
Pwr A Solid green Power is present on the associated circuit.
Pwr B Solid red Power is not present on the associated circuit, and the power
supply alarm is configured.

Power over Ethernet Status Indicator (Stratix 5800 Switch Only)

The Power over Ethernet status indicator (PoE Pwr) is available only on switch models that
support PoE.

Table 218 - Power over Ethernet Status Indicator

Indicator Status Description
0ff The switch is not providing PoE power to any connected devices.
Solid green Egsig\évsltch is providing PoE power to one or more connected

PoE is off due to a fault.

PoE Pwr IMPORTANT: Non-compliant cabling or powered devices can cause
Flashing amber | a PoE port fault. Use only standard-compliant cabling to connect
compliant PoE devices. You must remove any cable or device that
causes a PoE fault.

Alternating green |PoE is denied because providing power to a connected device
and amber exceeds the switch power capacity.
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Setup Status Indicator

The Setup status indicator displays the Express Setup state during the initial configuration.
For more details about the Setup status indicator and conditions during Express Setup, see
Chapter 2, Express Setup on page 27.

Table 219 - Setup Status Indicator

Indicator

Status

Description

Setup

off

The switch is configured as a managed switch or is operating
normally.

Solid green

The switch has successfully connected with a computer after the
Express Setup button is pressed.

Flashing green

« The switch has completed its power-on sequence. If you do
not press the Express Setup button within 5 minutes after the
power-on sequence is complete, the Setup status indicator
turns off.

« The Express Setup button is pressed for a duration of 1..5
seconds to enable Express Setup in Short Press mode.

Solid red

The switch failed to start Express Setup because of the

following:

« There is no available switch port to which to connect the
management station. Disconnect a device from a switch port,
and then press the Express Setup button.

« A configuration is already present on the switch. In this
scenario, the status indicator is red for 10 seconds.

« A condition caused Express Setup to time out.

Flashing red

The Express Setup button is pressed for a duration of 6...10
seconds to enable Express Setup in Medium Press mode.

Flashing green and red

The Express Setup button is pressed for a duration of 16...20
seconds to enable Express Setup in Long Press mode.

EIP Status Indicators

The EIP status indicators (EIP Mod and EIP Net) operate in conformance with ODVA standards:

» The EIP Mod status indicator shows whether the switch is receiving power and is
functioning properly.

« The EIP Net status indicator shows the network status for the switch.
Table 220 - EIP Status Indicators

Indicator Status Description
0ff Power to the switch is off or is not properly connected.
Solid green The switch is operating properly.
Flashing green The switch has not been configured.

EIP Mod Solid red The switch has detected a major non-recoverable fault.
astingfog |11 o et ool sch
Flashing green and red | The switch is running a power on self test (POST).
0ff Power to the switch is off or not properly connected.
Solid green ;hoer:‘g{ttgrc]r?:dst?:v?rzségb“Shed CIP™ connection to one or

The switch has an IP address, but does not have an

Flashing green established CIP connection to one or more attached

EIP Net devices.

Solid red

The switch has detected that its IP address is already in
use by another device in the network.

Flashing red

One or more connections to attached devices have timed
out.

Flashing green and red

The switch is running a power on self test (POST).
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Alarm Status Indicators

The alarm status indicators show the status of the two alarm inputs and one alarm output.

Table 221 - Alarm Status Indicators

Indicator Status | Description
Shows the status of the alarm inputs.
0ff Alarm IN1 or IN2 is not configured.
ﬁ:gm :“12 Solid green Alarm INTor IN2 is configured; no alarm is detected.
Solid red The switch has detected a minor alarm.
Flashing red The switch has detected a major alarm.
Shows the status of the alarm output.
0ff Alarm OUT is not configured, or the switch is off.
Alarm OUT Solid green Alarm OUT is configured; no alarm is detected.
Solid red The switch has detected a minor alarm.
Flashing red The switch has detected a major alarm.

Port Status Indicators

The port status indicators show the connection and activity status of the port.

Table 222 - Port Status Indicator

Indicator Status Description
off The port is not connected to a device.
Solid green The port is connected to a device, but there is no activity.

The port connection has activity and is sending or

Port Flashing green receiving data.
Solid amber The port is not forwarding data.
Alternating green and . .
amber The port connection has a link fault.
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Notes:
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Data Types

In the Studio 5000 Logix Designer® application, predefined tags for Input and Output data
types have a structure that corresponds to the switch selected when it was added to the I/0
tree. Its members are named in accordance with the port names.

You can disable a switch port by setting the corresponding bit in the output tag. The output
bits are applied every time that the switch receives the output data from the controller when
the controller is in Run mode. When the controller is in Program mode, the output bits are not
applied.

The port is enabled if the corresponding output bit is 0. If you enable or disable a port via the
WebUI or the command-line interface (CLI), the output bits override the port setting the next
time the bits are applied. The output bits always take precedence, regardless of whether the
WebUl or the CLI is used to enable or disable the port.

The following tables list module-defined data types for Stratix® 5200 and Stratix 5800
switches and expansion modules.

Topic Page
6-Port Data Types 358
10-Port Data Types 360
20-Port Data Types 363
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6-Port Data Types

The following tables list the input and output data types for a 6-port base switch with no

expansion module attached.

1783-CMS6B

Table 223 - Stratix 5200 - 1783-CMS6B - Input Data Types (6 Ports)

AB:STRATIX_5200_6PORT_MANAGED:I:0

Member Name Type Default Display Style | Valid Values

Fault DINT Binary

AnyPortConnected BOOL Decimal LinkStatus:0
PortGil_1Connected BOOL Decimal LinkStatus:1
PortGil_2Connected BOOL Decimal LinkStatus:2
PortFal_3Connected BOOL Decimal LinkStatus:3
PortFal_4Connected BOOL Decimal LinkStatus:4
PortFal_5Connected BOOL Decimal LinkStatus:5
PortFal_6Connected BOOL Decimal LinkStatus:6
AnyPortUnauthorizedDevice BOOL Decimal UnauthorizedDevice:0
PortGil_1UnauthorizedDevice BOOL Decimal UnauthorizedDevice:1
PortGil_2UnautharizedDevice BOOL Decimal UnauthorizedDevice:2
PortFal_3UnauthorizedDevice BOOL Decimal UnauthorizedDevice:3
PortFal_4UnauthorizedDevice BOOL Decimal UnauthorizedDevice:4
PortFal_bUnauthorizedDevice BOOL Decimal UnauthorizedDevice:5
PortFal_6UnauthorizedDevice BOOL Decimal UnauthorizedDevice:6
AnyPortThreshold BOOL Decimal ThresholdExceeded:0
PortGil_1Threshold BOOL Decimal ThresholdExceeded:1
PortGil_2Threshold BOOL Decimal ThresholdExceeded:2
PortFal_3Threshold BOOL Decimal ThresholdExceeded:3
PortFal_4Threshold BOOL Decimal ThresholdExceeded:4
PortFal_5Threshold BOOL Decimal ThresholdExceeded:5
PortFal_6Threshold BOOL Decimal ThresholdExceeded:6

Table 224 - Stratix 5200 - 1783-CMS6B - Output Data Types (6 Ports)

AB:STRATIX_5200_6PORT_MANAGED:0:0

Member Name Type Default Display Style | Valid Values
AllPortsDisable DINT Binary DisablePort:0
PortGil_1Disable BOOL Decimal DisablePort:1
PortGil_2Disable BOOL Decimal DisablePort:2
PortFal_3Disable BOOL Decimal DisablePort:3
PortFal_4Disable BOOL Decimal DisablePort:4
PortFal_5Disable BOOL Decimal DisablePort:5
PortFal_6Disable BOOL Decimal DisablePort:6
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1783-CMS6P
Table 225 - Stratix 5200 - 1783-CMS6P - Input Data Types (6 Ports)
AB:STRATIX_5200_6PORT_MANAGED:I:0

Member Name Type Default Display Style | Valid Values

Fault DINT Binary

AnyPortConnected BOOL Decimal LinkStatus:0
PortGil_1Connected BOOL Decimal LinkStatus:1
PortGil_2Connected BOOL Decimal LinkStatus:2
PortGil_3Connected BOOL Decimal LinkStatus:3
PortGil_4Connected BOOL Decimal LinkStatus:4
PortGil_5Connected BOOL Decimal LinkStatus:5
PortGil_6Connected BOOL Decimal LinkStatus:6
AnyPortUnauthorizedDevice BOOL Decimal UnauthorizedDevice:0
PortGil_1UnauthorizedDevice BOOL Decimal UnauthorizedDevice:1
PortGi1_2UnautharizedDevice BOOL Decimal UnauthorizedDevice:2
PortGil_3UnauthorizedDevice BOOL Decimal UnauthorizedDevice:3
PortGil_4UnauthorizedDevice BOOL Decimal UnauthorizedDevice:4
PortGil_5UnauthorizedDevice BOOL Decimal UnauthorizedDevice:5
PortGi1_6UnauthorizedDevice BOOL Decimal UnauthorizedDevice:6
AnyPortThreshold BOOL Decimal ThresholdExceeded:0
PortGil_1Threshold BOOL Decimal ThresholdExceeded:1
PortGil_2Threshold BOOL Decimal ThresholdExceeded:2
PortGil_3Threshold BOOL Decimal ThresholdExceeded:3
PortGil_4Threshold BOOL Decimal ThresholdExceeded:4
PortGil_5Threshold BOOL Decimal ThresholdExceeded:5
PortGil_6Threshold BOOL Decimal ThresholdExceeded:6

Table 226 - Stratix 5200 - 1783-CMS6P - Output Data Types (6 Ports)
AB:STRATIX_5200_6PORT_MANAGED:0:0

Member Name Type Default Display Style | Valid Values
AllPortsDisable DINT Binary DisablePort:0
PortGil_1Disable BOOL Decimal DisablePort:1
PortGil_2Disable BOOL Decimal DisablePort:2
PortGil_3Disable BOOL Decimal DisablePort:3
PortGil_4Disable BOOL Decimal DisablePort:4
PortGil_5Disable BOOL Decimal DisablePort:5
PortGil_6Disable BOOL Decimal DisablePort:6
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10-Port Data Types

The following tables list the input and output data types for a 10-port base switch with no

expansion module attached.

1783-CMS10B

Table 227 - Stratix 5200 - 1783-CMS10B - Input Data Types (10 Ports)

AB:STRATIX_5200_10PORT_MANAGED:I:0

Member Name Type Default Display Style | Valid Values

Fault DINT Binary

AnyPortConnected BOOL Decimal LinkStatus:0
PortGil_1Connected BOOL Decimal LinkStatus:1
PortGil_2Connected BOOL Decimal LinkStatus:2
PortFal_3Connected BOOL Decimal LinkStatus:3
PortFal_4Connected BOOL Decimal LinkStatus:4
PortFal_5Connected BOOL Decimal LinkStatus:5
PortFal_6Connected BOOL Decimal LinkStatus:6
PortFal_7Connected BOOL Decimal LinkStatus:7
PortFal_8Connected BOOL Decimal LinkStatus:8
PortFal_9Connected BOOL Decimal LinkStatus:9
PortFa1_10Connected BOOL Decimal LinkStatus:10
AnyPortUnauthorizedDevice BOOL Decimal UnauthorizedDevice:0
PortGil_1UnauthorizedDevice BOOL Decimal UnauthorizedDevice:1
PortGil_2UnauthorizedDevice BOOL Decimal UnauthorizedDevice:2
PortFal_3UnauthorizedDevice BOOL Decimal UnauthorizedDevice:3
PortFal_4UnauthorizedDevice BOOL Decimal UnauthorizedDevice:4
PortFal_bUnauthorizedDevice BOOL Decimal UnauthorizedDevice:5
PortFal_6UnauthorizedDevice BOOL Decimal UnauthorizedDevice:6
PortFal_7UnauthorizedDevice BOOL Decimal UnauthorizedDevice:7
PortFal_8UnauthorizedDevice BOOL Decimal UnauthorizedDevice:8
PortFal_9UnauthorizedDevice BOOL Decimal UnauthorizedDevice:9
PortFa1_10UnauthorizedDevice BOOL Decimal UnauthorizedDevice:10
AnyPortThreshold BOOL Decimal ThresholdExceeded:0
PortGil_1Threshold BOOL Decimal ThresholdExceeded:1
PortGil_2Threshold BOOL Decimal ThresholdExceeded:2
PortFal_3Threshold BOOL Decimal ThresholdExceeded:3
PortFal_4Threshold BOOL Decimal ThresholdExceeded:4
PortFal_5Threshold BOOL Decimal ThresholdExceeded:5
PortFal_6Threshold BOOL Decimal ThresholdExceeded:6
PortFal_6Threshold BOOL Decimal ThresholdExceeded:6
PortFal_7Threshold BOOL Decimal ThresholdExceeded:7
PortFal_8Threshold BOOL Decimal ThresholdExceeded:8
PortFal_9Threshold BOOL Decimal ThresholdExceeded:9
PortFa1_10Threshold BOOL Decimal ThresholdExceeded:10
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Table 228 - Stratix 5200 - 1783-CMS10B - Output Data Types (10 Ports)
AB:STRATIX_5200_10PORT_MANAGED:0:0

Member Name Type Default Display Style | Valid Values
AllPortsDisable DINT Binary DisablePort:0
PortGil_1Disable BOOL Decimal DisablePort:1
PortGil_2Disable BOOL Decimal DisablePort:2
PortFal_3Disable BOOL Decimal DisablePort:3
PortFal_4Disable BOOL Decimal DisablePort:4
PortFal_bDisable BOOL Decimal DisablePort:5
PortFal_6Disable BOOL Decimal DisablePort:6
PortFal_7Disable BOOL Decimal DisablePort:7
PortFal_8Disable BOOL Decimal DisablePort:8
PortFal_9Disable BOOL Decimal DisablePort:9
PortFa1_10Disable BOOL Decimal DisablePort:10

1783-CMS10P,1783-CMS10DP, 1783-CMST0DN
Table 229 - Stratix 5200 - 783-CMS10P, 1783-CMS10DP, 1783-CMS10DN - Input Data Types (10

Ports)

AB:STRATIX_5200_10PORT_MANAGED:I:0

Member Name Type Default Display Style | Valid Values

Fault DINT Binary

AnyPortConnected BOOL Decimal LinkStatus:0
PortGil_1Connected BOOL Decimal LinkStatus:1
PortGil_2Connected BOOL Decimal LinkStatus:2
PortGil_3Connected BOOL Decimal LinkStatus:3
PortGil_4Connected BOOL Decimal LinkStatus:4
PortGil_5Connected BOOL Decimal LinkStatus:5
PortGil_6Connected BOOL Decimal LinkStatus:6
PortGil_7Connected BOOL Decimal LinkStatus:7
PortGi1_8Connected BOOL Decimal LinkStatus:8
PortGil_9Connected BOOL Decimal LinkStatus:9
PortGi1_10Connected BOOL Decimal LinkStatus:10
AnyPortUnauthorizedDevice BOOL Decimal UnauthorizedDevice:0
PortGil_1UnauthorizedDevice BOOL Decimal UnauthorizedDevice:1
PortGi1_2UnautharizedDevice BOOL Decimal UnauthorizedDevice:2
PortGil_3UnauthorizedDevice BOOL Decimal UnauthorizedDevice:3
PortGil_4UnauthorizedDevice BOOL Decimal UnauthorizedDevice:4
PortGil_bUnauthorizedDevice BOOL Decimal UnauthorizedDevice:5
PortGil_6UnauthorizedDevice BOOL Decimal UnauthorizedDevice:6
PortGil_7UnauthorizedDevice BOOL Decimal UnauthorizedDevice:7
PortGi1_8UnauthorizedDevice BOOL Decimal UnauthorizedDevice:8
PortGil_9UnauthorizedDevice BOOL Decimal UnauthorizedDevice:9
PortGil_10UnauthorizedDevice BOOL Decimal UnauthorizedDevice:10
AnyPortThreshold BOOL Decimal ThresholdExceeded:0
PortGil_1Threshold BOOL Decimal ThresholdExceeded:1
PortGil_2Threshold BOOL Decimal ThresholdExceeded:2
PortGil_3Threshold BOOL Decimal ThresholdExceeded:3
PortGil_4Threshold BOOL Decimal ThresholdExceeded:4
PortGil_5Threshold BOOL Decimal ThresholdExceeded:5
PortGil_6Threshold BOOL Decimal ThresholdExceeded:6
PortGil_6Threshold BOOL Decimal ThresholdExceeded:6
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Table 229 - Stratix 5200 - 783-CMS10P, 1783-CMS10DP, 1783-CMS10DN - Input Data Types (10

Ports)

AB:STRATIX_5200_10PORT_MANAGED:I:0

Member Name Type Default Display Style | Valid Values
PortGi1_7Threshold BOOL Decimal ThresholdExceeded:7
PortGi1_8Threshold BOOL Decimal ThresholdExceeded:8
PortGil_9Threshold BOOL Decimal ThresholdExceeded:9
PortGi1_10Threshold BOOL Decimal ThresholdExceeded:10
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20-Port Data Types

The following tables list the input and output data types for a 20-port base switch with no
expansion module attached

1783-CMS20DB.
Table 230 - Stratix 5200 - 1783-CMS20DB - Input Data Types (20 Ports)
AB:STRATIX_5200_20PORT_MANAGED:1:0

Member Name Type Default Display Style | Valid Values

Fault DINT Binary

AnyPortConnected BOOL Decimal LinkStatus:0
PortGil_1Connected BOOL Decimal LinkStatus:1
PortGil_2Connected BOOL Decimal LinkStatus:2
PortFal_3Connected BOOL Decimal LinkStatus:3
PortFal_4Connected BOOL Decimal LinkStatus:4
PortFal_5Connected BOOL Decimal LinkStatus:5
PortFal_6Connected BOOL Decimal LinkStatus:6
PortFal_7Connected BOOL Decimal LinkStatus:7
PortFal_8Connected BOOL Decimal LinkStatus:8
PortFal_9Connected BOOL Decimal LinkStatus:9
PortFa1_10Connected BOOL Decimal LinkStatus:10
PortFal_TIConnected BOOL Decimal LinkStatus:l
PortFal_12Connected BOOL Decimal LinkStatus:12
PortFal_13Connected BOOL Decimal LinkStatus:13
PortFal_14Connected BOOL Decimal LinkStatus:14
PortFal_15Connected BOOL Decimal LinkStatus:15
PortFal_16Connected BOOL Decimal LinkStatus:16
PortFal_71Connected BOOL Decimal LinkStatus:17
PortFal_18Connected BOOL Decimal LinkStatus:18
PortFal-19Connected BOOL Decimal LinkStatus:19
PortFal_20Connected BOOL Decimal LinkStatus:20
AnyPortUnauthorizedDevice BOOL Decimal UnauthorizedDevice:0
PortGil_1UnauthorizedDevice BOOL Decimal UnautharizedDevice:]
PortGil_2UnauthorizedDevice BOOL Decimal UnauthorizedDevice:2
PortFal_3UnauthorizedDevice BOOL Decimal UnauthorizedDevice:3
PortFal_4UnauthorizedDevice BOOL Decimal UnauthorizedDevice:4
PortFal_bUnauthorizedDevice BOOL Decimal UnauthorizedDevice:5
PortFal_6UnauthorizedDevice BOOL Decimal UnautharizedDevice:6
PortFal_7UnauthorizedDevice BOOL Decimal UnauthorizedDevice:7
PortFal_8UnauthorizedDevice BOOL Decimal UnauthorizedDevice:8
PortFal_9UnauthorizedDevice BOOL Decimal UnauthorizedDevice:9
PortFal_10UnauthorizedDevice BOOL Decimal UnauthorizedDevice:10
PortFal_TiUnauthorizedDevice BOOL Decimal UnauthorizedDevice:Tl
PortFal_12UnauthorizedDevice BOOL Decimal UnauthorizedDevice:12
PortFal_13UnauthorizedDevice BOOL Decimal UnauthorizedDevice:13
PortFal_14UnauthorizedDevice BOOL Decimal UnauthorizedDevice:14
PortFal_15UnauthorizedDevice BOOL Decimal UnauthorizedDevice:15
PortFal_16UnauthorizedDevice BOOL Decimal UnauthorizedDevice:16
PortFal_17UnauthorizedDevice BOOL Decimal UnautharizedDevice:17
PortFal_18UnauthorizedDevice BOOL Decimal UnauthorizedDevice:18
PortFal_19UnauthorizedDevice BOOL Decimal UnauthorizedDevice:19
PortFal_20UnauthorizedDevice BOOL Decimal UnauthorizedDevice:20
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Table 230 - Stratix 5200 - 1783-CMS20DB - Input Data Types (20 Ports)

AB:STRATIX_5200_20PORT_MANAGED:I:0

Member Name Type Default Display Style | Valid Values
AnyPortThreshold BOOL Decimal ThresholdExceeded:0
PortGil_1Threshold BOOL Decimal ThresholdExceeded:1
PortGil_2Threshold BOOL Decimal ThresholdExceeded:2
PortFal_3Threshold BOOL Decimal ThresholdExceeded:3
PortFal_4Threshold BOOL Decimal ThresholdExceeded:4
PortFal_bThreshold BOOL Decimal ThresholdExceeded:5
PortFal_6Threshold BOOL Decimal ThresholdExceeded:6
PortFal_7Threshold BOOL Decimal ThresholdExceeded:7
PortFal_8Threshold BOOL Decimal ThresholdExceeded:8
PortFa1_9Threshold BOOL Decimal ThresholdExceeded:9
PortFa1_10Threshold BOOL Decimal ThresholdExceeded:10
PortFal_TiThreshold BOOL Decimal ThresholdExceeded:1l
PortFal_12Threshold BOOL Decimal ThresholdExceeded:12
PortFal_13Threshold BOOL Decimal ThresholdExceeded:13
PortFal_14Threshold BOOL Decimal ThresholdExceeded:14
PortFal_15Threshold BOOL Decimal ThresholdExceeded:15
PortFa1_16Threshold BOOL Decimal ThresholdExceeded:16
PortFal_17Threshold BOOL Decimal ThresholdExceeded:17
PortFal_18Threshold BOOL Decimal ThresholdExceeded:18
PortFal_19Threshold BOOL Decimal ThresholdExceeded:19
PortFal_20Threshold BOOL Decimal ThresholdExceeded:20

Table 231 - Stratix 5200 - 1783-CMS20DB - Output Data Types (20 Ports)

AB:STRATIX_5200_10PORT_MANAGED:0:0

Member Name Type Default Display Style | Valid Values
AllPortsDisable DINT Binary DisablePort:0
PortGil_1Disable BOOL Decimal DisablePort:1
PortGil_2Disable BOOL Decimal DisablePort:2
PortFal_3Disable BOOL Decimal DisablePort:3
PortFal_4Disable BOOL Decimal DisablePort:4
PortFal_5Disable BOOL Decimal DisablePort:5
PortFal_6Disable BOOL Decimal DisablePort:6
PortFal_7Disable BOOL Decimal DisablePort:7
PortFal_8Disable BOOL Decimal DisablePort:8
PortFal_9Disable BOOL Decimal DisablePort:9
PortFal_10Disable BOOL Decimal DisablePort:10
PortFal_TIDisable BOOL Decimal DisablePort:11
PortFal_12Disable BOOL Decimal DisablePort:12
PortFal_13Disable BOOL Decimal DisablePort:13
PortFal_14Disable BOOL Decimal DisablePort:14
PortFal_15Disable BOOL Decimal DisablePort:15
PortFal_16Disable BOOL Decimal DisablePort:16
PortFal_17Disable BOOL Decimal DisablePort:17
PortFal_18Disable BOOL Decimal DisablePort:18
PortFal_19Disable BOOL Decimal DisablePort:19
PortFal_20Disable BOOL Decimal DisablePort:20
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1783-CMS200P, 1783-CMS20DN.
Table 232 - Stratix 5200 - 1783-CMS20DP, 1783-CMS20DN - Input Data Types (20 Ports)
AB:STRATIX_5200_20PORT_MANAGED:1:0

Member Name Type Default Display Style | Valid Values

Fault DINT Binary

AnyPortConnected BOOL Decimal LinkStatus:0
PortGil_1Connected BOOL Decimal LinkStatus:1
PortGil_2Connected BOOL Decimal LinkStatus:2
PortGil_3Connected BOOL Decimal LinkStatus:3
PortGil_4Connected BOOL Decimal LinkStatus:4
PortGil_5Connected BOOL Decimal LinkStatus:5
PortGil_6Connected BOOL Decimal LinkStatus:6
PortGil_7Connected BOOL Decimal LinkStatus:7
PortGil_8Connected BOOL Decimal LinkStatus:8
PortGil_9Connected BOOL Decimal LinkStatus:9
PortGi1_10Connected BOOL Decimal LinkStatus:10
PortGil_TIConnected BOOL Decimal LinkStatus:Tl
PortGil_12Connected BOOL Decimal LinkStatus:12
PortGi1-13Connected BOOL Decimal LinkStatus:13
PortGil_14Connected BOOL Decimal LinkStatus:14
PortGi1_15Connected BOOL Decimal LinkStatus:15
PortGil_16Connected BOOL Decimal LinkStatus:16
PortGil_71Connected BOOL Decimal LinkStatus:17
PortGi1_18Connected BOOL Decimal LinkStatus:18
PortGi1_19Connected BOOL Decimal LinkStatus:19
PortGi1_20Connected BOOL Decimal LinkStatus:20
AnyPortUnauthorizedDevice BOOL Decimal UnauthorizedDevice:0
PortGil_1UnauthorizedDevice BOOL Decimal UnauthorizedDevice:1
PortGil_2UnauthorizedDevice BOOL Decimal UnautharizedDevice:2
PortGil_3UnauthorizedDevice BOOL Decimal UnauthorizedDevice:3
PortGil_4UnauthorizedDevice BOOL Decimal UnauthorizedDevice:4
PortGil_5UnauthorizedDevice BOOL Decimal UnauthorizedDevice:5
PortGil_6UnauthorizedDevice BOOL Decimal UnauthorizedDevice:6
PortGil_7UnauthorizedDevice BOOL Decimal UnauthorizedDevice:7
PortGil_8UnauthorizedDevice BOOL Decimal UnautharizedDevice:8
PortGi1_9UnauthorizedDevice BOOL Decimal UnauthorizedDevice:9
PortGil_10UnauthorizedDevice BOOL Decimal UnauthorizedDevice:10
PortGil_TlUnauthorizedDevice BOOL Decimal UnauthorizedDevice:1l
PortGil_12UnauthorizedDevice BOOL Decimal UnauthorizedDevice:12
PortGil_13UnauthorizedDevice BOOL Decimal UnauthorizedDevice:13
PortGil_14UnauthorizedDevice BOOL Decimal UnautharizedDevice:14
PortGil_15UnauthorizedDevice BOOL Decimal UnauthorizedDevice:15
PortGil_16UnauthorizedDevice BOOL Decimal UnauthorizedDevice:16
PortGil_17UnauthorizedDevice BOOL Decimal UnauthorizedDevice:17
PortGil_18UnauthorizedDevice BOOL Decimal UnauthorizedDevice:18
PortGi1_19UnauthorizedDevice BOOL Decimal UnauthorizedDevice:19
PortGi1_20UnauthorizedDevice BOOL Decimal UnauthorizedDevice:20
AnyPortThreshold BOOL Decimal ThresholdExceeded:0
PortGil_1Threshold BOOL Decimal ThresholdExceeded:1
PortGil_2Threshold BOOL Decimal ThresholdExceeded:2
PortGil_3Threshold BOOL Decimal ThresholdExceeded:3
PortGil_4Threshold BOOL Decimal ThresholdExceeded:4
PortGil_5Threshold BOOL Decimal ThresholdExceeded:5
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Table 232 - Stratix 5200 - 1783-CMS20DP, 1783-CMS20DN - Input Data Types (20 Ports)

AB:STRATIX_5200_20PORT_MANAGED:I:0

Member Name Type Default Display Style | Valid Values
PortGil_6Threshold BOOL Decimal ThresholdExceeded:6
PortGil_7Threshold BOOL Decimal ThresholdExceeded:7
PortGi1_8Threshold BOOL Decimal ThresholdExceeded:8
PortGi1_9Threshold BOOL Decimal ThresholdExceeded:9
PortGi1_10Threshold BOOL Decimal ThresholdExceeded:10
PortGil_TThreshold BOOL Decimal ThresholdExceeded:11
PortGil_12Threshold BOOL Decimal ThresholdExceeded:12
PortGil_13Threshold BOOL Decimal ThresholdExceeded:13
PortGil_14Threshold BOOL Decimal ThresholdExceeded:14
PortGi1_15Threshold BOOL Decimal ThresholdExceeded:15
PortGi1_16Threshold BOOL Decimal ThresholdExceeded:16
PortGil_17Threshold BOOL Decimal ThresholdExceeded:17
PortGil_18Threshold BOOL Decimal ThresholdExceeded:18
PortGi1_19Threshold BOOL Decimal ThresholdExceeded:19
PortGi1_20Threshold BOOL Decimal ThresholdExceeded:20

Table 233 - Stratix 5200 - 1783-CMS20DP, 1783-CMS20DN - Output Data Types (20 Ports)

AB:STRATIX_5200_10PORT_MANAGED:0:0

Member Name Type Default Display Style | Valid Values
AllPortsDisable DINT Binary DisablePort:0
PortGil_1Disable BOOL Decimal DisablePort:1
PortGil_2Disable BOOL Decimal DisablePort:2
PortGil_3Disable BOOL Decimal DisablePort:3
PortGil_4Disable BOOL Decimal DisablePort:4
PortGil_bDisable BOOL Decimal DisablePort:5
PortGil_6Disable BOOL Decimal DisablePort:6
PortGil_7Disable BOOL Decimal DisablePort:7
PortGi1_8Disable BOOL Decimal DisablePort:8
PortGi1_9Disable BOOL Decimal DisablePort:9
PortGi1_10Disable BOOL Decimal DisablePort:10
PortGil_TDisable BOOL Decimal DisablePort:11
PortGil_12Disable BOOL Decimal DisablePort:12
PortGil_13Disable BOOL Decimal DisablePort:13
PortGil_14Disable BOOL Decimal DisablePort:14
PortGil_15Disable BOOL Decimal DisablePort:15
PortGil_16Disable BOOL Decimal DisablePort:16
PortGil_17Disable BOOL Decimal DisablePort:17
PortGil_18Disable BOOL Decimal DisablePort:18
PortGil_19Disable BOOL Decimal DisablePort:19
PortGil_20Disable BOOL Decimal DisablePort:20
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10-Port Data Types

The following tables list the input and output data types for a 10-port base switch with no

expansion module attached.

Table 234 - Stratix 5800 Input Data Types (10 Ports)

AB:STRATIX_5800_10PORT_MANAGED:I:0

Member Name Type Default Display Style | Valid Values

Fault DINT Binary

AnyPortConnected BOOL Decimal LinkStatus:0
PortGil_1Connected BOOL Decimal LinkStatus:1
PortGil_2Connected BOOL Decimal LinkStatus:2
PortGil_3Connected BOOL Decimal LinkStatus:3
PortGil_4Connected BOOL Decimal LinkStatus:4
PortGil_5Connected BOOL Decimal LinkStatus:5
PortGi1_6Connected BOOL Decimal LinkStatus:6
PortGil_7Connected BOOL Decimal LinkStatus:7
PortGil_8Connected BOOL Decimal LinkStatus:8
PortGi1_9Connected BOOL Decimal LinkStatus:9
PortGi1_10Connected BOOL Decimal LinkStatus:10
AnyPortUnauthorizedDevice BOOL Decimal UnauthorizedDevice:0
PortGil_1UnauthorizedDevice BOOL Decimal UnauthorizedDevice:1
PortGil_2UnauthorizedDevice BOOL Decimal UnauthorizedDevice:2
PortGil_3UnauthorizedDevice BOOL Decimal UnauthorizedDevice:3
PortGil_4UnauthorizedDevice BOOL Decimal UnauthorizedDevice:4
PortGil_5UnauthorizedDevice BOOL Decimal UnauthorizedDevice:5
PortGi1_6UnauthorizedDevice BOOL Decimal UnauthorizedDevice:6
PortGil_7UnauthorizedDevice BOOL Decimal UnauthorizedDevice:7
PortGil_8UnauthorizedDevice BOOL Decimal UnauthorizedDevice:8
PortGil_9UnautharizedDevice BOOL Decimal UnauthorizedDevice:9
PortGi1_10UnauthorizedDevice BOOL Decimal UnauthorizedDevice:10
AnyPortThreshold BOOL Decimal ThresholdExceeded:0
PortGil_1Threshold BOOL Decimal ThresholdExceeded:1
PortGil_2Threshold BOOL Decimal ThresholdExceeded:2
PortGil_3Threshold BOOL Decimal ThresholdExceeded:3
PortGil_4Threshold BOOL Decimal ThresholdExceeded:4
PortGil_5Threshold BOOL Decimal ThresholdExceeded:5
PortGil_6Threshold BOOL Decimal ThresholdExceeded:6
PortGi1_7Threshold BOOL Decimal ThresholdExceeded:7
PortGil_8Threshold BOOL Decimal ThresholdExceeded:8
PortGil_9Threshold BOOL Decimal ThresholdExceeded:9
PortGi1_10Threshold BOOL Decimal ThresholdExceeded:10
AllPortsUtilization SINT Decimal

PortGil_1Utilization SINT Decimal

PortGil_2Utilization SINT Decimal
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Table 234 - Stratix 5800 Input Data Types (10 Ports) (Continued)

AB:STRATIX_5800_10PORT_MANAGED:1:0

Member Name Type Default Display Style | Valid Values
PortGi1_3Utilization SINT Decimal

PortGil_4Utilization SINT Decimal

PortGil_bUtilization SINT Decimal

PortGil_6Utilization SINT Decimal

PortGil_7Utilization SINT Decimal

PortGi1_8Utilization SINT Decimal

PortGi1_9Utilization SINT Decimal

PortGi1_10Utilization SINT Decimal

MajorAlarmRelay BOOL Decimal AlarmRelay:0
MulticastGroupActive DINT Binary

Table 235 - Stratix 5800 Output Data Types (10 Ports)

AB:STRATIX_5800_10PORT_MANAGED:0:0

Member Name Type g:yflaeult Display Valid Values
AllPortsDisabled BOOL Decimal DisablePort:0
PortGil_1Disable BOOL Decimal DisablePort:1
PortGil_2Disable BOOL Decimal DisablePort:2
PortGil_3Disable BOOL Decimal DisablePort:3
PortGil_4Disable BOOL Decimal DisablePort:4
PortGil_5Disable BOOL Decimal DisablePort:5
PortGil_6Disable BOOL Decimal DisablePort:6
PortGil_7Disable BOOL Decimal DisablePort:7
PortGil_8Disable BOOL Decimal DisablePort:8
PortGil_9Disable BOOL Decimal DisablePort:9
PortGi1_10Disable BOOL Decimal DisablePort:10
18-Port Data Types

The following table lists the input and output data types for a 10-port base switch with an 8-
port expansion module attached.

Table 236 - Stratix 5800 Input Data Types (18 Ports)

AB:STRATIX_5800_18PORT_MANAGED:1:0

Member Name Type Default Display Style | Valid Values
Fault DINT Binary

AnyPortConnected BOOL Decimal LinkStatus:0
PortGil_1Connected BOOL Decimal LinkStatus:1

PortGil_2Connected BOOL Decimal LinkStatus:2
PortGil_3Connected BOOL Decimal LinkStatus:3
PortGil_4Connected BOOL Decimal LinkStatus:4
PortGil_5Connected BOOL Decimal LinkStatus:5
PortGil_6Connected BOOL Decimal LinkStatus:6
PortGil_7Connected BOOL Decimal LinkStatus:7

PortGil_8Connected BOOL Decimal LinkStatus:8
PortGi1_9Connected BOOL Decimal LinkStatus:9

PortGi1_10Connected BOOL Decimal LinkStatus:10
PortGi2_1Connected BOOL Decimal LinkStatus:1
PortGi2_2Connected BOOL Decimal LinkStatus:12
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Table 236 - Stratix 5800 Input Data Types (18 Ports) (Continued)
AB:STRATIX_5800_18PORT_MANAGED:1:0

Member Name Type Default Display Style | Valid Values
PortGi2_3Connected BOOL Decimal LinkStatus:13
PortGi2_4Connected BOOL Decimal LinkStatus:14
PortGi2_5Connected BOOL Decimal LinkStatus:15
PortGi2_6Connected BOOL Decimal LinkStatus:16
PortGi2_7Connected BOOL Decimal LinkStatus:17
PortGi2_8Connected BOOL Decimal LinkStatus:18
AnyPortUnauthorizedDevice BOOL Decimal UnauthorizedDevice:0
PortGil_1UnauthorizedDevice BOOL Decimal UnauthorizedDevice:1
PortGil_2UnauthorizedDevice BOOL Decimal UnauthorizedDevice:2
PortGi1_3UnauthorizedDevice BOOL Decimal UnauthorizedDevice:3
PortGil_4UnauthorizedDevice BOOL Decimal UnauthorizedDevice:4
PortGi1_5UnauthorizedDevice BOOL Decimal UnauthorizedDevice:5
PortGil_6UnauthorizedDevice BOOL Decimal UnauthorizedDevice:6
PortGil_7UnauthorizedDevice BOOL Decimal UnauthorizedDevice:7
PortGil_8UnauthorizedDevice BOOL Decimal UnauthorizedDevice:8
PortGi1_9UnauthorizedDevice BOOL Decimal UnauthorizedDevice:9
PortGil_10UnauthorizedDevice BOOL Decimal UnautharizedDevice:10
PortGi2_1UnauthorizedDevice BOOL Decimal UnauthorizedDevice:Tl
PortGi2_2UnauthorizedDevice BOOL Decimal UnauthorizedDevice:12
PortGi2_3UnauthorizedDevice BOOL Decimal UnauthorizedDevice:13
PortGi2_4UnauthorizedDevice BOOL Decimal UnauthorizedDevice:14
PortGi2_bUnauthorizedDevice BOOL Decimal UnauthorizedDevice:15
PortGi2_6UnauthorizedDevice BOOL Decimal UnauthorizedDevice:16
PortGi2_7UnauthorizedDevice BOOL Decimal UnauthorizedDevice:17
PortGi2_8UnauthorizedDevice BOOL Decimal UnauthorizedDevice:18
AnyPortThreshold BOOL Decimal ThresholdExceeded:0
PortGil_1Threshold BOOL Decimal ThresholdExceeded:1
PortGil_2Threshold BOOL Decimal ThresholdExceeded:2
PortGil_3Threshold BOOL Decimal ThresholdExceeded:3
PortGil_4Threshold BOOL Decimal ThresholdExceeded:4
PortGil_5Threshold BOOL Decimal ThresholdExceeded:5
PortGil_6Threshold BOOL Decimal ThresholdExceeded:6
PortGil_7Threshold BOOL Decimal ThresholdExceeded:7
PortGi1_8Threshold BOOL Decimal ThresholdExceeded:8
PortGil_9Threshold BOOL Decimal ThresholdExceeded:9
PortGil_10Threshold BOOL Decimal ThresholdExceeded:10
PortGi2_1Threshold BOOL Decimal ThresholdExceeded:
PortGi2_2Threshold BOOL Decimal ThresholdExceeded:12
PortGi2_3Threshold BOOL Decimal ThresholdExceeded:13
PortGi2_4Threshold BOOL Decimal ThresholdExceeded:14
PortGi2_5Threshold BOOL Decimal ThresholdExceeded:15
PortGi2_6Threshold BOOL Decimal ThresholdExceeded:16
PortGi2_7Threshold BOOL Decimal ThresholdExceeded:17
PortGi2_8Threshold BOOL Decimal ThresholdExceeded:18
AllPortsUtilization SINT Decimal

PortGil_1Utilization SINT Decimal

PortGil_2Utilization SINT Decimal

PortGi1_3Utilization SINT Decimal

PortGil_4Utilization SINT Decimal

PortGil_bUtilization SINT Decimal
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Table 236 - Stratix 5800 Input Data Types (18 Ports) (Continued)

AB:STRATIX_5800_18PORT_MANAGED:1:0

Member Name Type Default Display Style | Valid Values
PortGil_6Utilization SINT Decimal

PortGil_7Utilization SINT Decimal

PortGi1_8Utilization SINT Decimal

PortGi1_9Utilization SINT Decimal

PortGi1_10Utilization SINT Decimal

PortGi2_TlUtilization SINT Decimal

PortGi2_12Utilization SINT Decimal

PortGi2_13Utilization SINT Decimal

PortGi2_14Utilization SINT Decimal

PortGi2_15Utilization SINT Decimal

PortGi2_16Utilization SINT Decimal

PortGi2_17Utilization SINT Decimal

PortGi2_18Utilization SINT Decimal

MajorAlarmRelay BOOL Decimal MarmRelay:0
MulticastGroupActive DINT Binary

Table 237 - Stratix 5800 Output Data Types (18 Ports)

AB:STRATIX_5800_18PORT_MANAGED:0:0

Member Name Type gf;laeu“ Display Valid Values
AllPortsDisabled BOOL Decimal DisablePort:0
PortGil_1Disable BOOL Decimal DisablePort:1
PortGil_2Disable BOOL Decimal DisablePort:2
PortGil_3Disable BOOL Decimal DisablePort:3
PortGil_4Disable BOOL Decimal DisablePort:4
PortGil_5Disable BOOL Decimal DisablePort:5
PortGil_6Disable BOOL Decimal DisablePort:6
PortGil_7Disable BOOL Decimal DisablePort:7
PortGi1_8Disable BOOL Decimal DisablePort:8
PortGil_9Disable BOOL Decimal DisablePort:9
PortGil_10Disable BOOL Decimal DisablePort:10
PortGi2_TIDisable BOOL Decimal DisablePort:Tl
PortGi2_12Disable BOOL Decimal DisablePort:12
PortGi2_13Disable BOOL Decimal DisablePort:13
PortGi2_14Disable BOOL Decimal DisablePort:14
PortGi2_15Disable BOOL Decimal DisablePort:15
PortGi2_16Disable BOOL Decimal DisablePort:16
PortGi2_17Disable BOOL Decimal DisablePort:17
PortGi2_18Disable BOOL Decimal DisablePort:18

26-Port Data Types

The following table lists the input and output data types for a 10-port base switch with a 16-
port expansion module attached.
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Table 238 - Stratix 5800 Input Data Types (26 Ports)
AB:STRATIX_5800_26PORT_MANAGED:1:0

Member Name Type Default Display Style | Valid Values

Fault DINT Binary

AnyPortConnected BOOL Decimal LinkStatus:0
PortGil_1Connected BOOL Decimal LinkStatus:1
PortGil_2Connected BOOL Decimal LinkStatus:2
PortGil_3Connected BOOL Decimal LinkStatus:3
PortGil_4Connected BOOL Decimal LinkStatus:4
PortGil_5Connected BOOL Decimal LinkStatus:5
PortGil_6Connected BOOL Decimal LinkStatus:6
PortGil_7Connected BOOL Decimal LinkStatus:7
PortGil_8Connected BOOL Decimal LinkStatus:8
PortGi1_9Connected BOOL Decimal LinkStatus:9
PortGi1_10Connected BOOL Decimal LinkStatus:10
PortGi2_1Connected BOOL Decimal LinkStatus:Tl
PortGi2_2Connected BOOL Decimal LinkStatus:12
PortGi2_3Connected BOOL Decimal LinkStatus:13
PortGi2_4Connected BOOL Decimal LinkStatus:14
PortGi2_5Connected BOOL Decimal LinkStatus:15
PortGi2_6Connected BOOL Decimal LinkStatus:16
PortGi2_7Connected BOOL Decimal LinkStatus:17
PortGi2_8Connected BOOL Decimal LinkStatus:18
PortGi2_9Connected BOOL Decimal LinkStatus:19
PortGi2_10Connected BOOL Decimal LinkStatus:20
PortGi2_TIConnected BOOL Decimal LinkStatus:21
PortGi2_12Connected BOOL Decimal LinkStatus:22
PortGi2_13Connected BOOL Decimal LinkStatus:23
PortGi2_14Connected BOOL Decimal LinkStatus:24
PortGi2_15Connected BOOL Decimal LinkStatus:25
PortGi2_16Connected BOOL Decimal LinkStatus:26
AnyPortUnauthorizedDevice BOOL Decimal UnauthorizedDevice:0
PortGil_1UnauthorizedDevice BOOL Decimal UnauthorizedDevice:1
PortGil_2UnauthorizedDevice BOOL Decimal UnautharizedDevice:2
PortGil_3UnauthorizedDevice BOOL Decimal UnauthorizedDevice:3
PortGil_4UnauthorizedDevice BOOL Decimal UnauthorizedDevice:4
PortGil_UnauthorizedDevice BOOL Decimal UnauthorizedDevice:5
PortGil_6UnauthorizedDevice BOOL Decimal UnauthorizedDevice:6
PortGil_7UnauthorizedDevice BOOL Decimal UnauthorizedDevice:7
PortGil_8UnauthorizedDevice BOOL Decimal UnautharizedDevice:8
PortGi1_9UnauthorizedDevice BOOL Decimal UnauthorizedDevice:9
PortGil_10UnauthorizedDevice BOOL Decimal UnauthorizedDevice:10
PortGi2_1UnauthorizedDevice BOOL Decimal UnauthorizedDevice:Tl
PortGi2_2UnauthorizedDevice BOOL Decimal UnauthorizedDevice:12
PortGi2_3UnauthorizedDevice BOOL Decimal UnautharizedDevice:13
PortGi2_4UnauthorizedDevice BOOL Decimal UnauthorizedDevice:14
PortGi2_5UnauthorizedDevice BOOL Decimal UnauthorizedDevice:15
PortGi2_6UnauthorizedDevice BOOL Decimal UnauthorizedDevice:16
PortGi2_7UnauthorizedDevice BOOL Decimal UnauthorizedDevice:17
PortGi2_8UnauthorizedDevice BOOL Decimal UnauthorizedDevice:18
PortGi2_9UnauthorizedDevice BOOL Decimal UnauthorizedDevice:19
PortGi2_10UnautharizedDevice BOOL Decimal UnauthorizedDevice:20
PortGi2_TiUnauthorizedDevice BOOL Decimal UnauthorizedDevice:21
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Table 238 - Stratix 5800 Input Data Types (26 Ports) (Continued)

AB:STRATIX_5800_26PORT_MANAGED:I:0

Member Name Type Default Display Style | Valid Values
PortGi2_12UnauthorizedDevice BOOL Decimal UnauthorizedDevice:22
PortGi2_13UnauthorizedDevice BOOL Decimal UnauthorizedDevice:23
PortGi2_14UnauthorizedDevice BOOL Decimal UnauthorizedDevice:24
PortGi2_15UnauthorizedDevice BOOL Decimal UnautharizedDevice:25
PortGi2_16UnauthorizedDevice BOOL Decimal UnautharizedDevice:26
AnyPortThreshold BOOL Decimal ThresholdExceeded:0
PortGil_1Threshold BOOL Decimal ThresholdExceeded:1
PortGil_2Threshold BOOL Decimal ThresholdExceeded:2
PortGil_3Threshold BOOL Decimal ThresholdExceeded:3
PortGil_4Threshold BOOL Decimal ThresholdExceeded:4
PortGil_5Threshold BOOL Decimal ThresholdExceeded:5
PortGil_6Threshold BOOL Decimal ThresholdExceeded:6
PortGil_7Threshold BOOL Decimal ThresholdExceeded:7
PortGil_8Threshold BOOL Decimal ThresholdExceeded:8
PortGil_9Threshold BOOL Decimal ThresholdExceeded:9
PortGi1_10Threshold BOOL Decimal ThresholdExceeded:10
PortGi2_1Threshold BOOL Decimal ThresholdExceeded:1
PortGi2_2Threshold BOOL Decimal ThresholdExceeded:12
PortGi2_3Threshold BOOL Decimal ThresholdExceeded:13
PortGi2_4Threshold BOOL Decimal ThresholdExceeded:14
PortGi2_5Threshold BOOL Decimal ThresholdExceeded:15
PortGi2_6Threshold BOOL Decimal ThresholdExceeded:16
PortGi2_7Threshold BOOL Decimal ThresholdExceeded:17
PortGi2_8Threshold BOOL Decimal ThresholdExceeded:18
PortGi2_9Threshold BOOL Decimal ThresholdExceeded:19
PortGi2_10Threshold BOOL Decimal ThresholdExceeded:20
PortGi2_TIThreshold BOOL Decimal ThresholdExceeded:21
PortGi2_12Threshold BOOL Decimal ThresholdExceeded:22
PortGi2_13Threshold BOOL Decimal ThresholdExceeded:23
PortGi2_14Threshold BOOL Decimal ThresholdExceeded:24
PortGi2_15Threshold BOOL Decimal ThresholdExceeded:25
PortGi2_16Threshold BOOL Decimal ThresholdExceeded:26
AllPortsUtilization SINT Decimal

PortGil_1Utilization SINT Decimal

PortGil_2Utilization SINT Decimal

PortGi1_3Utilization SINT Decimal

PortGil_4Utilization SINT Decimal

PortGil_bUtilization SINT Decimal

PortGil_6Utilization SINT Decimal

PortGil_7Utilization SINT Decimal

PortGil_8Utilization SINT Decimal

PortGi1_9Utilization SINT Decimal

PortGil_10Utilization SINT Decimal

PortGi2_1Utilization SINT Decimal

PortGi2_2Utilization SINT Decimal

PortGi2_3Utilization SINT Decimal

PortGi2_4Utilization SINT Decimal

PortGi2_5Utilization SINT Decimal

PortGi2_6Utilization SINT Decimal

PortGi2_7Utilization SINT Decimal
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Table 238 - Stratix 5800 Input Data Types (26 Ports) (Continued)
AB:STRATIX_5800_26PORT_MANAGED:I:0

Member Name Type Default Display Style | Valid Values
PortGi2_8Utilization SINT Decimal

PortGi2_9Utilization SINT Decimal

PortGi2_10Utilization SINT Decimal

PortGi2_TiUtilization SINT Decimal

PortGi2_12Utilization SINT Decimal

PortGi2_13Utilization SINT Decimal

PortGi2_14Utilization SINT Decimal

PortGi2_15Utilization SINT Decimal

PortGi2_16Utilization SINT Decimal

MajorAlarmRelay BOOL Decimal MarmRelay:0
MulticastGroupActive DINT Binary

Table 239 - Stratix 5800 Output Data Types (26 Ports)
AB:STRATIX_5800_26PORT_MANAGED:0:0

Member Name Type gf;ﬁ"" Display Valid Values

AllPortsDisabled BOOL Decimal DisablePort:0
PortGil_1Disable BOOL Decimal DisablePort:1

PortGil_2Disable BOOL Decimal DisablePort:2
PortGil_3Disable BOOL Decimal DisablePort:3
PortGil_4Disable BOOL Decimal DisablePort:4
PortGil_5Disable BOOL Decimal DisablePort:5
PortGil_6Disable BOOL Decimal DisablePort:6

PortGil_7Disable BOOL Decimal DisablePort:7

PortGil_8Disable BOOL Decimal DisablePort:8

PortGil_9Disable BOOL Decimal DisablePort:9

PortGi1_10Disable BOOL Decimal DisablePort:10
PortGi2_1Disable BOOL Decimal DisablePort:11
PortGi2_2Disable BOOL Decimal DisablePort:12
PortGi2_3Disable BOOL Decimal DisablePort:13
PortGi2_4Disable BOOL Decimal DisablePort:14
PortGi2_5Disable BOOL Decimal DisablePort:15
PortGi2_6Disable BOOL Decimal DisablePort:16
PortGi2_7Disable BOOL Decimal DisablePort:17
PortGi2_8Disable BOOL Decimal DisablePort:18
PortGi2_9Disable BOOL Decimal DisablePort:19
PortGi2_10Disable BOOL Decimal DisablePort:20
PortGi2_TIDisable BOOL Decimal DisablePort:21
PortGi2_12Disable BOOL Decimal DisablePort:22
PortGi2_13Disable BOOL Decimal DisablePort:23
PortGi2_14Disable BOOL Decimal DisablePort:24
PortGi2_15Disable BOOL Decimal DisablePort:25
PortGi2_16Disable BOOL Decimal DisablePort:26
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Notes:
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Port Assignments

Port Assignments for CIP Data

The following table identifies the instance numbers of the Ethernet link objects that are
associated with each port on Stratix® 5200 and Stratix 5800 switches and expansion modules.
Instance 0 does not apply to all ports as it does for bit maps.

The bit numbers identify each port when they are contained in a structure of all ports, such as
in the output assembly. Bit 0 refers to any or all ports

Table 240 - Stratix 5200 Port Assignments

6 Ports 10 Ports 20 Ports
Bt |s.cHSEB |TIB3-CMSOP |IIS3-CHSIOB |T76S.CHSIODP, |1763-CS200B eyt
1783-CMS10DN
0 Any/All ports Any/All ports Any/All ports
1 Gil/1 GilN Gil/ Gil/ GilN Gil/1
2 6il/2 Gil/2 6il/2 6il/2 6il/2 Gil/2
3 Fal/3 Gil/3 Fal/3 6il/3 Fal/3 Gil/3
4 Fal/4 Gil/k Fal/4 Gil/4 Fal/4 Gil/k4
5 Fal/b Gil/5 Fal/b Gil/5 Fal/b Gil/5
6 Fal/6 Gil/6 Fal/6 Gil/6 Fal/6 Gil/6
7 Fal/7 Gil/7 Fal/7 Gil/7
8 Fal/8 Gil/8 Fal/8 Gil/8
9 Fal/9 6i1/9 Fal/9 6il/9
10 Fal/10 6i1/10 Fal/10 6i1/10
I Fal/m Gi/m
12 Fal/12 6112
13 Fal/13 G113
14 Fallk Gil/14
15 Fal/15 Gil/15
16 Fal/16 6i1/16
7 Fal/17 Gil/17
18 Fal/18 Gi1/18
19 Fal/19 G119
20 Fal/20 6i1/20
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For the Statix 5800 switch:

The 10-port column shows port assignments for a 10-port base switch with no
expansion module attached.

»  The 18-port column shows port assignments for a 10-port base switch with an 8-port
expansion module attached.

«  The 26-port column shows port assignments for a 10-port base switch with a 16-port
expansion module attached.

Table 241 - Stratix 5800 Port Assignments

Bit 10 Ports 18 Ports 26 Ports
0 Any/All ports Any/All ports Any/All ports
1 GilN GilN GilN
2 Gil/2 6il/2 Gil/2
3 Gil/3 Gil/3 Gil/3
4 Gil/4 Gil/4 Gil/4
5 Gil/5 Gil/5 Gil/5
6 Gil/e Gil/6 Gil/6
7 Gil/7 Gil/7 Gil/7
8 Gil/8 Gil/8 Gil/8
9 Gil/9 Gil/9 Gil/9
10 Gil/10 Gil/10 Gil10
mn 6i2/1 6i21
12 6i2/2 6i2/2
13 6i2/3 6i2/3
14 Gi2/4 Gi2/4
15 6i2/5 Gi2/5
16 6i2/6 Gi2/6
17 Gi2/7 Gi2/7
18 6i2/8 6i2/8
19 6i2/9
20 Gi2/10
2 Gi2/m
22 Gi2n2
23 Gi2/3
24 Gi2N4
25 Gi2/15
26 6i2/16
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Switch Port Numbering

o
Port Numbering
Topic Page
Switch Port Numbering 311
Expansion Module Port Numbering 382

The port ID consists of the following:

« Port type (Gigabit Ethernet)
«  Unit number (always 1for base unit)
«  Port number (1...10)

Gigabit Ethernet is abbreviated as Gi.

Table 242 - Stratix 5200 Switch Port Numbering

Cat. No.

Description

Port Numbering on Switch Labels

Port Numbering in config.txt Text File

1783-CMS6B

6-port switch, 4 copper 100 ports, 2 SFP
100/1000 slots, base FW

GilN

Gil/2
Fal/3
Fall4
Fal/5
Fal/6

1783-CMS6P

6-port switch, 4 copper 100/1000 ports, 2
SFP100/1000 slots, fullFW

Gil/1
Gil/2
Gil/3
Gil/k
Gil/5
Gil/6

1783-CMS108B

10-port switch, 8 copper 100 ports, 2
Combo 100/1000 ports, base FW

E‘CDCO\IO?U'IDCNI\D—‘ oI oo

Gil/1
Gil/2
Fal/3
Fall4
Fal/b
Fal/6
Fal/7
Fal/8
Fal/9
Fal/10

1783-CMS10P

10-port switch, 8 copper 100/1000 ports,
2 Combo 100/1000 ports, full FW

E‘CO(X)\IO’)UW.DCNN—‘

GilN
Gil/2
Gil/3
Gil/4
Gil/b
Gil/6
Gil/7
Gil/8
Gil/9
Gi1/10
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Table 242 - Stratix 5200 Switch Port Numbering

Cat. No.

Description

Port Numbering on Switch Labels

Port Numbering in config.txt Text File

1783-CMS10DP

10-port switch, 8 copper 100/1000 ports,
2 Combo 100/1000 ports, full FW, DLR

a‘@m\lmmbwl\b—‘

Gil/1
Gil/2
Gil/3
Gil/k
Gil/5
Gil/6
Gil/7
Gil/8
6il/9
Gi1/10

1783-CMS10DN

10-port switch, 8 copper 100/1000 ports,
2 Combo 100/1000 ports, full FW, DLR,
PRP, NAT

SN gIsLNd

Gil/1
Gil/2
Gil/3
Gil/4
Gil/5
Gil/6
Gil/7
Gil/8
Gil/9
Gilo

378
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Table 242 - Stratix 5200 Switch Port Numbering

Cat. No. Description Port Numbering on Switch Labels Port Numbering in config.txt Text File
1 GilN
2 Gil/2
3 Fal/3
4 Fal/4
5 Fal/b
6 Fal/6
7 Fal/7
8 Fal/8
9 Fal/9
-~ 20-port switch, 18 copper 100 ports, 2 10 Fal/10
1783-CMS2008 Combo 100/1000 ports, base FW, DLR |1 Fal/T
12 Fali12
13 Fal/13
14 Fallk
15 Fal/1s
16 Fal/16
7 Fal/17
18 Fal/18
19 Fal/19
20 Fal/20
1 Gil/1
2 Gil/2
3 Gil/3
4 Gil/4
5 Gil/5
6 Gil/6
7 Gil/7
8 Gil/8
9 Gil/9
: 20-port switch, 18 copper 100/1000 ports, |10 Gil/10
1783-CMS200P 2 Combo 10071000 ports, full FW, DLR |1 Gil/T
12 Gi1n2
13 Gil/13
14 GilN4
15 Gil/15
16 Gil/16
17 Gil/17
18 Gi1N8
19 Gi1/19
20 Gil/20
1 GilN
2 Gil/2
3 Gil/3
4 Gil/k
5 Gil/5
6 Gil/6
7 Gil/7
8 Gil/8
20-port switch, 18 copper 100/1000 ports, ?0 g:}ﬁo
1783-CMS20DN 2 Combo 100/1000 ports, full FW, DLR, |, Gl
PRP, NAT 1 G2
13 Gi1N3
14 Gil/14
15 Gil/5
16 Gi1/16
il 617
18 Gi1/18
19 Gi19
20 Gi1/20

The port ID consists of the following:
«  Port type (Gigabit Ethernet)
«  Unit number (always 1for base unit)
«  Port number (1...10)

Gigabit Ethernet is abbreviated as Gi
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Table 243 - Stratix 5800 Switch Port Numbering

Cat. No.

Description

Port Numbering on Switch Labels

Port Numbering in config.txt Text File

1783-MMS10B

10-port (8 Ethernet ports, 2 SFP ports), non-expandable base
switch, Layer 2 firmware

SCDOQ\IOU'IJ.\CNN—‘

Gil/1
Gil/2
Gil/3
Gil/k
Gil/5
Gil/6
Gil/7
Gil/8
Gil/9
Gi1/10

1783-MMS10BE

10-port (8 Ethernet PoE/PoE+ ports, 2 SFP ports),
non-expandable base switch, Layer 2 firmware

Scooo\lcambur\)—'

Gil/1
Gil/2
Gil/3
Gil/4
Gil/5
Gil/6
Gil/7
Gil/8
Gil/9
Gil/10

1783-MMS10

10-port (8 Ethernet ports, 2 SFP ports), expandable base
switch, Layer 2 firmware

Scooo\lo:'mbwv\v—‘

GilN
Gil/2
Gil/3
Gil/k
Gil/5
Gil/6
Gil7
Gil/8
Gil/9
Gi1/10

1783-MMS10E

10-port (8 Ethernet PoE/PoE+ ports, 2 SFP ports), expandable
base switch, Layer 2 firmware

SCDOO\IO)U'I.DCNN—‘

Gil/1
Gil/2
Gil/3
Gil/k
Gil/5
Gil/6
Gil/7
Gil/8
Gil/9
Gi1/10

1783-MMS10R

10-port (8 Ethernet ports, 2 SFP ports), expandable base
switch, Layer 3 firmware

SCDCO\IC?U'IDCNN—'

Gil/1
Gil/2
Gil/3
Gil/4
Gil/5
Gil/6
Gil/7
Gil/8
Gil/9
Gil/10

380
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Table 243 - Stratix 5800 Switch Port Numbering (Continued)

Cat. No.

Description

Port Numbering on Switch Labels

Port Numbering in config.txt Text File

1783-MMS10ER

10-port (8 Ethernet PoE/PoE+ ports, 2 SFP ports), expandable
base switch, Layer 3 firmware

SCDCO\IGU'IJ.\CNN—‘

Gil/1
Gil/2
Gil/3
Gil/k
Gil/5
Gil/6
Gil/7
Gil/8
Gil/9
Gi1/10

1783-MMS10EA

10-port (8 Ethernet PoE/PoE+ ports, 2 SFP ports), expandable
base switch, Layer 2 firmware, advanced feature support

Scooo\lcambur\)—'

Gil/1
Gil/2
Gil/3
Gil/4
Gil/5
Gil/6
Gil/7
Gil/8
Gil/9
Gi1/10

1783-MMS10EAR

10-port (8 Ethernet PoE/PoE+ ports, 2 SFP ports), expandable
base switch, Layer 3 firmware, advanced feature support

E'COCXJ\IO)(JW.DCNN—‘

GilN
Gil/2
Gil/3
Gil/k
Gil/5
Gil/6
Gil7
Gil/8
Gil/9
Gi1/10
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Expansion Module The port ID consists of the following:

Port Numbering «  Port type (Gigabit Ethernet)
«  Unit number (always 2 for expansion module)
«  Port number(1...8 or 1...16)

Gigabit Ethernet is abbreviated as Gi.
Table 244 - Stratix 5800 Expansion Module Port Numbering

Cat. No. Description Port Numbering on Switch Labels Port Numbering in config.txt Text File

Gi2N
6i2/2
6i2/3
Gi2/4
Gi2/5
Gi2/6
Gi2/7
Gi2/8

1783-MMX8T 8-port (8 Ethernet ports) expansion module

Gi2N
6i2/2
6i2/3
Gi2/4
Gi2/5
Gi2/6
Gi2/7
Gi2/8

1783-MMX8E 8-port (8 Ethernet PoE/PoE+ ports) expansion module

Gi2N
6i2/2
Gi2/3
Gi2/4
Gi2/5
6i2/6
Gi2/7
6i2/8

1783-MMX8S 8-port (8 SFP ports) expansion module

Gi2N
6i2/2
6i2/3
Gi2/4
Gi2/5
Gi2/6
Gi2/7
Gi2/8

1783-MMX6T2S | 8-port (6 Ethernet ports, 2 SFP ports) expansion module

6i2N
6i2/2
6i2/3
Gi2/4
6i2/5
Gi2/6
Gi2/7
Gi2/8
6i2/9
6i2/10
Gi2/m
Gi2/12
6i2/13
Gi2/k4
6i2/15
Gi2/16

1783-MMX16T 16-port (16 Ethernet ports) expansion module

—= e 3 3 —_ — p— —_ —
mmbu,\:_.ocooo\lmmbwr\) CONOODOITLET NN CONDDOT LN OO TIT PN CONOODOITILES NN
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Table 244 - Stratix 5800 Expansion Module Port Numbering (Continued)

Cat. No.

Description

Port Numbering on Switch Labels

Port Numbering in config.txt Text File

1783-MMX16E

16-port (16 Ethernet PoE/PoE+ ports) expansion module

= 2 a3 —_
mmbmm_.ccooo\lcnmbwr\)

Gi2N
6i2/2
6i2/3
Gi2/4
6i2/5
Gi2/6
Gi2/7
Gi2/8
6i2/9
6i2/10
Gi2/m
Gi2/12
6i2/13
Gi2/4
6i2/15
Gi2/16

1783-MMX14T2S

16-port (14 Ethernet, 2 SFP ports) expansion module

Sr_ooo\lcam.bwr\u—'

—_ = —
D OoIT LN

Gi2N
6i2/2
Gi2/3
Gi2/4
Gi2/5
Gi2/6
Gi2/7
Gi2/8
Gi2/9
6i2/10
Gi2/m
Gi2/12
6i2/13
Gi2/4
Gi2/15
6i2/16

1783-MMXBEA

8-port (8 Ethernet PoE/PoE+ ports) expansion module,
advanced feature support

Gi2N
Gi2/2
6i2/3
Gi2/4
Gi2/5
Gi2/6
Gi2/7
Gi2/8

1783-MMX8SA

8-port (8 SFP ports) expansion module, advanced feature
support

coNoh oIS~ — oo oLl —

Gi2N
Gi2/2
6i2/3
Gi2/4
Gi2/5
Gi2/6
Gi2/7
Gi2/8
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Notes:
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MODBUS Register Lists

Topic Page
Stratix 5200 6-port Register Files 385
Stratix 5200 10-port Register Files 386
Stratix 5200 20-port Register Files 387
Stratix 5800 10-port Register Files 389
Stratix 5800 18-port Register Files 390
Stratix 5800 26-port Register Files 393
System Register File 396

Stratix 5200 Register Files  Stratix 5200 6-port Register Files

The following table lists the 6-port register files for the Stratix 5200 Switch.
Table 245 - Stratix 5200 MODBUS 6-port Register Files

Address Number of Registers Description Read/Write Format
1000 64 Port 1Name R Text
1040 64 Port 2 Name R Text
1080 64 Port 3 Name R Text
10C0 64 Port 4 Name R Text
00 64 Port 5 Name R Text
140 64 Port 6 Name R Text
180 1 Port 1State R Uint16
81 1 Port 2 State R Uint16
182 1 Port 3 State R Uint16
1183 1 Port 4 State R Uint16
184 1 Port 5 State R Uint16
1185 1 Port 6 State R Uint16
1186 4 Port 1 Statistics—Number of packets received R Uint64
TI8A 4 Port 2 Statistics—Number of packets received R Uint64
TI8E 4 Port 3 Statistics—Number of packets received R Uint64
192 4 Port 4 Statistics—Number of packets received R Uint64
1196 4 Port 5 Statistics—Number of packets received R Uint64
T9A 4 Port 6 Statistics—Number of packets received R Uint64
T9E 4 Port 1 Statistics—Number of packets sent R Uint64
A2 4 Port 2 Statistics—Number of packets sent R Uint64
TIAG 4 Port 3 Statistics—Number of packets sent R Uint64
TIAA 4 Port 4 Statistics—Number of packets sent R Uint64
TIAE 4 Port 5 Statistics—Number of packets sent R Uint64
B2 4 Port 6 Statistics—Number of packets sent R Uint64

Rockwell Automation Publication 1783-UM012N-EN-P - October 2025 385



Appendix E MODBUS Register Lists

Stratix 5200 10-port Register Files

The following table lists the 6-port register files for the Stratix 5200 Switch.
Table 246 - Stratix 5200 MODBUS 10-port Register Files

Address Number of Registers Description Read/Write Format
1000 b4 Port 1 Name R Text
1040 64 Port 2 Name R Text
1080 64 Port 3 Name R Text
10co 64 Port 4 Name R Text
100 64 Port 5 Name R Text
140 64 Port 6 Name R Text
180 b4 Port 7 Name R Text
1co 64 Port 8 Name R Text
1200 64 Port 9 Name R Text
1240 64 Port 10 Name R Text
1280 I Port 1 State R Uint16
1281 I Port 2 State R Uint16
1282 I Port 3 State R Uint16
1283 I Port 4 State R Uint16
1284 I Port 5 State R Uint16
1285 I Port 6 State R Uint16
1286 I Port 7 State R Uint16
1287 I Port 8 State R Uint16
1288 I Port 9 State R Uint16
1289 I Port 10 State R Uint16
128A n Port 1 Statistics—Number of packets received R Uint64
128E 4 Port 2 Statistics—Number of packets received R Uint64
1292 i Port 3 Statistics—Number of packets received R Uint64
1296 N Port 4 Statistics—Number of packets received R Uint64
129A N Port 5 Statistics—Number of packets received R Uint64
129E n Port 6 Statistics—Number of packets received R Uint64
12A2 n Port 7 Statistics—Number of packets received R Uint64
1276 n Port 8 Statistics—Number of packets received R Uint64
12AA i Port 9 Statistics—Number of packets received R Uint64
12AE N Port 10 Statistics—Number of packets received R Uint64
12B2 N Port 1Statistics—Number of packets sent R Uint64
12B6 N Port 2 Statistics—Number of packets sent R Uint64
12BA n Port 3 Statistics—Number of packets sent R Uint64
12BE n Port 4 Statistics—Number of packets sent R Uint64
12C2 i Port 5 Statistics—Number of packets sent R Uint64
12C6 N Port 6 Statistics—Number of packets sent R Uint64
12CA N Port 7 Statistics—Number of packets sent R Uint64
12CE i Port 8 Statistics—Number of packets sent R Uint64
1202 4 Port 9 Statistics—Number of packets sent R Uint64
1206 4 Port 10 Statistics—Number of packets sent R Uint64
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Stratix 5200 20-port Register Files

The following table lists the 20-port register files for the Stratix 5200 Switch.
Table 247 - Stratix 5200 MODBUS 20-port Register Files

Address Number of Registers Description Read/Write Format
1000 b4 Port 1 Name R Text
1040 64 Port 2 Name R Text
1080 64 Port 3 Name R Text
10C0 64 Port 4 Name R Text
1100 64 Port 5 Name R Text
140 64 Port 6 Name R Text
T80 64 Port 7 Name R Text
1co 64 Port 8 Name R Text
1200 64 Port 9 Name R Text
1240 64 Port 10 Name R Text
1280 64 Port 11 Name R Text
12C0 64 Port 12 Name R Text
1300 64 Port 13 Name R Text
1340 64 Port 14 Name R Text
1380 64 Port 15 Name R Text
13C0 64 Port 16 Name R Text
1400 b4 Port 17 Name R Text
1440 b4 Port 18 Name R Text
1480 64 Port 19 Name R Text
14C0 64 Port 20 Name R Text
1500 I Port 1 State R Uint16
1501 I Port 2 State R Uint16
1502 I Port 3 State R Uint16
1503 I Port 4 State R Uint16
1504 I Port 5 State R Uint16
1505 I Port 6 State R Uint16
1506 I Port 7 State R Uint16
1507 I Port 8 State R Uint16
1508 I Port 9 State R Uint16
1509 I Port 10 State R Uint16
150A I Port 11 State R Uint16
1508 I Port 12 State R Uint16
150C I Port 13 State R Uint16
150D I Port 14 State R Uint16
150E I Port 15 State R Uint16
150F I Port 16 State R Uint16
1510 I Port 17 State R Uint16
15M I Port 18 State R Uint16
1512 I Port 19 State R Uint16
1513 I Port 20 State R Uint16
1514 b Port 1 Statistics—Number of packets received R Uint64
1518 b Port 2 Statistics—Number of packets received R Uint64
151C i Port 3 Statistics—Number of packets received R Uint64
1520 b Port 4 Statistics—Number of packets received R Uint64
1524 b Port 5 Statistics—Number of packets received R Uint64
1528 b Port 6 Statistics—Number of packets received R Uint64
152C i Port 7 Statistics—Number of packets received R Uint64
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Table 247 - Stratix 5200 MODBUS 20-port Register Files

1530 i Port 8 Statistics—Number of packets received R Uint64
1534 N Port 9 Statistics—Number of packets received R Uint64
1538 n Port 10 Statistics—Number of packets received R Uint64
153C n Port 11 Statistics—Number of packets received R Uint64
1540 4 Port 12 Statistics—Number of packets received R Uint64
1544 n Port 13 Statistics—Number of packets received R Uint64
1548 i Port 14 Statistics—Number of packets received R Uint64
154C b Port 15 Statistics—Number of packets received R Uint64
1550 i Port 16 Statistics—Number of packets received R Uint64
1554 i Port 17 Statistics—Number of packets received R Uint64
1558 4 Port 18Statistics—Number of packets received R Uint64
155C i Port 19 Statistics—Number of packets received R Uint64
1560 G Port 20 Statistics—Number of packets received R Uint64
1564 n Port 1 Statistics—Number of packets sent R Uint64
1568 i Port 2 Statistics—Number of packets sent R Uint64
156C i Port 3 Statistics—Number of packets sent R Uint64
1570 b Port 4 Statistics—Number of packets sent R Uint64
1574 b Port 5 Statistics—Number of packets sent R Uint64
1578 b Port 6 Statistics—Number of packets sent R Uint64
157C n Port 7 Statistics—Number of packets sent R Uint64
1580 n Port 8 Statistics—Number of packets sent R Uint64
1584 i Port 9 Statistics—Number of packets sent R Uint64
1588 i Port 10 Statistics—Number of packets sent R Uint64
158C i Port 11 Statistics—Number of packets sent R Uint64
1590 N Port 12 Statistics—Number of packets sent R Uint64
1594 b Port 13 Statistics—Number of packets sent R Uint64
1598 i Port 14 Statistics—Number of packets sent R Uint64
159C N Port 15 Statistics—Number of packets sent R Uint64
15A0 i Port 16 Statistics—Number of packets sent R Uint64
15A4 N Port 17 Statistics—Number of packets sent R Uint64
15A8 N Port 18 Statistics—Number of packets sent R Uint64
15AC i Port 19 Statistics—Number of packets sent R Uint64
1580 N Port 20 Statistics—Number of packets sent R Uint64
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Stratix 5800 Register Files  Stratix 5800 10-port Register Files

The following table lists the 10-port register files for the Stratix 5800 Switch.
Table 248 - MODBUS 10-port Register Files

Address Number of Registers Description Read/Write Format
1000 64 Port1Name R Text
1040 64 Port 2 Name R Text
1080 64 Port 3 Name R Text
10co 64 Port 4 Name R Text
100 64 Port 5 Name R Text
140 64 Port 6 Name R Text
180 64 Port 7 Name R Text
1co 64 Port 8 Name R Text
1200 64 Port 9 Name R Text
1240 64 Port 10 Name R Text
1280 1 Port 1 State R Uint16
1281 1 Port 2 State R Uint16
1282 1 Port 3 State R Uint16
1283 1 Port 4 State R Uint16
1284 1 Port 5 State R Uint16
1285 1 Port 6 State R Uint16
1286 1 Port 7 State R Uint16
1287 1 Port 8 State R Uint16
1288 1 Port 9 State R Uint16
1289 1 Port 10 State R Uint16
128A 4 Port 1Statistics—Number of packets received R Uint64
128E 4 Port 2 Statistics—Number of packets received R Uint64
1292 4 Port 3 Statistics—Number of packets received R Uint64
1296 4 Port 4 Statistics—Number of packets received R Uint64
129A 4 Port 5 Statistics—Number of packets received R Uint64
129E 4 Port 6 Statistics—Number of packets received R Uint64
12A2 4 Port 7 Statistics—Number of packets received R Uint64
12A6 4 Port 8 Statistics—Number of packets received R Uint64
12AA b Port 9 Statistics—Number of packets received R Uint64
12AE 4 Port 10 Statistics—Number of packets received R Uint64
12B2 4 Port 1 Statistics—Number of packets sent R Uint64
12B6 4 Port 2 Statistics—Number of packets sent R Uint64
12BA 4 Port 3 Statistics—Number of packets sent R Uint64
12BE 4 Port 4 Statistics—Number of packets sent R Uint64
12C2 b Port b Statistics—Number of packets sent R Uint64
12C6 4 Port 6 Statistics—Number of packets sent R Uint64
12CA 4 Port 7 Statistics—Number of packets sent R Uint64
12CE 4 Port 8 Statistics—Number of packets sent R Uint64
1202 4 Port 9 Statistics—Number of packets sent R Uint64
1206 4 Port 10 Statistics—Number of packets sent R Uint64
12DA 4 Port 1 Statistics—Number of bytes received R Uint64
12DE 4 Port 2 Statistics—Number of bytes received R Uint64
12E2 4 Port 3 Statistics—Number of bytes received R Uint64
12E6 4 Port &4 Statistics—Number of bytes received R Uint64
12EA 4 Port 5 Statistics—Number of bytes received R Uint64
12EE 4 Port 6 Statistics—Number of bytes received R Uint64
12F2 4 Port 7 Statistics—Number of bytes received R Uint64
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Table 248 - MODBUS 10-port Register Files (Continued)

Address Number of Registers Description Read/Write Format
12F6 A Port 8 Statistics—Number of bytes received R Uint64
12FA 4 Port 9 Statistics—Number of bytes received R Uint64
12FE 4 Port 10 Statistics—Number of bytes received R Uint64
1302 4 Port 1 Statistics—Number of bytes sent R Uint64
1306 4 Port 2 Statistics—Number of bytes sent R Uint64
130A 4 Port 3 Statistics—Number of bytes sent R Uint64
130E 4 Port 4 Statistics—Number of bytes sent R Uint64
1312 4 Port 5 Statistics—Number of bytes sent R Uint64
1316 b Port 6 Statistics—Number of bytes sent R Uint64
131A 4 Port 7 Statistics—Number of bytes sent R Uint64
131E 4 Port 8 Statistics—Number of bytes sent R Uint64
1322 4 Port 9 Statistics—Number of bytes sent R Uint64
1326 b Port 10 Statistics—Number of bytes sent R Uint64

Stratix 5800 18-port Register Files

The following table lists the 18-port register files for the Stratix 5800 Switch.
Table 249 - 18-port Register Files

Address Number of Registers Description Read/Write Format
1000 64 Port 1 Name R Text
1040 64 Port 2 Name R Text
1080 64 Port 3 Name R Text
10C0 64 Port 4 Name R Text
1100 64 Port 5 Name R Text
140 64 Port 6 Name R Text
T80 64 Port 7 Name R Text
TICO 64 Port 8 Name R Text
1200 64 Port 9 Name R Text
1240 64 Port 10 Name R Text
1280 64 Port 11 Name R Text
12C0 64 Port 12 Name R Text
1300 64 Port 13 Name R Text
1340 64 Port 14 Name R Text
1380 64 Port 15 Name R Text
13C0 64 Port 16 Name R Text
1400 64 Port 17 Name R Text
1440 64 Port 18 Name R Text
1480 1 Port 1 State R Uint16
1481 1 Port 2 State R Uint16
1482 1 Port 3 State R Uint16
1483 1 Port 4 State R Uint16
1484 1 Port 5 State R Uint16
1485 1 Port 6 State R Uint16
1486 1 Port 7 State R Uint16
1487 1 Port 8 State R Uint16
1488 1 Port 9 State R Uint16
1489 1 Port 10 State R Uint16
148A 1 Port 11 State R Uint16
148B 1 Port 12 State R Uint16
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Table 249 - 18-port Register Files (Continued)

Address Number of Registers Description Read/Write Format
148C 1 Port 13 State R Uint16
148D 1 Port 14 State R Uint16
148E 1 Port 15 State R Uint16
148F 1 Port 16 State R Uint16
1490 1 Port 17 State R Uint16
1491 1 Port 18 State R Uint16
1492 4 Port 1 Statistics—Number of packets received R Uint64
1496 4 Port 2 Statistics—Number of packets received R Uint64
149A 4 Port 3 Statistics—Number of packets received R Uint64
149E 4 Port 4 Statistics—Number of packets received R Uint64
14A2 4 Port 5 Statistics—Number of packets received R Uint64
14A6 4 Port 6 Statistics—Number of packets received R Uint64
14AA 4 Port 7 Statistics—Number of packets received R Uint64
14AE 4 Port 8 Statistics—Number of packets received R Uint64
14BA 4 Port 9 Statistics—Number of packets received R Uint64
14BE 4 Port 10 Statistics—Number of packets received R Uint64
14C2 4 Port 11 Statistics—Number of packets received R Uint64
14C6 4 Port 12 Statistics—Number of packets received R Uintb4
14CA 4 Port 13 Statistics—Number of packets received R Uint64
14CE 4 Port 14 Statistics—Number of packets received R Uint64
14D2 4 Port 15 Statistics—Number of packets received R Uint64
1406 4 Port 16 Statistics—Number of packets received R Uint64
14DA 4 Port 17 Statistics—Number of packets received R Uint64
14DE 4 Port 18 Statistics—Number of packets received R Uint64
14E2 b Port 1 Statistics—Number of packets sent R Uint64
14E6 4 Port 2 Statistics—Number of packets sent R Uint64
T4EA 4 Port 3 Statistics—Number of packets sent R Uint64
T4EE 4 Port 4 Statistics—Number of packets sent R Uint64
14F2 4 Port 5 Statistics—Number of packets sent R Uint64
14F6 4 Port 6 Statistics—Number of packets sent R Uint64
14FA b Port 7 Statistics—Number of packets sent R Uint64
T14FE 4 Port 8 Statistics—Number of packets sent R Uint64
1502 4 Port 9 Statistics—Number of packets sent R Uint64
1506 4 Port 10 Statistics—Number of packets sent R Uint64
150A 4 Port 11 Statistics—Number of packets sent R Uint64
1506 4 Port 12 Statistics—Number of packets sent R Uint64
150A b Port 13 Statistics—Number of packets sent R Uint64
150E 4 Port 14 Statistics—Number of packets sent R Uint64
1512 4 Port 15 Statistics—Number of packets sent R Uint64
1516 4 Port 16 Statistics—Number of packets sent R Uint64
151A 4 Port 17 Statistics—Number of packets sent R Uint64
151E 4 Port 18 Statistics—Number of packets sent R Uint64
1522 4 Port 1 Statistics—Number of bytes received R Uint64
1526 4 Port 2 Statistics—Number of bytes received R Uint64
152A 4 Port 3 Statistics—Number of bytes received R Uint64
152E 4 Port 4 Statistics—Number of bytes received R Uint64
1532 4 Port 5 Statistics—Number of bytes received R Uint64
1536 b Port 6 Statistics—Number of bytes received R Uint64
153A 4 Port 7 Statistics—Number of bytes received R Uint64
153E 4 Port 8 Statistics—Number of bytes received R Uint64
1542 4 Port 9 Statistics—Number of bytes received R Uint64
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Table 249 - 18-port Register Files (Continued)

Address Number of Registers Description Read/Write Format
1546 4 Port 10 Statistics—Number of bytes received R Uint64
154A 4 Port 11 Statistics—Number of bytes received R Uint64
154E 4 Port 12 Statistics—Number of bytes received R Uint64
1552 4 Port 13 Statistics—Number of bytes received R Uint64
1556 4 Port 14 Statistics—Number of bytes received R Uint64
155A 4 Port 15 Statistics—Number of bytes received R Uint64
155E 4 Port 16 Statistics—Number of bytes received R Uint64
1562 b Port 17 Statistics—Number of bytes received R Uint64
1566 b Port 18 Statistics—Number of bytes received R Uint64
156A 4 Port 1 Statistics—Number of bytes sent R Uint64
156E 4 Port 2 Statistics—Number of bytes sent R Uint64
1572 4 Port 3 Statistics—Number of bytes sent R Uint64
1576 A Port 4 Statistics—Number of bytes sent R Uint64
157A 4 Port 5 Statistics—Number of bytes sent R Uint64
157E 4 Port 6 Statistics—Number of bytes sent R Uint64
1582 4 Port 7 Statistics—Number of bytes sent R Uint64
1586 4 Port 8 Statistics—Number of bytes sent R Uint64
158A 4 Port 9 Statistics—Number of bytes sent R Uint64
158E 4 Port 10 Statistics—Number of bytes sent R Uint64
1592 b Port Tl Statistics—Number of bytes sent R Uint64
1596 4 Port 12 Statistics—Number of bytes sent R Uint64
159A 4 Port 13 Statistics—Number of bytes sent R Uint64
159E 4 Port 14 Statistics—Number of bytes sent R Uint64
15A2 4 Port 15 Statistics—Number of bytes sent R Uint64
15A6 4 Port 16 Statistics—Number of bytes sent R Uint64
15AA 4 Port 17 Statistics—Number of bytes sent R Uint64
15AE 4 Port 18 Statistics—Number of bytes sent R Uint64
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Stratix 5800 26-port Register Files

The following table lists the 26-port register files for the Stratix 5800 Switch.

Table 250 - MODBUS 26-port Register Files

Address Number of Registers | Description Read/Write Format
1000 64 Port 1 Name R Text
1040 64 Port 2 Name R Text
1080 64 Port 3 Name R Text
10C0 64 Port 4 Name R Text
100 64 Port 5 Name R Text
140 64 Port 6 Name R Text
180 64 Port 7 Name R Text
TCo 64 Port 8 Name R Text
1200 64 Port 9 Name R Text
1240 64 Port 10 Name R Text
1280 64 Port 11 Name R Text
12C0 64 Port 12 Name R Text
1300 64 Port 13 Name R Text
1340 64 Port 14 Name R Text
1380 64 Port 15 Name R Text
13C0 64 Port 16 Name R Text
1400 64 Port 17 Name R Text
1440 64 Port 18 Name R Text
1480 64 Port 19 Name R Text
14C0 64 Port 20 Name R Text
1500 64 Port 21 Name R Text
1540 64 Port 22 Name R Text
1580 64 Port 23 Name R Text
15C0 64 Port 24 Name R Text
1600 64 Port 25 Name R Text
1640 64 Port 26 Name R Text
1680 1 Port 1 State R Uint16
1681 1 Port 2 State R Uint16
1682 1 Port 3 State R Uint16
1683 1 Port 4 State R Uint16
1684 1 Port 5 State R Uint16
1685 1 Port 6 State R Uintl6
1686 1 Port 7 State R Uint16
1687 1 Port 8 State R Uint16
1688 1 Port 9 State R Uint16
1689 1 Port 10 State R Uint16
168A 1 Port 11 State R Uint16
168B 1 Port 12 State R Uint16
168C 1 Port 13 State R Uint16
168D 1 Port 14 State R Uint16
168E 1 Port 15 State R Uint16
168F 1 Port 16 State R Uint16
1690 1 Port 17 State R Uint16
1691 1 Port 18 State R Uint16
1692 1 Port 19 State R Uint16
1693 1 Port 20 State R Uint16
1694 1 Port 21 State R Uint16
1695 1 Port 22 State R Uint16
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Table 250 - MODBUS 26-port Register Files (Continued)

Address Number of Registers | Description Read/Write  |Format
1696 1 Port 23 State R Uint16
1697 1 Port 24 State R Uint16
1698 1 Port 25 State R Uint16
1699 1 Port 26 State R Uint16
169A 4 Port 1 Statistics—Number of packets received R Uint64
169E 4 Port 2 Statistics—Number of packets received R Uint64
16A2 4 Port 3 Statistics—Number of packets received R Uint64
16A6 4 Port 4 Statistics—Number of packets received R Uint64
16AA 4 Port 5 Statistics—Number of packets received R Uint64
16AE 4 Port 6 Statistics—Number of packets received R Uint64
16B2 4 Port 7 Statistics—Number of packets received R Uintb4
1686 4 Port 8 Statistics—Number of packets received R Uint64
16BA 4 Port 9 Statistics—Number of packets received R Uint64
16BE 4 Port 10 Statistics—Number of packets received R Uint64
16C2 4 Port Tl Statistics—Number of packets received R Uint64
16C6 4 Port 12 Statistics—Number of packets received R Uint64
16CA 4 Port 13 Statistics—Number of packets received R Uint64
16CE 4 Port 14 Statistics—Number of packets received R Uint64
16D2 4 Port 15 Statistics—Number of packets received R Uint64
1606 4 Port 16 Statistics—Number of packets received R Uint64
16DA 4 Port 17 Statistics—Number of packets received R Uint64
16DE 4 Port 18Statistics—Number of packets received R Uint64
16E2 4 Port 19 Statistics—Number of packets received R Uint64
16E6 4 Port 20 Statistics—Number of packets received R Uint64
16EA 4 Port 21 Statistics—Number of packets received R Uint64
16EE 4 Port 22 Statistics—Number of packets received R Uint64
16F2 4 Port 23 Statistics—Number of packets received R Uint64
16F6 4 Port 24 Statistics—Number of packets received R Uint64
16FA 4 Port 25 Statistics—Number of packets received R Uint64
16FE 4 Port 26 Statistics—Number of packets received R Uint64
1702 4 Port 1 Statistics—Number of packets sent R Uint64
1706 4 Port 2 Statistics—Number of packets sent R Uint64
170A 4 Port 3 Statistics—Number of packets sent R Uint64
T70E 4 Port &4 Statistics—Number of packets sent R Uint64
m2 4 Port 5 Statistics—Number of packets sent R Uint64
1716 4 Port 6 Statistics—Number of packets sent R Uint64
17A 4 Port 7 Statistics—Number of packets sent R Uint64
NE 4 Port 8 Statistics—Number of packets sent R Uint64
1722 4 Port 9 Statistics—Number of packets sent R Uint64
1726 4 Port 10 Statistics—Number of packets sent R Uint64
172A 4 Port 11 Statistics—Number of packets sent R Uint64
172E 4 Port 12 Statistics—Number of packets sent R Uint64
1732 4 Port 13 Statistics—Number of packets sent R Uint64
1736 4 Port 14 Statistics—Number of packets sent R Uint64
173A 4 Port 15 Statistics—Number of packets sent R Uint64
173E 4 Port 16 Statistics—Number of packets sent R Uint64
1742 4 Port 17 Statistics—Number of packets sent R Uint64
1746 4 Port 18 Statistics—Number of packets sent R Uint64
T74A 4 Port 19 Statistics—Number of packets sent R Uint64
T74E 4 Port 20 Statistics—Number of packets sent R Uint64
1752 4 Port 21 Statistics—Number of packets sent R Uint64
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Table 250 - MODBUS 26-port Register Files (Continued)

Address Number of Registers | Description Read/Write  |Format
1756 4 Port 22 Statistics—Number of packets sent R Uint64
175A 4 Port 23 Statistics—Number of packets sent R Uint64
175E b Port 24 Statistics—Number of packets sent R Uint64
1762 4 Port 25 Statistics—Number of packets sent R Uint64
1766 4 Port 26 Statistics—Number of packets sent R Uint64
176A 4 Port 1 Statistics—Number of bytes received R Uint64
176E 4 Port 2 Statistics—Number of bytes received R Uint64
1772 4 Port 3 Statistics—Number of bytes received R Uint64
1776 4 Port 4 Statistics—Number of bytes received R Uint64
17780 4 Port 5 Statistics—Number of bytes received R Uint64
177E 4 Port 6 Statistics—Number of bytes received R Uint64
1782 4 Port 7 Statistics—Number of bytes received R Uint64
1786 4 Port 8 Statistics—Number of bytes received R Uint64
178A 4 Port 9 Statistics—Number of bytes received R Uint64
178E 4 Port 10 Statistics—Number of bytes received R Uint64
1792 4 Port 11 Statistics—Number of bytes received R Uint64
1796 4 Port 12 Statistics—Number of bytes received R Uint64
179A 4 Port 13 Statistics—Number of bytes received R Uint64
T719E 4 Port 14 Statistics—Number of bytes received R Uint64
17A2 4 Port 15 Statistics—Number of bytes received R Uint64
1776 4 Port 16 Statistics—Number of bytes received R Uint64
TIAA 4 Port 17 Statistics—Number of bytes received R Uint64
TIAE 4 Port 18 Statistics—Number of bytes received R Uint64
1782 4 Port 19 Statistics—Number of bytes received R Uint64
1786 b Port 20 Statistics—Number of bytes received R Uint64
T7BA 4 Port 21 Statistics—Number of bytes received R Uint64
T7BE 4 Port 22 Statistics—Number of bytes received R Uint64
17C2 4 Port 23 Statistics—Number of bytes received R Uint64
17C6 4 Port 24 Statistics—Number of bytes received R Uint64
TICA 4 Port 25 Statistics—Number of bytes received R Uint64
TICE 4 Port 26 Statistics—Number of bytes received R Uint64
1702 4 Port 1 Statistics—Number of bytes sent R Uint64
1706 4 Port 2 Statistics—Number of bytes sent R Uintb4
T7DA 4 Port 3 Statistics—Number of bytes sent R Uint64
T7DE 4 Port 4 Statistics—Number of bytes sent R Uint64
T7E2 4 Port 5 Statistics—Number of bytes sent R Uint64
17E6 4 Port 6 Statistics—Number of bytes sent R Uint64
T7EA 4 Port 7 Statistics—Number of bytes sent R Uint64
TIEE 4 Port 8 Statistics—Number of bytes sent R Uint64
TIF2 4 Port 9 Statistics—Number of bytes sent R Uintb4
17F6 4 Port 10 Statistics—Number of bytes sent R Uint64
T7FA 4 Port 11 Statistics—Number of bytes sent R Uint64
T7FE 4 Port 12 Statistics—Number of bytes sent R Uint64
1802 4 Port 13 Statistics—Number of bytes sent R Uint64
1806 4 Port 14 Statistics—Number of bytes sent R Uint64
180A 4 Port 15 Statistics—Number of bytes sent R Uint64
180E 4 Port 16 Statistics—Number of bytes sent R Uint64
1812 4 Port 17 Statistics—Number of bytes sent R Uint64
1816 4 Port 18 Statistics—Number of bytes sent R Uint64
181A 4 Port 19 Statistics—Number of bytes sent R Uint64
181E 4 Port 20 Statistics—Number of bytes sent R Uint64
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Table 250 - MODBUS 26-port Register Files (Continued)

Address Number of Registers | Description Read/Write  |Format
1822 4 Port 21 Statistics—Number of bytes sent R Uint64
1826 4 Port 22 Statistics—Number of bytes sent R Uint64
182A 4 Port 23 Statistics—Number of bytes sent R Uint64
182E 4 Port 24 Statistics—Number of bytes sent R Uint64
1912 4 Port 25 Statistics—Number of bytes sent R Uint64
1916 4 Port 26 Statistics—Number of bytes sent R Uint64
system Register File The following table shows the details of the system register file.
Table 251 - MODBUS System Register File

Address Number of Registers Description Read/Write Format
800 64 Product ID R Text
840 64 Software Image Name R Text
880 64 Software Image Version R Text
8Co0 64 Host Name R Text
900 64 Aarm 1—Description R Text
940 64 Alarm 2—Description R Text
980 1 Alarm 1-Status R Uint16
981 1 Alarm 2—Status R Uint16
982 1 Number of 10/100 Ethernet Ports R Uint16
983 1 Number of Gig Ethernet Ports R Uint16
984 1 Number of Alarms R Uint16
985 1 Number of Power Supplies R Uint16
986 1 PS1—Status R Uint16
987 1 PS2—Status R Uint16
988 1 System Temperature (in Celsius) R Uint16
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Change Log

History of Changes

This appendix contains the new or updated information for each revision of this publication.
These lists include substantive updates only and are not intended to reflect all changes.
Translated versions are not always available for each revision.

1783-UMO12M-EN-P, October 2024

Change

Supported Catalog Numbers and Software for Switch Features
Associate ACLs with Interfaces

Configure EIGRP via the WebUI

Configure Interface General

Add an HSR Ring via the WebUI

Configure HSRP via the WebUI

NetFlow (Stratix 5800 Switch Only)

Requirements and Restrictions

Routing Information Protocol (RIP) (Stratix 5800 Switch Only)
Virtual Routing and Forward (VRF)(Stratix 5800 Switch Only)
SPAN Page

PTP Modes

PTP Details

Create DHCP Pool

Configure FPGA Profiles in WebUI

Reload the Switch Via the WebUl

Configure SNMP Users and Authentication

Security Requirements (IEC-62443-4-2)

Time

1783-UM012L-EN-P, January 2024

Change

Device Level Ring (DLR) Topology
DLR Port Choices

Secure Digital (SD) Card
Software Upgrade

Upgrade Mode

Destination

1783-UMO12K-EN-P, October 2023

Change

Stratix 5200 Switch Added
Stratix 5200 Switches
Software Features
Hardware Features
Console Ports

Rockwell Automation Publication 1783-UMO12N-EN-P - October 2025 397



Appendix F History of Changes

1783-UM012K-EN-P, October 2023

Change

Express Setup Button

Account Settings

Create AAA RADIUS Server Group

AAA Advanced-RADIUS Fallback

Device Level Ring (DLR) Topology

Ethernet Ports

Add Port Channel Interface

MACsec (Stratix 5800 Switch Only)

Configure MRP via the WebUI

Configure NAT Instance-Advanced Tab

Configure a Switch as a RedBox via the WebUI

Utility Features

Global Alarm Types

Back Up and Restore Sync Via the WebUI

Reload the Switch Via the WebUI

Secure Digital (SD) Card

Stratix 5200 Boot Order

Stratix 5800 Boot Order

Software Upgrade

Device Level Ring (DLR)

HSRP (Stratix 5800 Switch Only)

Media Redundancy Protocol (MRP)

PROFINET

Parallel Redundancy Protocol (PRP)

Stratix 5200 Status Indicators

Stratix 5200 Data Types

Stratix 5200 Port Assignments

Stratix 5200 Switch Port Numbering

MODBUS Register Lists

1783-UM012J-EN-P, February 2023

Change

Added Media Redundancy Protocol (MRP)

Revised Smartports for Multi-port Assignment

1783-UMO12I-EN-P, August 2022

Change

Supported Catalog Numbers and Software for Switch Features

Wiring for Alarm Connector

Switch Virtual Interfaces (SVls)

Back Up and Restore Procedures

Field-programmable Gate Array (FPGA) Profiles
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1783-UM012H-EN-P, February 2022

Change

1783-MMS10A Series B, 1783-MMS10AR Series B, and 1783-MMX8TA Series A Catalog Numbers
Supported Catalog Numbers and Software for Switch Features

Monitor PRP- Statistics Tab

1783-UM012G-EN-P, September 2021

Change

Supported Catalog Numbers and Software for Switch Features
Console Ports

High-availability Seamless Redundancy (HSR)

10x Services

Virtual Router Redundancy Protocol (VRRP)

Device Settings-General

CIP Sync (PTP)

Configure HTTP/HTTPS/Netconf/VTY Access via the WebUI

1783-UMO012F-EN-P, May 2021

Change
REP Qver Port Channel

1783-UM012E-EN-P, March 2021

Change

Discovery Protacols

Enhanced Interior Gateway Routing Protocol (EIGRP)
Flow-based SPAN (FSPAN)

Hot Standby Router Protocol (HSRP)

Intermediate System-to-Intermediate System (IS-IS)
Multicast Services

Neighbors

PROFINET

PRP Supported on Expansion Module

Quality of Service (QoS)

Remote Switch Port Analyzer (RSPAN)

Routing Information Protocol (RIP)

SDM-Template

Security Requirements (IEC-62443-4-2)

TrustSec

Virtual Router Redundancy Protocol (VRRP)

1783-UM012D-EN-P, December 2020

Change

Flow-based SPAN (FSPAN)

Hot Standby Router Protocol (HSRP)
Remote Switch Port Analyzer (RSPAN)
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1783-UM012D-EN-P, December 2020

Change

Routing Information Protocol (RIP)

Virtual Router Redundancy Protocol (VRRP)

SDM-Template

Security Requirements (IEC-62443-4-2)

1783-UM012C-EN-P, July 2020

Change

Discovery Protocols

Enhanced Interior Gateway Routing Protocol (EIGRP)

Intermediate System-to-Intermediate System (IS-IS)

Multicast Services-Layer 3 support

Quality of Service (QoS)-Layer 3 support

Neighbors

TrustSec

1783-UM012B-EN-P, January 2020

Change

AAA Global Configuration

Configure Multiple Ports Simultaneously

Configure VRF-Lite

Logical Interfaces

File Manager

MODBUS (Modicon Communication Bus)

Netconf Yang Configuration

NetFlow

Network Address Translation (NAT)

Parallel Redundancy Protocol (PRP)

SDM-Template

SNMP-V3 User Groups

TrustSec

Port Numbering

MODBUS Register Lists
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Index

Numerics
10/100/100 ports 23

A

AAA

about b4

configuration 54

configure via WebUI 55

map 59

method lists 60

policy password 73
access control list. See ACL

access port 94, 107, 178
access the WebUl 44
access VLAN 95, 176
accounts, user 277
ACL

about 75

associate with interface 77

configure via WebUl 75
adapter pinouts 22

add switch to controller project 37
Add-on Profile. See AOP

address pools 245

administrative VLAN, REP 171
administrator

login name 33

password 33, 41

user name 41
alarm actions 212, 215

alarm configuration 217
alarm connector 19, 20
alarm labels 20

alarm profile

about 212
configure via WebUl 213
default 212

alarm relay setup 215

alarm settings

about 214
configure via WebUl 215
alarm status indicators 355

alarm types 212, 214

alarm, input 19

alarm, output 19

allowed VLANs 95

announce interval 234

announce timeout 233

AOP 28

assign VLAN to NAT instance 140

authenticate users 54, 270

Authentication, Authroization, and
Accounting. See AAA

authorize users 54

auto QoS 163

auto-MDIX 23
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about 23
configure 94, 98
troubleshoot 348

back up configuration 218, 221

BASE-T ports 23

bit numbers 375

Boundary mode 233

BPDU filtering 184

BPDU guard 184

broadcast storm 36

browser
Express Setup 28, 43
requirements for WebUI 43
troubleshoot 348

bundle, debug 343

C

CA Trustpoints 257
cable diagnostics 313
cable schematics
twisted-pair crossover 24
twisted-pair straight through 23
cables
crossover 24
damaged 346
Ethernet and fiber 346
guidelines 23
straight-through 24
CDP 78, 287
certificate authority 257
CIp
about 15, 224
configure via WebUl 224
data 375
device settings 36
enable 36
IP address 36
password 28, 31, 36
status and statistics 293
VLAN 28, 31, 36
CIP Sync time 224, 232
Cisco Discovery Protocol. See CDP
CLI
about 238
modes 238
password 33
run commands via WebUl 238
clients, DHCP 298
clock modes
Boundary 233
End to End Transparent 234
clock settings, monitor 290, 328
command, CLI 238
command-line interface. See CLI
Common Industrial Protocol. See CIP
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402

community strings, SNMP 272
comparison, software 15
configuration

back up and restore via Logix Designer
application 221
back up and restore via WebU! 218
configuration software 15

connection faults 99
connection settings 241
connectors 23

alarm 19, 20
dual LC 26
front panel 19
PoE pinout 25
power 19
console port 23

connectors 21
location on switch 18
contacts, normally closed 19

contacts, normally open 19
controller project 37

core dump 342

CPU utilization 326

crossover cables 24

custom Smartport roles 179
customize WebUI dashhoard 50

dashboard

customize 50
dashlet descriptions 50
data types 357

DB-25 pin 22

DB-9 pin 22

DC power connectors 19
debug bundle 343
default alarm profile 212
default gateway

NAT 137
default gateway IP address 35

default global macro 41

delay request interval 233

device name 33

device settings
configure via Logix Designer application 241
configure via WebUl 239

device settings, CIP 36

device temperature 50

device time

configure via Logix Designer application 232
configure via WebUI 225
set manually 225, 243
set via NTP 243
set via PTP 224, 228
DHCP 35, 41, 245
troubleshoot 347
DHCP clients, monitor 298

DHCP persistence 245, 246
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DHCP pools 245
configure via Logix Designer application
250
configure via WebUl 247
DHCP snooping 247
disable switch port 357
discovery protocols 78
DLR
port choices 85
DNS
about 244
add server 244
domain name system. See DNS
download
core files 342
debug bundle 343
driver, USB device 21
dual LC connector 26
dump, core 342
Duplex mode 94, 98
troubleshoot 348
Dynamic Host Control Protocol. See DHCP

E

edge port 169, 171
EIGRP 86
EIP status indicators 354
enable CIP 36
End to End Transparent mode 234
Enhanced Interior Gateway Routing Protocol.
See EIGRP
EtherChannels
about 105
configure 109

modes 105
Ethernet ports

configuration via Logix Designer application
98

configure via WebUl 89
Duplex mode 94, 98
fault/program action 99
numbering 377, 379
speed 94, 98
status indicators 355
EtherNet/IP interface 15
EtherNet/IP protocol 178
expansion modules 14
Express Setup
button 29
global macro 41
Long Press mode 32
Medium Press mode 31
modes 27
requirements 28
Short Press mode 30
status indicator 354
via Logix Designer application 37
via WebUl 32
external alarm 214

F

factory default settings 32



Index

fallback, RADIUS 73 IP address pools 245

fault/program action 99 IS-IS 118

faults, connection 99

features L
hardware 17
software 15 labels, alarm 20

fiber Layer 2 Network Address Translation (L2NAT)
njultlimod: 2286 301
singlemode

File I‘Iangager 253 tg :: nnector 26

fixed switches 14

server configuration 69

flash 221, 222 server group configuration 70

front panel LED. See status indicators
connqctor]% 19 Link Layer Discovery Protocol. See LLDP
overview
status indicators 351, 352 :]L:];;S' 287

FTP/TFTP settings 240 el

full-duplex 23 Logical 105

logical interfaces 105
login name
G administrator 33

gateway IP address 35, 41 WebUl user 277

global alarm actions 215 logs, system 540
global alarm configuration 216 Long Press mode, Express Setup 27, 32

loopback interfaces 108

global alarm types 214
global macro 41
GMC 289, 290, 327, 328 M
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